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http://www.rtpro.yamaha.co.jp/RT/FAQ/IP-Filter/network-security-filter.html
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http://www.rtpro.yamaha.co.jp/RT/docs/firewall/index.html
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|#
m[| ip filter 00 reject 10.0.0.0/8 * * * *
m[ | ip filter 01 reject 172.16.0.0/12 * * * *
m[ | ip filter 02 reject 192.168.0.0/16 * * * *
m[ | ip filter 03 reject 192.168.0.0/24 * * * *
(—1mm| ip filter 10 reject * 10.0.0.0/8 * * *
1mm| ip filter 11 reject * 172.16.0.0/12 * * *
Cmm| ip filter 12 reject * 192.168.0.0/16 * * *
Cmm| ip filter 13 reject * 192.168.0.0/24 * * *
mm| ip filter 20 reject * * udp,tcp 135 *
mm| ip filter 21 reject * * udp,tcp * 135
mm| ip filter 22 reject * * udp,tcp netbios ns-netbios ssn *
mm| ip filter 23 reject * * udp,tcp * netbios ns-netbios ssn
mm| ip filter 24 reject * * udp,tcp 445 *
mm| ip filter 25 reject * * udp,tcp * 445
C1mm| ip filter 26 restrict * * tcpfin * www,21,nntp
C1mm| ip filter 27 restrict * * tcprst * www,21,nntp
m[ | ip filter 30 pass * 192.168.0.0/24 icmp * *
m[ | ip filter 31 pass * 192.168.0.0/24 established * *
m[ | ip filter 32 pass * 192.168.0.0/24 tcp * ident
m[| ip filter 33 pass * 192.168.0.0/24 tcp ftpdata *
1| ip filter 34 pass * 192.168.0.0/24 tcp,udp * domain
m[ | ip filter 35 pass * 192.168.0.0/24 udp domain *
1| ip filter 36 pass * 192.168.0.0/24 udp * ntp
1| ip filter 37 pass * 192.168.0.0/24 udp ntp *
(1mm| ip filter 99 pass * * * * *

#1

RTAS4I

| #

1| ip filter dynamic 80 * * ftp
1| ip filter dynamic 81 * * domain
1| ip filter dynamic 82 * * www
1| ip filter dynamic 83 * * smtp
1| ip filter dynamic 84 * * pop3
1| ip filter dynamic 98 * * tcp
1| ip filter dynamic 99 * * udp

# (IN) (OUT)

pp select 1

ip pp secure filter in 00 01 02 03 20 21 22 23 24 25 30 31 32 33 35
ip pp secure filter out 10 11 12 13 20 21 22 23 24 25 26 27 99
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|#
m[| ip filter 00 reject 10.0.0.0/8 * * * *
m[ | ip filter 01 reject 172.16.0.0/12 * * * *
m[ | ip filter 02 reject 192.168.0.0/16 * * * *
m[ | ip filter 03 reject 192.168.0.0/24 * * * *
(—1mm| ip filter 10 reject * 10.0.0.0/8 * * *
1mm| ip filter 11 reject * 172.16.0.0/12 * * *
Cmm| ip filter 12 reject * 192.168.0.0/16 * * *
Cmm| ip filter 13 reject * 192.168.0.0/24 * * *
mm| ip filter 20 reject * * udp,tcp 135 *
mm| ip filter 21 reject * * udp,tcp * 135
mm| ip filter 22 reject * * udp,tcp netbios ns-netbios ssn *
mm| ip filter 23 reject * * udp,tcp * netbios ns-netbios ssn
mm| ip filter 24 reject * * udp,tcp 445 *
mm| ip filter 25 reject * * udp,tcp * 445
C1mm| ip filter 26 restrict * * tcpfin * www,21,nntp
C1mm| ip filter 27 restrict * * tcprst * www,21,nntp
m[ | ip filter 30 pass * 192.168.0.0/24 icmp * *
1| ip filter 31 pass * 192.168.0.0/24 established * *
m[ | ip filter 32 pass * 192.168.0.0/24 tcp * ident
1| ip filter 33 pass * 192.168.0.0/24 tcp ftpdata *
1| ip filter 34 pass * 192.168.0.0/24 tcp,udp * domain
1| ip filter 35 pass * 192.168.0.0/24 udp domain *
1| ip filter 36 pass * 192.168.0.0/24 udp * ntp
1| ip filter 37 pass * 192.168.0.0/24 udp ntp *
(1mm| ip filter 99 pass * * * * *

H2

RTAS4I

| #

—mm| ip filter dynamic 80 * * ftp
1mm| ip filter dynamic 81 * * domain
1mm| ip filter dynamic 82 * * www
1mm| ip filter dynamic 83 * * smtp
(1mm| ip filter dynamic 84 * * pop3
1mm| ip filter dynamic 98 * * tcp
C1mm| ip filter dynamic 99 * * udp

# (IN) (OUT)
pp select 1
ip pp secure filter in 00 01 02 03 20 21 22 23 24 25 30 32

ip pp secure filter out 10 11 12 13 20 21 22 23 24 25 26 27 99 dynamic 80 81 82 83 84 98 99
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ICMP/TCP/UDP
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http://www.rtpro.yamaha.co.jp/RT/FAQ/IP-Filter/ip-packet-filter.html

tcp tcp tcp )
udp udp udp )
ftp tcp ftp
tftp udp tftp
domain udp(tcp) | DNS

WWW tcp WWW

stmp tcp (

pop3 tcp (

telnet tcp telnet

tcp,udp
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http://www.rtpro.yamaha.co.jp/RT/FAQ/IP-Filter/ip-packet-filter.html

#1

IP

Unknown IP protocol protocol 101
Land atack IP IP

A
Short IP header IP length 5
Malformed IP packet length O

A
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http://www.rtpro.yamaha.co.jp/RT/docs/firewall/index.html

H2

Malformed IP opt

Security IP opt Security and handling restriction header
P Loose routing IP opt Loose source routing header

Record route IP opt Record route header

Stream ID IP opt Stream identifier header

Strict routing IP opt Strict source routing header

Timestamp IP opt Internet timestamp header

&;YAMAHA AV&IT Marketing Divisi209n



http://www.rtpro.yamaha.co.jp/RT/docs/firewall/index.html

#3

Fragment storm

Large fragment offset offset
Too many fragment

Teardrop teardrop

Same fragment offset offset

Invalid fragment
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#4

ICMP source quench

source quench

ICMP timestamp req

timestamp request

ICMP timestamp reply

timestamp reply

ICMP info request

Information request

ICMP ICMP info reply

Information reply

ICMP mask request

address mask request

ICMP mask reply

address mask reply

ICMP too large

1024 ICMP
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#5

UDP short header UDP length 8

UDP UDP bomb UDP length

UDP port scan

TCP gueue overflow TCP

TCP no bits set

TCP SYN and FIN SYN FIN
TCP
TCP FINand no ACK | ACK FIN
TCP port scan
TCP SYN flooding SYN
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#6

FTP improper port PORT PASV
FTP 1024 65535

SMTP pipe attack From: |
SMTP decode alias : decode@
SMTP DEBUG DEBUG

SMTP command
SMTP EXPN command | EXPN
SMTP VRFY command | VRFY
SMTP WIZ command WIiZ
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