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IX: Internet eXchange

JPIX = http://www.jpix.ad.jp/
ISP: Internet Service Provider
®: Router
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2000 ¢

1800 -

1600 - .
1400 - .
1200 -
1000 - . -
800 - / - -
400 - -
200 | -

0 2001 2002 2003 2004 2005

W 7T 7 97 335 593 773

2 16 41 65 &0

. ATV 205 323 388 417 429

DSL 164 481 749 722 695

— TOTAL 378 917 1513 1797 1977

( 2001/10/16)
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IX

( JPIX - http://www.jpix.ad.jp/jp/techncal/traffic.ntml )

1998175 ~ 2002114
‘ Jae Qa1 9877 891 Qa7 001 00s7 011 0147 02s1 0277

N
e

TT
ADSL ADSL
1.5M 8M

IX: Internet eXchange

JPIX > http://www.jpix.ad.jp/
, ISP: Internet Service Provider
User ; ®: Router
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#1

( RT200i ) R
4BRI/8BRI(opt.) 2BRI.IPRILILAN
RT140p )
( RT140e ) ( RT140f )
_1BRI,2LAN 2BRI,2LAN
RT140i ) .
( ) 2BRI,1LAN
RT100i . .
e (_RT102i ) -( RT103i ) ,
\( RT80i )»—{ RTA50i )——( RTA52i )
DSU , DSU : DSU
1BRI,2TEL 1BRI,3TEL 1BRI,3TEL
4HUB 4HUB
‘05/3  *96/10 “97/2 ‘97/10 ‘08/5 “98/10 ‘99/2 ‘00/3
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H2

_(_RT300i ) -
1BRI,1LAN,+
1PRI1.4SW-HUB CRTXZOOO)
("RT105p ) (RTX1000)
1BRI1,4SW-HUB C RT105e )
N RT105\i ) JLAN 4SW-HUB g
| I;EBL%?ES ZHUB SRl At LA )
RTW65i
/C RT60W ) R'IgWGSb\ ) -
// 1BR] 3TEL LAN /CZLAN LKN 1BRI,2TEL,2LAN
~( RTA54j )—="~ ( RTA55i ) -
1BRI,2TEL,2LAN C RT56v )

1PSTN 3TEL,2LAN

‘00/6 ©00/10°01/06 “01/07 ‘01/11 “01/12 ‘02/05° 02/07 02/10
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SOHO

1,000,000 ¢
. RT300 series

RT140 series

200,000 ¢

RT105 series

4

4

NetVolante
series

YAMAHA © Hisashi Hirano, AV&IT Marketing Divisilozn




RT RTX

128k~ 1.5M~ 10M 50M 100M 1G
Module
( RT300i )
(RT140p(238+D)) | ( RTX2000 )
( )
(RT140p(T1)) RT140e
RTX1000 )
( )
(RTs2pro) (RT1051 ) (RT105p(TD))
BRI/INS 64 PRIZINS 1500
64kbit/s 128kbit/s  192kbit/s 1.5Mbit/s 10BASE-T/100BASE-TX
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[RT100i ]

( )
[RT100i 2 ]
a)
b)
RT/RTX
WWW
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RT/RTX

-------------------------------------------------------------------------------------------------

N
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Web

2y
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http://NetVolante. jp/
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4 N

RT
RTX
N J
( RT100i )
_____________________ p N
N J

i i 1 - - e =
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RTX1000
RTX2000
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VPN
RTX series

7 RTX2000

(2002 11 5

m R7X1000

(2002 10 22 )
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4 N

CENTER
~— J
. ISDN(64k)
- OCN (128Kk) +
' (64k/128K)
IP-VPN (64k/128K)
_______________ ( .64 15M)
2) <=l
' b) - i
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200

100

30

20

10

()

(4 )

DR1500
IP-VPN
DA1500
FR
DA1500
D e,
“ i ADSL
FR
DA128
IP-VPN
IP-VPN
I W 00 ey By ‘ LAN
D OCN !
N ]
VPN
...... ADSL IP
""""""""""" VPN
ADSL IP
R L LT >
64k 128k 500k M 1.5M 8M 100M
( 2002.4.1) /)



(VPN)

Internet
CENTER
.lllllllllll:
DMZ [ ]
RTX2000 | RIX1000 | |
. : Server ——T*|| | LAN
o‘ * . PC VPN(( ) )
‘-PC S S
T 1 [ ] ‘
LAN
VPN e )
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VPN
YAMAHA RT140e/RT140f

BRI RI
F{Tla@ﬁ RT14£H:
LAN| [LAN LAN| [LAN
[ RT140e ] [ RT140f ]
1998 5 1999 2 ( )
LAN: 2 LAN: 2
BRI: 1 BRI: 2
BRI] [LAN LAN] [BRI i ] §
. 1998 5 :IPsec ( )|
RT1406(®)] D rT140e | | | 1999 1 :LAN NAT  (NAT )
' . 2001 4 :PPPoOE IPv6 ;
LAN LAN i 2001 12 :DHCP i

\‘ ¢ < ./
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Revision
1998 5 Rev.3.00.09 | RT140e
1999 1 Rev.4.00.02 | NAT
1999 2 Rev.4.00.05 | RT140f
2000 5 Rev.6.00.10 | RT300i+
2000 9 Rev.4.01.06 | © (RTA52i) NAT
2000 11 Rev.5.00.10 | ©RT60wW (NAT DHCP )
2001 4 Rev.5.01.12 | oRT60w (PPPoOE )
2001 4 Rev.6.01.06 | PPPoE
2001 5 IPv6 (2001 8 )
2001 7 Rev.4.03.10 | ©oRTAbB4i
2001 7 Rev.4.04.05 | © (RTA54i)
2001 11 Rev.5.03.07 | ©RTW65b
2001 12 Rev.6.02.14 | RT105e

DHCP

%YAMAHA © Hisashi Hirano, AV&IT Marketing Divisi205n




Internet VPN

Revision

1998 5 Rev.3.00.09 1 (IPsec Version 2 |-Draft )
1998 9 Rev.3.00.23 | TUNNEL
1998 12 Rev.3.01.11 2 (IPsec Version 2 I-Draft )
1999 4 Rev.4.00.07 | TUNNEL NAT
1999 Rev.4.00.18 3 (IPsec Version 2 RFC )
2000 2 Rev.4.00.33 VPN

IPComp
2000 7 Rev.4.00.39 | VPN ( IP )
2001 4 Rev.6.01.06 | RT300i VPN

...IPsec

2001 5 Rev.6.02.03 | IPv6

TUNNEL
2001 9 Rev.6.02.07 | TUNNEL ISDN
2002 6 Rev.6.03.08 | VPN . PPTP

€ YAMAHA

© Hisashi Hirano, AV&IT Marketing Division
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RTX1000
RTX2000
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VPN

RTX1000

118,000

ISDN S/T SERIAL
E=rx) =rx e =

4
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VPN
RIX 1000

100 Mbit/s

3DES 23Mbit/s OSPF,BGP4, :
IPv4/IPv6

VRRP IPv6

ISDN, VPN VPN

© Hisashi Hirano, AV&IT Marketing Division
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RTX2000

398,000
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VPN
RIX 2000

500Mbit/s LAN ( 16)
100Mbit/s
VPN 50Mbit/s(3DES) (VPN LAN )
o IPv4/1Pv6
- IPv6

,ﬁ:j YAMAHA © Hisashi Hirano, AV&IT Marketing Divis;c)ln




RTX2000

SERIAL | LAN |

LAN

10BASE-T/100BASE-TX 8

YAMAHA © Hisashi Hirano, AV&IT Marketing Divisg()zn




RT105e

RTX1000
RTX2000

| S
o i, :
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'G"PC J

ok O-

LAN *

)

&

fﬂ_

NV ¢,

© Hisashi Hirano, AV&IT Marketing Division
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RT105e (

€ YAMAHA

PC pC||PC||PC]||PC
SO -
RS-232C 11234 LAN2
| | | |
SERIAL LANC LANC
* 4
32bits/44.44MHz (1.4Gbps)
CPU RAM FlashROM
(SH3/133MHz2) (16MB) (2MB)
RT105e

© Hisashi Hirano, AV&IT Marketing Division
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RTX1000 )

PC PC||PC||PC||PC Server
SN
RS-232C S/T 1(2(3|4 LAN2 LAN3
’J | | | | |
SERIAL ISDN LANC LANC LANC
4
32bits/100MHz (3.2Gbps)
CPU Security Engine RAM FlashROM
(MIPS32/150MHz) (DES/3DES) (16MB) (2MB)

RTX1000

%YAMAHA © Hisashi Hirano, AV&IT Marketing Divisi307n




RTX2000 ( )

PC
rmeemeeeeeeeeeees . INENEEREEEE REREERERERER
: ) i : > > x>
1| Security Engine | Zlzzzzzzz|ZziZzIzIZz|IZz|Zz|Z|Z
| (DES/3DES) | ' 8RA8 KX REBRNRIELFER[GR8R
64bits/66MHz (4.2Gbps)
. 4
CPU 64bits/116MHzZ Packet Engine
*7-40Hps) * ¢ *
StrongARM | {/-4CHP - _

(232MH2) FlashROM SSRAM 3 16 SDRAM
(4MB) (4MB) (64MB)

RTX2000
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RTX1000
RTX2000
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() ADSL VPN

Internet

o ®
tretegret VPN

E . \ """"""""" N . .
RTX1000 RTX1000

1.5M ADSL 8M ADSL 12M ADSL

1.5 Mbps 8 Mbps 12 Mbps

512 Kbps 1 Mbps 1 Mbps

YAMAHA © Hisashi Hirano, AV&IT Marketing Divisi400n




MTU

MTU /" Ethernet N
MAC P FCS
(14) (46 1500) (4)
= PPPoE
MTU | encth| = | MAC |PPPOE|PPP| 1P FCS
Pv4 MTURFc791) | 65535 (14| 6 | @ (38  1492) (4)
P V4 576 NG J
VD (RFE9h) a ™
Pv4 MTURFc791) 68
IP over ATM 9180 MAC IP FCS
FDDI 4352 4500 L4 (1500) )
Ethernet 1500] 1518 @ PPPOE
PPP( ) 1500 4
IEEE 802.3 Ethernet 1492| 1518 MAC |PPPoE|PPP P FCS
PPPOE(RFC2516) 1492 14) | 6 | @ (1492) (4)
PPPOE( ) 1454 4
IPv6 MTURFc2460) | 1280 MAC |PPPOE |PPP|IP FCS
k (14) | (6) | (2) | (8+30) | (4) J

€ YAMAHA

© Hisashi Hirano, AV&IT Marketing Division

http://rfc.netvolante.jp/rfc/rfc1191.txt (Path MTU Discovery)
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64k bit/s (half) 95 pps
) 128k bit/s (half) 190 pps

10M bit/s(half)| 14,881 pps| 15k pps

Q. 100M bit/s| 148,810 pps| 150k pps
half
RFC2544(RFC1944) (hath)
64 (Throughput)
pps(packets/sec)
Q.RFC1242 (Throughput)

“The maximum rate at which none of the offered frames are dropped by the device. ”
Q.RFC1242 RFC1944
RFC1242:
RFC1944(RFC2544):

 http:/Avww. rtpro.yamaha. 66:;5]&?]]5;&"'/'fé'ﬁl'ﬁ/}ijﬁt'i'ri'g'lb'éﬁéF&iéﬁ&é.ﬁtﬁﬁ """"""""""""""""""""""""
. http://rfc.netvolante.jp/rfc/rfc1242.txt (Benchmarking Terminology for Network Interconnection
Devices}

http://rfc.netvolante.jp/rfc/rfc2544.txt

Benchmarking Methodology for Network Interconnect Devices)
Benchmarking Terminology for LAN Switching Devices

http://rfc.netvolante.]p/rfc/rfc2285.txt
ttpuadcnetvotante jp/cfc/ric2889:txt (senchmarking Methodology for LAN Switching Devices) ™

2889:txt (Benchmarking Methodology for LAN Switchifg Devices

&_BYAMAHA © Hisashi Hirano, AV&IT Marketing Divisi402n




SmartBits (L2/L3)

e I

o M

\ SmartBits / \ SmartBits /

(L3) (L2)

SmartWindow 5
SmartApplications _, RFC1242&RFC2544

@YAMAHA © Hisashi Hirano, AV&IT Marketing Divisizgn

SmartBitS{




2+ SmartApplications Help
FrOE IREE LEDM ATy agLIHH)

Fevh(D| FaE) | EnRIE |«

Sample Throughput Repo

| Summary Report

Detail Report — Tabular Format

},ﬁﬁesults - E:‘etsmb\zmartv22\table vtz =] B
File  Edit Help

=S| 28| &+ 9%

HNETCOM SYSTEMS - SmartBits Throughput test results =

Port-Pair Throughput

Frame size 64
18 Mb MaxRate 14881
188Mb HaxRate 1488108
ug passe -

Avg Tx Time{s) 5.8383
i to 8 148809
2 to 18 14881

Uendor Hame: Uendor
Product Hame: Product
Software Uersion: SmartaApplications U 2_24@
Library Uersion: 2.85-2
Firmware Uersion: ABBA &6 11 e eee——__ |
Serial Humber: 63662148 ! . 1
Throughput test length: % seconds | SmartBltS :
Average of: 1 trial
Port pairs active: 2
Date: Wed Oct 21 17:688:48 1908

N

128 256 512 1824 1288 1518
8446 4520 2350 1197 062 813
84459 45298 23496 11973 9615 8127

5.8163 5.8087 5.8656 5.8842 S.8043 LS.68M1

84459 45298 23496 11973 9615 8127
8446 4529 2358 1197 961 813




SmartBits (VPN)

MTU 1280
/ Router é Router \
.vf VPNi..

\ SmartBits /

(L3)

@YAM AH A © Hisashi Hirano, AV&IT Marketing Divisi4%n



3DES VPN
RT300i (10/100)*2/® 39.8M bit/s|® 3.0M bit/s 100 800,000
RT300i+VPN (10/100)*2 10.2M bit/s 500 1,000,000
RT140e (10/100)*2 14.2M bit/s® 1.1M bit/s 20 320,000
RT105e (10/100)*2 15.5M bit/s[¥ 1.2M bit/s 30 68,000
3DES VPN
CISCO 3640 ® F: 100M bit/s 160
(10S 12.0.57) P: 21.2M bit/s
CISCO 2621 ®F: 66.9M bit/s 60
(10S 12.1.7) P: 15.0M bit/s
FITELnet-F40 (10/100)*2/®  9.8M bit/s|® 4.6M bit/s 32 118,000
SonicWall TELE3 (10/100)*2 75M bit/s|  20M bit/s 5| (5u) 148,000
SonicWall PRO 200 | (10/100)*3 190M bit/s|  25M bit/s 500 745,000
NetScreen-5XP (10)*2 20M bit/s|  13M bit/s 10| (10u) 98,000
NetScreen-5XT (10/100)*2 70M bit/s|  20M bit/s 10| (10u)138,000
NetScreen-25 (10/100)*4 100M bit/s 25M bit/s 25 680,000
AR740 (10/100)*2 66M bit/s 312,900
AR740+VPN (10/100)*2 66M bit/s| DES (?) 364,400
RTX 3DES VPN
RTX2000 (10/100)*8 500M bit/s 398,000
RTX2000 + VPN (10/100)*8 500M bit/s|  50M bit/s 500 496,000
RTX1000 (10/100)*3 100M bit/s|  23M bit/s 30 118,000

( ®RFc1242/RFC2544 2002 10 )




2002.11.4 P.52 P.53

WAN
2
NEC
FITELnet-F40 1X2010 AR410V2 XR-360/Pro RTX1000 Si-R170
2001 11 2002 6 2002 10 2002 10 2002 10 2002 11
118,000 198,000 69,800 118,800 118,000 128,000
10M/100M*4(SW) ' 10M/100M*1 10M/100M*4(SW) ' 10M/100M*4(SW) 10M/100M*4(SW)  10M/100M*1
10M/100M*1 10M/100M*1 10M/100M*1 10M/100M*1 10M/100M*1 10M/100M*1
*1 *1 BRI*1 10M/100M*1
BRI*1
(LAN*2+VPN) Jo o( 208000 ) o 121300 ) o o o
( +BRI) x< o( 159100 ) o o ><
(LAN*3+VPN) | o( 244000 ) o( 159,100 ) x o <
( +BRI) > > > > o >
(3DE\5/)P N 7.2M bit/s sMbit/s () 5',\:'322/5 | 9ambius 23M bit/s 20M bit/s
RIP1/2 OSPF RIP1/2 OSPF
RIP1/2 BGP4 RIP1/2 OSPF RIP1/2 OSPF RIP1/2 OSPF BGP4 BGP4
< ( ) RIPng < ( ) < RIPng RIPng
VPN IPsec IPsec IPsec( ) L2TP IPsec IPsec PPTP IPsec
QoS VRRP QoS( ) QoS
VRRP ( ) . VLAN VRRP
VRRP VRRP
VRRP: 3 BRI*1: 37,800
() IPsec 1 10M*1: 37,800
10M/100M*4(SW): | PRI*1: 102,900
36,000 : 51,500

A&
W

& YAMAHA

© Hisashi Hirano, AV&IT Marketing Division
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RTX1000

Rev.7.00.04 ( )
LAN1 n LAN2
SmartBits
. (pps:paket/second) if |
i TS B
Port-pair Toroughput (birs)
Frame size 64 128 256 512 1024 1280 1518
100Mb MaxRate 148810 84459 45290 23496 11973 9615 ei127
Avg % passed 100.00
Avg Tx Time(s) 10.002 |10.002 10.002 10.002 10.002 10.002| 10.002
01,01,01 01,02,01 8127
O o O L
: (bit )*1
- - (1280*8)*(9107)=93255680 bit/s - 93.26Mbit/s 5
K M 1024 1000 ( )

_______________________________________________________________________

@YAMAHA © Hisashi Hirano, AV&IT Marketing Divisi4%n




RTX1000 *2

Rev.7.00.04 ( )
LAN1 - LAN2 LAN2 - LAN1
SmartBits
i (pps: paket/second)
Port-pair Throughput (Bits)
Frame size 64 128 256 512 1024  1280| 1518
100Mb MaxRate 148810 | 84459 45290 23496 11973  9615| 8127
Avg % passed 100.00
Avg Tx Time(s) 10.002 |10.002 10.002 10.002 10.002 10.002| 10.002
01,01,01) to (01,02,01 8127
) o O L
: (bit )*1
i - (1280*8)*(8744)=89538560 bit/s — 89.54Mbit/s i
. K M 1024 1000 (. ) |
- © Hisashi Hirano, AV&IT Marketing Division
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RTX1000 VPN:3DES

Rev.7.00.04 (
) im
LAN1 LAN2 LAN2 - LAN1
SmartBits
3DES S VPN (bits) |
Port-Pair Throughput \
E;;.;l;_;:;; ___________ 64 128 256 512 1024 1280 1492 1518
100Mb MaxRate 148810 84459 45290 23496 11973 9615 8267 8127
Avg % passed 25.70
Avg Tx Time(s) 9.9997 9.9996 9.9996 9.9997 9.9995 | 9.9993 [9.9992 9.9987
(01,01,01) to (01,02,01) 2471
| (bit  )*1
. - (1280*8)*(2471)=25303040 bit/s — 25.30Mbit/s :
K M 1024 1000 (.. ) |
@ © Hisashi Hirano, AV&IT Marketing Division
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RTX1000

Rev.7.00.04 (

100) 5

80

60

40

20

0
64 | 128 | 256 | 512 | 1024 | 1280 | 1518

——RTX 100.00

= RTX-RTX 100.00

VPN(3DES) 25.70

%YAMAHA © Hisashi Hirano, AV&IT Marketing Divisi501n




RTX2000
- R1X2000 [roxe000]  [RTx2000] -

. T
Miliiiii

\ SmartBits

““““““““““““““““““““““““““““““““““““““““““““““““““““““““““““““““““““““““

 [Rev.7.00.10] ' [Rev.7.00.10]

2 64 1518  100% (1 ) {i VPN(DES/3DES): 1280  70%

. 8 :64 280K pps (4 ) i

8 .1518 ~ 800Mbps@4 I
@ © Hisashi Hirano, AV&IT Marketing Division
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CISCO

fast process
switching switching | performance | performance
(max) (max) (software) (software)
1720/1750 8.4K pps
1721 12K pps
2610-2612 15k pps 256k bps 512K bps
2620/2621 25K pps 384Kk bps 768K bps
2650/2651 37K pps 384k bps 768k bps
2610/2611XM 20K pps
2620/2621XM 30K pps
2650/2651XM 40K pps
2691 70K pps
3620 30 40k pps 2K pps 512k bps 1024k bps
3640 50 70Kk pps 4k pps 1024k bps 2048k bps
3660 100 120k pps| 10 12k pps 1554k bps 3072k bps
4000 14k pps 1.8k pps
4500 45K pps 3.5K pps
4700 75K pps 4.6k pps
720x (NPE100) 100k pps
720x (NPE150) 150k pps 5k pps
7500/RSP2 220 250Kk pps 8K pps
7500/RSP4 320 350k pps 18K pps

(2002 10 )




Ethernet

IP-VPN

| S
r
=1
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Ethernet

MASTER BACK UP

R 7')(2000 ’ RTX2000
E)(e rnet

RTX1000 ’ RTX1000 ’
B

A
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Internet VPN

MASTER ' BACK UP
RTX2000 RT300/
4

RTX1 0?40

@ YAMAHA

net BAC‘KUP\\

ISDN

VRRP ‘

RTXI00,

RT105/

B

© Hisashi Hirano, AV&IT Marketing Division
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IP-VPN

' BACK UP

MASTER

RTX2000

RT300/

|

EWWYOQO

@ YAMAHA

BACK UP \

4
X
Internet

\ 4
GATEWAYX\

ISDN

d

RTX1000
B

© Hisashi Hirano, AV&IT Marketing Division
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RT140i(ISDN

(L0BASE-T/100BASE-TX )

-~

~

BRI] [BRI| | [ RT140i]
_ 1997 10
RT140i LAN: 1
LAN BRI: 2
Multilink PPP
Backup
RT140i U:J/ = RT140i
DFE= &)

f

/NV'I

RaiS]

: {ISDN

BRI

q

KLAN

A&
W

o

ISDN

DYAMAHA

-

RT140i

f

BRI

RT140i

/NV'I

BRI

q

\\LAN

FR

ISDN

0, AV&IT Marketing Division
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floating static  L2/L3

fﬂ_

RT
“floating static”
NAT NAT
TV .70 YY) .. (7]
3 L2 e000 0,
®ceececc®’ .V
N

,/YAM AH A © Hisashi Hirano, AV&IT Marketing Divisi5%n
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Layer
floating static O
pp backup PPP LCP keepalive oPP
PPPoOE ICMP keepalive oLAN
e tunnel
L3 |lan backup ethernet ARP keepalive oPP
ICMP keepalive oLAN
( ) e tunnel
tunnel backup | IPsec IKE keepalive(heartbeat) | @ PP
ICMP keepalive e | AN
e tunnel
Lo leased backup LCP keepalive o|SDN
( ) fr backup FR PVC o |SDN
tunnel backup | IPsec IKE keepalive(heartbeat)|© ISDN ( )
O
VRRP o (Rev.6.03.15 )




“ICMP echo/reply”

ping keepalive

RT

/IRTX

ICMP reply

ICMPecho .

[ ]

[ J
[ ]
o
keepalive *
® — e
¢ [ICMPecho ¢

N .

.. :

® °

® °

ICMP reply  ~ v ‘;

(ping)

\ 4

@ YAMAHA

© Hisashi Hirano, AV&IT Marketing Division
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floating static ( - )

RT /IRTX

[
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ISDN

~

Backutp
Remote Access

- Pe

DMZ

G——fy
Server

SDN

K ISDN
- .‘

J
\

BRI| [= = [BRI
o <EI . j7> 0
g = LI VPN )
x NY 4 S
‘I 3| [Backup 2 N
LAN] = PiEl AN
e —_ e —
[ PC] /
LAN VPN

€ YAMAHA

RTX1000
LAN
E@?.....
QD
(®)
22
=
=
NV
000TX1Y
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O 2002.4.1
ADSL P.86 P.105
O 2002.10.7
ADSL, P.70 P.87
100 VPN
P.158
O N+I INTERNET Guide 2002.11
WAN
WAN P.48 P.51
O 2002.10.21
P.110 P.125
O 2002.11.4
Report WAN P.52 P.53
2
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. (Rev.6 )

@YAMAHA © Hisashi Hirano, AV&IT Marketing Divisi805n

RTA50i




<
*Telnetd
*Httpd

<

pass/restrict
‘tcp/udp
' /
/

@YAMAHA © Hisashi Hirano, AV&IT Marketing Divisi806n

http://www.rtpro.yamaha.co. jp/RT/FAQ/TCPIP/Attic/Tilter-routing.html

IP
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Internet VPN

RTX1000 RTX1000
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VPN (PPTP IPsec)

PPTP cccccccccccccdececcccccccss » |Psec
Point to Point Tunneling Protocol IP Security Architecture
PPP IPsec Version 2(RFC)
Windows95 IPv4 IPV6
VPN (MS-DUN 1.4
) IKE(Internet Key Exchange)

MS-CHAP/MS-CAHP v2 HMAC-MD5 HMAC-SHA-1

| | DES-CBC 3DES-CBC AES-CBC
RC4(40bit/128bit)

(VPN Client) (?)
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VPN (PPTP IPsec)

PPTP |Psec
Windows95 Windows 2000 Professional( )
Microsoft VPN Windows XP Professional¢ )
(MS-DUN 1.4 ) SSH Sentinel Ver.1.3.1
:‘Windows98SE

Mac OS X 10.2

ol|Psec VPN
http://www.rtpro.yamaha.co.jp/RT/docs/example/vpnclient/vpn_client.html
( ) Windows( ) IPsec

Windows
ONETSCREEN

http://www.rtpro.yamaha.co.jp/RT/docs/example/ns-5xp/index.html
oPPTP FAQ
http://www.rtpro.yamaha.co.jp/RT/FAQ/PPTP/index.html
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VPN

(DES

AES )

DES

Data Encryption Standard

Advanced Encryption Standard

_ - DES ( )
DES 2000 10
) Rijndael AES
) AES
: 56bit _ /
T 1

http://www.soi.wide.ad.jp/class/20010012/slides/10/ |
. http://www.soi.wide.ad.jp/class/20010012/materials_for_student/10/NetArch10-2.pdf
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AES>3DES>DES —

AES,DES>3DES

AES
AES 3DES,DES
RTX1000 AES 3DES
RTX2000 |AES 3DES,DES
YBB-VPN-A AES 3DES
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(PPPOE& )
[

+ rt100i-users: 28620,...

- .
I\- L]
N’

ADSL

PPO1: ISP

. PP02: |
RTAS5] L ( )] :
' Ip route default gateway pp 1 |
. 1p route 172.26.0.0/16 gateway pp 2 !
. dns server select 1 pp 2 any flets |
. clear dns cache i

cf.ASCIl, NETWORK MAGAZINE, 2003/1, P.106 P.107
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PPPOE

RT /IRTX

RTX2000

32 64

RTX1000

12

RT300i

4 20

RT140f RT140e RT105e

RT140i RT140p
RT105i RT105p

Rev.6.02.20
- LAN

Rev.6.02.19
-2

*4

http://www.rtpro.yamaha.co.jp/RT/FAQ/PPPoE/concurrent-connection-number.html
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IPv4 over IPv4
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ISDN
ADSL

RTX1000

IPv4 over IPv4
VPN(PPTP)
VPN(IPsec)
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ADSL

ISP
{ ADSL E
: 192.168.0.1
L . 4
192.168.0.0/24 -
T LAN - PPPoE
: PPP_
Z’ng NAF---=="" A
(LAN2),q, 168’6; (PPOL)
LAN1)192 {68 1.
NAT
:7 LAN
— ‘ RT56v
192.168.1.0/24
PC

€ YAMAHA

http://lwww.rtpro.yamaha.co.jp/RT/FAQ/PPPoE/adsl-modem-access.html

T |
..' E (;_’) i
__rt100i-users: 29193,... i
A ]
1) RT56v
2) RT56v
3) RT56v LAN IP DHCP
LAN1: 192.168.1.1/24
DHCP :192.168.1.2-192.168.1.192/24
4) RT56v ADSL
5) RT56v
6) WWW WAN IP
IP

nat descriptor type 2 masquerade
nat descriptor address outer 2 primary (192.168.0.2)
ip lan2 address dhcp (192.168.0.2/24)

ip lan2 nat descriptor 2

7) PC

ADSL ping
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RT60wW LAN
’00.10 | IEEE 802.11b (WEP 64bits)
MGCP ( VolP)

RTAb54 ISDN
"01.7 (2 ether...WAN ) PPPoE

ISDN

7
USB-TA
IPv6

%YAMAHA © Hisashi Hirano, AV&IT Marketing Divislilo?)n



RTWG65b TA
"01.11 IEEE 802.11b (WEP 128bits)
RTWG5SI
'02.1
RTAbS5I
'02.5 PPTP VPN
RT56v | SIP
'02.7 DNS
UPnP Windows Messenger
NetMeeting 3.0
IPV6
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( \VoIP )

[ ]
2000 12 (MGCP) RT60w
2001 6 Networld + Interop Tokyo 2001
RTA54i IPv6 MGCP
2001 12 RTAb54I/RT60W/RTW65I IPv4/IPv6  SIP
VolP 31

2002 5 RTAS5I

RTAS4i/RT60W/RTWGESI IPv4/IPv6  SIP VolP
32

2002 7 RT56v

MGCP:Media Gateway Control Protocol RFC2705
SIP:Session Initiation Protocol RFC2543
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(VoIP)

Revision
1998 10 ORTA50i
2000 11 Rev.5.00.10 | ©oRT60wW
2000 12 Rev.5.01.14 (VolP MGCP )
2001 6 RTA54i IPv6
. Networld+Interop Tokyo 2001 IPv6 ShowCase

2001 7 Rev.4.00.10 | ©oRTAb4i
2001 12 ISDN IPv6+VolP ( )

RT60w |IPv4/IPv6 SIP (VolP) B1
2002 1 RTA54i IPv4/IPv6 SIP (VoIP) Bl

RTW65i
2002 2 RTW65i IPv4/IPv6 SIP (VolP) B1
2002 3 IPv4/1Pv6 SIP (VolP) 32
2002 5 DNS B

ORTA55i RT56v
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VolP, SIP, G.711)

Windows Messenger
(SIP, G.711)
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( VPN )

[ ]

1998 5 IPsec VPN RT
VPN NAT
VPN
2002 PPTP VPN RT
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VPN

[ ]
VPN PPTP

Rev.6 RT (RTX1000 RT300i RT105 )
Microsoft Windows OS(Microsoft VPN Adapter)
MacOS X 10.2( )
‘RC4 (RSA )
Microsoft Windows OS(Microsoft VPN Adapter)
DNS

/ LAN VPN
VPN

SECURED
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VPN (PPTP+RC4)

)

RTA55|/.RT56‘V |'4PPTP PP >r RTA55|/RT56V
L : L
\ ml  PC PC i\ /
N pPpTP LAN VPN PC

v

SECURED

& YAMAHA

peer to peer (P2P)
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VPN (PPTP+RCA4)

RTA55I/RT56‘V7<""" ‘-....., S
e®Poe?® PPTP PPTP °e Soeceee. PC
~— Windows98 SE
. Windows Me
> PC Windows 2000
\\ Windows XP /
PPTP VPN

Windows peer to peer (P2P)

SECURED

7 © Hisashi Hirano, AV&IT Marketing Division
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RT60w | RTA54i { RTW65b i RTW651 | RTA551 | RT56v
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LAN O O O
USB o o o o
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(VoIP) o o o o o
VPN
(PPTP+RC4) < < < <




RTA551 | Rev.4.06.15 | 12.0Mbps | 8.5Mbps

RT56v | Rev.4.07.08 | 12.0Mbps | 8.5Mbps

| Rev.4.03.10 | 5.5Mbps | 4.0Mbps

RTA54]

Rev.4.04.05 | 6.0Mbps | 4.5Mbps

RTWG65b | Rev.5.03.10 | 7.5Mbps | 5.5Mbps

RTW65I | Rev.5.03.10 | 7.0Mbps | 5.0Mbps
( )

(CATV 4)

6/7 4
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NetVolante
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P
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(NAT)

Revision

1996 6 Rev.1.06.08 | NAT
1996 11 Rev.1.06.22 | IP
1997 10 Rev.2.02.15 IP
1999 1 Rev.4.00.02 | NAT ( PP LAN
1999 4 Rev.4.00.07 | TUNNEL NAT
1999 8 Rev.4.00.13 | ping./traceroute

IP
2000 7 Rev.4.00.39 | VPN ( IP )
2001 7 Rev.6.02.07 | IP
2002 1 Rev.6.02.16 | DMZ

NetMeeting 3.0
2002 3 Rev.6.02.18 | PPTP

IP (

IP

NAT/IP FTP
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NAT (Rev.1 Rev.3 )
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NAT (Network Address Translation

133.176.200.1/28 133.176.200.2/28 133.176.200.3/28

= O

192.168.0.1/24 192.168.0.2/24  192.168.0.3/24 192.168.0.4/24  192.168.0.5/24
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o (unconvertible port)
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DMZ

P
olP
[ ] nat descriptor masquerade incoming DESC ID ACTION [IP_ADDRESS]
[ ] -DESC ID ...... NAT
- ACTION .......
- through ...
- reject .... TCP RST
- discard ...
- forward ...
- IP_ADDRESS ... IP
[ 11IP
ACTION forward IP_ADDRESS
[ ] reject
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nat descriptor masquerade unconvertible port DESC i1f-possible

nat descriptor masquerade unconvertible port DESC PROTOCOL PORT
[ 1

DESC ...

PROTOCOL ... "tcp” "udp®

PORT ...
[ 1

IP

1f-possible
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I= (60000
64095)

olP
[ |
nat descriptor masquerade port range DESC START [NUM]
[ |
DESC ...
START ... 1024 65534
NUM ... 1 4096 4096
[ 1
IP START NUM
65535 (START + NUM 65535)
[ |
60000 4096
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IP

IP

[ ]
nat descriptor masquerade static DESC ID INNER_IP PROTOCOL
OUTER _PORT=INNER _PORT
[ ]
DESC ...
ID ...
INNER_IP ...
PROTOCOL ... “tcp®  ’udp® icmp’
OUTER _PORT ...
INNER_PORT ...

[ ]
IP
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oFTP

FTP/
FTP
FTP

@ NetMeeting 3.0

e \/PN
1 IP

®PPTP
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IP 4 IPv4 TCP/UDP

ftpserver |[eeccecceceeenees

ftp
4 )
( ) [ RSN
‘
httpserver | T http client
N J
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4 )
/3\ 7
ﬁ\ '

k ooooooooooooooo /
4 :3 N
fPSEIVEr | <ennnnnnnns| ftpclient
_ < Y
fip (PASV )



FTP/
-

e
=1 0K

~

?

A

ftp server | <.............| ftpclient ftp Server | veeoveeeee» | ftp client
ftp (PASV ) ftp (PORT )
[ ]
/
[ ]

FTP,CU-SeeMe,NetMeeting Version 3.0, ...
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FTP

/ ( )
ftp server

B (
(FTP )
: : % ftp tcp
A

: N oo > [FTP

v Py FTP

ftp client 0 al tep

tcp
ftp
ftp tcp
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FTP

IP TTL
TTL FTP
TTL
TTL
TTL
FTP
[ 1
nat descriptor masquerade ttl hold TYPE
[ ]
TYPE ... TTL
- ‘all’ ...
- ‘ftp’ ... FTP
[ 1
TTL FTP “ftp’
FTP ‘all’
[ ]
all
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FTP

~

ftp server ftp server
. A . A
[20]:  : [21 [20]:  : [8000]
. . ftp .
A ’ .
i o I b
K ftp client / K ftp client /
21 OK 8000 NG
[ 1]
ftp (LISTEN PORT) 21
NAT/IP
Ef ;\YAMAHA © Hisashi Hirano, AV&IT Marketing Divi§i301n



FTP

FTP
FTP
oONAT/IP FTP
[ ]
nat descriptor ftp port DESC PORT [PORT...]
[ 1
DESC ... 1 65535
PORT ... 1 65535
[ 1
TCP FTP
[ 1
21
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Router.‘.. VPN gerver Router
¢ Y-oo..- — ¢ ™ *
K server VPN client/

VPN IPv6 VPN GRE(47)
ICMP, TCP,UDP PPTP TCP(6),1723
L2TP UDP(17),1701

ESP(50
Rev.4.00.39 P IPsec AH((51))
L2TP over IPsec ESP(50)
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PPTP

Microsoft VPN (PPTP VPN)
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PPTP

P PPTP Microsoft
VPN Windows PC Windows
P
( ) PPTP
Windows PC ( ) PPTP
Windows PPTP VPN
PPTP RT IP
( 4096) PPTP
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NetMeeting Version 3.0

/ ............ 4»'«
: RTA54i RTA54i
PC | | PC PC | | PC PC | | PC PC| | PC
DMZ NetMeeting NetMeeting
NetMeeting
DMZ NAT
NAT(IP )
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NetMeeting Version 3.0

NAT NetMeeting

DMZ
NetMeeting
- NetMeeting Version 3.0
- NAT
- NAT IP
() NAT IP 192.168.0.2
nat descriptor masquerade static 1 1 192.168.0.2 tcp 1720
nat descriptor masquerade static 1 2 192.168.0.2 tcp 1503
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NetMeeting

NetMeeting 3.0

SN | N [N [N | N | N
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UPnP WindowsMessenger :

1) UPnP

2) WindowsMessenger
NAT ( 1

3)

Windows
Messenger

http://www.rtpro.yamaha.co.jp/RT/FAQ/UPnP/index.html
http://www.rtpro.yamaha.co.jp/RT/FAQ/Messenger/index.html

f’f—x‘\ 1 h H ’ k - - .
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________________________________________

IP

§ UPNP § B

. UPnP 5 -

i i UPNP™,

| ! i -

SRR ELEEE L P L PR P e s ' : UPNP (
. .;1' : *
WindowsXP ;'
A4 :
UPNP UPNR.L.}."

(WindowsMessenger) *°°
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Windows Messenger

| ]

IP WindowsMessenger
[ ]
1) UPnP
2) WindowsMessenger V4.6  NAT Traversal

DMZ

3) IP SIP
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Windows Messenger NAT #1
(UPNP )

|4 .'. A
Windows B RTA55ij‘?
Messenger ° /\
- —
[ ] | Windows
E UPnP UPNP E Messenger
UPNnP '
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Windows Messenger NAT #2

(Windows Messenger NAT Traversal )

)
Voice Echo Server  °°
N A R .
Windows . .
Messenger * RTAS5i q
V4.6 . o
____________________________________________ -— MEEN
[ ] | : A
voice echo server i Windows
| Messenger
V4.6
- DMZ
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Windows Messenger NAT #3
(IP SIP )

\7 .'. A
Windows |__ RTASS
Messenger .
L 4
T o1 Windows
' ' Messenger
-1P SIP

@YAMAHA © Hisashi Hirano, AV&IT Marketing Divizi&n

http://messenger.microsoft.com/ja/




Windows/MSN Messenger

Windows MSN UPnP
Messenger Messenger
(SIP) (SIP) O
(SIP) )
() ( ) >
(SIP) (SIP) ><
(RDP) O
(SIP) o
(SIP) o
UPnP ( )
UPnP
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Windows Messenger

WindowsMessenger

o (- UPnP)

o (UPnP )

© ( UPnP )

o ( UPnP )

o (UPnP)

o (UPNnP)

o (UPnP)

o (UPnP WindowsUpdate )
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Messenger

MSN Messenger (3.0 )
o (- UPnP)
o (4.6 UPNP)
o ( UPnP )
o ( UPnP )
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( ) Windows XP

Windows XP
o ( UPnP)
| ]
Windows XP
IP TCP 3389

http://www.microsoft.com/japan/windowsxp/pro/
business/remote/remotedesktop.asp
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L J
O
O
established ftp UDP
L J
L J
[
O
O
( 5)
O
( 7)
[
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<IN“3.
T i pEa=
I ke -

[ ]
2)
b)

b1)

b2)
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VPN IPv6 ICMP, TCP,UDP

IPv4 IPv6
VPN VPN
—_| A" —_|—_
=R 5253
28 39 d | IPsec 35|33 | IPsec
) 0 O
Bs(e0|5e| [B2E2 5k || |[E5eR e [BFE28 LS5
S S (@]
IPv4 (0x8000) IPv6 (0x86DD)

PPP

% YAM AHA http://www.iana.org/ass
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__________ < S -
| |
[ | ]l
UNIX,Windows,Machintosh OS
Windows NetBIOS ( 135,137 139,...)
[ 1]
/ ( )
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<IN >

__________ < > T
[ ]
[ 1
TCP  established
UDP
[
established ftp

UDP

@ © Hisashi Hirano, AV&IT Marketing Division
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ip filter
1p filter
1p Tilter
ip Filter
ip Filter
ip filter

ip Filter
1p filter

' pp select

(LAN 192.168.0.0/24
10 reject 192.168.0.0/24 * * * *
11 pass * 192.168.0.0/24 icmp * *
12 pass * 192.168.0.0/24 established * *
tcp
13 pass * 192.168.0.0/24 fcp * 1dent

14 pass * 192.168.0.0/24 tcp ftpdata *

ftp
15 pass * 192.168.0.0/24 wdp domain *
DNS
source-route on
directed-broadcast on
( PP 1 )

1

. ip pp secure filter in 10 11 12 13 14 15

€ YAMAHA
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TCP established

-

[——]
—_—
=

-

telnet

~

[ 1
[TCP ] :
AW telnet
<SYN+ACK> 5
[ ]
<ACK> = — SYN
| [TCP ]
| tablished established
| ACK
[TCP ] g
| [ |
SYN ACK
established

/

€ YAMAHA
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TCP
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ftp

ftp (PASV (PORT )
/ ftp server \ ( ftp server
A el T A
1: i [21] establlshed [20]: @ [21]

e e e B el i

YR T 5u
\ ftp client / ftp client /

established
ftp established
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UDP

(DNS NTP)

DNS (UDP
~ L[]
DNS [UDP ] ubp
< > (K2 DNS
— _/
< > /Z> UpP
_J —\
J
[ ]
NTP (UDP
~
. [UDP ]
NTP
e - /K= NTP
— _/
< > (B
\__/ =
J
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pass/reject/restrict

IP ( )
P ( )
ICMP/TCP/UDP
ICMP .icmp-info,icmp-error
TCP .established,tcpfin,tcprst,tcpflag
(TCP UDP )
(TCP UDP )

€ YAMAHA
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[ ]
ftp
. UDP
. TCP established
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TCP UDP

IPv4 IPv6
IPv4 VPN IPv6 VPN
7 24 24% T |zsles
52 323 © 5252
28 39 d | IPsec 35|33 | IPsec
0O 0O O
Bs(e0|5e| [B2E2 5k || |[E5eR e [BFE28 LS5
~ &~ (@)
IPv4 (0x8000) IPv6 (0x86DD)
PPP o000 000O
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tcp tcp tcp ( )
udp udp udp ( )
ftp tcp ftp
tftp udp tftp
domain udp(tcp) | DNS

WWW tcp WWW

smtp tcp ( )

pop3 tcp ( )

telnet tcp telnet

netmeeting tcp,udp | NetMeeting 3.0
tcp,udp

€ YAMAHA
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telnet

—_—
=

-

(=

[TCP ]

established( )

[TCP

-

____________________________________________________________________

telnet

/

€ YAMAHA

RST

FIN
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UDP ( )

NTP  (UDP ) [ 1
.
[UDP ] .
NTP =R
< . A& NTP [ ]
U A=
’ Y,
DNS UDP
( ) N R
[UDP ]
DNS <Z
< - DNS
. - ( ) ‘
\J —\
J
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1:i2:i3/4:{5]|6
O OOl O o O
NetBIOS slolololo
( :135,137,138,139,445)
O O
( )
( )
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______.:___< P> TN
<IN > T
:-., | e | [ L
j ‘ i |
l |
v <OUT >
__________ < S -
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|#
m[| ip filter 00 reject 10.0.0.0/8 * * * *
m[ | ip filter 01 reject 172.16.0.0/12 * * * *
m( | ip filter 02 reject 192.168.0.0/16 * * * * # 1
m[ | ip filter 03 reject 192.168.0.0/24 * * * *
(—1mm| ip filter 10 reject * 10.0.0.0/8 * * *

mm| ip filter 11 reject * 172.16.0.0/12 * * * ( )
Cmm| ip filter 12 reject * 192.168.0.0/16 * * *

Cmm| ip filter 13 reject * 192.168.0.0/24 * * * [ ]

mm| ip filter 20 reject * * udp,tcp 135 *

mm| ip filter 21 reject * * udp,tcp * 135 -
mm| ip filter 22 reject * * udp,tcp netbios_ns-netbios ssn * RTA54I

mm| ip filter 23 reject * * udp,tcp * netbios ns-netbios ssn
mm| ip filter 24 reject * * udp,tcp 445 *

mm| ip filter 25 reject * * udp,tcp * 445

C1mm| ip filter 26 restrict * * tcpfin * www,21,nntp

C1mm| ip filter 27 restrict * * tcprst * www,21,nntp 5
m[ | ip filter 30 pass * 192.168.0.0/24 icmp * *

m[ | ip filter 31 pass * 192.168.0.0/24 established * * | #

m| ip filter 32 pass * 192.168.0.0/24 tcp * ident 1| ip filter dynamic 80 * * ftp
m| ip filter 33 pass * 192.168.0.0/24 tcp ftpdata * 17| ip filter dynamic 81 * * domain
| ip filter 34 pass * 192.168.0.0/24 tcp,udp * domain 1| ip filter dynamic 82 * * www
m[| ip filter 35 pass * 192.168.0.0/24 udp domain * 1| ip filter dynamic 83 * * smtp
| ip filter 36 pass * 192.168.0.0/24 udp * ntp 1| ip filter dynamic 84 * * pop3
1| ip filter 37 pass * 192.168.0.0/24 udp ntp * 1| ip filter dynamic 98 * * tcp
Cmm| ip filter 99 pass * * * * * 1| ip filter dynamic 99 * * udp

# (IN) (OUT)

pp select 1

ip pp secure filter in 00 01 02 03 20 21 22 23 24 25 30 31 32 33 35
ip pp secure filter out 10 11 12 13 20 21 22 23 24 25 26 27 99

&_BYAMAHA © Hisashi Hirano, AV&IT Marketing Divi;iG%n
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|#
m[| ip filter 00 reject 10.0.0.0/8 * * * *
m[ | ip filter 01 reject 172.16.0.0/12 * * * *
m[ | ip filter 02 reject 192.168.0.0/16 * * * * #2
m[ | ip filter 03 reject 192.168.0.0/24 * * * *
(—1mm| ip filter 10 reject * 10.0.0.0/8 * * *
Jmm| ip filter 11 reject * 172.16.0.0/12 * * * ( )
Cmm| ip filter 12 reject * 192.168.0.0/16 * * *
Cmm| ip filter 13 reject * 192.168.0.0/24 * * * [ ]
mm| ip filter 20 reject * * udp,tcp 135 *
mm| ip filter 21 reject * * udp,tcp * 135 .
mm| ip filter 22 reject * * udp,tcp netbios ns-netbios ssn * RTA54|
mm| ip filter 23 reject * * udp,tcp * netbios ns-netbios ssn
mm| ip filter 24 reject * * udp,tcp 445 *
mm| ip filter 25 reject * * udp,tcp * 445
C1mm| ip filter 26 restrict * * tcpfin * www,21,nntp

Cmm| ip filter 27 restrict * * tcprst * www,21,nntp 7
m[ | ip filter 30 pass * 192.168.0.0/24 icmp * *

1| ip filter 31 pass * 192.168.0.0/24 established * * | #

m[ | ip filter 32 pass * 192.168.0.0/24 tcp * ident Jmm| ip filter dynamic 80 * * ftp
|:|:|| |p filter 33 pass *192.168.0.0/24 tcp ftpdata * :|-| |p filter dynamic 81 * * domain
1| ip filter 34 pass * 192.168.0.0/24 tcp,udp * domain | ip filter dynamic 82 * * www
1| ip filter 35 pass * 192.168.0.0/24 udp domain * | ip filter dynamic 83 * * smtp
1| ip filter 36 pass * 192.168.0.0/24 udp * ntp mm| ip filter dynamic 84 * * pop3
1| ip filter 37 pass * 192.168.0.0/24 udp ntp * mm| ip filter dynamic 98 * * tcp
| ip filter 99 pass * * * * * mm| ip filter dynamic 99 * * udp

# (IN) (OUT)

pp select 1

ip pp secure filter in 00 01 02 03 20 21 22 23 24 25 30 32
ip pp secure filter out 10 11 12 13 20 21 22 23 24 25 26 27 99 dynamic 80 81 82 83 84 98 99
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(Intrusion) (attack)

____________________________________________________________________________________________________________________________

RT (signature)
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#1

IP

Unknown IP protocol protocol 101
Land atack IP IP

A
Short IP header IP length 5
Malformed IP packet length O

A
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H2

Malformed IP opt

Security IP opt Security and handling restriction header
P Loose routing IP opt Loose source routing header

Record route IP opt Record route header

Stream ID IP opt Stream identifier header

Strict routing IP opt Strict source routing header

Timestamp IP opt Internet timestamp header

&_BYAMAHA © Hisashi Hirano, AV&IT Marketing Divi§i704n
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#3

Fragment storm

Large fragment offset offset

Too many fragment

Teardrop teardrop

Same fragment offset offset

Invalid fragment
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#4

ICMP source quench source quench

ICMP timestamp req timestamp request

ICMP timestamp reply | timestamp reply

ICMP info request information request
ICMP ICMP info reply Information reply

ICMP mask request address mask request

ICMP mask reply address mask reply

ICMP too large 1024 ICMP
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#O

UDP short header UDP length 8

UDP UDP bomb UDP length

UDP port scan
TCP gueue overflow TCP
TCP no bits set

TCP SYN and FIN SYN FIN
TCP
TCP FINand no ACK | ACK FIN
TCP port scan
TCP SYN flooding SYN
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#6

FTP improper port PORT PASV
FTP 1024 65535
SMTP pipe attack From: |
SMTP decode alias . decode@
SMTP DEBUG DEBUG
SMTP command

SMTP EXPN command | EXPN

SMTP VRFY command | VRFY

SMTP WIZ command WIZ
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( IP )
VO I P # 1 http://www.soumu.go.jp/s-news/2002/020222 _3.html

IP

IP
IP

VolP Voice over IP
IP

H.323 MGCP SIP
ITSP__Internet Telephony Service Provider
IP
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IP
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( IP )
VO I P # 2 http://www.soumu.go.jp/s-news/2002/020222 _3.html

PC-to-PC P
1994

PC-to-Phone P
1996

Phone-to-Phone IP
1997

Phone-to-PC IP
PC PC
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PC-to-PC PC-to-Phone

PC Pho ﬁé/

PC Phone /

PC-to-Phone
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Phone-to-Phone Phone-to-PC

TSP 5
ITSP ()

Phone-to-PC
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IP

( IP )
http://www.soumu.go.jp/s-news/2002/020222 _3.html
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VoIP

S

)" )

)

D

eFR @ATM IP-VPN
e |SDN
CATV LAN
- FTTH
e xDSL
’90 ‘ ‘97 ‘08 ‘99 ‘00 '01 ‘02
#
P ) | .
(VoIP) | - ( |/ ) - )
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_______________________________________
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10BASE2 185m 30 ( 5mm)

10BASES 500m | 100 ( 10mm)
10BASE-T 100m UTP ( 3~)
10BASE-F 1000m 2 (MMF)
100BAST-TX 100m UTP/STP( 5~),10BASE-T
100BAST-FX 412m 2 (MMF)
100BASE-T4 100m UTP ( 3 )
1000BASE-T 100m UTP ( Be~)
1000BASE-CX 25m

1000BASE-SX | 220 550 (MMF)
1000BASE-LX | 550/5000 (MMF/SMF)
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#1

10BASE (IEEE 802.3)
100BASE (IEEE 802.3u)
1000BASE (IEEE 802.3z, IEEE 802.3ab)
(2 ) (10 )
1k | 1024 (2710) 1000 (1073)
1M | 1024K (2°20) 1000k (10"6)
1G | 1024M (2730) 1000M (1079)
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H2

UTP | Unshielded Twisted Pair Cable

STP | Shielded Twisted Pair Cable

MMF | Multi Mode Fiber

SMF | Single Mode Fiber
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_____________________________

PC-A PC-B PC-C

CSMA/CD: Carrier Sense Multiple Access with Collision Detection

(Collision)

@YAMAHA © Hisashi Hirano, AV&IT Marketing Divi;igc;n




PC-A

#2 ( )

HUB

PC-B

PC-C

@ YAMAHA
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HUB
T RIT RIT (
p
\
TIR R
PC-A PC-A PC-B
i © Hisashi Hirano, AV&IT Marketing Division
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L2

HUB

PC-A PC-B PC-C
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PC-A

@ YAMAHA

PC-B

PC-C

© Hisashi Hirano, AV&IT Marketing Division
299



10BASE-T/100BASE-TX #1

(MDI,=) uTp HUB  (MDI-X,X)

3/5, )
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10BASE-T/100BASE-TX #2

(MDI,=) UTP (MDI,=)

( 3/5, )

A&
W
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1000BASE-T #1

(MDI,=) UTP HUB (MDI-X,X)

..

s @g
Il
I
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1000BASE-T #2

(MDI,=) UTP HUB (MDI-X,X)
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Auto Negotiation(

100Mbps | 100Mbps | 10Mbps | 10Mbps
100Mbps 100Mbps 10Mbps
x< x<
100Mbps 100Mbps
> > x >
100Mbps | 100Mbps 100Mbps
x > >
10Mbps 10Mbps
x< > x x
10Mbps 10Mbps 10Mbps
> x x
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Ethernet

(8)

MAC

(6)

MAC

(6)

IP

(46 1500)

FCS
(4)

\ 0000 05DC | IEEE 802.3 Length Field (0 1500)
0800 Internet Protocol version 4 (IPv4)
0806 ARP (Address Resolution Protocol)
8035 RARP (Reverse Address Resolution Protocol)
8037 IPX (Novell NetWare)
86DD Internet Protocol version 6 (IPv6)
8863 PPPoE Discovery Stage
8864 PPPoE Session Stage
( ) IEEE 802.3 Ethernet
(8) MAC MAC LLC | SNAP FCS
(2) @ | (38 1492) (4)
(6) (6)




MAC

(16 )
XX T XX EXX 1 XX D XX XX

1 2 3 24 25 48
U/M| U/L
1 | @) (22) (24)
1 (0)/ (D
2 X (0)/ D
3 24: (OUI:Organizationally Unique lIdentifier)
http://standards.1eee.org/regauth/oui/
25 48:

- ff:ff:.ff.fF-ff -
00:a0:de:XX:XXiXX —

16 LSB MSB
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800MHz

9.6, 14.4, 28.8, 64kbps

1.5GHz
PHS 1.9GHz 32, 64, 128kbps
IMT2000 |2GHz 64, 384kbps
Bluetooth |2.4GHz :723kbps :57kbps
2.4GHz 1,2Mbps (IEEE 802.11 )
1,2,5,11Mbps (IEEE 802.11Db)
LAN |2.4GHz
22Mbps (IEEE 802.11g )
5GHz( ) 6 54Mbps (IEEE 802.11a)
22,26GHz 10Mbps (1 , 1km
FWA
22,26,38GHz 156Mbps (1 1, 5km )
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|EEE 802.11

2.4GHz IEEE802.11b 2.4GHz

IEEE802.11g | 2.4GHz

PHY
5GHz | IEEE802.11a | 5GHz

IEEE802.11h

IEEE802.11d

IEEE802.11c

MAC IEEES02.11e | QoS

IEEE802.11f

IEEE802.11i
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LAN (IEEE 802.11Db)

CSMA/CA: Carrier Sense Multiple Access with Collision Avoidance

ACK

r/"_““x_\ H h H ’ k - - . .
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PC-B }

[ PC-A ]\ LAN
LAN

%YAMAHA © Hisashi Hirano, AV&IT Marketing Divigiloln



““““““““““““““

ESS-ID
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WEP

PC-B
PC-A LAN
LAN

64bits or 128bits

(24bits) (40bits or 105bits)

WEP: Wired equivalent privacy
LAN
64 128
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LAN

[ PC-A
LAN

PC-B }

2 LAN LAN

WDS(wireless distribution system)
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e® PPPOE
e PPPoOE (PPPoE )
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PPP

TCP
IP
PPP
PPP (cf.HDLC) / DR
P FCS
011(111)110 111(111)111 oooglgoll ) (0 1500) ) 011(111)110
\' c021 | LCP | LCP
c223 | LCP
8021 | NCP |IPCP
0021 P
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~
LCP Oxc021 | LCP
0xc223 | CHAP
( ™
NCP ‘ 0x8021 | IPCP
0x0021 | IP
0x0021 | LCP ( )
‘ 0x8021 | IPCP ( )
J
1 Oxc021 | LCP ( )
- J

(i) © Hisashi Hi , keti ivisi
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PPP

MAC
(14)

P
(46 1500)

J

()

P
(0 1500)

PC
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PPPOE

Ethernet

(8) MAC | MAC PPPOE
(2) (46 1500)

6 | 6 |{0x8864

FCS
(4)

PPPOE

P
(38 1492)

0x0021

“ e HYol| @ |©
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PPPOE

(PPPOE

(46 1500)

<
l

MAC
(14)

PPPOE
(6)

PPP
(2)

P
(38 1492)

_

PPP

PPPOE

PC

ADSL

ADSL

€ YAMAHA
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PPPOE

(

)

. (46 1500) .
MAC | PPPOE | PPP P
(14) © | @ (38 1492)
Z —

MAC P
(14) (46 1500)
<
PC

ADSL

€ YAMAHA

ADSL
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|Pv6

A
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TCP

IPv4

(IPv4  )|(TCP )| ( )| @y

TCP/IP
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IPv4

MAC | MAC IPv4 | IPv4 oS

N ~ AN ~ DN -~ );y—/

IPv4 TCP/UDP
Q ' \J Q
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TCP

IPv6

(ipve  )(TCP ) )G

TCP/IP
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|IPV6

MAC | MAC IPv6 | IPV6 oS

N ~ AN ~ DN -~ );y—/

IPv6 TCP/UDP
Q ' \J Q
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|IPv4/IPVv6

IPv6 VEN
ping,. IPsec PPTP
ICMP| TCP |UDP| | IPv6 | AH | ESP |GRE | | [Tcp|uDP
L | 6 | @] | @) 6|60 @D || e | e
IPv4 IPV6
(0x8000) (0x86DD)
PPP XX REXE)
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|Pv6

of {11 iTis 101

5.6]

2020 L8
R EE

N

FP TLAID

RES

NLA ID #1

NLA ID #2

SLAID

Interface ID #1

Interface ID #2

(16

XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX D XXXX 2 XXXX

FP|TLA ID| RES NLA ID SLA ID
3| 13) | (8 (24) (16)

Interface ID
(64)

(MAC )

( ID)
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|IPv6

0000000000 00000000
0010000000 00000000
0011111111 11111111
0100000000 00000000
0111111111 11111111
1111111010 00000000
fe80:... 1111111010 11111111
1111111011 00000000
fecO:... 1111111011 11111111
1111111100 00000000
1111111111 11111111
IPv4

€ YAMAHA
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IPv6 -D

IPv6
—_—
v “ o :
IPv6 -B IPv6 A
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|IPv6

(16 )
XXXX 7 XXXX 7 XXXX 7 XXXX 0 XXXX 0 XXXX 0 XXXX 0 XXXX
FP | TLA ID| RES NLA ID SLA ID Interface 1D
@) (13) | () (24) (16) (64)
FP:
TLA ID: Top-Level Aggregation ldentifier
( )

RES: Reserved
NLA ID: Next-Level Aggregation ldentifier

(TLA )
SLA ID: Site-Level Aggregation ldentifier

( )
Interface ID: Interface ldentifier (MAC )
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Interface ID

(MAC ...EUI-64
48 bits

MAC Address| 00 | a0 | de | 08 | 2f | 38
/ MAC 2

24 bits 16 bits 24 bits
00| a0 | de ff | fe 08| 2f | 38
\_ fffe )
_ Y
64 bits
Interface ID | 02 | @0 |de | ff | fe |08 | 2f | 38
T 1 2
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0 3i4 E 75 8 BERSEEEEEE E 25 25 E E E E E E 3
AR OO 2 =0 -0 T O O O 2 3 W O N M A A R
Version Traffic Class Flow Label

Payload Length Next Header Hop Limit

Source Address

_________________________ IP SRR

Destination Address

_________________________ IP SRR

Next Header Hdr Ext Len

Extentions
IPv6
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|Pv4 ]PVG

IPv6

[
< P

IPv4 IPv4/IPv6 IPv6
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IPv4 - IPv6 (1)

NG

(dual stack)

)
)
N
i
[N
i
i
it
i
\ ....
i,
1

Ny

IPv4 only Pue only
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IPv4 — IPV6 (2)

IPv6 E:) IPv4d | IPv6 ED IPv6

IPv4
(IPv6 IPv4 )
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IPv4 - IPV6 (3)

IPv4 E:) IPv6 | IPv4 :) IPv4

IPv6
(IPv4 IPv6 )
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IPv4 - IPV6 (4)

R .
> ® .......... ’l
IPv6 only

IPv4 only

© Hisashi Hirano, AV&IT Marketing Division
340

€ YAMAHA



|IPv6

O IPv4 k IPv4 native
y
IPv4
U |Pv6 ) IPv6 tunnel
() IPv4 g IPVA/IPV6
0 IPv6 ) dual stack
IPv6
U |Pv4 ) IPv4 tunnel
) .
IPv6 / IPVv6 native
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IPv4

A
(7 bits) (8 bits) (8 bits) (8 bits)
B
0 (6 bits) (8 bits) (8 bits) (8 bits)
C
1{0| (5bits) (8 bits) (8 bits) (8 bits)
D
1(1/0| (4bits) (8 bits) (8 bits) (8 bits)
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IPv4

A(10/8)

0|0

0

1

B(172.16/12)

0|1

0

1

1

0

C(192.168/16)

110

0

0

0

0
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(172.21.200.84/28)

IP

172. 21, 200. 84
110{1{0(|1|1]|0]|0 0(1/1/1/0|0|21{0|0|0]|0|1]|0 110]0

255. 2505. 255. 192
1111111111 11111(1(1j1|1|1(1(1{1|1|1 010(0

172. 21. 200. 64
110(1|/0|1{1({0]|0 0/1{1{1(0j0|1(0(0|0|0|1(O0 0/]0]0

#1

172. 21, 200. 95
110(1|/0|1{1({0]|0 0/1{1{1(0j0|1(0(0|0|0|1(O0 1111

#2

255. 255. 255. 255
1111111111 1111|111 |1f1|1f{1f1|1(1 1111
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bbb bbb bbb isiel dsiel f 1 i3lal

Version IHL Type Of Service Total Length

Identification Flags Flagment Offset

Time To Live Protocol Header Checksum

Source Address
IP

Destination Address
IP

Options Padding

IP
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ARP(Address Resolution Protocol)

56341
HLEN PLEN
MAC
MAC ( ) IP
IP ) MAC
MAC ( )
IP
HLEN: MAC =6 ( )
PLEN: IP =4 ( )
© Hisashi Hirano, AV&IT Marketing Division
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il bbb bl b 22
BEEEEEERECEEEEEEEIY

Source Port Destination Port

Length Checksum

Data
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U
QI C
20>
Trw»n
—»
—>—

EIZI NN EAT:1 TS N N O R S I A O B O O X )
BEEEEREOEEEEEIEEREEEE

Source Port Destination Port

Sequence Number

Acknowledgement Number

Control Flag

Data Reserved Window

Offset

Checksum Urgent Pointer

Options Padding

Data..

f’f—x‘\ 1 h H ’ k - - .
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<

.ooooooooi.:lp ..Oooooo: IP
B . IPv4 1 (B P IPv4 "
TCP : TCP
ftp |-telnet| smt 3 | htt :
21 [ 23 | 25 |10 | 80 11024

telnet server telnet client

- AN /
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Microsoft® Windows2000
Windows

IMS-DOS
ping (ICMP IP
arp (ARP
ipconfig (IP )
tracert (ICMP
netstat (

route ( )

telnet (telnet )

ftp (ftp )

tftp (tftp )

( ) net...NetBIOS,NetWare

@ YAMAHA

© Hisashi Hirano, AV&IT Marketing Division
352



E? IIII'III'ir'||j|:|I,I'I,I:E: E|:||:||:| ;I.glil

o8 & = T
ArwT = IED AFasA0  web AL

240 FU-EW | #Ee o || [F——— ]
I

SIS MWﬁndowsmo

! Professional

§ 25

THFSA 20 #5%,
bl s P

¥ES A TR i S — A
shitt 372/ F SRR

P IeAil
O T aBsn ST
L A TEEEE S AL T
avi 271 ). Direct &P [ Directs]HE
bmp 27T
(b re S (FUBHIC

12709

LA
E'Eﬁﬂtﬁ, SE——
cab IO B DS Windows EHAL 58S
D:rx%a;?fﬁl’)?fl”l-JZ’E}?T"%JL"'EDEF!E B NSNS a—Frd
chm 27 )L B Web To&EEITH -
ooy 27 )
dib 271
i B¥FE 14,08 )
LT hd
jﬂ-ﬁ'____-'b,':E:' ﬁn—:{g} | [} 1935-19‘}‘? M=iazall Carparatan,
2 BiEE TP IMD) Al ighis ez e, [~

- —
Windows

W © Hisashi Hirano, AV&IT Marketing Divi:sgig;n




MS-DOS

[ ] Alt + PrtSc | :
[ ] Shift + PrtSc
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Usage ping [-t] [-a] [-n count] [-1 size] [-f] [-1 TTL] [-v TOS]
| [-r count] [-s count] [[-J host-list] | [-k host-list]]
[-w timeout] destination-list

 Options:
' -t Ping the specified host until stopped.
To see statistics and continue - type Control-Break;
To stop - type Control-C.
-a Resolve addresses to hostnames.
-n count Number of echo requests to send.
-1 size Send buffer size.
-f Set Don"t Fragment flag in packet.
-1 TTL Time To Live.
-v TOS Type Of Service.
-r count Record route for count hops.
-S count Timestamp for count hops.

-J host-list Loose source route along host-list.
-k host-list Strict source route along host-list.
-w timeout Timeout in milliseconds to wait for each reply.
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-t Ctrl+C

-a IP DNS

-n count 4

-| size 32

-f ( )

A TTL ( )

-v TOS IP TOS(type of service)

-r count IP

-S count

-] host-list

-k host-list

-wW timeout

%YAMAHA © Hisashi Hirano, AV&IT Marketing Divizi;Gn




ping 192.168.0.1

Microzoft Windows 2000 [Mersion 5.00.2135]
(CY Copwrizght 1985-2000 Microzoft Corp.

Ci¥sping 192.165.0.1
Finging 132.168.0.1 with 32 bytes of data:

Reply from 192.1688.0.1: bytes=32 time<llms TTL=E4
Reply from 132.168.0.1: bytes=32 fime<l0ms TTL=E4
Reply from 192.168.0.1: bytes=32 time<llm=s TTL=E4
Reply from 192.168.0.1: byte=s=32 time<llm=z TTL=E4

Fing statisztics for 192.168.0.1:

Packetz: Sent = 4, Received = 4, Lost = 0 (0% loss),
fpproximate round trip times in milli-seconds:

Minimum = Om=, Maximum = Oms, Awveraze = (Oms

Cl¥s
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pINg Www.0ocn.ne.jp

O] e dn W d
Microzoft Windows 2000 [Mersion 5.00.2135]
(CY Copwrizght 1985-2000 Microzoft Corp.

C:¥>ping www.ocn.ne.jp
Finging www.ocn.ne.jp [211.129.165.681] with 32 bytes of data:

Reply from 211.129.15.51: bytez=32 time=hlmz TTL=243
Reply from 211.129.16.501: bytez=32 time=h0m= TTL=243
Reply from 211.1239.15.51: bytez=32 time=40mz TTL=243
Reply from 211.123.15.51: bytez=32 time=hlmz TTL=243

Fing statiztics for 211.129.150.51:

Packetz: Sent = 4, Received = 4, Lost = 0 (0% loss),
fpproximate round trip times in milli-seconds:

Minimum = 40m=s, Maximom = B0mz, Averaze = 47ms

Cl¥s
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i Displays and modifies the IP-to-Physical address translation tables used by
. address resolution protocol (ARP).

. ARP -s inet_addr eth addr [if addr]
i ARP d inet_addr [if_addr]
. ARP -a [inet_addr] [-N if addr]

-a Displays current ARP entries by interrogating the current
protocol data. |If inet addr is specified, the IP and Physical
addresses for only the specified computer are displayed. If
more than one network interface uses ARP, entries for each ARP
table are displayed.

-g Same as -a.

inet addr Specifies an internet address.

-N 1f_addr Displays the ARP entries for the network interface specified
by 1f_addr.

-d Deletes the host specified by inet addr. inet _addr may be
wildcarded with * to delete all hosts.

-S Adds the host and associates the Internet address inet_addr

with the Physical address eth _addr. The Physical address is

given as 6 hexadecimal bytes separated by hyphens. The entry
IS permanent.

eth_addr Specifies a physical address.
it _addr IT present, this specifies the Internet address of the
interface whose address translation table should be modified.
! IT not present, the first applicable interface will be used.
. Example:
. > arp -s 157.55.85.212 00-aa-00-62-c6-09 .... Adds a static entry.
> arp -a .... Displays the arp table.

__________________________________________________________________________________________________________________________________



Flawe b 2o

Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microzoft Corp.

C:¥sarp -a

Interface: 132.168.0.3 on Interface 0x1000003
Internet Address Phv=sical Address Tvpe
192.168.0.1 00-al-de-08-2f-34 dynamic

Co¥

© Hisashi Hirano, AV&IT Marketing Division
360




Ipconfig

C:¥>ipconfig -?
' Windows 2000 IP Configuration

USAGE:

ipconfig [/? | /all | /release [adapter] | /renew [adapter]

| /flushdns | /registerdns
| /showclassid adapter
| /setclassid adapter [classidtoset] ]

adapter Full name or pattern with **" and "?" to "match®,

* matches any character, ? matches one character.

Options
/? Display this help message.
/all Display full configuration information.
/release Release the IP address for the specified adapter.
/renew Renew the IP address for the specified adapter.

/flushdns Purges the DNS Resolver cache.

/registerdns Refreshes all DHCP leases and re-registers DNS names
/displaydns Display the contents of the DNS Resolver Cache.
/showclassid Displays all the dhcp class IDs allowed for adapter.
/setclassid Modifies the dhcp class id.

The default is to display only the IP address, subnet mask and
default gateway for each adapter bound to TCP/IP.

For Release and Renew, 1f no adapter name is specified, then the IP address
leases for all adapters bound to TCP/IP will be released or renewed.

For SetClasslID, if no class i1d is specified, then the classid i1s removed.

Examples:
> 1pconfig ... Show information.
> ipconfig /all ... Show detailed information
> ipconfig /renew ... renew all adapaters
> ipconfig /renew EL* ... renew adapters named EL....
> ipconfig /release *ELINK?21* ... release all matching adapters,

eg. ELINK-21, myELELINKi2ladapter.



Ipconfig

__________ > 1pconfig
[?
fall
[release
/renew
[flushdns Purges the DNS Resolver cache.
[registerdns Refreshes all DHCP leases and re-registers DNS names
/displaydns Display the contents of the DNS Resolver Cache.
/showclassid Displays all the dhcp class IDs allowed for adapter.
/setclassid Modifies the dhcp class id.

(k) © Hisashi Hirano, AV&IT Marketing Divisi
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Ipconfig

o] 39 it 2O
Microsoft Windows 2000 [Mersion 5.00,2195]
(L) Copyright 1985-2000 Microsoft Corp.

Ci¥xipoonfiz
Windows 2000 IP Confizuration
Ethernet adapter LAN:

Media State : Cable Dizconnected

iy
CARTII M

Microsoft Windows 2000 [Version 5.00.2185]
(C) Copyrizht 1385-2000 Microsoft Corp.

Ci¥ripoonfiz
Windows 2000 IP Configuration
Ethernet adapter L&M:

Conmect ion-specific DN Suffix . @
IP &ddress : I T

subnet Mask c 2RE.2RELERRD
Default Gateway S P 1 |




i C:¥>tracert

Usage: tracert [-d] [-h maximum_hops] [-jJ host-list] [-w timeout] target name

. Options: !
i -d Do not resolve addresses to hostnames.

i -h maximum_hops Maximum number of hops to search for target. i
i -J host-list Loose source route along host-list.

i -w timeout Wait timeout milliseconds for each reply.

________________________________________________________________________________________________________________________
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- tacert P
d IP (DNS )
-h maximum_hops
-] host-list ( )
-W timeout
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tracert www.ocn.ne.jp

Flawek Fosdk
Microzoft Windows 2000 [Yersion 5.00.2145]
(C) Copyrizght 1385-2000 Microsoft Corp.

C:¥xt racert www.ocn.ne.jp

Tracing route to www.ocn.ne.jp [211.129.16.61]
over a maximum of 30 hops:

] <10 me <10 ms 110 192.1688.0.1

Z 4 m= Al m= 40 B1.207.32.2501

3 40 m= 40 m= Al B1.207.33.225

4 40 m= 40 m= Al 210,227 .222.201
h 40 m= 40 m= Al 211.122.4.209

B 40 m= Al m= 40 210,163,203, 41
7 40 m= Al m= Al 211.122.1.45

a Al ms Al m= ] 2101632631110
q Al ms Al m= Al 210284187122
10 Al ms Al m= Al 210,145,252 .54
11 Al ms Bl m= ] 210.254.189.113
12 Al ms Al m= ] 211.129.17.183
13 RO ms B0 ms B0 www.ocn.ne. ip [211.129.16.61]

Trace complete.

Ll
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C:¥>netstat -?
Displays protocol statistics and current TCP/IP network connections.

NETSTAT [-a] [-e] [-n] [-s] [-p proto] [-r] [interval]

-a Displays all connections and listening ports.
-e Displays Ethernet statistics. This may be combined with the -s
option. ;
-n Displays addresses and port numbers in numerical form.
-p proto Shows connections for the protocol specified by proto; proto

may be TCP or UDP. If used with the -s option to display
per-protocol statistics, proto may be TCP, UDP, or IP.

-r Displays the routing table.

-S Displays per-protocol statistics. By default, statistics are
shown for TCP, UDP and IP; the -p option may be used to specify
a subset of the default.

interval Redisplays selected statistics, pausing interval seconds
between each display. Press CTRL+C to stop redisplaying
statistics. |If omitted, netstat will print the current
configuration information once.
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inetstat

-a (-n
-e
-n
-S IP, ICMP, TCP, UDP
-p proto -S

[proto]
-r
interval

[interval]

Copnetstat -a | | Coonetstat -r | | Co¥onetstat s

| C:¥>netstat -n
» C:¥>netstat -an 3

%YAMAHA © Hisashi Hirano, AV&IT Marketing DivigiG%n

| C:¥>netstat —e




Flawek Fosdk
Microzoft Windows 2000 [Yersion 5.00.2145]
(C) Copyrizght 1385-2000 Microsoft Corp.

C:¥xnetstat -e
Interface Statistics

Receiwved

Bytes 17536
Unicast packets 130
Mon-unicast packets ht
Dizcards 1
Errors 1
Urknown protocol s 1

Ci¥s
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Fawsk Z0Fh
C:¥:netztat -r

Route Table

M TCP Loopback interface
Intel 825hx-bazed Integrated Fast Ethernet

Aact ive Routes:
Wetwork Destination Gateway

0.0.0. 0.0.0.0 19216510, 132.1658.10,
127.0.0. 200.0.0.0 127.0.0. 127.0.0.
192.165.10. 200,250,250, 192.165.10. 132.1658.10,
192.166.0.3 255,250,205, 2505 127.0.0. 127.0.0.
192.165.10. 200,250,200, 205 192.165.10. 132.1658.10,
224.0.1, 224.0.0.0 192165, 0. 192 168.10,
200.25b. 205, 200,250 200, 2hh 192165, 0. 192 168.10,
192.168.0.1

Perzistent Routes:
Maone

C:¥
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C:¥>route rO ute
Manipulates network routing tables.

ROUTE [-f] [-p] [command [destination]
-f

-p

command

destination
MASK
netmask

gateway
interface
METRIC

All symbolic names used for destination are looked up in the network database
file NETWORKS. The symbolic names for gateway are looked up in the host name
database file HOSTS.

[MASK netmask] [gateway] [METRIC metric] [IF interface]
Clears the routing tables of all gateway entries. If this iIs
used in conjunction with one of the commands, the tables are
cleared prior to running the command.

When used with the ADD command, makes a route persistent across
boots of the system. By default, routes are not preserved
when the system is restarted. Ignored for all other commands,
which always affect the appropriate persistent routes. This
option is not supported in Windows 95.
One of these:

PRINT Prints a route

ADD Adds a route

DELETE Deletes a route

CHANGE Modifies an existing route
Specifies the host.
Specifies that the next parameter is the "netmask" value.
Specifies a subnet mask value for this route entry.
IT not specified, i1t defaults to 255.255.255.255.
Specifies gateway.
the interface number for the specified route.
specifies the metric, ie. cost for the destination.

IT the command is PRINT or DELETE. Destination or gateway can be a wildcard,

(wildcard is specified as a star "*"), or the gateway argument may be omitted.

If Dest contains a * or ?, it is treated as a shell pattern, and only

matchlng destination routes are printed. The "*" matches any string,

?" matches any one char. Examples: 157.*.1, 157.%*, 127.*, *224*.

Dlagnostlc Notes:
Invalid MASK generates an error, that is when (DEST & MASK) != DEST.
Example> route ADD 157.0.0.0 MASK 155.0.0.0 157.55.80.1 IF 1

The route addition failed: The specified mask parameter is invalid.

(Destination & Mask) != Destination.

Examples

and *

>

> route PRINT

route ADD 157.0.0.0 MASK 255.0.0.0 157.55.80.1 METRIC 3 IF 2

destination®

If IF is not given,
gateway.

route PRINT

route PRINT 157*

mask gateway metrich n
Interface”
it tries to find the best interface for a given

.. Only prints those matching 157*

route DELETE 157.0.0.0

route PRINT

_______________________________________________________________________________________________________________________



Flawek Fosdk
Microzoft Windows 2000 [Yersion 5.00.2145]
(C) Copyrizght 1385-2000 Microsoft Corp.

C:¥>route print

M TCP Loopback interface
Intel 82hbhx-baszed Integrated Fast Ethernet

fct ive Routes:
Metwork: Destinat ion et mazk Gateway Interface Metric
127.0.0.0 2hh.0.0.0 127.0.0.1 127.0.0.1
200 205, 250.200  2bR.2BG.2hE.26G  2BD.2BE.2BD.25A 1000003

Perzistent Routes:
Maone

Ci¥ig
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route (192.168.0.3/24)

Tk 2ok - 10| x|
(CY Copwrizht 1985-2000 Microsoft Corp.

C:¥>route print

iM% TCP Loopback interface
Intel 82hbhx-baszed Integrated Fast Ethernet

fct ive Routes:

Metwork: Destinat ion
0.0.10. 0.0.0.0 192.168.10. 192.168.10.
127.0.0. 2hh.0.0.0 127.0.0. 127.0.0.1
192.168.10. 200 205, 250.10 192.168.10. 192.168.10.
192.168.0.3 265.255.260.20h 127.0.0. 127.0.0.
192.168.10. 200 205,250,205 192.168.10. 192.168.10.
224.0.0, 224.0.0.0 192.168.10. 192.168.10.
260205, 2550, 200 205,250,205 192.168.10. 192.168.10.

192.168.0.1

Perzistent Routes:
Maone

Ci¥
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telnet

271 BRI ELTET 2l

EFTLIEP I —2eaieg, FREARSEL 4L AP EF 1A b
. A A= b W= Am R AL TAIEE D

2 HT0) [ltelnet 192 168.01| -

FOHSLE) ok || st | sEe. |

S BB LD

b EYEE)
T =0
ML HD

i =t
= @B K
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(G ) T S

MWicrozoft Windows 2000 [Yersion 5.00.2195]

() Copwright 1985-2000 Microsoft Corp. l

Ci¥xtelnet 192.168.0.14

[FIaww B 2007k - telnet 19216801

Flawk 707 b - telnet 19216801

Pazaword:

Password: RT&521 Rev.4.01.1% (beta version) (Fri Dec 8 16:49:34 2000}
Copvright {c) 1334-2000 Yamaha Corporation.

N0:al:de:08:2f:38

= Memory SMbwtes, 1LAM, 1ERI

ek 2007 b - telnet 192168011 » adninistrator

Pazaword:

Fazzword:

FIawwk 2007 - telnet 19216801
RT&E2 i Rew.4.01.13 (beta wersion) (Fri

Copyright {c) 1334-2000 Yamaha Corpo
00:al:de:08:2f:38 Fazsword:
enory Blibytes, LAN, TERI RTAG21 Rev.4.01.13 (bets version) (Fri Dec 8 16:43:34 2000)
- Copyright {c) 1334-2000 Yamaha Corporat ion.
N0:al:de:03:2f:38
Memory 8Mbwtes, 1LAN, 1BRI
Fadninistrator
Pazswaord:

I -

©YAMAHA




i C:¥>ftp -7

Transfers files to and from a computer running an FTP server service ,
(sometimes called a daemon). Ftp can be used interactively. i

E FTP [-v] [-d] [-i] [-n] [-g] [-s:filename] [-a] [-w:windowsize] [-A] [host]

i -V Suppresses display of remote server responses. i

LN Suppresses auto-login upon initial connection. i

C-i Turns off interactive prompting during multiple file |

| transfers. i

o -d Enables debugging. |
Disables filename globbing (see GLOB command).

|
«©

-s:filename Specifies a text file containing FTP commands; the
commands will automatically run after FTP starts.

1
QD

Use any local interface when binding data connection. §
P -A login as anonymous. ;
i -w:buffersize Overrides the default transfer buffer size of 4096. 5
i host Specifies the host name or IP address of the remote i
i host to connect to. i
' Notes: i

- mget and mput commands take y/n/q for yes/no/quit. :
- Use Control-C to abort commands. ;
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ok ok
Microsoft Windows 2000 [Mersion 5.00.2135]
(C) Copvright 1985-2000 Microszoft Corp.

Cr¥xftp ftp.iij.ad.jp

Connected to ftp.iij.ad.ip.

220 ftpl.iij.ad.jp FTP server ready.

Uzer (ftp.iij.ad.ip:{nonel): anonymous

331 Guest login ok, type wour name as password.
Fazsword:

230 Guest login ok, access restrictionz apply.
fter ls

200 PORT command successful.

150 Opening ASCII mode data conmection for "file list’.

updatef ile.thisweek.gz
updatef i le.today.g=
226 Transfer complete.
ftp: BB bytes received in 0.028econds 3.26Kbytesizec.
ttpr quit
221-
Data traffic for this session was 0 bytes in 0 files.
Total traffic for thizs session was 453 bytes in 1 transfer.
221 Thanlk wou for using the FTP service on ftpl.iij.ad.jp.

Gy

377
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| C:¥>tftp
Transfers files to and from a remote computer running the TFTP service.

i TFTP [-i] host [GET | PUT] source [destination]

-1 Specifies binary image transfer mode (also called
octet). In binary image mode the file 1s moved
literally, byte by byte. Use this mode when
transferring binary files.

host Specifies the local or remote host. i
i GET Transfers the file destination on the remote host to ;
; the file source on the local host.
v PUT Transfers the file source on the local host to i
i the file destination on the remote host.
| source Specifies the file to transfer.
' destination Specifies where to transfer the file.

Windows tftp RT-RevUpper
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C:¥>net help

 NET HELP

| NET /HELP

' NET ACCOUNTS NET HELP NET SHARE §

| NET COMPUTER NET HELPMSG NET START |

. NET CONFIG NET LOCALGROUP NET STATISTICS i

| NET CONFIG SERVER NET NAME NET STOP i

' NET CONFIG WORKSTATION ~ NET PAUSE NET TIME |

' NET CONTINUE NET PRINT NET USE ;

| NET FILE NET SEND NET USER |
NET GROUP NET SESSION NET VIEW |

NET HELP SERVICES

; NET HELP SYNTAX NET HELP i
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net view

Flawek Fosdk
Microzoft Windows 2000 [Yersion 5.00.2145]
(C) Copyrizght 1385-2000 Microsoft Corp.

Ci¥xnet wiew
H— ) i—g

¥EMET-HIRANO-YALO
a7 FIFIESIZHTLE LR,

Ci¥ig
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TeraTerm Pro ( telnet )

ethereal + WinPcap ( )

Macintosh ping,tracertoute,nslookup — WhatRoute
RT-Utility (RT-Tftp Clients)

RT-RevUpper ( )
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TeraTerm Pro

* HSF
Tera Term Pro

____________________________________________________________________________________________________________________

Tera Term Pro

Windows
( ) VT100 telnet

TeraTerm

http://hp.vector.co.jp/authors/VVA002416/

http://www.sakurachan.org/soft/teraterm-j/files/ttermp23.zip
ftp://www.sakurachan.org/pub/windows/net/term/teraterm/ttermp23.zip
http://www.vector.co.jp/authors/VVA002416/ttermp23.zip
ftp://riksun.riken.go.jp/pub/pc/misc/terminal/teraterm/ttermp23.zip
ftp://ftp.forest.impress.co.jp/pub/win/winsock/apps/teraterm/ttermp23.zip
ftp://ftp.s.u-tokyo.ac.jp/PC/terminal/teraterm/ttermp23.zip
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TeraTerm Pro (telnet )

:-‘?'f,'la'iF} ‘ﬁ%{E} ﬁE{S} Y ] P R P LT N P

=
© LSS
Tera Term Pro
Tera Term: $RARIER X
—————————————————————————————————— & IGP/IP TRARD): [192.1680.1 j1
i | ; wiehet ToPf—twe: 2
o P)] —~
. _[Tera Term Pro] : C ?'J?’Jb(ﬁ)%ﬁ(ﬁ}: lcomt  ~]
_~[Tera Term Pro] | oK footr | I |
=1
@ © Hisashi Hirano, AV&IT Marketing Division
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TeraTerm Pro (

1ot x|

JrfAE REE EES k00 | Pl FraGa) s Lo HD

Password: e IE AREE I:n-z.r:x "

RTAR41 Rev.4.04.08 (Tue Jan 15 14:08:13 20023 . A L
Copyright () 1994-2002 Yamaha Corparation. Password:
Copvright () 1988-2000 Tokyo Institute of Technolozy. 24 MED
Copyrizht (o) 2000 Japan Advanced Institute of Science and Technolc [RTAS41 Rev.4.04.08 i

U Copvright () 199 F AR

IJEI:aIJ:de:IJEI:dd:EEI, 00:al:de:00:4d:51
Memory SMbytes, 2LAN, 1BRI
ke

Ll
[

=101 i

D) ) 2F (H)

-

Copyrizht {c) 149

Copyright (c) 200 ToPRAP.

. 1o
00z a0:de: 00: 4d: 50, BRG.

7 JLED

WEE) EEE b0l

P Eraded LI HD

?'JT"JL?I‘{‘—HT

—

IMemary SMbyvtes, 21L&

echno | ogy.
of Science and Technologw, HOEURIK

Copyright §c) 1993-2000 Tokyo Institute of Technology.

Copyright {c) 2000 Japan &dvanced Institute of Science and Technology, HOKLF

il

Dﬁ:aﬂ:de:uﬂ:dd:ﬁﬂ, 0:al:de:00:4d:51
oLanl__1BET

> L= T
Tera Term: iRAERTE
Tt (D o B
=1l 0 | x [24a TIER: [cR -
I~ g A =2 (S A (S m
™ 2Rt e B B 2 OA)

sk [vmioo | =]

> =zhow environment
RTa540 Rev.4.04.08 (Tue Jan 15 14:08:13 2002)
MACT | L2 s 00:al:de:00:4d:60, 00:al:de:00;:4d:5h1
EENISE|: 2002,/05,/04 22:22:41 409:00
R AR 2002,/05,/04 222422358 +09:00
LS IERERS: 08 00:19:54
o T 5332 Le)les 1, A« =F: OW, TELMET: OFF
UE— iz 7w JJFFal s ANY
R a2 7 S00Fk:
oo —)Les 11E200RIt s, SJIS, 80 = 24
S T A wtE—F 0 OFF
SEAE: OFF
sl LAMESS: ON
> console character 7
AART.: console character ILF— F
TFEO—F = Tasciit, "siis’ or Teud’
HEA: gl =R - FOENITFO- FEESRLET
T A HE: =iis
> console character ||

S FEL: 168 used

N Jt\%(é}: I

-
=
By
-

II

EUC v

EEs “E[

| 7hit 7050

r O—hALITa—L
I BENEZ 0> TERLD

P LA IA[‘SB "I
=T I"[(\J -]

o

#vygﬂ

I F D |
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TeraTerm Pro ( )

=10 x|
jyef}[,.{E} %1:5' ;ﬁE{a i e [P I X e T B | Pl

i =~
P B i

F47 HED.
AR — kD
2P LA— R

—RG. Tera Term: TGP/IP
SAEMIRTED). e
SAEMIEUEL R AR % L
Sy R |133.176.20051| BN A
10216801 ﬂ v
192 168.1.1 N
wared rEproovamaha.cojp m
SC=1 serial port
fR=readme.txt replay a file D
r FEEW
M BERICOEDERCDWD sR—hap): |23
M Telnet B T D w100
oK el | ~LIH |
Ef“\ YAMAHA © Hisashi Hirano, AV&IT Marketing Division
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ethereal + WinPcap

_____________________________________________________________________________________________________

. ethereal
i LAN ( )
5 0OS
Windows2000/XP . WinPcap
FreeBSD...ports

UNIX tcpdump
http.//www.ethereal.com/

WinPcap
. Windows
http.//netgroup-serv.polito.it/winpcap/install/default.htm
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_____________________________________________________________________________________________________

' NCSA httpd HTTP server
J— UNIX Windows ’
. http://www.apache.org/

wered by
~AFPAC HI

— C:¥Program Files¥Apache Group¥Apache
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_____________________________________________________________________________________________________

netperf
UNIX
_ UNIX Windows

http.//www.netperf.org/

ftp://ftp.cup.hp.com/dist/networking/benchmarks/netperf/
(binaries—» 2.1 2.1pll Win )

_____________________________________________________________________________________________________

[ ]
http://trylan.fc2web.com/

http://trylan.fc2web.com/tools/tools_6.html
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Macintosh ping,traceroute
Macintosh ping,traceroute,nslookup

____________________________________________________________________________________________________________________

WhatRoute

Macintosh ping,traceroute,nslookup
WhatRoute RTA501 CD-ROM

http.//www.rtpro.yamaha.co.jp/RT/FAQ/Macintosh/ping.html
http.//crash.ihug.co.nz/~bryanc/
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RT-Utility

RT-Utility

RT-Monitor:
RT-Tftp:
RT-Switch:

@YAMAHA © Hisashi Hirano, AV&IT Marketing Diviggoon


http://www.rtpro.yamaha.co.jp/RT/utility/index.html
http://www.rtpro.yamaha.co.jp/RT/utility/win32.html
http://www.rtpro.yamaha.co.jp/RT/utility/mac.html

RT-Tftp clients #1

= RT-Titp Client

 FpEokied: USREEN

g7l BRI TREEL T

I=RTaF b2 |1 02 16801

17 ITHEE d b
7 ILOIRRTD: | rtabdi - « &k -

[~
7 (N [rta40408 bin
FrLORERRT: (U577 3940 thin)

)] |/

o

NER- |
BT
0y
=i | #7Ee |
= RT-Titp Client =] =]

_ (ol
[JES T 7" =]
rta40408 bin 82 (R |

55 R (TS 2o = Erizfizag
BZiE77MlE  rtad0408bin 08 (R | BZiE 77 )lh
=BT L =T b2
AR i B Y
A iR

0o X

=T T e

0%

=

T B
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ERIELS)

=101 x]

71 B iREE T bO—JLi0d e Bradad A LZH)
r F9
( Pazzword: \ %

RTAB4 | Rev.4.04.03 (Thu Jul 5§ 23z11:p0 2001

Copyright €c) 1994-2001 Yamaha Corppration 2w )LED
Copyright €c) 1998-2000 Tokyo Instifute of

TREE

ERTE(S)

i S A o Pl i T N P A

Copyright (c) 2000 Japan Advanced Ihstitut Password:
1. '
N0:al:de:00:4d:50, 00:al:de:00:4d:01
[Memory SMbwtes, ZLANW, 1BRI
F adminiztrator
Pazzword:

f tftp host any
it

[Memory SMbwtes, 2LA&M, 1BRI

RT&64§ Rew.4.04.058 (Thu Jul
Copwright (c) 1334-2001 Yamaha Corporation.

Copyright (c) 1398-2000 Tokwo Institute of Technology.

Copyright {c) 2000 Japan Advanced Institute of Science and Technology, HOKURIK
[}

[lfl:a[l:de:ﬂ[l:dd:ﬁ[l, 00zal:de:00:4d:51

-

B 23:11:80 2001)

N > administrator
Pazzword:
t tftp host anw
Update file receiving... Testing received file...]]
- = RH1- Tftp Client
B e 3Tl

e
EEIPLE  rtad0dEbin ELEREE e
- TIE 2 (R, |
_."'|°Er,-"—}~¢ ”_,"—';{;I:]TI\- I.-".z ........ ll
Jr-l"‘;r}!_}ﬁ I:lc:k \
FikFET —
eI EEELTLET. F e T
BRI TIEI A TLELE 100 %

e |

EE T #wrE |
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RT-RevUpper #1

RT-RevUpper <YAMAHA RTASS Rewdldl x|

RT-TFtp

RT-RevUpper <YAMAHA RTAS4 I Rewv.d.04.08%

—SFEEELTET .

Me—ST LA, |1 9216801 |
WEEE S T

RTAS4IDIP L A FEEL T3 .

RTAB4IDIP LA FZ BT v, i3,
192168 01 FERL T3 .

@7 RT-RevUpper <v¥aMAHA RTAG4i Fev.d.0408> *®
I-%DF L2 21 5.1 - 1SN F R L2 |1 92.168.01 ;|
wAT- | | iy ] [+
[T Wan-FEEEE AP R TIEE T 2 | | A EETEE T e (e T 5
ElFT ElFT
0% 0%
=70 | #TE =70 | #TEe |
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RT- RevU oper #2

rﬁ'j RT-RevUpper <YAMAHSA RTAD Rews T FT—FH Upper <

=RDF LA |

WA= |
-

iR
IrAIEEELTLET .

AMAHA RTASS Revd

=RDF LA |

WA= |
-

T
FROM |ZEZFAALTLET . 00 %

rﬁ'j FT-FevUpper <rAMAHA BTARL Rews

L=8DF L2 / -]
WA= B
- WAD-FEEEEAN AP MEERILAEETS
HEifgT
Bt IEHICRETLELE 100 %

=7 #7Ee |

LED
)

S YAMAHA

394




_____________________________________________________________________________________________________

kzsyslogd

syslog windows
http.//www.gin.or.jp/users/bato/kzsyslog/index.html

http.//www.rtpro.yamaha.co.jp/RT/utility/of-by-for-win32.htmi
http.//www.rtpro.yamaha.co.jp/RT/utility/of-by-for-mac.html
http:.//www.rtpro.yamaha.co.jp/RT/utility/of-by-for-unix.ntml
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ethereal

ping

ARP request/ARP reply
ICMP echo request/echo reply
arp

DNS

UDP

DHCP

UDP

WWW

TCP SYN

TCP

@ YAMAHA
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192.168.0.1
LA
192.168.0.0/24 . RTA54i
192.168.0.2|_PC PC l192.168.0.3

& YAMAHA

|

NdSI
ddd

EIETE

!

© Hisashi Hirano, AV&IT Marketing Division
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ethereal( )

{@ The Ethereal Metwork Analyzer - 0] x|

File Edit Capture Display Tools Help

Mo, .| Time | Source |Destination | Protocol | Info

|~
MI j M" Feady to load ar capture
@YAMAHA © Hisashi Hirano, AV&IT Marketing Division
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ethereal( )

{& The Ethereal Network Analyzer - 10| x|
File Edit] Capture| Displa

Tools Help

Start.. Cti+K fign | Protocol | Info

y,

Mo. .| Time

1§

aaaaaaa

|-
Filter:“ j Heaet" Feady ta load or capture

@YAMAHA © Hisashi Hirano, AV&IT Marketing Divigi;gn



ethereal( - )

(@ Ethereal: Capture Prefere - | I:Ilil
Interface: HDeviCERPacket_{FDEEE'IDE_f
Count: |0 (Infinite) _f
File size: |0 (Infinite) _f _(of x|
Duration: |0 (Infinite) !
| — Total 421 (100.0%)
| Flier SCTP 0 (0.0%)
File: TCP 421 (100.0%)
LIDP 0 (0.0%)
Capture length 55535 =
P e ‘ ICMP 0 [0o%)
r Capture packets in Erl:umiscuuus mode CSPF 0 (0.0%)
| > GRE 0 (0.0%)
L buff 4
. VSEB nng bulier — njumber offiles |2 % NetBIOS 0 (0.0%)
_ Update list of packets in real time P 0 [0.0%)
B YINES 0 (0.0%)
Jﬁutnmatic scrolling in live capture Other 0 (0.0%)
- Enable MAL name resalution U Stop |]
- Enable network name resolution
- Enable transport name reaulutinn/
)
Qe | Cancel |

%YAMAHA © Hisashi Hirano, AV&IT Marketing Diviiiooon



ARP

V¥ :request

———————————————————————————————————————————

),
)
(i
W\
AWl
[ N )
) [ N ]

© Hisashi Hirano, AV&IT Marketing Division
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O] e dn W d
Microzoft Windows 2000 [Mersion 5.00.2135]
(CY Copwrizght 1985-2000 Microzoft Corp.

Ci¥eping 192.165.0.1

Finging 132.168.0.1 with 32 bytes of data:

Reply from 192.1688.0.1: bytes=32 time<llms TTL=E4
Reply from 132.168.0.1: bytes=32 fime<l0ms TTL=E4
Reply from 192.168.0.1: bytes=32 time<llm=s TTL=E4
Reply from 192.168.0.1: byte=s=32 time<llm=z TTL=E4

Fing statisztics for 192.168.0.1:

Packetz: Sent = 4, Received = 4, Lost = 0 (0% loss),
fpproximate round trip times in milli-seconds:

Minimum = Om=, Maximum = Oms, Awveraze = (Oms

Cl¥s

© Hisashi Hirano, AV&IT Marketing Division
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Flawe b 2o

Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microzoft Corp.

C:¥sarp -a

Interface: 132.168.0.3 on Interface 0x1000003
Internet Address Phv=sical Address Tvpe
192.168.0.1 00-al-de-08-2f-34 dynamic

Co¥

© Hisashi Hirano, AV&IT Marketing Division
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ARP ( )

{@ <capture> - Ethereal -0 x|
File Edit Capture Display Tools Help |
Mo, . [ Time SOUrcE Destination Frotocol | Info j
fr:ff:ff:ff:ff:ff who has 1592.168.0.17 Te
2 0.000611 vamaHa_08:2T:38 MET-hirano-wvaio ARP 192.168.0.1 s at 00:ad:
3 0,000625 MET-hirano-wvaio 1%2.168.0.1 ICMP Echo fping) redusst !
I~ [ -
BlFrame 1 (42 on wire, 42 captured) [
arrival Time: apr 28, 2002 23:358:40. 536545000
Time delta from previous packet: 0.000000000 seconds
Time relative to first packet: 0.000000000 seconds
Frame Mumber: 1
Packet Length: 42 hytes
Capture Length: 42 bytes
B Ethernet II
Cestinatian: ff:ff:ff:ff:Ff:FF (ff:ff:ff:Ff:FF:FF
Source: OB:00:46:0d:3e:96 (MEKT-hirano-vaio)
Type: ARP (Ox(0806)
B Address Resolutilon Protocol (reguest)
Hardware type: Ethernet (0x0001)
Protocol type: IP (Ox0800)
Hardware size: &
Protoco] =sjze: 4
opcode: request (Ox0001L)
Ssender hardware address: 08:00:46:0d:3e:596
sender protocol address: 1%2.168.0.3
Target hardware address: 00:00:00:00:00:00
Target protocol address: 192.168.0.1
-] [
gooo £ £f £f £f £ £ 08 00 46 0d 3e 96 08 06 [V A
OLNOS 00 06 04 00 OL 08 00 46 Od 3e 96 cO as 00 03
20 00 00 00 Q0 90 090 c0 o oas 0o ol -
== Zliion
104

Filter: j Feset F\ddress Resolution Protocol (arp)




(

ARP

{@ <capture’ - Ethereal =10 x|
File Edit Capture Display Tools Help
Mo, . | Time Source Destination Protocal | Info j
1 0.000000 MET-hirano-vaio ff:ff:ff:ff:ff:Ff ARP who has 192.168.0.17 Te
2 0.000611 vamaHa_08:2T:38 MET-hirano-vaio 192.168.0.1 is at 00:ad:
3 0.000625 MET-hirano-vaio 192,.1658.0.1 ICMP Echo foing’ reduest Fi
I~ [ =
[

EFrame 2 (A0 on wire, &0 captured)
arrival Time: Apr 28, 2002 23:38:40. 837556000
Time delta from previous packet: (.000611000 secands
Time relative to first packet: 0.000611000 seconds
Frame Mumber: 2
Packet Length: 60 bytes
Capture Length: &0 bytes
B Ethernet II
Destination: 08:00:46:0d:30:98 (MET-hirano-vaiol
Source: Q0:a0:de:08:2F:38 (vamaHA_08:2T:38)
Type: ARP (Ox080&]
Trailer: 00000Q000OCQO0O0RO00000000000000000, ..,

B address Resolution ProToco

Hardware type:
Protocol type:

Ethernet [DxDDDlj
IP (OxOS5007

Hardware size: §

Protocol size: 4

opcode: reply (Ox00027

sender hardware address: 00:a0:de:08:2T:358

Sender protocol address: 182.168.0.1

Target hardware address: (08:00:46:0d:38:96

Target protocol address: 192.168.0.3 ||
[ I
aoo0 08 00 46 0d 3e oo 01 '
0010 00 06 04 00 C e 05 2f 38 c0 as 00 0Ol
Qo020 Qo Od 3e 1) o0 00 00 00 Q0 00 I
0030 00 00 00 00 00 00 00 00 00 Zllon
Filter: j Feset P\ddress Resolution Protocal (arp) 05




ICMP
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ﬁi{cmﬁum}— Ethereal _IDljﬂ
File Edit Capture Display Tools Help

Mo, . | Time Source Destination Protocaol | Info

3 0.000625 MEKT-hirano-vaio 152.168.0.1 ICMP Echo (ping) reguest
4 0.001885 152.168.0.1 MET-hirano-vaio ICMP Echa Cping) reply
51 Nt 71 mrT-_hirann—wain 102 1AE 1l TrmE Erbhn fRAnn™ raniast

[ | =

EFrame 3 (74 on wire, 74 captured)
Ethernet II
B Internet Protocol, Src aAddr: MET-hirano-waio (192.165.0.30, Dst Addr: 192.163.0.1 (1%92.1¢
version: 4
Header Tlength: 20 bytes
B oifferentiated Services Field: 0x00 {(0SCP Qx00: Default; BECH: OxO0)
Total Length: &0
Identification: 0x0336
B Flags: 0x00
Fragment offset: O
Time to Tiwve: 128
Protocol: ICMP (Qx0l])
Header checksum: 0xb836 (correct)
Source: MET-hirano-waio (192.168.0.3)
Destination: 152.1658.0.1 (152.165.0.1)
B Internet Control Message Protolo
Type: 8 (ECho (ping) reguest
T Code: 0
Checksum: 0xc55h (cCorrect)
Identifier: 0x0200
Sequence number: 86:00
Data (32 bytes)

(T4
El d EIE [_-I-'— 7 I:I

—_ -

a0 67

Q]%ﬁ&1
wahcdefg hi

—- L

L]

Filter: _:j ResethMernm Control Message Protocol (icmp)

ion
07



ICMP

@ <capture> - Ethereal -0l x|
File Edit Capture Display Tools Help
Mo, . | Time Source Destination FProtocal | Info 2
3 0.000625 MET-hirano-vaio 182.168.0.1 ICMP Echo {ping) request -
4 0,001895 192,1658.0.1 MET-hirano-wvaio Echo Cpingd reply
51 17T mkT-hirann—wadin 142 1AR M Trrme Erhn fhinn™ remiest Fi
I~ | =
EFrame 4 (74 on wire, 74 captured)
H Ethernet II
B Internet Protocol, sre adder: 192.168.0.1 (192.168.0.17, Dst Addr: MET-hirano-wvaio (192.1¢
version: 4
Header Tlength: 20 bytes
Hoifferentiated services Field: 0x00 (DSCP 0xQ0: Default; ECH: Qw000
Total Length: &0
Identification: Oxdcaa
B Flags: (0x00
Fragment offset: 0
Time to Tlive: &4
Protocol: ICMP (Ox010
Header checksum: Oxacc? (correct)
Source: 192.168.0.1 (152.1465.0.1)
Destination: MET-hirano-vaio {192.165.0.30
B Internet Control Messadge Protoco
Type: 0 (Echo (ping) reply)
Code: 0
Checksum: Oxcdih {(Correct)
Identifier: 0x0200
Sequence number: 86:00
Data (32 bytes) ||
- -
0020 00 03 [N 00 86 00 6L 62 63 64 69 W[ . abcded 4
0030 CEEEEERCER ] Ge 6f 7O F1 72 F3 F4 TL TR 8] |"|jl=::'|
SEV Y7 51 G2 63 64 A6 BT BE 69 wahcdefg hi
!

Filter: j Feset |Internet Control Message Protocol {icmp)

on
08



ARP Request
ARP Reply

v

A

ICMP Echo Request
ICMP Echo Reply

v

A

ICMP Echo Request
ICMP Echo Reply

v

A

ICMP Echo Request
ICMP Echo Reply

v

A

ICMP Echo Request
ICMP Echo Reply

v

A

%YAMAHA © Hisashi Hirano, AV&IT Marketing DiViiio%n



192.168.0.1 netvolante
1 192.168.0.2 dhcp2
1 192.168.0.3 dhcp3

______

SR— reply:

@YAMAHA © Hisashi Hirano, AV&IT Marketing Diviiiloon



L]

. dhcp service server

- dhcp scope 1 192.168.0.2-192.168.0.254/24
. dns server DNS

. dns private address spoof on

- Ip host mac.hirano.com 192.168.0.100

. ip host netvolante.hirano.com 192.168.0.1

. ip host dhcp2.hirano.com 192.168.0.2

IR J9E 0T E

Cr¥:nzlookup 132.168.0.100
server: netvolante.hirano. com

Address:  192.168.0.1

Mame: mac.hirano. com
Addresz:  132.168.0.100

Ci¥r

%YAMAHA © Hisashi Hirano, AV&IT Marketing Diviziloln




UDP

{@ <capture> - Ethereal -0 x|
File Edit Capture Display Tools Help
Mo, . | Time Source Destination Protocaol | Info
1 0.000000 MET-hirano-vaio ff:ff:ff:ff:ff:ff ARP whio has 192.168.0.17 Tell
2 0,000539 vamMaHa_08:2f:38 MET-hirano-vaio ARP 192.168.0.1 45 at 00:a0:de

User Datagram Protocol, Src
Source port: 1095 (1055)
Destination port: domain 53]
Length: 50
Checksum: Oxed3d (correct)

Bl Domain Mame Swystem (guery
Transaction ID: 0x0001

EFlags: 0x0100 (standard guery
Questions: 1
Answer RRs: 0O
Authority RRs: O
Additional RRs:

B queries

Port:

1095 ¢

1085,

0

DSt POrt:

53 MkT-hirano-vaio 192.168.0.1 standard guery PTR 1.0.168
4 0.0028%5 192 .168.0.1 MET-hirano-wvaio DMS Standard guery response PTH
5 0.012886 MKT-hirano-vaio 192.1688.0.1 DMS standard guery PTR 100.0.1:
6 0.015106 182.168.0.1 MET-hirano-wvaio DS standard guery response PTH
I~ [ =
B Frame 3 (84 on wire, 84 captured) [
Ethernet II
B Internet Protocol, Src oaddr: MET-hirano-waio (192.168.0.33, Dst Addr: 192.165.0.1 (1%92.1¢

domain £53)

B1.0.168.192.9n-addr.arpa: type PTR, <lass inet —

Mame: 1.0.168.152. in-addr.arpa

Twrhos Damatin mama +[od et ae 4
- -
o000 00 ald de 08 2 35 08 00 46 0d 32e 96 08 00 45 Q0 ..../8.. F.»...E. i,
0010 00 48 05 3e 00 00 80 11 bé 14 <0 a8 00 03 c0 al e I .
0020 00 01 [E 3 32 Efs| 00 01 01 OO0 00 01 . .. ...
0030 00 00 00 00 00 00 01 31 01 30 03 31 34 38 03 31 ....... 1 .0.188.1
0040 39 32 07 65 6e 2d 81 64 64 F2 04 61 T2 YO 61 00 92.4n-ad dr.arpa. /
Filter: j Reset |User Datagram Protocal (udp)

10N
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UDP ( )

{&@ <capture> - Ethereal -0 x|
File Edit Capture Display Tools Help

Mo, . | Time Source Destination FProtocaol | Info

3 0.000553 MKT-hirano-vaio 192.1688.0.1 DMS standard guery FPTR 1.0.1
4 0,0028%5 192.1658.0.1 MET-hirano—vaio Standard guery

20Nse

-l | -

BFrame 4 (11% on wire, 11% captured)
M Ethernet II

B Internet Protocol, Src addr: 192.168.0.1 (192.168.0.170, D=t addr: MET-hirano-vaio (192,1¢
User Datadram Protoco

, SrC POrt: domaln £53), DSt Port: 1095 (1095)
Source port: domain (53]
pestination port: 1095 (1095)
Length: &5
Checksum: 0xca0bh (correct)
Bl Domain Mame System (response)
Transaction ID: Ox0001L
®EFlags: 0x8580 (standard query response, Mo error)
Guestions: 1
Answer RRs: 1
Autharity RRs: O
Additional RRs: 0O
qQueries
Answers

0030 00 Ol Q0 00 00 00 01 31 OL 30 03 31 36 38 03 31 ....... 1 .0.1688.1
0040 39 37 07 69 de 2d 61 &4 64 72 04 61 Y2 F0 6l 00 52.9n-ad dr.arpa.

~ L L]

L-|

vili o]

Filter: j Reset |User Datagram Protocal (udp)

113




UDP (

@ <{capturer — Ethereal - |EI|
File Edit Capture Display Tools Help |
Mo, . | Time Source Destination Frotocol | Info j
3 0.000553 MKT-hirano-vaio 192.1688.0.1 DMS standard guery PTR 1.0.1
4 0,0028%5 192.1658.0.1 MET-hirano—vaio 3 Standard guery response /
- [ =
DesTtination port: 1093 (193] [ %

Length: 85
Checksum: OxcE0b (correct)
Bl Domain Mame System (responsel
Transaction ID: 0x0001
EFlags: 0x8580 (standard query response, Mo error)
Questions: 1
Answer RRs: 1
Authority RRs: O
additional RRs: 0
B queries
B1.0.168.1%2.9n-addr.arpa: type PTR, class inet
Mame: 1.0.168.152.in-addr.arpa
Type: Domain name pointer
Class: inet
B ANsSwers

H1.0.168.1%2.in-addr.arpa: type PTR, class inet, ptr netwvolante.hirano.com
Mame: 1.0.168.1592,in-addr.arpa
Type: Domain name pointer
Class: dnet
Time to liwve: 1 second
Data length: 23
pomain name: netwolante.hirano.com

|1 =

UAU 59 32 U7 B9 BE 20 6L 54 5% 72 UF 6L 72 /U 6L U
Qo050 00 Oc 00 01 [= o0 00 01
ooad [ 06 658 69
0070

Z[;10N

Filter: j Feset

114
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: “Ipconfig /release” - “ipconfig /renew”

O i il
Ethernet adapter LAN:

Connect ion-=specific DNS Suffix
IPF Address

subnet Masl
Default Gateway

C:¥xipconfiz freleasze
Windows 2000 IP Configuration
IF address successful ly released for adapter L&l
C:¥xipconfiz frenew
Windows 2000 IP Configuration
Ethernet adapter LAN:
Connect ion-zpecific DMNS Suffix
IF Address

subnet Masl
Default Gatewaw

© Hisashi Hirano, AV&IT Marketing Division
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—————————————————————————————————

ARP Request

4 ARP Reply
DHCP Release S
Ipconfig /renew” ;
DHCP Discover S
) ARP Request
4 DHCP Offer
DHCP Request R
4 DHCP Ack
ARP Reply S

%YAMAHA © Hisashi Hirano, AV&IT Marketing Diviiilo7n
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{@ <capture> - Ethereal - 10 x|

Help
Mo, . | Time Source Destination Protocal | Info ﬂ
10 1%92.168.0.1 en=31
2 0.002219 162,168, 0.1 MET-hirano-vaio TCP http = 1071 [SvM, ACK] S
3 0.002247 MET-hirano-vaio 192.1658.0.1 TCR 1071 > http [ACK] Seq=31
4 0,003727 MET-hirano-vaio 192.}@8.D.1 . HTTP FET A HTTPﬁl;l _ y

B Frame 1 (&7 on wire, & captur
arrival Time: apr 28, 2002 23:26:55.368521000
Time delta from previous packet: 0.000000000 seconds
Time relative tao first packet: 0.000000000 seconds
Frame Mumber: 1
Packet Length: &2 bytes
Capture Length: 62 hytes
Ethernet II
EH Internet Protocol, src addr: MET-hirano-vaio (192.168.0.370, Dst aAddr: 192.165.0.1 (1592.1¢
E Transmission Control Protocol, Src Port: 1071 (10710, Dst Port: http (80D, Seq: 31255832(

00 a0 de 08 2T 38 08 od 3e 96 08 00 45 OC

20 @1 =1 40 00 80 -0 oag a0 c0 o as
04 2f 00 50 ba 4« a5 00 00 Og ) 7002
00 85 9% 00 00 02 b 01 01 0

-]

Filter: J Reset |Frame (frarme)

s5ion
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File Edit Capture Display Tools

Mo, . | Time Suume

0. 002215 192.168.0.1
0,002247 MET-hirano-vaio
0

LO03727 MET-hirano-vaio

PR e T B T e T B o T |

ARE=URFE RN Y | —

Destination
192.1a68.0.1
MET-hirano-wvaio
192.168.0.1
192 1as. 0. 1

Frotocol | Info

1071 =
http » 1071 [SYH,
1071 = http [Ack]
GET / HTTR/L.1

TCR
TCP
HTTP

http [=

]

EL R T | LR |

BFrame 1 (62 on wire, 62 captured)
arrival Time: apr 28, 2002 23:2

Time relatiwve to First packet:
Frame Mumber: 1

Packet Length: 62 hytes
Capture Length: &2 hbytes

Tima delta from previous packet:

G859, 368521000
0, 000000000 seconds
0. 000000000 seconds

= Ethernet IT
pestination: 00:ad:de:08:2F:38 (vamaHa_08:2T:38)
Source: (08:00:46:0d:32:96 (Sony_0d:3e:98)

Type:

IP (Ox080070

EH Internet Protocol,

src Addr
B Transmission Control Protocol,

MET-hirano-vaio (192.1658.0.37,
Src Port: 1071 (10710,

Dst Addr:
Dst POFt:

197.168.0.1 (192.1¢

http (300, sSeq:

3125583 2¢

468

3E 08 a0
00 80 06
50 ha 4c¢
o0 02 04

el
2f
L

30
ol
a0

40
oo
oo

0]
FEO92
od A5
05 h4

GERRD 45 OO
00 03 cO a8
00 00 70 02
04 02

=5}
as
oo
o1

L-|

L]

Filter:

.;ﬂ Reset

|Ethernet[ethj

ion
120



TCP (1P

{&@ <capture> - Ethereal -0 x|
File Edit Capture Display Tools Help
Mo, . | Time Suurce Destination Frotocol |Info ﬂ

1 192.168.0.1 C 1071 = http [SvM] seq=31

2 0.00221% 192.168.D.1 MET-hirano-wvaio TCP http » 1071 [SvM, ACK] =

3 0.002247 MET-hirano-vaio 1%2.1688.0.1 TCP 1071 » http [ACK] Seg=31

4 0.003727 MET-hirano-vaio 192 168. 0. 1 HTTF GET / HTTR/1. 1 /
- [ -

aaaaaaa

L-|

BFrame 1 (62 on wire, 62 captured)
B Ethernet II

B Internet Protocol, Src Addr: MET-hilrano-walo (192.168.0.5), Ds : a5, 0.1

version: 4
Header length: 20 bytes
B oifferentiated services Field: 0x00 (DpSCP 0x00: Default; ECM: Ox000
Qooo Q0. . Differentiated Services Codepoint: Default (0x00)
L0, ECh-Capable Transport (ECTJ: O
.0 = ECHN-CE: 0O
Tuta1 Length 48
Identification: Ox0lel
EFlags: 0Ox04
1.0 = pon't fragment: sSet
..0. = More fragments: MNOL set
Fragment offset: 0
Time to Tiwve: 128
Frotocol: TCP (0x067
Header checksum: 0x7792 (correct)
Source: MET-hirano-vaio (192.168.0.3]
pestination: 192.168.0.1 (192.1468.0.1)

H Transmission Control Protocol, Skc Port: 1071 (10717, Dst Port: http (807, Sed: 312558320/

I~ [ -

QOO0 00 a0 de 08 2f 35 08 00 46 0d e 96 08 00 U cee B0 Fura.. A

INIC0 S0 0L el 40 00 80 06 77 92 cO a3 00 03 cO a8

Q020 [olemmedd 04 2 00 50 ba 4c GO &5 00 00 00 00 Yo 02 LS.PLL Lel .

QO30 40 00 65 99 00 00 02 04 05 bd 01 01 04 02 = T = jor]
121

Filter: J Feset |Internet Protocol {ip)




TCP (TCP

@ <{capturer — Ethereal

File Edit Capture Display Tools

Mo, . | Time Source Destination FProtocaol | Info

192.1a68.0.1 1071 = http
TN NMNIIGIGT MTAR N MkT-hirann—uwain TR brtmn = 1071 T=wvr n

B Frame 1 (62 on wire, 62 captured)

Ethernet II

EHInternet Protocol, src Addr: MET-hirano-vaio (192.168.0.37, Dst addr: 192.1658.0.1 (192.1¢
Transmission Control Protocol, src Port: 1071 (1071), Dst Port: http (80), Seq:

Source port: 1071 (10710
pestination port: http (80)
Sequence number: 3125583205
Header length: 28 bytes
B Flags: 0x0Q002 (SYN)
... = Congestion window Reduced (CwR): MOT set
ECM-Echo: MNOL set
0. ..., = Urgent: MOt set
L0 ... = Acknowledgment: Mot set
0... = Push: Mot set
0., = ReseLT: NOt set
1. = Syn: Set
vers +..0 = Fin: MOt set
Window size: 16384
Checksum: 0x6599 (correct)
Boptions: (8 bytes)
Maximum segment size: 1460 bytes
Mo P
Mo P
SACK permitted

=
I

312558520

aaaaaaa

Qooo 00 afd de o8 2T sd8 U8 00 46 0d 32 Y960 08 00 45 00 ceaaS80 0 Foxl Ll ES
40 Q0 80 06 7Y 92 <0 agd 00 03 <0 as
(510 0 ha 4dc s 00 00 00
0o o0 02 o4 01 04 02

yili o]

Filter: _:j Resetﬂ?ansnﬂssMn Control Protocol itcp)

122




TCP (TCP )

{@ <capture> - Ethereal -0 x|

File Edit Capture Display Tools Help |

Ma. . | Time Source Destination Protocol | Info ﬂ
4 0.003727 MET-hirano-vaio 192.168.0.: GET / HTTPs1.1 £
C @ mamEmed A mT 1eEs o A LTS ol e - T~ L4 m 1P [t | [l T N

-] [ —

B Frame 4 (412 on wire, 412 captured) [

M Ethernet II
B Internet Protocol, sro oaddr: MET-hirano-vaio (192.168.0.30, Dst Addr: 192.168.0.1 (192,1¢
B Transmission Control Protocol, Src Port: 1071 (107103, Dst Port: http (800, Seqg: 312558320

B Hypertext Transter Profoco
GET / HTTR/1.1%r%n
Acceapt: dimagesgif, dmagesx-xbitmap, imagesjpeg. imagespipeq, applicationsvnd.ms-powerp
referer: http: AA27.0.0.1 NN
AcCcapt-Language: jasrywn
Accept-Encoding: gzip, deflatedrwn
User-agent: Mozilla 4.0 (compatible; MSIE 5.5; windows WNT 5.0; T31248170%rn
Host: 1%2.1658.0.1%r%n
Connection: Keep-aliveyrin

L

3D T L
T
I

[RENa

~IGin —hi o

: Zliion
Filter: J Feset |H3.rpertext Transfer Protocal (http) 123
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