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‘NAT
. #1,#2
|P
eincoming/unconvertible/range
|P
eping/traceroute/FTP/CU-SeeMe
*VVPN
*PPTP
*NetMeeting 3.0
*UPnP WindowsMessenger
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NAT

[NAT ]
1995 RT100i

(NAT NAT )

IP
NAT
1996 NAT(Basic NAT) 1997 IP (NAPT)

IP

[NAT ]
P
LAN NAT/IP
NAT/IP
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(NAT)

Revision

1996 6 Rev.1.06.08 | NAT
1996 11 Rev.1.06.22 | IP
1997 10 Rev.2.02.15 IP
1999 1 Rev.4.00.02 | NAT ( PP LAN
1999 4 Rev.4.00.07 | TUNNEL NAT
1999 8 Rev.4.00.13 | ping./traceroute

IP
2000 7 Rev.4.00.39 | VPN ( IP )
2001 7 Rev.6.02.07 | IP
2002 1 Rev.6.02.16 | DMZ

NetMeeting 3.0
2002 3 Rev.6.02.18 | PPTP

IP (

IP

NAT/IP FTP
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NAT (Rev.1  Rev.3 )

LAN

— LAN primary < secondary

TUNNEL

— VPN
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— NAT
- 1P
— NAT +IP
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NAT (Network Address Translation

133.176.200.1/28 133.176.200.2/28 133.176.200.3/28

192.168.0.1/24 192.168.0.2/24  192.168.0.3/24 192.168.0.4/24  192.168.0.5/24

OYAMAHA, AV&IT Marketing Division
13



133.176.200.1/28 133.176.200.2/28 133.176.200.3/28

192.168.0.1/24 192.168.0.2/24  192.168.0.3/24 192.168.0.4/24 192.168.0.5/24
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¢ Net-A (Primary) = : %
g q V’ ¢ » Net-B (Secondary) °
0 < . ®
: :
k PC PC /
primary - secondary ~ IP ( )
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IP

¢ (incoming)
— (through)
— (reject,discard)
— (forward...DMZ )
o (unconvertible port)
¢ (port range)
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[1P ]

O through ...

O reject ... TCP RST
O discard ...

O forward ...

N PC

ISDN/ADSL/CATV

IP
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W
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DMZ

P
olP
[ ] nat descriptor masquerade incoming DESC ID ACTION [IP_ADDRESS]
[ ] -DESC ID ...... NAT
- ACTION .......
- through ...
- reject .... TCP RST
- discard ...
- forward ...
- IP_ADDRESS ... IP
[ 11IP
ACTION forward IP_ADDRESS
[ ] reject
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nat descriptor masquerade unconvertible port DESC i1f-possible

nat descriptor masquerade unconvertible port DESC PROTOCOL PORT
[ 1

DESC ...

PROTOCOL ... "tcp” "udp®

PORT ...
[ 1

IP

1f-possible
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[65535]

(60000 64095)
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I= (60000
64095)

olP
[ |
nat descriptor masquerade port range DESC START [NUM]
[ |
DESC ...
START ... 1024 65534
NUM ... 1 4096 4096
[ 1
IP START NUM
65535 (START + NUM 65535)
[ |
60000 4096
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P

IP

[ ]
nat descriptor masquerade static DESC ID INNER_IP PROTOCOL
OUTER _PORT=INNER _PORT
[ ]
DESC ...
ID ...
INNER_IP ...
PROTOCOL ... “tcp®  ’udp® icmp’
OUTER _PORT ...
INNER_PORT ...

[ ]
IP
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— FTP/
— FTP
— FTP

e NetMeeting 3.0
VPN

— 1 IP
e PPTP
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P (T pua TCP/UDP

ftpserver |[eeccecceceeenees
( ) 5
ftp
4 R
( ) ? j@\
/
http Server ( ............... http C“ent
- J
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FTP/
-

e
=1 0K

~

?

A

ftpserver | <.occoeeeeenns ftp client ftpserver | cceeeeeeens » | ftpclient
ftp (PASV ) ftp (PORT )
[ ]
/
[ |

FTP,CU-SeeMe,NetMeeting Version 3.0, ...
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FTP

/ ( )
ftp server
e A (
(FTP )
: : % ftp tcp
A
: BN oo > [FTP
v SN FTP
ftp client
/ O all .. tcp
O ftp ... ftp
tcp
ftp
ftp tcp
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FTP

IP TTL
TTL FTP
TTL
TTL
TTL
FTP
[ 1
nat descriptor masquerade ttl hold TYPE
[ ]
TYPE ... TTL
- ‘all’ ...
- ‘ftp’ ... FTP
[ 1
TTL FTP “ftp’
FTP ‘all’
[ ]
all
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FTP

N

~

ftp server

[20]: : [800C]

1 [

ftp client /

8000

NG

(LISTEN PORT) 21

ftp server
[20]: [21
L —_—
. . ftp
A ’
i
K ftp client /
21 OK
[ 1]
ftp
NAT/IP
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FTP

FTP
FTP
oONAT/IP FTP
[ ]
nat descriptor ftp port DESC PORT [PORT...]
[ 1
DESC ... 1 65535
PORT ... 1 65535
[ 1
TCP FTP
[ 1
21
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Router.‘.. VPN server Route?':
. Y Frrvrr . - .
\ server VPN client/
VPN IPv6 ICMP, TCP,UDP VPN
PPTP GRE(47)

TCP(6),1723

L2TP | UDP(17),1701

Rev.4.00.39 IP ESP(50)

IPsec AH(51)
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Microsoft VPN (PPTP VPN)
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PPTP

P PPTP Microsoft
VPN Windows PC Windows
P
( ) PPTP
Windows PC ( ) PPTP
Windows PPTP VPN
PPTP RT IP
( 4096) PPTP
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NetMeeting Version 3.0

Ag

/ ......... > v:

: RTA54i RTA54i
PC PC PC PC PC PC PC PC
DMZ NetMeeting NetMeeting
NetMeeting
DMZ NAT
NAT(IP )
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NetMeeting Version 3.0

NAT NetMeeting

DMZ
NetMeeting
- NetMeeting Version 3.0
- NAT
- NAT IP
() NAT IP 192.168.0.2
nat descriptor masquerade static 1 1 192.168.0.2 tcp 1720
nat descriptor masquerade static 1 2 192.168.0.2 tcp 1503

% YAMAHA O©YAMAHA, AV&IT Marketing Divisi4%n

RTA54i Rev.4.04.08 [1]



NetMeeting

NetMeeting 3.0

SN | N [N [N | N | N

http://www.microsoft.com/japan/windows/netmeeting/
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UPNP WindowsMessenger

1) UPnP
2) WindowsMessenger
NAT ( 1 3)

3)
4 N
UP P Windows

n Messenger
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________________________________________

IP

§ UPNP § B

. UPnP 5 .

| | UPnP ",

i [ ] E o.. R

LR ' : UPnP (
. .;1' : *
WindowsXP ;'
A4 :
UPNP UPNR.L.}."

(WindowsMessenger) °°°
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Windows Messenger

[ ]
IP WindowsMessenger
[ ]
1) UPnP
2) WindowsMessenger V4.6  NAT Traversal
DMZ
3) IP SIP

% YAMAHA O©YAMAHA, AV&IT Marketing Divisi4ciln



Windows Messenger NAT #1
(UPnP )

v .'. A
Windows : RTA55i 1V
Messenger ° A’
— —
A ] | Windows
UPNP UPnP i Messenger
UPnP |
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Windows Messenger NAT #2

(Windows Messenger NAT Traversal )

AT
Voice Echo Server  °°
N I R .
Windows . - .
Messenger RTASSiJ-::'
V4.6 . v
____________________________________________ — -VP‘
L] ; : :
voice echo server i Windows
' Messenger
V4.6
. DMZ ]
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Windows Messenger NAT #3
(IP SIP )

\'/ .'. A
Windows - RTAS55i
Messenger °
>— . 4
T o1 Windows
' ' Messenger
- 1P SIP
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Windows/MSN Messenger

Windows MSN UPnP
Messenger Messenger

(SIP) (SIP) o
(SIP) O
() () |x
(SIP) (SIP) >
(RDP) o
(SIP) O
(SIP) O

UPNP ( )

UPnP
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Windows Messenger

WindowsMessenger

o ( UPnP)

o (UPnP )

o ( UPnP )

o ( UPnP )

o (UPnP)

o (UPnP)

o (UPnP)

o (UPnP WindowsUpdate )
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Messenger

MSN Messenger (3.0 )
o (- UPnP)
o (4.6 UPNP)
o ( UPnP )
o ( UPnP )

http://messenger.microsoft.com/ja/
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( ) Windows XP

Windows XP
o ( UPnP)
| ]
Windows XP
IP TCP 3389

http://www.microsoft.com/japan/windowsxp/pro/
business/remote/remotedesktop.asp
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VPN [|Pv6 ICMP, TCP,UDP
IPv6 VPN
ping IPsec PPTP
ICMP| TCP | UDP IPv6 | AH | ESP | GRE
(1) | (6) | (17) (41) | (31) | (30) | (47)
IPv4 IPv6
PPP eeoo0oooe
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__________ < S -
| |
[ | ]l
UNIX,Windows,Machintosh OS
Windows NetBIOS ( 135,137 139,...)
[ 1]
/ ( )
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<IN >

__________ < > T
[ ]
[ 1
TCP  established
UDP
[ 1
established ftp

UDP
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http://www.rtpro.yamaha.co.jp/RT/FAQ/IP-Filter/network-security-filter.html

ip filter 10 reject 192.168.0.0/24

1p Filter 11 pass
1p Tilter 12 pass

- ip filter 13 pass
. ip filter 14 pass

_ip filter 15 pass

*
*

*

*

*

192.168.0.0/24
192.168.0.0/24

192.168.0.0/24
192.168.0.0/24

192.168.0.0/24

. 1p filter source-route on
. 1p filter directed-broadcast on

' pp select 1

PP

192.168.0.0/24

*x X X *
icmp * *
established * *

tep
tcp * ident

tcp ftpaata *

ftp
udp domain *
DNS

. ip pp secure filter in 10 11 12 13 14 15
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TCP established

-

o

~

[ 1
. [TCP ] :
telnet W telnet TCP
——71 | <SYN+ACK>
— [ ]
: i — SYN
P ] blished
i : i establishe
<establlshed 5 [ ]
5 ACK
[TCP ] ;
[ 1
SYN ACK
established

/
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ftp

ftp (PASV

/ ftp server

A A

\ ( ftp server
_____________________ . A

(PORT )

[*] [21] establlshed [20]5 [21]
@ i B g il B’
1 [ (T 1
\ ftp client / ftp client /
[ ] /
ftp cp
established
ftp established
[ ]
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UDP

DNS

(UDP

)

(DNS NTP)

N [ ]
DNS [UbP ] y ubP
. < > (K& DNS
— : v
< > Ml UDP
R
%
[ ]
NTP (UDP )
N
. [UDP ]
NTP -1
< > NP
= | ]
-
R
| 9%
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ftp
. UDP
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TCP UDP

IPV6 VEN
IPsec PPTP
ICMP| TCP | UDP IPv6 | AH | ESP | GRE
(1) | (6) | (A7) (41) | (51) | (50) | (47)
IPv4 IPv6
PPP eecccoo0
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telnet

—_—
=

-

established( )

[TCP ]

[TCP

-

____________________________________________________________________

telnet

/
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UDP ( )

NTP_ (UDP ) [ ]
N
[UDP ]
NTP =N
L < - \ NTP [ ]
U -\
’ y,
DNS UDP
( ) ~ NS T
[UDP ]
DNS g
L < gy DNS
- - ( ) ‘
T &=
J
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______.:___< D> TN
<IN T
| e | [ L
j ‘ i |
l |
v <OUT >
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|#
m[| ip filter 00 reject 10.0.0.0/8 * * * *
m[ | ip filter 01 reject 172.16.0.0/12 * * * *
m[ | ip filter 02 reject 192.168.0.0/16 * * * *
m[ | ip filter 03 reject 192.168.0.0/24 * * * *
(—1mm| ip filter 10 reject * 10.0.0.0/8 * * *
1mm| ip filter 11 reject * 172.16.0.0/12 * * *
Cmm| ip filter 12 reject * 192.168.0.0/16 * * *
Cmm| ip filter 13 reject * 192.168.0.0/24 * * *
mm| ip filter 20 reject * * udp,tcp 135 *
mm| ip filter 21 reject * * udp,tcp * 135
mm| ip filter 22 reject * * udp,tcp netbios ns-netbios ssn *
mm| ip filter 23 reject * * udp,tcp * netbios ns-netbios ssn
mm| ip filter 24 reject * * udp,tcp 445 *
mm| ip filter 25 reject * * udp,tcp * 445
C1mm| ip filter 26 restrict * * tcpfin * www,21,nntp
C1mm| ip filter 27 restrict * * tcprst * www,21,nntp
m[ | ip filter 30 pass * 192.168.0.0/24 icmp * *
m[ | ip filter 31 pass * 192.168.0.0/24 established * *
m[ | ip filter 32 pass * 192.168.0.0/24 tcp * ident
m[| ip filter 33 pass * 192.168.0.0/24 tcp ftpdata *
1| ip filter 34 pass * 192.168.0.0/24 tcp,udp * domain
m[ | ip filter 35 pass * 192.168.0.0/24 udp domain *
1| ip filter 36 pass * 192.168.0.0/24 udp * ntp
1| ip filter 37 pass * 192.168.0.0/24 udp ntp *
(1mm| ip filter 99 pass * * * * *

#1

RTA54

| #

1| ip filter dynamic 80 * * ftp
1| ip filter dynamic 81 * * domain
1| ip filter dynamic 82 * * www
1| ip filter dynamic 83 * * smtp
1| ip filter dynamic 84 * * pop3
1| ip filter dynamic 98 * * tcp
1| ip filter dynamic 99 * * udp

# (IN) (OUT)
pp select 1

ip pp secure filter in 00 01 02 03 20 21 22 23 24 25 30 31 32 33 35
ip pp secure filter out 10 11 12 13 20 21 22 23 24 25 26 27 99
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|#
m[| ip filter 00 reject 10.0.0.0/8 * * * *
m[ | ip filter 01 reject 172.16.0.0/12 * * * *
m[ | ip filter 02 reject 192.168.0.0/16 * * * *
m[ | ip filter 03 reject 192.168.0.0/24 * * * *
(—1mm| ip filter 10 reject * 10.0.0.0/8 * * *
1mm| ip filter 11 reject * 172.16.0.0/12 * * *
Cmm| ip filter 12 reject * 192.168.0.0/16 * * *
Cmm| ip filter 13 reject * 192.168.0.0/24 * * *
mm| ip filter 20 reject * * udp,tcp 135 *
mm| ip filter 21 reject * * udp,tcp * 135
mm| ip filter 22 reject * * udp,tcp netbios ns-netbios ssn *
mm| ip filter 23 reject * * udp,tcp * netbios ns-netbios ssn
mm| ip filter 24 reject * * udp,tcp 445 *
mm| ip filter 25 reject * * udp,tcp * 445
C1mm| ip filter 26 restrict * * tcpfin * www,21,nntp
C1mm| ip filter 27 restrict * * tcprst * www,21,nntp
m[ | ip filter 30 pass * 192.168.0.0/24 icmp * *
1| ip filter 31 pass * 192.168.0.0/24 established * *
m[ | ip filter 32 pass * 192.168.0.0/24 tcp * ident
1| ip filter 33 pass * 192.168.0.0/24 tcp ftpdata *
1| ip filter 34 pass * 192.168.0.0/24 tcp,udp * domain
1| ip filter 35 pass * 192.168.0.0/24 udp domain *
1| ip filter 36 pass * 192.168.0.0/24 udp * ntp
1| ip filter 37 pass * 192.168.0.0/24 udp ntp *
(1mm| ip filter 99 pass * * * * *

H2

RTA54i

| #

—mm| ip filter dynamic 80 * * ftp
1mm| ip filter dynamic 81 * * domain
1mm| ip filter dynamic 82 * * www
1mm| ip filter dynamic 83 * * smtp
(1mm| ip filter dynamic 84 * * pop3
1mm| ip filter dynamic 98 * * tcp
C1mm| ip filter dynamic 99 * * udp

# (IN) (OUT)
pp select 1
ip pp secure filter in 00 01 02 03 20 21 22 23 24 25 30 32

ip pp secure filter out 10 11 12 13 20 21 22 23 24 25 26 27 99 dynamic 80 81 82 83 84 98 99
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pass/reject/restrict

IP ( )
P ( )
ICMP/TCP/UDP
ICMP .icmp-info,icmp-error
TCP .established,tcpfin,tcprst,tcpflag
(TCP UDP )
(TCP UDP )
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tcp tcp tcp ( )
udp udp udp ( )
ftp tcp ftp
tftp udp tftp
domain udp(tcp) | DNS

WWW tcp WWW

smtp tcp ( )

pop3 tcp ( )

telnet tcp telnet

netmeeting tcp,udp | NetMeeting 3.0
tcp,udp
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(Intrusion) (attack)
[ 1]
RT (signature)
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#1

IP

Unknown IP protocol protocol 101
Land atack IP IP

A
Short IP header IP length 5
Malformed IP packet length O

A

€ YAMAHA

)
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H2

Malformed IP opt

Security IP opt Security and handling restriction header
P Loose routing IP opt Loose source routing header

Record route IP opt Record route header

Stream ID IP opt Stream identifier header

Strict routing IP opt Strict source routing header

Timestamp IP opt Internet timestamp header
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#3

Fragment storm

Large fragment offset offset
Too many fragment

Teardrop teardrop

Same fragment offset offset

Invalid fragment
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#4

ICMP source quench

source quench

ICMP timestamp req

timestamp request

ICMP timestamp reply

timestamp reply

ICMP info request

Information request

ICMP ICMP info reply

Information reply

ICMP mask request

address mask request

ICMP mask reply

address mask reply

ICMP too large

1024 ICMP
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#5

UDP short header UDP length 8

UDP UDP bomb UDP length

UDP port scan

TCP gueue overflow TCP

TCP no bits set

TCP SYN and FIN SYN FIN
TCP
TCP FINand no ACK | ACK FIN
TCP port scan
TCP SYN flooding SYN
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#6

FTP improper port PORT PASV
FTP 1024 65535

SMTP pipe attack From: |
SMTP decode alias : decode@
SMTP DEBUG DEBUG

SMTP command
SMTP EXPN command | EXPN
SMTP VRFY command | VRFY
SMTP WIZ command WIZ
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