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Revision

1998 5 Rev.3.00.09 | RT140e
1999 1 Rev.4.00.02 | NAT
1999 2 Rev.4.00.05 | RT140f
2000 5 Rev.6.00.10 | RT300i+
2000 9 Rev.4.01.06 | © (RTA52i) NAT
2000 11 Rev.5.00.10 | oRT60w  (NAT DHCP )
2001 4 Rev.5.01.12 | oRT60w (PPPOE )
2001 4 Rev.6.01.06 | PPPOE
2001 5 IPv6 (2001 8 )
2001 7 Rev.4.03.10 | ©RTAS54i
2001 7 Rev.4.04.05 | o (RTA54i)
2001 11 Rev.5.03.07 | ©RTW65b
2001 12 Rev.6.02xx | RT105e
DHCP
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Internet VPN

Revision

1998 5 Rev.3.00.09 1 (IPsec Version 2 I-Draft )
1998 Rev.3.00.23 | TUNNEL
1998 12 Rev.3.01.11 2 (IPsec Version 2 I-Draft )
1999 4 Rev.4.00.07 | TUNNEL NAT
1999 Rev.4.00.18 3 (IPsec Version 2 RFC )
2000 2 Rev.4.00.33 VPN

IPComp
2000 7 Rev.4.00.39 | VPN ( IP )
2001 4 Rev.6.01.06 | RT300i VPN

...IPsec

2001 5 Rev.6.02.03 | IPv6

TUNNEL
2001 9 Rev.6.02.07 | TUNNEL ISDN
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RTW65Db
LAN/WAN(10BASE-T/100BASE-TX 1 )
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LAN
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http://www.rtpro.yamaha.co.jp/RT/ipv6/index.html
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http://www.rtpro.yamaha.co.jp/RT/docs/ipsec/index.html

NAT

‘NAT

a) IP

b) NAT

c) NAT+IP
‘NAT
. #1,#2
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NAT
LAN

— LAN primary < secondary

TUNNEL

— VPN
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— NAT

— NAT +1IP
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http://www.rtpro.yamaha.co.jp/RT/docs/nat-descriptor/index.html

LAN, PP(PPP&PPPOE) , TUNNEL(1Psec)

IP : 16

NAT:

VPN ( )

DMZ (1P incoming )

FTP,CU-SeeMe,NetMeeting Version 3.0

@ YAMAHA AV&IT Marketing Division



\private network

€ YAMAHA

\private network /

AV&IT Marketing Division




NAT (Network Address Translation

133.176.200.1/28 133.176.200.2/28 133.176.200.3/28

192.168.0.1/24 192.168.0.2/24  192.168.0.3/24 192.168.0.4/24  192.168.0.5/24
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133.176.200.1/28 133.176.200.2/28 133.176.200.3/28

192.168.0.1/24 192.168.0.2/24  192.168.0.3/24 192.168.0.4/24 192.168.0.5/24
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0, < >
NAT
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0 v

¢ * ... ..o
: L . '| Net-B (Secondary) ' .
k PC PC /
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http://www.rtpro.yamaha.co.jp/RT/docs/nat-descriptor/example/index.html
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http://www.rtpro.yamaha.co.jp/RT/docs/nat-descriptor/example/index.html

ISDN/ADSL/CATV (LAN)

: [IP iIncoming packet ]

: O through ( - ping OK)

: O reject TCP RST ( )
: 0O discard ( )

O forward
: (DMZ )
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http://www.rtpro.yamaha.co.jp/RT/FAQ/TCPIP/ftp-passive-mode.html
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TCP: established
)TCP ACK RST
UDP:
) DNS NTP
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http://www.rtpro.yamaha.co.jp/RT/FAQ/IP-Filter/ip-filter-established.html

<IN >

__________ < S -
# (LAN 192.168.0.0/24 )
ip filter 10 reject 192.168.0.0/24 * * * *
ip filter 11 pass * 192.168.0.0/24 icmp * *
ip filter 12 pass * 192.168.0.0/24 established * * # tcp
ip filter 13 pass * 192.168.0.0/24 tcp * ident # (ident)
ip filter 14 pass * 192.168.0.0/24 tcp fipdata * # ftp
ip filter 15 pass * 192.168.0.0/24 udp domain * # DNS ( )

ip filter source-route on
ip filter directed-broadcast on

#
pp select 1

PP

Ip pp secure filter in 10 11 12 13 14 15

€ YAMAHA
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http://www.rtpro.yamaha.co.jp/RT/FAQ/IP-Filter/network-security-filter.html
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http://www.rtpro.yamaha.co.jp/RT/docs/firewall/index.html
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|#
m[| ip filter 00 reject 10.0.0.0/8 * * * *
m[ | ip filter 01 reject 172.16.0.0/12 * * * *
m[ | ip filter 02 reject 192.168.0.0/16 * * * *
m[ | ip filter 03 reject 192.168.0.0/24 * * * *
(—1mm| ip filter 10 reject * 10.0.0.0/8 * * *
1mm| ip filter 11 reject * 172.16.0.0/12 * * *
Cmm| ip filter 12 reject * 192.168.0.0/16 * * *
Cmm| ip filter 13 reject * 192.168.0.0/24 * * *
mm| ip filter 20 reject * * udp,tcp 135 *
mm| ip filter 21 reject * * udp,tcp * 135
mm| ip filter 22 reject * * udp,tcp netbios ns-netbios ssn *
mm| ip filter 23 reject * * udp,tcp * netbios ns-netbios ssn
mm| ip filter 24 reject * * udp,tcp 445 *
mm| ip filter 25 reject * * udp,tcp * 445
C1mm| ip filter 26 restrict * * tcpfin * www,21,nntp
C1mm| ip filter 27 restrict * * tcprst * www,21,nntp
m[ | ip filter 30 pass * 192.168.0.0/24 icmp * *
m[ | ip filter 31 pass * 192.168.0.0/24 established * *
m[ | ip filter 32 pass * 192.168.0.0/24 tcp * ident
m[| ip filter 33 pass * 192.168.0.0/24 tcp ftpdata *
1| ip filter 34 pass * 192.168.0.0/24 tcp,udp * domain
m[ | ip filter 35 pass * 192.168.0.0/24 udp domain *
1| ip filter 36 pass * 192.168.0.0/24 udp * ntp
1| ip filter 37 pass * 192.168.0.0/24 udp ntp *
(1mm| ip filter 99 pass * * * * *

#1

RTAS4I

| #

1| ip filter dynamic 80 * * ftp
1| ip filter dynamic 81 * * domain
1| ip filter dynamic 82 * * www
1| ip filter dynamic 83 * * smtp
1| ip filter dynamic 84 * * pop3
1| ip filter dynamic 98 * * tcp
1| ip filter dynamic 99 * * udp

# (IN) (OUT)

pp select 1

ip pp secure filter in 00 01 02 03 20 21 22 23 24 25 30 31 32 33 35
ip pp secure filter out 10 11 12 13 20 21 22 23 24 25 26 27 99

€ YAMAHA
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http://www.rtpro.yamaha.co.jp/RTA54i/ScreenShot/40310/security-level5.html
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|#
m[| ip filter 00 reject 10.0.0.0/8 * * * *
m[ | ip filter 01 reject 172.16.0.0/12 * * * *
m[ | ip filter 02 reject 192.168.0.0/16 * * * *
m[ | ip filter 03 reject 192.168.0.0/24 * * * *
(—1mm| ip filter 10 reject * 10.0.0.0/8 * * *
1mm| ip filter 11 reject * 172.16.0.0/12 * * *
Cmm| ip filter 12 reject * 192.168.0.0/16 * * *
Cmm| ip filter 13 reject * 192.168.0.0/24 * * *
mm| ip filter 20 reject * * udp,tcp 135 *
mm| ip filter 21 reject * * udp,tcp * 135
mm| ip filter 22 reject * * udp,tcp netbios ns-netbios ssn *
mm| ip filter 23 reject * * udp,tcp * netbios ns-netbios ssn
mm| ip filter 24 reject * * udp,tcp 445 *
mm| ip filter 25 reject * * udp,tcp * 445
C1mm| ip filter 26 restrict * * tcpfin * www,21,nntp
C1mm| ip filter 27 restrict * * tcprst * www,21,nntp
m[ | ip filter 30 pass * 192.168.0.0/24 icmp * *
1| ip filter 31 pass * 192.168.0.0/24 established * *
m[ | ip filter 32 pass * 192.168.0.0/24 tcp * ident
1| ip filter 33 pass * 192.168.0.0/24 tcp ftpdata *
1| ip filter 34 pass * 192.168.0.0/24 tcp,udp * domain
1| ip filter 35 pass * 192.168.0.0/24 udp domain *
1| ip filter 36 pass * 192.168.0.0/24 udp * ntp
1| ip filter 37 pass * 192.168.0.0/24 udp ntp *
(1mm| ip filter 99 pass * * * * *

H2

RTAS4I

| #

—mm| ip filter dynamic 80 * * ftp
1mm| ip filter dynamic 81 * * domain
1mm| ip filter dynamic 82 * * www
1mm| ip filter dynamic 83 * * smtp
(1mm| ip filter dynamic 84 * * pop3
1mm| ip filter dynamic 98 * * tcp
C1mm| ip filter dynamic 99 * * udp

# (IN) (OUT)
pp select 1
ip pp secure filter in 00 01 02 03 20 21 22 23 24 25 30 32

ip pp secure filter out 10 11 12 13 20 21 22 23 24 25 26 27 99 dynamic 80 81 82 83 84 98 99
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http://www.rtpro.yamaha.co.jp/RTA54i/ScreenShot/40310/security-level7.html
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http://www.rtpro.yamaha.co.jp/RT/FAQ/TCPIP/Attic/filter-routing.html

SMTP |ISP#2
POP3 |ISP#2

ISP#1 RTA54]

( PPP,PPPOE)
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http://www.rtpro.yamaha.co.jp/RT/docs/multi-homing.html
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NetVolante

RTA541 | RT60w | RTWG65b
ISDN U 1 1
ISDN S/T 1 1
TEL 2 3
WAN 1 1
L AN 4(HUB) 4(HUB) 1
LAN(IEEE 802.11b) 1
USB 1 1
1
LED B )+4( 7 7
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NetVolante USB

RS-232C( ) USB
RS-232C

a)  LAN

b) TA

c) ISDN-TA(MP,128Kbps)

d)
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PC PC

o /

LAN-TA (PPTP client, MS VPN Adapter)
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’A \
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LAN o ot LAN
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RT8OW |
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PBX, . MGCP)

&

:
ISDVV‘ = = SN =

& % RT60w RT60w ﬁ ﬂg &~ 1 RT60w RT60w ﬁ ﬂ;
\r., \ = 4 L SE—— 4

................... /

PBX(  LAN) PBX(  LAN)
2000 12 (MGCP) RT60w
2001 6 Networld + Interop Tokyo 2001
RTA54i IPv6 MGCP
2001 8 IPv6 MGCP RT60w
2002 1 RTAb54i IPv4/IPv6 MGCP PBX

B
MGCP:Media Gateway Control Protocol RFC2705
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VolP

N 4’ (>
I ONIE
A / ".. : o

RN~ ] RTA54i
ﬂ% RTA54i >% P A '

/ \ PC PC /

ISDN  VolP (SIP) P (MGCP,SIP)
2000 12 (MGCP) RT60w
2001 6 Networld + Interop Tokyo 2001

RTA54i IPv6 MGCP
2001 12 RTAb54i/RT60wW IPv4/IPv6  SIP VolP

B

MGCP:Media Gateway Control Protocol RFC2705
SIP:Session Initiation Protocol RFC2543

%YAMAHA AV&IT Marketing Division



http://www.yamaha.co.jp/news/01121201.html
http://www.yamaha.co.jp/news/01121201.html

s PC ‘ -
Ap‘e‘t“ R @ PC
RTWb55b \ ‘R’a,é .IAP%A
LAN <" 2N LAN|: TWESbhr fagaans="®
\ PC PC / \ PC PC PC/
LAN LAN ADSL/CATV
v v
4 ¥ ¥
pp_ebit T ST pp bttt I, ST
RTW65b..| | RTW65D RTW65b.|  |..RT60w
LAN o ot LAN LAN o ot LAN
. ’ A . * & A
pc | | Pc ’—:C PC pc | | Pc ’—:C PC
( LAN ) RT60w
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1) ISDN-TA(RTA54i)
2) LAN-TA  (RTA54i)

3) TA(RTA541/RTW65h)
4) 1P
IP
IP ( )
FTP,CU-SeeMe,NetMeeting Version 3.0
5) DMZ (1P imcoming )
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\ ISDN(PPP)

RTAS4i T PPP

8 USB(PPP)

K | PC ‘ /

PPP (PPP Adapter )
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http://www.rtpro.yamaha.co.jp/RT/FAQ/USB-TA/index.html

RTA54i

ISDN(PPP)

L J
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L

¢+ PPP

o PPTP(PPP)

PC

1

PC

Microsoft Windows95 Windows98

(R)
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NetMeeting Version 3.0

NAT NetMeeting

DMZ
NetMeeting
- NetMeeting Version 3.0
- NAT
- NAT IP
() NAT IP 192.168.0.2
nat descriptor masquerade static 1 1 192.168.0.2 tcp 1720
nat descriptor masquerade static 1 2 192.168.0.2 tcp 1503
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a) RFC1944/RFC2544 (SmartBits )
a-1) (PPS = Packets Per Second)
1 64
(PPS)* -
b)
b-1) / ftp ( )
S NAT/IP

b-2) CATV / ftp ( )
CATV 4
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: RFC1944 :Throughput, Latency, Frame loss rate, Back-to-back



Rev.4.03.10 | 5.5Mbps | 4.0Mbps

RTAbL4|
Rev.4.04.05 | 6.0Mbps |4.5Mbps

RTWG65b | Rev.5.03.10 | 7.5Mbps | 5.5Mbps

(CATV 4)
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