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RT107e

€ YAMAHA

H VPN
® 2002 2003
® 2004 2005

® |Psec
® RT107e

B RT107e
® RT107e

o VPN
® RT10/e

B RT107e
B RT107e
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VPN

@ YAMAHA

m2002 ~2003

RTX1000

______ (€ DN

IP-VPN:

(FGA/FG/FO) ° VPN

mRTX1000

VPN

VPN
IPsec

ISDN

BB

3LAN

NW

. mRT57i

IP-VPN

IPIP

VPN

PPTP VPN
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RTX1000 @ YAMAHA

VPN + ISDN

| e

=1

| <= VPR |

_________________________________________________

_________________________________________________
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VPN & YAMAHA

m 2004 2005 mRTX1500

NW QoS

RTX1500  Twan

2004 10
VPN

VPN AES AES

mRTX1100

.
H
IIIIIIIIIIIIIZ
.
“my
.0
*
*
9,

NW QoS

LED

| VPN_: ;
i(IIIIIIIIIIIIIIII'EIIIIIIIIIIII}:»
| IP-VPN |
(FGA/FG/FO) + VPN
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VPN NW

©YAMAHA
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VPN
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RT10/e ©YAMAHA

VPN

® |[Psec
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€ YAMAHA

10

G YAMAHA

POWER

STATUS

RT107e
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RT107/e @ YAMAHA
H
" LED
BMSTATUS
keepalive ( )
VPN
LED
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RT107e

€ YAMAHA

13

HTTP

DOWNLOAD

GUI

EDOWNLOAD

URL

HP
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@ YAMAHA

14

VPN SDN VolP
RT300i |
RTX2000 | | ISDN
RT250i | RTVOL |
RTX1500 |
RTV700 ’ VolP
RTX1100
RTX1000 =va
T |
RT57i |
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VPN ©YAMAHA

VPN

VPN
VPN e 4 RTX1500\

VPN VPN / RTX1100 \ -

Dual WAN
/ RT107e \ - QoS

4 N
' RT57i IPsec VPN QoS K /
FGA/FG
(IPsec) K /

Gul

PPTP

FGA/FG N /
(IPIP )

\_eul %
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RT10/e ©YAMAHA
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RT10/e ©YAMAHA

17

u VPN
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e
. *IPsec VPN
e
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[ 1
VPN
RTX1100 30
RTX1500 100
RTX2000 150
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RT10/e ©YAMAHA

[ IP-VPN
L E =4
[ ]
VPN IPsec IPIP

RT107e 6 o

RTX1100 30

RTX1500 100 o
IP-VPN ]

(FGA)
(FG)
/ (FO)
.
*|Psec

= : VPNl
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@ YAMAHA

N
o WAN LAN 4 SW HUB
°
®
H VPN
o VPN DES/3DES/AES
® VPN 6
® VPN 50Mbit/s
AES+SHA1 or 3DES+SHA1
B QoS
® VPN QoS
N
o RIP/OSPF/BGP4
® VRRP
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2005 9

71,400

VPN

68,000

RT107e
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@ YAMAHA

50

20

10

21

11 |
RTX2000
10
/ RTX1500
10 2
RTX1000 » RTX1100
RT105e + RT107e ’
RTAS55I » RT57i
3) I
2002 2003 2004 2005

©AV&IT Business Group, YAMAHA



(VPN ) @ YAMAHA
3DES+SHA1 10
200Mbps RTX1500
150Mbps
2
RTX1100
100Mbps
10
5 (PPTP) 7 (PPTP)
RT105¢ ) RTA55i » RT57i
2002 2003 2004 2005
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RTX1500/RTX1100 @ YAMAHA

23

B RTX1500/RTX1100 Rev.8.03.24

B RTX1500/RTX1100 Rev.8.03.08

® |Pv4
® QoS
)

B RTX1500/RTX1100 Rev.8.02.28/Rev.8.02.40

® tagVLAN
o
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RTX1500/RTX1100

Rev.8.03
(

http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.03/
http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.03/relnote_08 03 24.html



RTX1500/RTX1100 Rev.8.03.24 (2005/10/31) €YAMAHA

http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.03/relnote_08 03_24.html

RTX1500|RTX1100

1

O O
o
2 Outbound port 25 blocking

O O
® ISP
3 DHCP )
L O O
o
4

O O
e DHCP
5

O O
e MAC

25
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RTX1500/RTX1100 Rev.8.03.24 (2005/10/31) €YAMAHA

http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.03/relnote_08 03_24.html

RTX1500|RTX1100

6 PPPoE

O O
e PPPOE
7

O O
L
8 BGP

O O
e BGP
9 bgp  unnumbered o o
D
10 ipsec ike keepalive use UPTIME

O O
o
11 syslog
@ O O
@ rt100i-users

26
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RTX1500/RTX1100 Rev.8.03.24 (2005/10/31) €YAMAHA

http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.03/relnote_08 03_24.html

RTX1500 |RTX1100

12 ip tos supersede

O O
® Q0S
13 IPIP (

O

e |Pv4 over |IPv4
14 show log, less log

O O
{
15 Enter TAB

O O
(
16 ping, ping6 o o
{

27
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( ) LAN & YAMAHA
. m| AN ( )
4 L2SW 1 4 L2SW 4
IP IP
:3*LAN+1*BRI :6*LAN+1*BRI
SIT LAN2 | | LAN3 SIT LAN2 | | LAN3
BRI BRI
R R
LAN1 [ ]
¢ \ \ ‘ \4‘
123 4

______________________________________________________

[ 1RTX1000 LAN
- Rev.8.01.12 [7]
- Rev.7.01.34 [6]

_____________________________________________________
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Outbound port 25 blocking(OP25B) & YAMAHA

- i

SMTP tcp/25 POP tcp/110 D
Outbound Port 25 Blocking ISP ‘:
m Outbound port 25 blocking tcp/25 blocking
SMTP POP ( )

SMTP (CRAM-MD5 DIGEST-MD5 PLAIN)

SMTP(tcp/25)

SMTP  (tcp/587
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DHCP @ YAMAHA

DHCP
[ ] IP (bind-priority)
[ ] IP (bind-only)
oDHCP
oDHCP
IP DHCP

[ ] (bind-only)

/
DHCP 1P 1192.168.1.100 200
MAC 1P ®
(]
00:11:22:33:44:55  192.168.100.100 /a ) ol v,

00:22:33:44:55:66  192.168.100.101 |/

192.168.100.102

192.168.100.200

100:11:22:33:44:55 100:22:33:44:55:66

v 4

1192.168.100.100 1192.168.100.101°

.
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©YAMAHA

m
o (pass) (reject) 4 E:;; N

A ()

AN2 LAN3
O (log)
o MAC ® e
LAN1
oDHCP MAC /y>
P - e
B

Ry

100:11:22:33:44:55 100:22:33:44:55:66
\ 192.168.100.100 | 1192.168.100.101
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( ) €YAMAHA
(pass-log)
(reject-log)

/
.“V ~ -l \ / :.‘ ﬁ[ LAN2 LAN3 \
:: :. LAN1
:. L, “‘._ 4
IREREREE
S /

/
_
&

mail notify  trigger backup pp PP (pp backup )
mail notify  trigger backup lan LAN (lan backup )
mail notify  trigger backup tunnel TUNNEL (tunnel backup )
mail notify  trigger route (ip route )
»lmail notify  trigger filter ethernet pass-log/reject-log
33
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show log/less log © YAMAHA

(reverse)

(show log)

> show log

20037/10/11 20:57:51: Logout from Serial

2003/10/11 20:57:57: LANC1: PORT1 link down

2003/10/11 20:57:57: LANC1: link down

2003/10/11 20:58:00: LANC1: PORT1 link up (100BASE-TX Full Duplex)
2003/10/11 20:58:00: LANC1: link up

show log reverse

> show log reverse

2003/10/11 20:58:00: LANC1: link up

20037/10/11 20:58:00: LANC1: PORT1 link up (100BASE-TX Full Duplex)
2003/10/11 20:57:57: LANC1: link down

2003/10/11 20:57:57: LANC1: PORT1 link down

20037/10/11 20:57:51: Logout from Serial

34 ©AV&IT Business Group, YAMAHA



€YAMAHA

35

“show ip route”

> show 1Ip routemm

show ip route” UNIX

> sh“tab”’Ip ro”’tab”’ m

“show ip route”

> sh 1Ip rom
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( ) : © YAMAHA

o “console”
uTabn Coﬂ
? connect console

cons?
? console
console m

o“Tab” “administrator”

a?
? account administrator

ad?
? administrator

administrator m

O “Tab” “r)”
con“Tab” 2 con
cons“Tab” 1 console
ad“Tab” 1 administrator_
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RTX1500/RTX1100

Rev.8.03
(

http://www.yamaha.co.jp/news/2005/05060301.htmi

http://netvolante.jp/solution/multicast/
http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.03/
o http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.03/relnote_08 03 06.html
http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.03/relnote_08 03 08.html



RTX1500/RTX1100 Rev.8.03.08 (2005/6/15)

@ YAMAHA

http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.03/relnote_08_03_08.html

RTX1500 |RTX1100
1 IPv4
® IGMPv2/IGMPVv3/IGMP Proxy/PIM-SMv2/PIM-SSM s
e® Arcstar IP-VPN VPN
2 DiffServ
@
e|P DSCP
3 PQ+Dynamic Traffic Contorl
e (PQ) Dynamic Traffic Control O
2
4
o O O
5 VRRP O
O
e \/RRP ( )

38
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IPV6 € YAMAHA

http://netvolante.jp/solution/multicast/ _
http://www.rtpro.yamaha.co.jp/RT/docs/multicast/

RT57i
RTX1000
RTX1100

- .
E Lk
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IPv4 #1 € YAMAHA

http://www.rtpro.yamaha.co.jp/RT/docs/multicast/
http://netvolante.jp/solution/multicast/

Windows 2003 Server Multicast Media Server @
) +.
Windows Media

PIM-SM RTX1500

Windows XP
+
indows Media Player 9

TGMPv2/v3  RTX1500

= =
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IPv4 #2 € YAMAHA

IPv4 ( )

IGMP

(IPsec/IPIP)
PIM-SM
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IPv4 #3 € YAMAHA

IPv4

|

RTX1500 RTX1500 RTX1500

RTX1500
PIM-SM

I oy e AR

IGMP ( ) HL
VRRP + IGMP
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IPv4 14 € YAMAHA

IPv4
” Multicast Media Server
PIM-SM "~ @

RTX1500

“ % VRRP + PIM-SM
( )
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DiffServ QoS @ YAMAHA

DS DSCP PHB
(1-9) QoS( )
http://www.rtpro.yamaha.co.jp/RT/docs/qos/diffserv_gos.htmi
DSCP

DSCP End-to-end 0S
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( ) TOS QOS (IP Precedence) (@YAMAHA

IP TOS 3 precedence
QoS( )|
http://www.rtpro.yamaha.co.jp/RT/docs/gos/tos_gos.html
RFC791/RFC1349: IP TOS
bit0 | bitl | bit2 | bit3 | bit4 | bit5 | bit6 | bit7 IP Precedence
precedence TOS 0 IP Precedence
0 1
1 2
2 3
cf. DiffServ 3 4
[ ] 4 5
6 7
RFC2474:; 1P DS
bit0 | bitl | bit2 | bit3 | bit4 | bit5 | bit6 | bit7 / 8
DSCP CuU
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DiffServ

Rhlgt -/lwww.rtpro.yamaha.co.jp/RT/docs/qos/diffserv_gos.htmi
DSCP
PHB ( RFC PHB
default 000 000 RFC2474 default / 1
Class Selector xxx 000 RFC2474 Class Selector: 001000 / 5
AF11 001 010 AF11/AF12/ AF13
AF12 001 100 Class Selector: 010000 / 3
AFL3 001 110 AF21/ AF22 | AF23
AF21 010010 Class Selector: 011000 / 4
AF22 010 100 AF31/AF32/ AF33
Assured AF23 010 110 Class Selector: 100000 / 5
Forwarding | AF31 oitono | RFC297 AF41/ AF42 | AF43
AF32 011 100 Class Selector: 101000 6
AF33 011 110 Class Selector: 110000 7
AF41 100 010 Class Selector: 111000 8
AF42 100 100 EF 9
AF43 100 110
Expedited Forwarding(EF) 101 110 RFC2598

76
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PQ Dynamic Traffic Control ©YAMAHA
(PQ) Dynamic Traffic Control
http://wvwv.rtpro.yamaha.co.j2p/RT/docs/qos/pq-dtc.html
O ) 16)
() 15) [
. P (% 14% ()
13) )
@ @ ) ”) )
L= | -
10 -
. Dynamic
. > :
% 0 3) dGatror
() 2) )
) 1))

47
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€ YAMAHA

SNMP ( ( )
B W snwp \ -] \
R 4 4 ‘
? Q‘ —
o L
L
N
|
N
n
n
\SNMP
mail notify  trigger backup pp PP (pp backup )
mail notify  trigger backup lan LAN (lan backup )
mail notify  trigger backup tunnel TUNNEL (tunnel backup )
mail notify  trigger route (ip route )

48
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( ) @ YAMAHA

. RTX1000 |

. Rev.8.01.07 [4]
mail-notify status use / all
mail-notify status server interface
mail-notify status from routing
mail-notify status to vpn VPN
mail-notify status subject nat NAT
mail-notify status timeout firewall
mail-notify status type config-log
mail-notify status exec
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RTX1500/RTX1100

Rev.8.02

(

http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.02/

o http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.02/relnote_08 02_19.html
http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.02/relnote_08 02_28.html
o http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.02/relnote_08_02_31.html
o http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.02/relnote_08 02_35.html
o http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.02/relnote_08 02_36.html
http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.02/relnote_08 _02_40.htmi




RTX1500/(RTX1100) Rev.8.02.28 (2004/12/7) €YAMAHA

http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.02/relnote_08 02_28.html
RTX1500 [(RTX1100)

1 tagVLAN

e IEEES02.1Q
2 LAN

o LAN O O

(“lan shutdown ...”)
3 TCP

4
o description
@ dhcp scope IP

® ARP IP O O
@ |Pv6 DAD(Duplicate Address Detection)

O O

o |[KE 1
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tagVLAN

€ YAMAHA
tagVLAN
- LAN S8VLAN
- VLAN NAT
VLAN QoS(CoS )
/ \ CoS QoS \

IEEE 802.1Q

IEEE 802.1Q
p
[ °

VLAN
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( ) tagVLAN QYAMAHA

IEEE 802.10Q:

(8) MAC MAC | ( 4) (2) IP FCS
 0x8100 N 0x0800 ! (46 1500) (4)
® | ® [ogil\
AR
/—/ \Frame type
. : 0000 05DC IEEE 802.3 Length Field (0 1500)
TCI : Tag ContrOI Informatlon 0800 Internet Protocol version 4 (IPv4)
COS CF| VlD (VLAN |D) 0806 ARP (Address Resolution Protocol)
(3) ( 1) (12) 8035 RARP (Reverse Address Resolution Protocol)
l 8100 IEEE 802.1Q/IEEE 802.1Q Tag Header
86DD Internet Protocol version 6 (IPv6)
Vl D VLAN Identlfler 8863 PPPOE Discovery Stage
VLAN 8864 PPPOE Session Stage
COS: Class of Service (User Priority)
8

cf. Ethernet

(8) MAC | MAC P FCS

2) (46 1500) (4)
(6) 6) | {0x0800
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LAN

€ YAMAHA

m| AN

54
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RTX1500/RTX1100 Rev.8.02.40 (2005/5/16) €»YAMAHA
http://www.rtpro.yamaha.co.jp/RT/docs/relnote/Rev.08.02/relnote_08 02_40.html
RTX1500|RTX1100
1 grep less
® show
® show = <
@ rt100i-users ( )
2 keepalive ICMP echo
®ip keepalive /lan keepalive use /pp - -
keepalive use /ipsec ike keepalive use
@ rt100i-users ( ISP )
3 pp backup “ipsec-fast-recovery”
o VPN ISDN O O
|IPsec

55
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( ) - less & YAMAHA
more (forward movement) less 3
(backward movement)
- less log
- less config
- less config pp
{n} “f” {n} {n} “d” {n}
{n} “Ctrl”+“F” |{n} {n} “Ctrl”+“D” |{n} 1
{n} “SPACE” {n} “u” {n}
{n} “b” 1} {n} “Ctrl”+“U” |{n} 1
{n} “CtrI"+“B” |{n} {n} “g” in}
{n}“j” {n} {n}
{n} “CtrI"+*J” [{n} {n} “G” {n}
{n} “Ctrl"+“E” {n}
{n} “Ctrl"+“Mm” ap
{n} "ENTER" Ctr+ R —
{n} “k” int “Ctrl”+“L”
{n} “Ctrl"+“K” |{n} o
{n}"y" cutee |
{n} “Ctrl"+*Y”
{n} “Ctrl"+P” {n}
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