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SWX3100 @ IP 7 R L ADREEIZ DN TIE, LFoEE0 T,

o IPv4 7 L ZO@MEREIL, VLAN#1 (2% LT, 192.168.100.240/24 Z7%E L T\ E T,

e IPV47 RLUADOEHEIL, ip address =~ R T{TWET,

SSHZ ZA7 v binb T 7B AT 256, FANZ SWX3100 DLLT OB ENLETT,

+ ssh-server host key generate =~ > K C SSH #—/3—D 7R A MEDOAERLE L E T,

+ ssh-server =~ K C SSH %— X—#GE&4 A% LET,

« username X~ R TCa—H—4 L XAT— ROEGFE LET,

SWX3100 @ SSH ¥ — "—HEREIC W TiE, LFD EBY TF,

e SSH ——~DO7 7 & A%, VLAN BN 7L CTHIE T, ssh-server interface 2~ N THRETX FI,

o UTOHELZYVFR—FLTWRVWDOTIFERLZEZN

« SSH 7'nm % :/v/\~~‘/a 1

o RAT— REEGELAN O 22— —FHGE (R A b _X—AGEGE, ABHEERE, v Lo« AR AFEFE, GSSAPI 7%
7F)

s R—h7HU—F 47 (XI1/TCP #5i%)

+ Gateway Ports (A8 — | H{k)

o ZENRAT— ROFF]

F72.SSH 7 74 7 > " 2R 72 BE A — b0 Z & 2" RAA(VTY: Virual TYpewriter) A — k" & W E

9, SSH 7 74 7 > b DO KFERHEGEIL, SWX3100 D VTY R— MUTEF L £3, SWX3100 D VTY R— hiZ

DNTIE, LT B0 TT,

o VTY AR— FOPRREIL, 8 HD VTY R— hAD:0~7)MEHAIRE & 22> TUvE 9,

s VTY R— MILDOHEFRIL. show running-config | include line vty =~ > R CI{TW\VE T,

o VTY R— FEOZEF X, linevty 2~ R TITWET, (K 8 fHID:0~7))

2%, VIY A— M OFEL, line vty 2~ > R TG VTY A— F2HEE LIth, 74 2 F— RICBITL TITWE T,

ARSI R AR — ML SWX3100 NI CID BHELEI N . vl A vy g b ID OFENY Y TR Y A 2 v 7 IKF

T 57D, BFEILTRXTO VTY A— M L TRIUEREZIT> T E 30,

214 2 —)VZ—FI)V/VTY DRE

SWX3100 1%, =2V — N Z—IFLBLRVIYIZH LT, UFEZRETE LT,

1. BEMELHIET D54 L7 U FRFH
AR | ~— VORI

REHH

EN

e
}

i3 UGS Ny V/AVANRE: Sl el = B4 I i = B o 1
IFIZ 45 £ CORF 28R E L £9,

SEBRIE L HET 5 5 4 17 RN AR A o

KETEIX., T4 2 F— KO exec-timeout =~ N THE
L. OBy arn"bHENIRY £9,
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2.2 &

R A RIEPE

it A 8] ﬁ@l&—yétbmﬁﬁ%?ibiﬁ
0~51217/1 R—VHRERARE T, MIHIRGE TIX, 2417/
—V ko TVET,

FRIREETRREITD &, 231THR K, " More---" & &
REN, F—ANFFLERY £,

KE&"E E. UTO2MENRHY . EBIEEFIZS AT L
SRR 1~V ORRTH S ERET

1) FEFFHE EXEC E— R terminal length =2~ > R
D Ta—r)var7 4 L—3 g F— RO service
terminal-length =~ >

DORBEITIARZM ] LTV D —H — |2 — A %)
IS HDHEET, 2~ FEITH, AEICKMmSILET,
DDOREFRDE Yy v avrnbBGohe0 9,

TE(Config) 7 7 A M X HHIE

B awy R—=RETRIR L7 7 A VERE(Config) 7 7 A /L EFENE T,

SWX3100 |[ZF%E L2 B X, TFTPIZX Y LAN EDOAR A 26 Config 7 7 A v & L CarHT 2 N TE £,
F 728K A b ED Config 7 7 A /L% SWX3100 I[ZHiAAFH THEEZITHI Z L TEET,

Config 7 7 A WMIBERDRELFIR LT b D TH Y | FeEDOREL T it/ i L2V Zp Rl 2H AT
DTHZ LIXTEEHA, Config 7 7 A /LIX ASCII + 24T 22— R(CRLF £72 X LF) THK T 57 F A N7 7 A 1 &
Li‘a‘o

72¥. Config 7 7 A L OWNEIX, :V/F@if%ﬂix X —DFRER EONENIE L FLill STV 5 M4
HEF, MiESTZELNSOHNERD > THAITIE, TONFEFEECK ST EBH I ET,

221TFTP 2 ZA TV "o DT 7 A

2.2.2

TFTP 12X Y Config 7 7 A L&D L 0§ 57-0I21F, 3, #EHEREEAP * > N T —27)DOREELEITV, RIZ, TFTP

= N—DOREEITNET,

SWX3100 D IP 7 KL ADFREIZOWTIL, LLFDEBY T,

o IPv4 7 R LU ADOYMEEIX, VLAN#1 123 LT, 192.168.100.240/24 Z 3% E L T\ ET,

o IPv4 7 RLUADET|Z, ip address 2~ > R TITWET,

SWX3100 @ TFTP H— —HEREIC O\ TiX, LTFD &Y TF,

o TFTP — —HEREDO MR EIL, T 7 4 /L hAR— NUDP R—k 69 FH)TEEI L TWT, EInbDT 78 AE
TSR THhERA,

o ZER— FEZOEEIL, tftp-server 2~ R TITWVE T,

s TFTP #—/N—~D7T 7 & AL, VLAN H[ THIFH T X | tftp-server interface =~ N TRETEXET, 77/ & R

ZFFA[9 %5 VLANID 3% E L TL 72 &0y,

RET 7 ANDFEHH LIEZAA

BET 7 ANDFIH L/EXALIT, LAN FORA RS TFTP 2w REFEITLET,
A U/ EEABEITORET 7 A /VILLTO®EY T,
. RETZFAIN

%2 CONFIG RRT 7 A IV B

running-config CONFIG 7 7 A /v (.txt) BUEIEH T Ok EME (AR E)
CONFIG 7 7 A /v (.txt) RAF SN TV DEREE GEARRRE)

startup-config #0~#4, #SD ) W B RN (T T D3
F ST OBE (zip) gféﬂf DREM (TN TORK

RIET 7 A NVOFEAH L(GET)/EZIAAPUT)ED Y T— hXRE LT, LFZHBELET,



s XMNBTFANDYE— FASA(HEIFEEZRL)

aw R Ty LA | awy ROV |21

X4 CONFIG (X7 7 AL JE— k3R FAH L(GET) | FEZIALPUT) | BEFEEE)
running-config ?lf) (I\Il;tI)G 774 config o o -
CONFIG 7 7 A
config0 o o -
IV (.txt)
startup-config #0
~ L
T. COBE config0-all o o -
(zip)
CONFIG 7 7 A configl o o -
/b (txt)
startup-config #1
S B4
ﬁ_f\T@pX[E configl-all o ) -
(.zip)
CONFIG 7 7 A
config2 o o -
IV (txt)
startup-config #2
> ==
j—.f\f PEE config2-all o o -
(.zip)
CONFIG 7 7 A
config3 o o -
IV (.txt)
startup-config #3
~ SoE
jA. CTORGE config3-all o o -
(-zip)
CONFIG 7 7 A configd o o -
/b (.txt)
startup-config #4
S B4
jﬂf\f PEE config4-all o o -
(.zip)
CONFIG 7 7 A
configsd o o -
startup-config /b (txt)
#SD . S
@‘.f\“C PEE configsd-all o o -
(.zip)

T, BREZ 7 A NVEEHAK, BEBICC AT A2 BRI EZWEAE, UTFOVE— SR EZBELET, B
BB L WD ar 7 g IS E R £7,
s XNRT7ANDYE— MRRA(BEHFHEEDH V)

X CONFIG |X&77 AV PESNE A FHH L(GET) |EXARPUT) |HIEES
CONFIG 7 7 A
reconfig - o o
BUEBE L |V (x)
% startup-config FNT OB
. x reconfig-all - o o
(.zip)

WIET 7 AN EEZIAARPUT)T H L x|

éb\o

%42 CONFIG, BX W, {RT7 7 A LVOFERNIE LW & 2R L TL T2

Mol T 7 ANVERETDHEEL KM TEERHA,
T 22~y FOBRX, EDKRA RO OS(TFTP 7 74 7 2 MICIEKFLET, ROBRITHER L TEITLTLILES

Wy,

« SWX3100 DIP 7 KL &
BT RIS T Y = RUTITOE T

o UE— FRADEAIZ"PASSWORD" & W H X TEHARAY — REEETAHAXLENH Y £,

BHSAT — RONOHIEREDOIREETIE, RET 7 A VOt L/EX AL ET LI LT TEERA, BIb > THE

HANRY — R EETL0LENHY £,

e UFE—F/RRIZ"

i‘@_o

config"# i E L C PUT(E X AR T D356, BIEEHF O

E1n==4

AX A

REZBMELIIZELARNVEDIZONWTIE, BEEH L TCWAREDETE L0 £,

Fo. REMIIRAFI RO, RIFLIZWG ST write 2~ 0 FETRAEL T ES 0,

(ZXFLT, BmEIT EEEXEZL




2| avy R Ty LR | avy ROFEWS
o BFE LS HL72/3A U — K(password 8 X° enable password 8 ® =~ > RZ0)iX, TFTP “C running-config (Z PUT L
THRECKM SN EEA,

Fim, B bEN AT — Rae&tea—P —Of% E(username 2~ > M)k, —HF—DBEH KRN TONLEHE
Po

23 AV
SWX3100 OEENETIHE, vl A4 HEERRLET,

BRE L= —ZHLRAT—-REANTLIZ TR A THENRTEET,

MR ETIL, OB~ -0 EINTEY, 22—V —%:admin, /XA Y — N:aadmin TR /A > §5Z &N
TEET,

=y g i

Username:admin
Password:

e nlALVHEOa Y —)LHEE

SWX3100 Rev.4.01.02 (Mon Dec 4 12:33:18 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWX3100>
WE R —F—Tr 7 A U L7eHE, YIEOHNAT — FEFREEHNAFERSNETDOT, NAV—F2ZER LT
<TEZEvy,

o XA — K25 [

Username:admin
Password:

SWX3100 Rev.4.01.02 (Mon Dec 4 12:33:18 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving ...

Succeeded to write configuration

B, NAU— FZ 3 g TRIEZ 725G, 10 74 URHIRSE T, 1 o, ELW AT —RFEA
NLTLIZEN,

o B UA BRI

Username: user
Password:

[}

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« Il ARSIz = =0, BONRAT — REHIER D LIRS EFR SN ET,
o HIREFRIFGEZICIELWSAT =2 ANTLHLI L TR A TELH L5108 £,

24 2~ FAJIE— FIZDOWT

241 2~ FAJIE— FOEAK

SWX3100 DR ELEELIREESR R AT A4, W ha~y FANE—RIGER L THDL, o~y REETTH0E
NHVET, a~vr FOANTT—RIZUTOL I REREIZOPMNTEY, 4 DE— R TAJJTESa~ KRR
RN FET, 22—Vt TurF NEERTLIET, BE, EOT—RQWLO0HBETILIZENTEET,
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O I ¢
(JERD— R ADEm)

Dﬁ{yﬂml

#gi*ﬁ_%%f;) I SWX3100>

exit, logout

enable /administrator disable

FHEEXECE—R . SWX3100#
exit, logout
configure terminal
2J0-)0L
T IL—3 3 E—R SWX3100{config)#
interface’d &
&gy .
m Y B2 PRESELY N SWX3100{config-if)#

A~y FANE— FOBBICHET AN 2~ NiE, UFERVES, Ju—rrarryy 7 L—a%®
— Rz 7 4 7= arE— OB A~y FZOonTiE, A=y 74 71— arE® = 2%
LTI,

« exit AV R

* logout =~ K

» enable =~ > I /administrator =~

+ disable =~ R

+ configure terminal =~ > K

e end IV NK

242 AR 7 4 T L—Y g UF— R
fErla> 74 7 b—3 a3 F— RKEiEL, LAN/SFP iR— FX° VLAN A ¥ —7 =— R QoS 72 &, FrEDIE B (Zxtd
DEIREEITO 2D DOE— FORKHETYT, a7 47— a3 rE— RICADIZIL, Fa—=Lar7 g
Jl—yarEt— RCEE— NIIBH:TIHDDa~y REETLET,
SWX3100 DRz 7 4 7L —3 9 U — RIZIZROLORH Y =4, Hlar 74 7L — a3 F— ROz
FEBLENLTWA DL ET, FlziE. RV —~vFE—R> RIS —<v 7« 75 XFE— RTT,

ERlay7 407 v—varyeE—F |(BBavU R A=A
A B =T 2 —AF— K interface =< N SWX3100(config-if)#
FA - K line con =~ | SWX3100(config-line)#
line vty =~ > N
VLAN £— F vlan database =~ > SWX3100(config-vlan)#
VLAN 7 7 & A< v 7E—F vlan access-map =~ > K SWX3100(config-vlan-access-map)#
MST & — K s\ﬁa}?nmg-tree mst configuration =~ SWX3100(config-mst)#
I IGAR T E— R class-map =~ SWX3100(config-cmap)#
RY)v—vy7E—F policy-map =~ > K SWX3100(config-pmap)#

RV —<vT I ITRE—N class =< K SWX3100(config-pmap-c)#
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BRlay 740 7 v— g v E—F

Ba<wr R

A=

RO Y Y—F—F

aggregate-police =~ >

SWX3100(config-agg-policer)#

L2MS E—

I2ms configuration =~ >

SWX3100(config-12ms)#

LLDP =—Y = hE— K

lldp-agent =< >

SWX3100(1ldp-agent)#

N— b~y FE—N

route-map =~ > K

SWX3100(config-route-map)#

DHCP E— K

dhep pool =¥

SWX3100(config-dhep)#

DHCP 7/ 7 AE—F

dhep class =~ >

SWX3100(config-dhcp-class)#

DHCP —/v 7 7 ZAE— K

dhcp pool class =~ > K

SWX3100(config-dhcp-pool-class)#

A=) T L —hE—F

mail template =~ >

SWX3100(config-mail j#

A a—NT T L— E— R

schedule template =~ >

SWX3100(config-schedule)#

RADIUS 27 4 ' L— g »E—
K

radius-server local-profile =~ >

SWX3100(config-radius)#

243 a< L R7a T OV T 4T A

O R O VT 4 w7 AF, RA M EERLTWET, PIHRETCIIRA N E LT, ET VLT
H5 [SWX3100] 2F <L TWET, AKRIZ, hostname =~ R THRA MNMEBRETH L TLEETXET,
SWX3100 Z#HEMHEH L TV DA E, HFAL v FITHl 2 DARIZREL TEL 2 T, BFENLLTL 2D F

R
KA NLDER

SWX3100 (config)# hostname Switch-012
Switch-012 (config) #

244 BB AS)E— KD~ REFT

SWX3100 TiX, T— RZLICHHATRE/ s a~y RARRL D=0, EITARERET—RETEB L Ca~ 2 RE2ETL
RITFIER Y A, FREMETAa< FELT, do a2~y RERILLET,
do 2~ FEFAT AL, ¥_RTOar 747 —TarE— RO EXEC T— Roa~vy REEFTBEIL
MNTXFET, ZHUTEY, T _RCOar 74 7 L—1a v F— R LEHME EXEC E— FIZBEITA - /2. &BE
Foar 74— arESRE LD, REOHRENAREE 720 £97,
7272 L. do TIIMsEMrBITFIA CEX oz, FDRICKH S a~ 2y RE TNV ALV ETIFEER CTATIT B4R
&)D i‘g—o
o TNARAULTANTBELS

SWX3100 (config) #do show running-config
« AW TATT IS

SWX3100 (config)#do sh ru

25 a2 Y —NWEHEBEDOX—R— NfE

2.5.1 =22 Y — )V A S DA ERE
SWX3100 Tix, 22~ NI 4 ET, LLTFTOERENTTEETT,
. H— YV ILOBH

%R FHE B - (s

—

1 CFHICBE L ET

«—

| CFEICBELET

Esc fii F#£IZ F

1 HEE
DXLFOWITHBE L 7))

BBV L 3 (7 — Y NVALEIZ & D BEED it

Esc ## %12 B

1 HEE
BB L ET)

WL E (0 — Y NAALEIZ S D BGE D YL

Ctrl + A

TOHICEE L4
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F—R— FEE B - =

Ctrl +E ITORBIZKE L E4
AT OB

F—R— P o - 5

Backspace
H—=INVDECHDH LT EERELET

Ctrl+ H
T = MLEO LT 2B L £,

Ctrl+D a< v FITHRZEDIRRE CTAREMEZ L7218, exit =
<~ RERUEMEL 720 £,

Esc FIF 412 D ;—Vwﬁ%u%\%@®§5®ﬁ%if%m%bi
Ctrl +K H—Y LB SITORRBE TEEIRLET
Ctrl+U AIF DO FEETHIBRLET

Z Dt
X —R— FHE BB - %
H— Y NALBED LT L FDEFIOX T2 ANz F
Ctrl+T K
H—=YVIPTORRBIZH D & X, HRIOXT L ZDOH]
DXFEANNBZFET,
JEHHE EXEC & — K & $5# EXEC =— KT, AAH
Da<wy REWREL TROITIZBY £,
Cirl + C EElary 747 L—v a3 v — KT, ANdoa<
> RATZRGHE U CHRME EXEC — RIZERE L £,
BEFEThOa~ FILEEZ il L £ 9,  (ex: ping =
< R)
Bz 7 4 7 L—3 a3 F— RO B HEikE EXEC & —
Ctrl +Z NZES L ET,

end 2~ RERUEMEE 720 F97,

252 a<wy R~V

aw L RIA L ETP"RANTHILET, BETEHa~v REREFIANTA X —FMBTEXET.
SWX3100#show vlan ?

<1-4094>
access-map
brief

filter
private-vlan

VLAN id

Show
VLAN
Show

VLAN Access Map
information for all bridges
VLAN Access Map Filter

private-vlan information

SWX3100#show vlan

253 Afja~<y ROmE, ¥—UV— NER—BEDER

(static and dynamic)

oY —)v ETCa<wr FASSETIZ,

"Tab"F— &I &, a~vr REABRMEENET, £/, F—VUV— A%

(2 "Tab"F—Z 3 & RICATTRERF— U — PO —LE2Fr LET, AREL "Cul+I"F—2M L THMH

KEZRENMEE 720 £,
. awlr FAOMTE

SWX3100#con"<Tab>¥— % ffid

!

SWX3100#configure
F—U— NMEfii—ROFRR
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SWX3100 (config) #vlan "<Tab>F—Z 4"
access-map database filter
SWX3100 (config) #vlan

254 2= ROEBAS

Ay RELFANTA=F =B L TAN LR, ANSNIZXTFR—EDa~y RELEFINTIA—=2—L LT

Wik CEx LG AIE, FOa~v s RRETINET,
a2 ROEME A J15(show running-config)
SWX3100# sh run

255 a2 RFeERXAbFJ—

av Fe A M) —EEa T oE, BECANLEa~vy FEfRQEETHETLEZY, BEIIAS LA
Y RFO—HEEE L THIETTLHILNRTEET, av 2 Fe A M) —id, £F— FEOREKEL LTERSH

i‘j‘o
BAEIEICONT, UTIORLET,

% —— e

B - %

T

Ctrl + P

o< NERZ IHhDIiE?

!

Ctrl + N

o~ NEREZED 2

2.6 [show| TisEBa~ K

261 T A7 74T

BT 4774 T, show 2= RBHAT H1EHRE 7 VX —IZB L, LERERICAFERK S Z & ClRmEmIC

R <ERLET,
SWX3100 TliX, show 2~ FOETF 4 77 A T & LT, kO 3 FEHEAZIRMEL £,
EFA4TPAT A
include
FBE LI H e EteiTi2 295
grep
exclude BE LTI EE LRV T2 HNIT5

BB, ET A7 7A TIIH—CORMEATMRETT, BEEETH I LiTTEERA,

< (B)

SWX3100#show running-config |
interface vlanl

http-server interface vlanl
telnet-server interface vlanl

show running-config C VLAN #1 # & el A #1725,
grep vlanl

Port Number 505 - Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

« (#) show spanning-tree T Role % & {rfEH & FR9 5,
SWX3100# show spanning-tree | include Role
% pol:
Discarding

[o)

3 portl.1l:
State Forwarding

% portl.2:
State Forwarding
% portl.3:
State Forwarding

[o)

3 portl.4:
State Forwarding

% portl.6:
State Forwarding
% portl.7:
State Forwarding

[o)

% portl.8:
State Forwarding

Q

% portl.9:

Port Number 905 - Ifindex

Port Number 906 - Ifindex

Port Number 907 - Ifindex

Port Number 908 - Ifindex

Port Number 910 - Ifindex

Port Number 911 - Ifindex

Port Number 912 - Ifindex

Port Number 913 - Ifindex

5001

Port Id 0x8389 - Role Disabled -

5002 - Port Id 0x838a - Role Disabled -

5003 - Port Id 0x838b - Role Disabled -

5004 - Port Id 0x838c - Role Disabled -

5006 - Port Id 0x838e - Role Disabled -

5007 - Port Id 0x838f - Role Disabled -

5008 - Port Id 0x8390 - Role Disabled -

5009 - Port Id 0x8391 - Role Disabled -
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State Forwarding
% portl.10: Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
State Forwarding
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3=

ay 747 —Tay

3.1 R EMEDEH
SWX3100 1%, LT 7 4 Z&FEHA L CREMBEEHRLEI,

av7 4 7O B! IR — P —HufE
Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

TRAF L7iREM, Flash ROM £ 5
ODALT 47 & SDI—RED]
DDA T 4 T EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & startup-
config) config select =~ > K CRET 5,
SDAA—RED1 2D 7 ¢ 713"/
swx3100/startup-config" 7 + /L ¥ T4

ZH/HE /2 —

Y5,
T 74/ b a7 4 7 (default- 77 F /v O ESE, FlashROM E |,
config) ST B, PRAFEAT

SWX3100 D ¥ A7 ARLEIRE, LLF O E 720 £7,
1. startup-config select =~ NREMEZSZH L, T LAF— T v T a7 4 72 RET D,
startup-config select =~ > R Tsd NREIANTNWT, AF— T v 7 ar7 0 ZPRESNTNS SD 71— KA
FASNTWRNSTEHE, AX— T v T ar 7 ¢ 7 # B3R END,
20 WELIEAZ = NT v T ar7 4 FBRFEST D56, %87 — 4% RAM LIZT v =07 a7 4 7 & LTEM
‘a_‘éO
startup-config select =~ > RFXEMIZ L7 > TRE LT AX — K7 v 7327 ¢ 7 ) Flash ROM _EIZHFAE L
BRWES, T AN a7 4 7% RAM EICERT 5,
SWX3100 M i a2~y FARETREELELRETLH L, ZELENRITSICT =073y 7 4 ZITKBkEnF
T, Tr=rrar 7 4 JEER LR, write £72iX copy 2~ REFE(TTHI LT, AX— K T v Tarrgy
IMHEFHINET, RE - BRLIENELZRAFE LW THERNT 5 &, RE - EENAENKRDNVET, THEELSE
éb\o

32 F 7+ )V MR EE
SWX3100 DT 7 /v FREMEIZOWT, LFOFRIRLET,

THHHAAREEOFREIL, AEICGREHIN 2L~ 2 NOMYHENEH SN bbb Tid7el . LFOT 7 4 /L % E
Bl 72> TWET,

o VAT ARIKDT 7 )L FERIE

BESHE BREHHE F 7 NREME
CONFIG ECENREIZfE 3% CONFIG igﬁ;FW@x&~b7y7:y
ayI—NEA LT TR 600 sec
Uit A TE VTY %% 8
FRITEL 24
VR PR o — A — 2 —H—4 admin, /XA T —
’ R:admin
=AYV AT — _
INAT — ROKEZAL Bk L7y
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RESH REEHE 7 4V NREE
BA DS = JST (UTC + 9.0H)
RF 2 & B NTP #—/3— 7L
NTP 557/ 1 BFENC T[]
RMON B{E B

Ty =AU T B

# 7 m— K URL

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swx3100.bin

DRSO ENE oL FFA LA
ZA LT T N 300 sec
BIE H5h

LLDP - —
HENRE H%h
EE B

L2MS
| e
debug L~ u JH ) OFF
information L'~ L1 7' H /) ON

SYSLOG -
error L~yLa 7 H ) ON
SYSLOG #—/3— L
TELNET H—/3—khE EEh3 5
TELNET H—/X—7 7 & & VLAN #1 O A3 a]
SSH #—/N—IKEE EE LW

T 7 R TFTP H—/ 3 —ikRE EEh L 72w
HTTP #—/X—IKHE 2 e )
HTTP H—"—7 7 & % VLAN #1 O3 w]
¥ =7 HTTP Y — X —iRHE EEh L 722

£5F VLAN VLAN A »Z—7 = —A VLAN #1
MAC 7 KL A H @54 H%h

< BEME 0N
‘ MAC 7 RV AHEFE =— 7 300 sec

L2 AL v F il
ANR= VY — B2
MELV—T R L)

DNS 7 747 v b BIE H5h
QoS E5h

NZ 7 4w 7 Hil4E - —

7 v —fil{# (IEEE 802.3x) 2N

LAN/SFP 7"— N HNLOT 7 4 )V FEXTE




0| a~v RV Ty LR | avyrgqlL—Tay

RESHH REHEE 77 /v MR EM
RIS T — NI auto
7 a A&k L— BB A%
MRU 1,522 Byte
FEARTRE el N L
EEE B3]
Port Mode Access
FiTJE VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 )L X — Ei3)
L2 AL v F o il ik
MEL— TR A%
QoS F T A RE—F CoS
NS5 7 4 2 I ~7 v —fil{# (IEEE 802.3x) =20
A b= Al B3]
LLDP =—Y x> k EEEE—F EEBIOEE

« 574/ k VLAN (VLAN #1) (2% 5% E
» IPv4 Address : 192.168.100.240/24
* IGMP Snooping: Enable
*  Querier : Disable

e Fast-Leave : Disable
*  Check TTL : Enable
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B4
{57 - BT

4.1 XA J— R

4.1.1 EENRZT — FORE
EEN
enable password password
5 =5 —]
password BB — R
PARPMTFTBLIO & L | &> L2 L EATFER AT T (G2 SUFLN)
WA DA ST TRI DT 220
(AR E
enable password admin
[AJIE— F]
sa—s\)var7 4 b—3a E— R
B

et EXEC B — RABATT AT 00BN AT — RERET 5,
FITH NIRRT —RTHD admin [ICEFETDHZ LITTERU,
[/ —F]

password-encryption =21~ > |2 L7228 > TS L SN2/ XA T — RDOEE, 2227 4 7 1 Cld"enable password 8
password" DIE TR R EN D,

=P Favr RIAL U nbar 74 FRETHEE, ZOBXTATTH I LIXTER,
FEENFIC, BB NA Y — RPERE ST WIGEIE, PIIE R/ N2 T — R(admin)Z HBIFIZERET D,
[ E B

BHSZA T — KL LT adminl234 23 ET 5,

SWX3100 (config) #enable password adminl234

4.1.2 7RA T — ROREEAL
B

password-encryption switch

no password-encryption

$5 A=z
switch DAY — RS 2080
REME B
enable ISR A B
disable 5k L7
(AR 2
password-encryption disable
[AF1E— F]

Jua—\)varz 4 l—y g rEw—NR
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[FEHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—h]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO /AT — NI bk S vz izl
EHEINDD, GARPLEMHIIER LISGEE, BRcl STt a7 4 ZHORZAY — REFEUTITR S
fib\o

[BREH]

WA — RO Fb 2GR T D,

SWX3100 (config) #password-encryption enable
NAT — RORE S 2 s 3 5,

SWX3100 (config) #no password-encryption

42 2 —YP—T H U NEH

421 22— —DOH|E
E

username username [privilege privilege] password password

no username username

[F—T— K]
privilege =Y —DHERERET S
password D =P =AU — RERET D
[T A—F—]
username D a—Y—4
Hoffy S ETH(32 SCFLAN)
privilege DR AT B D
R EME WA
¥t EXEC & — FBATIRFIZ/SA T — FD A
on TIDRD BN
Administrator #£[E T Web GUI IZ7 7 £ AT
x5
¥t EXEC & — FRATHRRIC/SA T — FD A
off VAVIAD XY AW
Guest H#fR T WebGULIZT 7 EATE 5%
password D a—H—onr A RAT— R
AT TFTBIR" & b &> &2 LEATFERR BMATLIT(32 SLFLN)
BAN O SCFHAT A FHF TRTITVIT
[FIH#AER %]
L
[AJTE—F]

Ja—x\)aryz 4L —y g T — R
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[RLBA]
a—YP—FRERET D,
2P FRITRRK T3 E TBETE 5, 7272 L, privilege off D —H — T K 32 % T, privilege on D L—
P—lT LT 1L 72 D,
UTORGET2—Y—4 & L TBRERTERY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username 8 password password" DFE THRRIN D,

A—PF—Fav NI b ar T4 FRETDLEE, ZOBNTANT DI EIETTE R,

ELENEFIZ, privilege on D —H =73 1 D HERE I N TV RWIEA L, A& Bl = — ¥ —(admin/admin) & 1813 5,
BERFIZ, NAT— RBRRE SN TR —Y =T 22— =4 L[E CFHNEZ /AT — RICHBERRET 5,
[BREH]

Z—W— userl234 Z R ET D,

SWX3100 (config) #username userl234 password user pass

¥t 2t 5 LTz — W — user1234 # /T T D,

SWX3100 (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege

[¥—TU— k]

privilege D a— DR EZIEET S

[73T A =4 —]

username D a—F—4

A G (32 SUTFLI)
privilege D FREER AT BT D0
BEE Bl
¥iHE EXEC E— FBATIFIC AN AT — RO A
on FIDIKD BN
Administrator HEFE T Web GULIZT 7 & 2T
EA)
FrHE EXEC ©— NBATRHIZ/NA U — FDOA
off HRHBND

Guest #[RC Web GUIIZT 7 EATE S

[WIEIRRE]

L

[AJ1E— F]

rua—\varz 4 b—va e —R

(A

IR H DA — Y —OHEREZEE T 5,

[/—}I]

FBERD 2 — P —TITRE T E R0,
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[ EH]
BRERFE D —F — user1234 |ZHEHEE [T 54 5,

SWX3100 (config) #username userl234 privilege on

423 0 A v a—F —FEROER

[ER]
show users
[AFTE— K]
FEHEME EXEC E— R, M EXEC E— R, Zu— N\ Larv 74 7 L—y g o F— R
[FHA]
B A o n— i FTT B,
FOHENERIND,
| Bl
v J A RERERRT D,
. con0 (I VT /LY —AR— |
Line
vty N /X VTY R— |
http N (& Web GUI
Own H Y OBEGER— hOITIZ * % RTT 5D,
User aJA4 RO —W—ZEKRT D,
Status 0 s AV REERRT S, 22—V —RNHEHTOHE,
Login # &/~ ¥ 5%,
Login time n 7 A R E R T D,
IP address Pt —F—D 1P 7 L A& ERT 5,
[BXEH]

A—F—Dn 7 A AMNERERTT D,

SWX3100>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 % operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 - - -

vty 5 - - -

vty 6 - - -

vty 7 = = =

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 = = =

424 NF—DHRE

[EFX]

banner motd word
no banner motd

[2XT A—&—]
word DA RET R K ONEATE (256 SCTFLI)



Ay KU 77 LA RST - TEAERE | 35
(B E]

no banner motd

[AS1E— K]

sa—m\)varZ g S L—varE— R

BN

ayvY—nnal A4 URECEREINDI NN —EERET D,
[ EH

RF—FK~% [Hello World! | ([ZERET 5,

Username:
Password:

SWX3100 Rev.4.01.02 (Mon Dec 4 12:33:18 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWX3100>enable

SWX3100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX3100 (config) #banner motd Hello World!

SWX3100 (config) #exit

SWX3100#exit

Username:
Password:

Hello World!

SWX3100>enable

SWX3100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX3100 (config) #no banner motd

SWX3100 (config) #exit

SWX3100#exit

Username:
Password:

SWX3100 Rev.4.01.02 (Mon Dec 4 12:33:18 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWX3100>

43 a7 4 T OEHR

431 F =T a7 4 7 OR%E

E&
copy running-config startup-config [config num]
[NTA—=H—]
config_num DAy IR E
R P
<0-4> ABZ—NT v T a7 4 7 #0-#4
sd SD 1 — FNAZ =T v Tar747
[AS1E— F]
F#HE EXEC £— N
[FBA]

BIEEHPORET =7 ar 7 4 NERBKORERZ— T v 7Far7 4 7) & LTHRET b,
config_num ZHWE L7255 1%, BIEORBIFRHIMEH L72AZ— N7 v 7ar 7 ¢ JITR/RFT 5,
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[/— "}
Fr=r T ar7 4 ZORFIE write 27 R save 2 RTHITH ZENTE D,
SD B — R~ FSITWRUVREETIX, SD #— RN® Config # X RIC L TARa~v L REETTHET— L
2%,
[BXRE )
TFr=vrarg g FERGET D,
SWX3100#copy running-config startup-config

Succeeded to write configuration
SWX3100#

43270 =0 7 a7 4 T DRLE
[EX

write [config num]

save [config_num]

[8F A—F—]
config_num - NP W =
REME B!
<0-4> AR — T v T a7 47 #0-#4
sd SD H—RKHNAX— T w7 a7 47
[AJTE— F]
it EXEC £— R, fElar 74/ L—vavrE—FR
[BHA)

BEERTORE(T =7 ar 7 4 NEEEBRORTEAY — T v 7Far7 4 e LTRIFET 5,

config num ZEWE L7-5EF. BEORBHIMEH LIZAX— T v ar 7 0 JIRGET 5,

[/ — D}

T = a7 4 7 ORI copy running-config startup-config =~ R THITH Z LN TEX 5,

SD #— R~ FZITWRUVIREETIL, SD 71— FN® Config ZxRIZL T ARa~v Ly REFETTHET—L
%5,

[ E R

Fomu T ar g 4 SR RET S,

SWX3100#write
Succeeded to write configuration.
SWX3100#

433 =T a7 4 FDER

[EX]
show running-config [section]
show config

[23T A —%&—]
section D R THREI U
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access-list

TI7EAY A MNEE

dhcp DHCP #—/3— 5
dhcp-relay DHCP V L —[5#
http-server HTTP #—/—[H#
interface A B —7 = — ARG
ip IP B8

ipv6 IPv6 BHH

key PRI — B E

12ms L2MS B

1ldp LLDP [:#

mail A — L@ B E

radius-server

RADIUS ¥—/3— 55

schedule A a— )L B
snmp SNMP Bt
spanning-tree STP B8

ssh-server

SSH H—/\— i

telnet-sever

TELNET H— /X — g

[AJ1E—F]

Bt EXECE— R, Bl 74—y g 0F—R

[FiHA]

BUEERATORE(T =T ar7 4 NeERRT D,
section {EEBMIHIT R TOREEF T D,

(B EH]
FGom a4 FEFRRT D,

SWX3100#show running-config
I

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end

SWX3100#

434 AFZ— T w27 4 TOER

[E]
show startup-config [config num]
show config [config num]

[/XT A= —]

config_num DA T 4 IE S
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R EME A

<0-4> AB—RNT v T a7 47 #0-#4

sd SD #— RNAZ— KT v Tar7 47
[AS1E—F]
¥¢HE EXEC E— R
B

BENFIZE T ORERZ— NT v ar7 0 Nekrnt b,
config num ZEM LT-GAIL. LN E2RRT 5,

- show startup-config : HIfEEH L T\ a7 4 /R EDAX— T v ar7 4 VR RTDH

- show config : BUEEM N DT =0T ar 7 4 V&2 RKRT 5
[/ —}]

SD 1 — R~ hSITWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L REETTHET—L

%5,
[ EH]
WEREEEDO AT — T v Far 7 4 VT eE T 5D,

SWX3100#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
!

interface portl.1l

switchport

switchport mode access

no shutdown
|

|

interface vlanl

no switchport

ip address 192.168.100.240/24
no shutdown

|

clock timezone JST
|

http-server enable
http-proxy enable
!

telnet-server enable
|

line con 0

line vty 0 7

|

end

SWX3100#

435 AZ— T v a7 4 JDHEE

EEN!
erase startup-config [config num]
[T A—=HF—]
config num ay7 4 %S
R By
<0-4> AH—NT T a7 47 #0-#4
sd SD H— FHNAZ =T v Tarr47
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[AJS1E—F]
F#HE EXEC E— R
[
EERFCEHATARER Y — N T v a7 4 ) eEFNICHET H1EREHET 5,
config_num ZBWE LI25A X, BIEORBIFRHIMEH LA X — N7 v 7 ar7 4 VEHET 5,

[/ —}I

SD 1— RAR~ T P S TWRUVREETIX, SD ' — FA® Config 0 RICL TARa~v L FEFETTHETT—&
2%,

[ EH]

AR— R NT >y TFar7 4 T E2HEETH,

SWX3100#erase startup-config
Succeeded to erase configuration.
SWX3100#

436 AZ—"NT v Tar7470ar—

&3]
copy startup-config src_config num dst_config _num
[/NT A—F—]
src_config num  : A bB—TDaLT 4 T HKE
R LA
<0-4> AL — K NT v T a7 4 7 #0-#4
sd SD i— RANARZ— T v T arr 4/
dst_config num D av—oar T 4 JEE
RE B
<0-4> ABZ—NT v a7 4 T #0-#4
sd SD #— FHNRZ— K NT v Tar7 47
[AJIE— K]
¥ He EXEC £— K
[
EEFRFORE(AX— R NT v T a7 4 e ZIHET 215 E 2 —7 5,
[/—}]
SD — RFR23<= 0 F IR TWARVIREETIE, SD — RIN® Config X RICL TR~ REFEITTH LT — L
2%,
[EE B

AR = KT o TFar T4 THEZAZ = NT v a7 47 #l ~av—45,

SWX3100#copy startup-config 0 1
Succeeded to copy configuration
SWX3100#

43T AE—RNT v TFar7 4 TORATOHRTE
[

startup-config description config num line

no startup-config description config num
[R5 A —5—]

config num T <0-4>
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ENCETS
line DOCEA TS LU AR (63 SUFELLN)
WGAR— T v T a7 4 ZIZxd Dt sC

[AJ1E— K]
et EXEC B— N
B

MBAL— T v T a7 4 7k LTI ERET 5,

no TR CIAT L7 5A 1. i CEHIFRT 5,

#HA ST show startup-config =~ > RO FE/THE RO FLIHICE R EN D,
[ E ]

AB—= T v T ar7 4 7 #IZHACERET D,

SWX3100#startup-config description 1 TEST CONFIG 1

438 AZ— T v a7 4 T DEFEIR

E&

startup-config select config num
no startup-config select

[T A—F—]
config_num Coarv 7 4 &R
R EE A
<0-4> AB—RNT v T a7 47 #0-#4
sd SD h— RNAZ— T v Tar7 47
(IR E]
startup-config select sd
[AFIE—F]
F#kE EXEC £— R
[FiA]

BT AREAL— T v a7 0 NEZER L CHEZE#T S,
no T CTEITLIZEAIT. PIHIREIZRE S,
[/—F]

ELENRE, config num & L Csd DEEINTWNWT, AX— KT w7 a7 4 ZPRGFEITND SD I— RRFHAX
T\ ST e, AF— T w7 ar 7 4 7 #0 @RS LD,

(B EHI]
AE— K NT v a7 4 7 # B8R L CHERT S,

SWX3100#startup-config select 1
reboot system? (y/n): y

4.4 EBFHROEH

4.4.1 EBYFHROFR

[ER]
show boot num
show boot all
show boot list
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all D EEEROBEAZ KK TS HETRRTD
list D EEFROBELZRRKTSHETHIS R RTD
[73F A —4&—]
num 1 <0-4>
BELLESOREZERTT D
[AS1E— R
FERFHE EXEC £ — I, $§# EXEC £—
B
EERNFHREZRT D,
[/— 1]
cold start =~ > R clear bootlist 2~ > RZF(T3 5L, ZORBEIXZ VT Id,
[ E ]
BUEOEENE®E R T D,

SWX3100>show boot 0

Running EXEC: SWX3100 Rev.4.01.02 (Mon Dec 4 12:33:18 2017)
Previous EXEC: SWX3100 Rev.4.01.02 (Mon Dec 4 12:33:18 2017)
Restart by reload command

EBERED B A2 R T 5,
SWX3100>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 BEERDOZ VT
[EX]
clear boot list
[AF1E— ]
F#HE EXEC £— R
[RLBA]
EENE WO BIE 2 HIRT 5,
[BEH]
BEEHREZ 7 VT35,
SWX3100#clear boot list

4.43SD 11— K7 — hDOERE
BN

boot prioritize sd switch

no boot prioritize sd

[/3F A —&—]
switch : SD A— K7 — NEHIMZT D0EN
X EME B!
enable SD 1— K7 — &/ TD
disable SD #— K7 — h &4 5
(1A E]

boot prioritize sd enable
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[AJ1E— K]
F#HE EXEC E— R
[
T7—LTU =T DSDH— R7— MERDHEL - B2l x5,
avy RIEATHR, VAT AOHFEEHNITHOILD,
VAT ATHEORRE TH D72, EE)H (startup-config #0 ~ strtup-config #4)E (ZFR E X TE 720,
WM EIL SD #— R 7 — b REHTH D,
no =~ RETRHIPHR EIZK D,

[/—}]
SD 7 — K7 — MMEREDH %) - #%hi%. show boot prioritize sd =~ > K THERE 7] HE,
[ E B

Ty —hU =T DSD — 7 — MERBEZAIT D,

SWX3100#boot prioritize sd enable
reboot system? (y/n): y

4.44SD 71— K7 — h BEIEABREORE

[EX]
boot auto-apply switch

[/3T A —HF—]

switch : SD A — RF7— M HEEAEEEZ BT 20 EN
REE B
enable SD 71— R7'— | A8 IsE 2 2029 %
disable SD 71— N7 — I A B FIiee & 20292

[WIHIRRE]

boot auto-apply enable

[AJ1E— K]

¥#HE EXEC E— K

[RFA]

SD % — R7'— I A 8 HRE 2 A7 20 £ 72T ERhIC 5,
AMEEEDIRAEIX, show environment =~ > R TR TE 5,
[BREH

SD 71— R7— b H#hii Ik RE 2 22T 5,
SWX3100#boot auto-apply disable

445SD 1— F7— "R EBBROER

[EF]

show boot prioritize sd
[AS1E— ]
FFekE EXEC & — R, %74 EXEC E— N
[RLEA]
SD 71— R7 — MERREFHRE R T D,
[BEH
SD 71— R7 — MERREFHREFTT 2,
SWX3100#show boot prioritize sd

SD boot configuration:
firmware : enable
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4.5 ERBEHRIZT

4.5.1 B FERORT
[E=

show inventory
[ASE—F]
FERFHE EXEC & — R, $## EXEC £— F

[FEA]
KK L OVSFP £ 2 — L OB IER A FRT 5,
IFTOmHEENFERIND,
HH LA
NAME 4
DESCR R
Vendor Ry B —24,

PID a2 1D

VID N— a3 v ID, EHHOBAEITO

SN YT NEE

[EE B
L E £ T 5,

SWX3100>show inventory
NAME: L3 switch

DESCR: SWX3100-10G
Vendor: Yamaha

PID: SWX3100-10G

VID: 0000

SN: S00000000

SWX3100>
452 BEMEHROET
&y
show environment
[AJTE— K]
FEHEHE EXEC £ — N, ke EXEC £— R
[RAA]
AT AOBEMEHERRT D,
IFOmEENRFERIND,

o T—hNR—=Tav
Ty—Ahu T I

. VUTNEE
MAC 7 RL &

 CPU i

o AT VMR
Ty —bLUxT T AL

o AX—NTwoTarr74 777 A
SD #1— K7 — b A &l e D% E
U TNAR—L— |k

« CPLD/X—Y 3

o EEEEZ

o BITERFZ
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o EED D ORGSR
[BXRE )
BEME®RERTT D,

SWX3100>show environment
SWX3100-10G BootROM Ver.1.00
SWX3100 Rev.4.01.02 (Mon Dec 4 12:33:18 2017)
main=SWX3100-10G ver=00 serial=S00000000 MAC-Address=00a0.de00.0000
CPU: 2% (5sec) 2% (1lmin) 1% (5min) Memory : % used
Startup firmware: execO
Startup Configuration file: configO
selected file: configO0
Boot auto-apply: Enable
Serial Baudrate: 9600
CPLD version: 00
Boot time: 2018/01/01 15:41:56 +09:00
Current time: 2018/01/03 16:09:21 +09:00
Elapsed time from boot: 2days 00:27:24

SWX3100>

4.5.3 T 4 A7 {ERR

EEN!
show disk-usage
[AFIE—F]
FEHFHE EXEC £ — I, F#bE EXEC £— F
[FiA]
VAT LATHHAL TS T 4 27 ORI AR TT D,
« System: VAT AMEHTZ Y 7 EREFHRE )
« Temporary : —Kf= U 7

[BREH]

T4 AT OFERRNEFRTT D,

SWX3100#show disk-usage
Category Total Used Free Used (%)
System 160.6M 1.1M 154.8M 1%
Temporary 80.0M 2.4M 77.6M 3%

454 7RO a® ADORR

EEN!
show process
[AS1E— K]
kikE EXEC E— R
B
FATHh DT nk R e —FEFRTT D,
[BREH]
FIThDOF a2 EFRT 5,

SWX3100#show process

4.5.5 A€ VfE AR DFER

[ER
show memory
[AJIE—F]

et EXEC B— R
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[RLBA]
T AEOAEYHEHEEYRRT D,
UTOHEB%2£RT 5,

HH GIE]
PID Zrt A ID
NAME 7at 24
%MEM WEL A £ Y O HFE
SIZE WERA £ Y Off H S (BUEAE)
PEAK WL A T O E(Z I E TORKIE)
DATA BROAR A £ U —FEIR Y A X
STK ALy YA
[BEH

TutAgOAE VENEEZFRT D,

SWX3100#show memory

4.5.6 Ty RN — MEBDOFER

EV

show tech-support
[AJ1E— ]
FiHE EXEC E— R
[FiHH]

Befif K — MR R T 5. BT A — MRS I,

PITFoa<y ROFITHERBEEND,

a<wv R

#

l
g|
|

show running-config

show startup-config

show environment

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

OlO|O|1O|1O0[O]O1O[O|O]OIO[O|OlO[O[O]0
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a<wv R

iy

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show error port-led

show ip interface brief

show ip forwarding

show ipvo6 interface brief

show ipv6 forwarding

show ip route

show ip route database

show ip route pbr

show ipv6 route

show ipv6 route database

show ipv6 route pbr

show arp

show ipv6 neighbors

show ip rip

show ip rip interface

show ipv6 rip

show ipv6 rip interface

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show vrrp

show dhcp server

show dhep binding

show dhep relay

show dns-forwarding

show dns-forwarding cache

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

M
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOQ
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[ EH]
B AR— MEHRE L RT D,
SWX3100#show tech-support
#

# Information for Yamaha Technical Support

#

*** show running-config ***
!

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLANO0OO0OZ2

vlan 3 name VLANOOO3
|

interface portl.l
switchport
switchport mode access

*** show startup-config ***
*** show environment ***
*** show disk-usage ***

*** show inventory ***

#
# End of Information for Yamaha Technical Support

#

SWX3100#

4.5.7 HEMT Y- B — MERORT
&3]
copy tech-support sd
[AS1E—F]
FHE EXEC £— R
[FFA]
B AR — MME#RZ SD B — RIS 5,
SD 1 — FIZIZLL T D 7 7 A V&4 TIRAEEN D,

/swx3100/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS .. 2+ Y REFTREOEH A R 5F)
[/— 1]
FHNC SD H— F AL TB LERH D,
[BREH]
Hefti bR — MME#H A SD B — RIZRFET 5,
SWX3100#copy tech-support sd

SWX3100#
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4.6 AT LEHC2E

4.6.1 VAT LHOCEHRKREOER

[EX]
show system-diagnostics
[AS1E— F]
FEFrHE EXEC E— N, %§# EXEC E— N
[REFA]
FTARTOYAT LAACZERER (77— b7 v TR, A7~ F2BER. ~ NV AE=2 Y 2 72 R
TR T D,
(R ]

VAT LHOZWERERTT D,

SWX3100#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand

Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

PHY Test:
Port 1 2 3 4 5 o 7 8 9 10 11 12

- Health monitoring

SEFP Test:
Port 13 14 15 16

4.6.2 &7~ B DOFELT
[ER
system-diagnostics on-demand execute [no-confirm]
[F—TU—F]
no-confirm D AT FRWOETHRS (yorn) Z1THTRIRGEITT S

[AJ1E—F]

F¢HE EXEC £— K

(R HA]

ATy NeliEe R 5,

ZWTHILT < TO LAN/SFP iN— b & v v v AU F 5, R TRICIIMS 2GR 2R L, BBIC AT
LEFEBT D,

NI A=Z—=ZWELRVGERIR, AT~ FREFTT 2089 hofEseRko b b,
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g?%ﬁ%%?‘—fj—é%é\ﬁi "y" 7&‘\ gé?j—— l/fcﬁb \%/E[\Li "n" %Aﬁj—é%\gzﬁ%éo

[/—}]
T v R Wik RO FEHN L FEE B)#£ 12 show system-diagnostics =~ > K CHERTE 5,
[BREH]

T~y NgWE EITT 5,

SWX3100#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on-demand diagnostics completed (pass). reboot immediately...
4.6.3 7 = v RZWikE R DHIER

E&y

clear system-diagnostics on-demand

[AJ1E— ]

FiHE EXEC E— R

B

FoTr=r P REHlbRT %,

[BXRE )

Fr T~ Rl R e NIRRT 2,

SWX3100#clear system-diagnostics on-demand

4.7 rr—7 )Vl

4.7.1 rr—7 V2 D FELT
&N

cable-diagnostics tdr execute interface ifname

test cable-diagnostics tdr interface ifname

[73F A —%&—]
ifname . LANAR—FDA U H—T =— R4
HROA o H—T = —A
[AS1E— R
F¢HE EXEC £— K
[P
=T VW B FETT 5, HilRlOZTE X show cable-diagnostics tdr 2~ > K CTHER TE 5,
[/ — 1]
DR RIXERTORERORRFF S, BES—T7 V3K & EZIT LSS ES EEX SIS,
[ E ]

portl. 1 |[ZHEGE SN TV D LAN 7 —7 VOl & E74 %,

SWX3100#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y
% To check result, enter "show cable-diagnostics tdr"

472 r—7 VB RD 7 ) T
BN

clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[ASTE— R
ke EXEC £— R
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[RLBA]
HiI[Al? cable-diagnostics tdr execute interface 2~ > ROFATHIRZ 7 UV 745,
[BREH
BB D =T V2 ORTRRZ 7 VT4 5,

SWX3100#clear cable-diagnostics tdr
SWX31004#

413 r—7 NVZErEREDORR

[E=]
show cable-diagnostics tdr
show test cable-diagnostics tdr

[AFTE— ]

JEHHE EXEC £— K, ## EXEC £— K

B!

Hii[F @ cable-diagnostics tdr execute interface =~ > ROFEITHEREZFKRT B,
[ EH]

Al D r—T NBW D TR R A TR T 5,

SWX3100#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 FEZIEE

4.8.1 B O FEHFRE

[EFX]
clock set time month day year
[73F A —4F—]
time : hh:mm:ss
=
month : <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
A E=ix A4
day : <1-31>
H
year © o ARE(VETE 4 #7)
[AJIE— F]
F#HE EXEC £— K
[Fi ]
VAT LRI ERET D,
Bl

Bz % 20154E 1 A 1 HORFO 4y O RDICRRET B,

SWX3100#clock set 00:00:00 Jan 1 2015
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E

e

482 FA L —D
[EFX]

clock timezone zone

clock timezone offset
no clock timezone

[PXT A —=F—]
zone . UTC, JST
IEVERF AT STV D & ZICRRIND F A LY — 2 DA
offset . -12:00, -11:00, ..., -1:00, +1:00, ... , +13:00
UTC 7 b DOREEE AT
(R E]
clock timezone UTC
[AFTE—F]
sua—\)arz 4 b—varsE—R
[FRA]

BA LS =V ERET Do

no I THITT S &, UTC T/ %,

(BB

B A DY =% ISTICRET D,

SWX3100 (config) #clock timezone JST
B A LY — % UTCH9 BEICER ET 5,
SWX3100 (config) #clock timezone +9:00

483 p~—F A LDOREGFVIRL)
(&=

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[78T7 A —=F—]
name = A AREITSITCND & ZICRRT DX A LY — DA
A FELT(T SCFLA)
week T <1-4> £ 7213 first, last
HOAE B ZfRET S
wday : Sun, Mon, Tue, ..., Sat
WEH
month : <1-12> F 721X Jan, Feb, Mar, ..., Dec
H ¥£713 A4
time : hh:mm
51
offset 1 <1-1440>
Y~ =2 A LOMITEBINY D, 53 THRET 5, 7 7 4 /L ME 60,
(AR RE]
L
[AF1E— F]

Ja—x\)vary7 4L — g E— KR
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[FEHA]
Y~ — A LEBRET D,
HERRE LA LA CRBB XU T T L0 Ich~—2 1M 2 2R ET D,
BRI TH~—2 A 2AOBER A, 2 FOOE G TR TR Z15ET 5.
no WA THEATT H &, HENHIBRESN D,
[/—}]
P~ —Z A DIEERETE R,
B!

V=S A LDEEI HOFE _HBDO 2RHIAAEY . 11 ADOHE —HRED 2 BfICHED 5 L O ITRET D,
SWX3100 (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.84 ~—Z A4 LORE(HMNEE)

[EX]
clock summer-time name date month day year time month day year time [offset]
no clock summer-time

[/XT A —F—]
name DA A LPHITSNTND & ZICRRT DL A LY — DA
A GET(T CFLA)
month : <1-12> F 7213 Jan, Feb, Mar, ..., Dec
H E7ix A4
day ¢ <1-31>
H
vear D AE(VEIE 4 4T)
time : hh:mm
534
offset o <1-1440>
Y= A LORIZIBMT DIEH, 5 THRES 5, 7 7 4 /L ME 60,
[WIERR ]
mL
[AS1E— K]
Ja—)arz 4 —y g rE'w—R
[@iHH]

Vv =2 A LERET D,

HELLEAMNTHRBB IR T T2 L0 12 ~—2 A LaRET D,

RO TH~—F A LOFIG A Z, 2/FDO DO TR T At 24 ET 2,

no LN TIITT 5 &, REDHIFRS LD,

[/— "}

Yv— S A DIEEBETE R,

(B

Yo —F A L2021 43 14 HO 2 HRFICHRE Y | 2021 4F 11 4 7 HD 2 KRICHE D D K 9 IR IET D,
SWX3100 (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIERZ D Fom

(]
show clock [detail]
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[F—7—F]

detail DML R T D
[AS1E— K]

FFeME EXEC £ — N, F#bE EXEC E— K
[FA)

BIEORFZ, A B &R~ T D,

detail Zf5E L725A1E, FRHIEHREEORZ] L~ —2 A4 YRR T D,

P —F A ATV K U (recurring) D5, IR(E TZIFBAEMEITH) DOV~ — % A AHIFOFEEO A2 E£RT 5,
[ EHI

BIEDOWL % RKvT 5,

SWX3100>show clock

Thu Jan 1 00:00:00 JST 2015

BRIEDORZ OFFME R A RTT D, (P~—F A LORENHDH5E)

SWX3100>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRF A DOFEME R E TR T D, (V=2 A LORENRVGE)

SWX3100>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — N—DERE

&3]
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[¥F—7U— K]

ipvd : NTPH—"—%IPv4 7 RLATHHET D
ipv6 : NTPH—"—%IPv6 7 RLATHRET D
name : NTP #——% KA N THRET S
[/3F A—&—]

ipv4_addr : NTP — =D IPv4d 7 R L A

ipv6_addr : NTP — =D IPv6 7 KL &

IPv6 Uo7 a—7 RLAZIRET D2HEIE, BHA v 2 =T = — A b EETD2HLEN D
% (fe80::X%vlanN DJEZF)

Sfaqdn : NTP ¥ —R_R—DiR A b

FHEE L CHRFP(RLF/INLT), BT (B VA R -0 7 2)HME Al
[FIEIER E]
L
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[AJTE— K]
sa—m\)varZ 47—y aryE—FR
[BA)
NTP $#—R"—D7 RL A E72I1TAR A M2 BT D,
Aa<r R KT2OETRETE D,
no JERTIATT 5 &, REDHIBRSIND,
NTP ¥ —/3—% 2 D% E L7 KBE CREZIFIM 217 - 72454 . show ntpdate =~ > K TH/R XI5 NTP server 1, NTP
server 2 DJEF CTHWELEEIT I,

NTP server 2 ~D WG H1E. NTP server 1| & ORIEICE LIS DOHITONS,
[BX EH]
NTP ¥—/3—|Z 192.168.1.1 Z3RET 5,

SWX3100 (config) #ntpdate server ipv4 192.168.1.1
NTP H—/3—|Z fe80::2a0:deff:fe11:2233%vlanl # X ET 5,

SWX3100 (config) #ntpdate server ipvé fe80::2a0:deff:fell:2233%vlanl
NTP H—/3—{Z ntp.example.com & & ET D,

SWX3100 (config) #ntpdate server name ntp.example.com

4.8.7 NTP Y —_—IC X ZBEZIRIEAA 3 v FEH)
[EX]
ntpdate oneshot
[AJTE— K]
et EXEC B— N
B
BRI TWAD NTP — =S EZE RO RS 2R 25,
Ko< RETRIZ 1 EZTITY,
[B%E B
NTP H— = L LIS 2 BUS 4 5,

SWX3100#ntpdate oneshot

4.8.8 NTP H— —|Z & 2 B[R] 8 (B 3 5 5738 )
(&R

ntpdate interval interval-time

no ntpdate interval
[/3T7 A —F—]
interval-time 1 <0-24>

P& DX OB, 0 BFfE] 2557 LIS aid, A B 217h 720
(R E]

ntpdate interval 1

[AS1E— ]

sua—\varz g4 b—varsE—RF

B

ik STV D NTP Y — 3= b IR ISR LI & BUiG9~ 2 [MIR 2 1 Rpf B TRRET %,
no I THITT 5 &, PIHIREICK D,

Ko~ RIATHRE, BIEICREZI OB 247y, AR, BOE L7 TR 217 9,
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[ EH]
BEZ OB bE % 2 BB & 1279,

SWX3100 (config) #ntpdate interval 2
R O E AT 21T RN L 21275,

SWX3100 (config) #ntpdate interval 0

4.8.9 NTP Y ——iZ X 2 R R EBHROER
EN
show ntpdate
[AF1E— ]
et EXEC E— R, F§HE EXEC £—
[RLEA]
NTP #— " —|Z L 5 REZI RSN B3 23 ElE M E £ T 5,
[BEH]
PRI PR E G A R T 5, XM 1 R 055

SWX3100#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WP [RIIRR E A £ 5, XAHEH 2L LOBE

SWX3100#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 SRR E

491 74 F— K@Y —VE—IF V) ~DBAT
(&

line con port

[R5 A5

port 0 0
UT NI =R — &S
(AR E

line con 0

[AJTE— K]

Ja—x\)ary7 4L —y g — R

[FREA]

A=V E =T IVDOREETITODT A E— RIIBITT 5,
[/ —F]

TALE— R a—nLar 7 47—y arT—RIRDIIT exit 2~ REfEH L, #HE EXEC £— RIiZ
A IZend 2~ REFEHT 5,

[BRAEH]
ALY VH=ITNVERETDIODTA E— FICBTT 5,
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SWX3100 (config)#line con 0
SWX3100 (config-1line) #

492 VTY R— FOREB LI OT A F— R(VTY R— F)~DBAT

[ER]
line vty portl [port2]

no line vty portl [port2]

[T A—F—]
portl : o <0-7>
VTY A — &5
port2 . <0-7>
HPHFEERF ORAL VTY R— 5
(AR E]
no line vty 0 7
[AJ1E— ]
Jsa—x)vars 74—y g — R
[FiA]

BELEVIY R—r2HFEIC L0, VIY R— FOREXITHITZOD T A F— RIIBITT D,
no IR TEITLIEHA1E. FBE L VIY A— M2 EICT D,

port2 ZHEE LT GG X 8B E £ 72V L port] 26 port2 ETOTRXTOVIY R— b E2fELLZ LT/ b, port2
X port] LI EDOFTEBIZ LRI IE7e B0,

[/—F]
TELNET 7 7 4 7 s O KFRIRFEGEIEL, A7 VTY A— ORI 5,

FAVE—RK b a—nR a7 47 b—y g — RIRED T exit <2 REHE/H L., FHE EXEC £— RIiZ
AT end 2~ REfEHT 5,

[BREH]
VIY R—F #0 ZHENLT-Db, 74 F— RIZBITT 5,

SWX3100 (config)#line vty O
SWX3100 (config-line) #

493K A L Z A LT U NRERDERE
(&=

exec-timeout min [sec]

no exec-timeout

ST A—F—]
min : <0-35791>
ZA LT MRFE())
sec 1 <0-2147483>
ZA LT MEFEED)
(AR E]
exec-timeout 10
[AJIE— F]
TAE—F
B

A=A Z—=IFNBIOVIY T, F—ANPRLRWEEICHBINICr 77 U 725 F TORMEZRET 2,
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sec wEME LT-5E13. 0 BNRESND, min, sec &£ HIZ0IZERE LZHEAIT. BEWIC2 770 F LAV,
no JEATIAT L7 B I3 EIC R D,
[/—}]
RKav R
Bl
Ay —DEA LT U MNEEE S SICERET D,

ER, OB T A CRENDRRENEH S5,

e

SWX3100 (config)#line con 0
SWX3100 (config-line) #exec-timeout 5 0
SWX3100 (config-line) #

494 FFHLTVAEKRI R—U b OFRFRITEROEE
E

terminal length /ine

terminal no length

[R5 A—&—]
line . <0-512>
SR 1 =372 ) ORFRITE
[AFE— )
JEFFME EXEC £ — R, 5t EXEC E— 1
B

FERHLTWDER 1 XN—=VHT2 Y ORFITEREEET D,

line |2 0 ZH77E LT, _—VHALCRRZ —RELE Lew,

terminal no length =~ > NZ AT L5513, BRITEN VY 7 vay Y — L O%E1E 24, VIY OS5 ITHRFO
VAV RUYA RIS,

[/—}]
ARa<wr FiL, 7%, HBICEER KRS ND,
service terminal-length =~ > NOFKEL Y, Ka~vy NOFATHERO G MELR L TEH IS,
[BREH]
AL TWDIER 1 X—=V o) ORTFITEE 100 TICEET D,
SWX3100>terminal length 100
SWX3100>
495 R 1 X—Vh T ORTITEORE
(&=

service terminal-length /ine

no service terminal-length

[RTA—=H—]
line ;o <0-512>
SR 1 =372 0 ORTITE
(AR E]
no service terminal-length
ASE— K]
Jua—N\)arz 4 L—varETw—FR
B

AR 1 XR=U B2 OFRRITHEERET 5,
line & 0 \ZRRE LTIZHA. N—VHNTHEREZ—BHEL LRV,
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no IR THEAT LI AR, BRITEN T Y Tvay ) —LOBAX 24, VIY OBAIXERKO Y 4> RUP A4 X
LD,
[/—}]
Ao~y REER, ROoa 74 URENLEENEH S5,
terminal length =~ > RN EIT I N7254 . terminal length =~ > ROFEATRERO HFB B L CEH S5,
Bl
AR 1 =T H 72 OFRTATEE 100 TTICRET D,

SWX3100 (config) #service terminal-length 100
SWX3100 (config) #

4.10 {157

4.10.1 f£5F VLAN DR E
BN

management interface interface

no management interface
[P5 A —F ]
interface : VLAN A & —T = — R4

(R E]

management interface vlanl

[ASTE— K]

Ja—x\)vary7 4L — g E— R

B

PREFCRIT 5D VLAN 238 E5 5,

ARa<w FERETHIET, L2MS =— Y = FTEMET D L &, L2MS v % — U ¥ — 0 L%y VLAN (28] 4
THNTEIP T RLAZHE - S Tx 5,

no B TEIT LA, b LIX VLAN 2HIBR LI=85E6. Ko~y RLUIHEREICR S,

Bal]

{£5F VLAN % VLAN #2 [ZRET 5,

SWX3100 (config) #management interface vlan2

4.11 SYSLOG

4.11.1 v 7 OEHIE(SYSLOG ¥ — =) DR E
[ER
logging host /ost
no logging host /0st
/95 A —4—|
host : AB.CD
SYSLOG H—/3—®D IPv4 7 R LA
X: XXX

SYSLOG #—/3—®D IPv6 7 KL A
IPv6 U > 7 m—ANT RURAZIRET 2%HEIE, dHA v =T = —ZAbRET 2L ERD
5 (fe80::X%vlanN D)
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20 7D@MT g —~v D

av R 77 LA RS - EHRE

[FIHIRR 2]

no logging host

[AJ1E— K]

Ja—N)naryz 4L — g T — R

B!

2 7 O TH S SYSLOG r—_"—D P 7 RV AZHET 5,
R M) —8iL2 TH 5D,

no IR CHAT LIS A I3 EIZRE Y | lFEI T80,
[FREHI]

SYSLOG #—/R—D IPv4d 7 KL A%, 192.168.100.1 (ZFXET 5,

SWX3100 (config) #logging host 192.168.100.1
SYSLOG —/3—®D IPv6 7 KL 2% £e80::2a0:deff:fel11:2233 IZ3RET 5,

SWX3100 (config) #logging host fe80::2a0:deff:fell:2233%vlanl

RIE

(1]

4.11

[EFX
logging format rype
no logging format

[NT A —=HF—]
type Cou s 07—~y MNEj

REME Bl

legacy

GORVWIE 7 3 —~ v b

N B (B A DARZ T RA M) &

(R E]

no logging format

[ASTE— K]

Ja—x\)ary7 4L — g E— R

B

SYSLOG H—"—~EHTHA v =D T+ —~vy NEEET 5,

no FECHEAT L2 AL SYSLOG A v =TI~y X —8 (XA LAX T RANL) #EDD,
[ E R

SYSLOG A v b=V D7 3 —<v b~y X =72 LIZRET D,

SWX3100 (config) #logging format legacy

3077 T AfEOHRE

[ER
logging facility facility
no logging facility

[73F A —5&—]
facility N =AY VR AP ]

|59
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BRIEME i

0.23 facility fif
user 1
local0..local7 16..23

(IR RE]

logging facility local0

[AJ1E— F]

sua—s\varz 4 b—va e —R

[@iA]

SYSLOG ¥ —/S—~ilHT 5 A v =Y D7 7 VT A EEEET D,

[/— k]

77 VT A EOFEKRSTIE, 4 SYSLOG H— 3 —THHIZAT 9,

[FE B

SYSLOG A v =Y D7 7 ¥ VT (6% 10 IZHET D,
SWX3100 (config) #logging facility 10

4.11.4 B 7 DHH LUl (debug) DERAE

[ER
logging trap debug
no logging trap debug

(IR E]

no logging trap debug

[AS1E— R

ra—m\)varZ 47—y aryE—FR

[BLFA]

debug L~ LD w7 % SYSLOG (ZH /1T %, no B THEIT LIZGAIEH I LR,
debug L XL EFNZTHEREOR IRHE I IND 700, BDERBEDOHRAEIT D,

logging host =~ > F"C SYSYLOG % —/"\—|ZlM¥ 255, AA M0 7T « A7z R L Tk 2 &
NEELV, T 740 FREIZH I LA,

[ E ]
debug L~V 7 % SYSLOG (2195,

SWX3100 (config) #logging trap debug

4.11.5 v 7 O J) L)L (informational) DFX €
[ER]

logging trap informational
no logging trap informational

(AR E]

logging trap informational

AF1E— K]
ra—n\narzg s b—varE—R

B

informational L' ~/L® w7 % SYSLOG (2 /19 %,
no I CTIAT LG EIEHITI Lz,
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[/—}]

logging stdout info =~ > R Ca L Y —/LIZHAESEDLZ ENAETH D,

Bl

informational L'-~L®> 1 7 % SYSLOG (ZH /13 %,

SWX3100 (config)#logging trap informational

4.11.6 1 7 O HF Ll (error) DEXE
(&

logging trap error
no logging trap error

[F13ER %]

logging trap error

[AS1E— K]
Ja—\)aryz 4 lb—y g rEw—NR
B!

error L'~V 7 % SYSLOG IZH /19 5,
no B CEITLIZHGAIEHE I LAV,

[ EH]

error L'~Ld 1 7 % SYSLOG (2 /135,

SWX3100 (config) #logging trap error

a1l rZoayy—HOERE

BN
logging stdout info
no logging stdout info

[FIEAE E]

no logging stdout info

[AJTE— K]

Ja—x\)ary7 4L — g — R

[FREA]

informational L'~ ® SYSLOG % =1 — Wi 19 5,
no JERTEAT LA T 1 LR,

[BXEHI]

informational L~ SYSLOG % = >V — LIz 14 5%,

SWX3100 (config) #logging stdout info

4118 A NV MEAL OB FHA DRRE
[ER
logging event type
no logging fype
[73F A —4F—]
type D BTN ERET DA N M
R EM B
lan-map LAN v > 7
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[WIHIRRE]
no logging event lan-map
[ASIE—F]
rsa—R)ary 7 40— g F— R
B
FBE LicA ~yv MER O v 7 H9eT %,
no B CHAT LA 13 n V1217720720,
[BEH]
LAN v v 70w 7 2 H9ZT %,

SWX3100 (config) #logging event lan-map

41197 ORI T oS
[EX]

save logging
[AFTE— ]
FEHFME EXEC £— K, Ff#E EXEC £— K
[FiEA]
RAM EICEE SNz 1 7 % 4T Flash ROM IR 1FT 5,
0 7 OEFEIT RAM ETirbi, EHHICHEITFlashROM 123y 7 7 v 7 L TCWAR, Aa<wr Kok, F#
TNy I T TTHIENTED,
logging backup sd enable =~ > R3FEE I TEH Y, 732 SD I — RBFHFA I TV HE4A . Flash ROM IZIRIFT 5
ERIFFIZ, SD I — RNIZHLUL T D7 7 A V4 TRAES LD,

/swx3100/1og\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RE{THFD4EH H

[RXEHI]
a7 ORI T T EITH,

SWX3100#save logging
41110 2 7D SD 1 — KXo 7T o T DRE

[ER
logging backup sd enable

logging backup sd disable
no logging backup sd

[F—7—F]

enable : BIZDSDA—= KRNI T v TBHEMITD
disable D mZDSDA— RNy I Ty T E BRI D
(¥R E]

logging backup sd disable

[A1E—F]

Ja—N")naryz4JL— g rF— R

(@]

BZDSD A= RNy 7T v TORYE - Bk ziziEd %,

A L7546, savelogging =~ > REFAT L2 L ZIZSD I — Nz v 7 Z2RF7 5,
no A TIAT L7 A I3 EIC R D,

SD 71— FNIZIZLL F D 7 7 A W4 TRAEE L D,
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/swx3100/1og/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =2~ > R3Z4THREDOHH H
[BREH
07 M SDH— KNy I T v T efGITD
SWX3100 (config) #logging backup sd enable

4.11.11 v 7 OFIK

[EX]
clear logging

[ASTE— K]
HetE EXEC B— RN
B
o 7 EHIBRT 5,
(% EH]
v 7 x=HIERT 5,

SWX3100#clear logging

4.11.12 v OB’

[EFX
show logging [reverse]
[FF—TU— K]
reverse Lo R WEICERT S
[AS1E— ]
FHHrHE EXEC £ — F, FrbE EXEC £— F
[RLEA]
VN @@Jf/ﬁﬁi{ﬂ%uﬂfi L7 7 afrd 5, BEIIBERFLOENE O o 7 ZIEIZERT D55, reverse 238
EENTHEITWINHICE R T 5,
1 7 DR REFHFEIE 10,000 4 TH D, ARBEZBZIZHEICIE, BERAOENEONEHEEIN TN, &K
Bl EDv 7 RFT 5541214, logging host =~ > K TR 7 % SYSLOG H— 3—(Z#iztk LC, A MUTHRET
LHVENRDH D,
H719 %8 7O L~ULiT logging trap =~ > R CTHEFRETH 5,
[/—}]

o 7 OERIT RAM T, EHAICHEI TFlashROM IC Ny 7 7 v 7L TW5, BIRAGAL Ry 77 v
INTWAVWE ZIHMREFEINRNDT, a7 2R FE LEWESIETFEI TNy 7 7T v 7T 508N H 5,

reload 2~ R T7 7 — LT =T DONR—Ta U7 v Sl 5BEEIZITo728E8F,. e 72 RFEL TS
(B EH]
07 EFRRT D,

SWX3100#show logging

4.12 SNMP

4.12.1 SNMP BHIA v E—VDEEFLF R FORE
E=N

snmp-server host iost_address type version version community

snmp-server host sost_address type version version seclevel user
no snmp-server host rost_address
no snmp-server host sost_address type version version community
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no snmp-server host sost_address type version version seclevel user

[/%5 A —5—]
host_address DA vV ORE P 721X IPv6 T R LA
IPv6 U7 a—T RURAERIRET 2561, FHA v 2 —T7 = — AL HETLHILERH
% (fe80::X%vlanN DI )
type DOEERA v E—Y
R EME B
fraps I A ijw‘/“% ~ 7 TR E R R
L) CTEET D
BENA > —T % inform U 7 =& MEA(ES
informs EMER D V) TEET D, version 132 £ 7=
3D L EHFETED
version © SNMP R— 3
REME S
1 SNMPv1 % H
2¢ SNMPv2c % fifi F
3 SNMPv3 % fii
community DA a=T =462 XFLR)
version ' 1'E72132¢ D L ZHEETX 5
miAS, " E IR THER TV L &L WO " " IESCEFERICE Enn
seclevel DA VORIV TROLNLEEXF 2 YT 4 —LUL
version 33D & EDHIFETE D
R EME Bl
noauth FRE7e L - 551k 72 L(noAuthNoPriv)
auth FEEH Y - /b7 L (authNoPriv)
priv FARESD Y+ W5 k& U (authPriv)
user DA P—H(32 ICTUN)
version 33D & EDHIFETE D
MdEAS, " FEIT T THENR TV E &, Mo ", " IESIFERICE FR0
(IR E]
7L
[AS1E— R
sa—ms\)arZ 47—y arE—R
B

SNMP iBE1 A v — L OEELEHRET S,

Rk b —#lI8 TH 2B,

no B THEAT L7241, HBERELETA NORELZHIBRT 5,

[/—F]

IPv6 Vo7 a—HNT RUATRELTWDLGEE, F—7 FLAICK LERRDERA V¥ —7 = — A% EE LR
ExBMNTHE, TRLREEHA UV H—T 2 —ADOMABEDLERER INT- AR L, HWVMAEGDEDOREN
TRTHBRENDIOTHEETHZ L, HlZIE, "fe80::10%vlanl" ZFEE LT-RENERH H5E12. Hi-lc
"fe80::10%vlan2" DR EZBINT S L. "fe80::10%vlanl" DFETEITT X THIE I 4. B L 7= "fe80::10%vlan2" D%
TEDBNEDLZ LI D,
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(B E B
SNMPvl ZfE/H L. FT7 v 7 DORER%E 192.168.100.11 ITRET D, FT7 v 7 DaI 2=7 ¢ —4 % snmptrapname
(ZHET %,
SWX3100 (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2ec 2 L, @A v — Y DEE %% 192.168.100.12 ([ZRET D, @A A 7 % informs, BHLD T I =
=7 4 —4 % snmpinformsname (25 E T 5.

SWX3100 (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 2 L, @A v —DOEEHE 192.168.10.13 IZRET D, WEHF A 7% traps, EETDHEOLF =
UF 4 — L% priv 2, —H¥—4 % adminl I[ZFEET 5,

SWX3100 (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

B IE

(]

4122 VAT LEBIEFIZRE A v — VR IEET D F TOREER D
[ER]

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[XT A —=HF—]
sec : <10-600>

R (7))
(AR E]
snmp-server startup-trap-delay 10
[ASTE—F]
Jsa—)ary 74—y g F— R
B

VAT AEBIFEZ, SNMP @M A vE—Y (M7 v ) ZFET D E COMERFRIZRET D,

VAT LEENE, RN T 5 F TICARR S U7 SNMP GEAN A v —Ud, FRERFRRGEZ IS EE S D,
no IER CHEAT LI G A1, sRELXHIBRT 5,

[/—}]

FEERE OFHAIBALGE, K& TI1X, AForrBhaniz A4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[B% e
VAT LAREIRFIZ, SNMP I A v v — T 5 R(ET D F CORMERFR %2 30 IZERTET 5,

SWX3100 (config) #snmp-server startup-trap-delay 30

4123 EETHBEIA v E—VEA TORE
[EX]
snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap
[/3T7 A —5F—]
trap_type NIy T ORI
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BRIEME i
coldstart IR OFF/ON, 7 7 — L7 =7 FHE
warmstart reload =2~ 7 REATHY
linkdown NS E A
linkup Voo T v 7k
authentication FORIE S
12ms L2MS D x— = > MM eI
errdisable ErrorDisable i,/ fif FRIF
rmon RMON A X | LT
termmonitor it A A AR e B
bridge ;ggyﬁyU—w—F@ﬁ/%ﬁDV—
loopdetect Jbo— 7Kg R IR
vrrp VRRP A > | FEATHE
all TRTCONT TR, 207 47 BT

FRRIANTO N7 v THENRESIND,
[ E
no snmp-server enable trap
[AS1E—F]
rua—)arz 4 S L—va rE—R
B

EETD N7y T OMEmMmE A T E2EET D,

no B TCHEIT LG EE. NI v 72T 5,
(B EH]

coldstart 7 v 7 H#H 3 5,

SWX3100 (config) #snmp-server enable trap coldstart

7y T EBENT D,

SWX3100 (config) #no snmp-server enable trap

4124 VAT AR T NORE

E&y

snmp-server contact contact
no snmp-server contact

[/3T A—F—]

contact VAT ATIUE T NE LTRET D455 LTFLN)

[(HIHIRR E]

no snmp-server contact

[AF1E—F]
Jya—\)arz 4 b—varE— R
(@]

MIB Z %% sysContact % i E7 D,

sysContact [Z—fXAYIZ, EFHE DA FTREM L LTLA L TE LR TH D,
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no JEATHEAT Lo aIE. REZHIFRT 2,
[ E ]
VAT LA H Y k& swx_admin@sample.com [ZFXET D,

SWX3100 (config) #snmp-server contact swx admin@sample.com

4125 VAT ar— a Y OFRE

[EX]

snmp-server location /ocation
no snmp-server location

[23F A —%—]
location VAT Au—va b LTS DA FRRS55 SUFELIN)

[WIHARRE]

no snmp-server location

[ASTE— F]

sua—n)Narz 4l —yarsE'w— R

[RLAA]

MIB Z#%% sysLocation % 5% €3 5,

sysLocation |3 —HIIZ, HSRORELTZ LA L TBEHTH S,
no JEATHEAT LG AIE. REZHIFRT 5,

[BREH]

VAT Anlr— 3 v % MainOffice-1F (3 ET 5,

SWX3100 (config) #snmp-server location MainOffice-1F

4126 SNMP 2 X == 4 —DRE

E&

snmp-server community community ro_rw
no snmp-server community community

[7NT A—=F—]
community DA a=T 4 —432 LFUN)

WS, " EIT T THEATW & X, s ", " ESCTFRICE £
ro_rw DT 7 RHIRR

A 0]
1o weAH LR
™w FHZIALARE

[FIEIEE]

7L

[AJ1E—F]

Jua—\)narz4 g b—varsE— R

[RLBA]

SNMP 212 2= 4 —%RETH,
HIxCTEoa1a=7 4 =0T 16 TH D,
no I THAT LG, fBE2I 2 =7 4 —ZHIFRT 5,
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[ EH]
AN LEHOa I 2 =7 1 —4 public ZRET 5,

SWX3100 (config) #snmp-server community public ro
public 2 X = =7 1 —ZHIBRT 5,

SWX3100 (config) #no snmp-server community public

4.1277SNMP E =2 —DH/E
[EX]

snmp-server view view oid type

no snmp-server view view

[/XF A—&—]
view DB a—4((32 LFELN)
oid : MIBA 7Y =7 ~ID
type N
BEE LA
include BELIAT7 V=7 bID 2EERICTD
exclude BELIAT7 Y7 b ID 2EBES O
NI 5
(#1813 €]
L
[AFTE— K]
Ja—x\ a4 L— g E— R
B

SNMPMIB ¥ = —%HET 5,

MIB B o—&ld, 77 B REEZH AT IHERICIEET A MIBA T V=7 hOEATH D,

BEECTE D MIB B2 — D AEIX 16 TH 5,

0id /3T A—H—L type )XT A—H —DHUT FREDA TP =7 NID UKD MIB Y 7Y U —&2EH5 L5/ L
W EEBWRT D, 0id NTA—H—L type NTA—H—DflE 1 OO N —E LT, £4DMIB E=2—I(Z
SLTHEBOZ ) —Z2EETHILENTE, TORRKEITIE TH 5D,

B O M) —ZEE LRI, ZNENEELILA 727 FID O TEERERICH D O, K0 THORE
JEETHRELLLAT V=7 FIDITHIET D type 3T A—F =B SNLD,

no B Ca~> F2EITLEEAIEL. MIB Ea—ZEIR+ 5, =2 b —HAZOHIRIZTE 20,
[ EH]
internet / — R(1.3.6.DLA F & X T most = —%RET D,

SWX3100 (config) #snmp-server view most 1.3.6.1 include

mib-2 / — F(1.3.6.1.2.1)EL F & %7 standard B = —Z R ET D,
SWX3100 (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7FDHRIE
B

snmp-server group group seclevel read read view [write write view]

snmp-server group group seclevel write write_view [read read view]
no snmp-server group group
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[F—U—F]
read ORI NIRRT D2 — =3 Ei A L AREZR MIB B a2 — 248 ET D
write DRI NIRRT 52— EEIAL AR MIB B2 — 24 ET D
[T A—HF—]
group D TV—T 432 SCFEEL)
seclevel AR IN—T IRt A — -z kD oS EXF2 VT 4 — Ll
REME B
noauth alE7e Lo+ 55k 72 L(noAuthNoPriv)
auth FRED Y« B 5K 72 L (authNoPriv)
priv FRESD Y+ 5 5{Ed D (authPriv)
read_view ORI NV—TICE R T D 2 — 2 FE A L AEEZR MIB B = — D44 Hii(32 SCFLAN)
write_view DRI N—TICHTET S — P — 3 E X AL AREZR MIB B 2 — D4 R(32 SCFLLH)
[FIHIRRE]
L
[ASTE— F]
sua—)Narz 4l —ya 'R
[

22— =T N—TERET D,

ZOavy RTRESNDMIB Ea2—ICEENROMIB AT V7 haDT 7 A TSN,

MIB t = —[I snmp-server view =~ > RIZ K> CEFZIN D,

RT MU —HiT 16 TH D,

no IEXTa~r FEFATLIEGAIR, BEZNV—7OREXHIRT 2,

[ E B

a2 —H—2L—"7 admins Z{ERL L. admins 7V —7IZFF BT 52—V —Imost 2 —~DT7NVT 7 AR 5 2
Do

SWX3100 (config) #snmp-server group admins priv read most write most

a—H— 2 L—7 users ZVERK L. users 7 /V— 7 DOFTET H 2 —H—|F standard E 2 —~DFAH LT 7 & AL 5
2D,

SWX3100 (config) #snmp-server group users auth read standard

E

R

4.12.9 SNMP —H#F—D
[ER]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]|

no snmp-server user user

[F—DT— ]
auth DORGET VT AAERET D
priv COBEBET LY X AEEETD
[/3T A —HF—]

user D A=Y —4(32 LT

MEAS, " EIE T THEATW & & Bimo ", "IESCFEICE 0
group LU= 432 SCFELN)
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WgEAS, " EIT T THEATW & X, miswo ", " IESCFEICE £

auth =7
R EM B8
md5 HMAC-MD5-96
sha HMAC-SHA-96
auth_pass DORRREANA T — R LFLL B, 32 SLFLIN)
MG2s, " FEE " THER T E & EmO ", IESCTFERICE 0
priv DR LT LY R
REME B
des DES-CBC
aes AES128-CFB
priv_pass DS RRAT— R CFLL B, 32 SUFLLA)

G2, " EE T CTHERTWEE &, @O ", " IEFERICE e n
[FIEAER E]
L
[ASE— K]
Ja—\)ary7 4l —v g rF—NR
[FRHA]
=W —EHET D,
AKa<> ROV )V—T74 1% snmp-server group 2~ > R CEFZLIAREREL, /V—7HECTHEL XY
T4 — LIS LT, BERNROTEEE R SALTHEAT T LTY XL L RATY— REFRET D,
B, BT TS LOAEZITH Z LT TERN,
Rk bV —#ix16 TH B,
PRRERCHE SAL O A, 7TV ALABLOVNAT — RiL, 3t & 7225 SNMP v 13—V ¥ — 1l —F —5%iE & —E
SHTEBLILERD D,
no B Ta~vy REFTLEGEE, BE2——0ORELZHIBRT 5,
[ EH]

2 —W—L& LTCadminl Z21E% T 5, i@ V—7DREELEHEIN—TTEDLNZEF 2 T 4 —L~ULIZE
¥, FEAE - B B{LTHHT 5 7 12 k2L (SHA, AES) & /X2 U — R(passwd1234) 245 €T 5.,

SWX3100 (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

a—H—L L Tuserl ZEKkT 2, TR NV—7ORELFIBINV—TTEDLNTEXF 2V T 4 —LULIZHD
BT, FRAE - KA L CEA T % 7 1 b 2 L(SHA) & /XA T — R(passwd5678) 45 E T 5,

SWX3100 (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP Yy —R—~T 7B R TEBH7 34T FOIP 7 KL AR
]

snmp-server access action info [community community|

no snmp-server access [action info [community community]]
[F—TU— K]
community D Aata=T 4 —%HEETD
[T A—F—]
action DT BRI T 2EMEARET D
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REE Bk
permit e S ot AT K )
info DT D EIT IPVAIPVE T R L ATER AR ET D
REME B
A.B.CD IPvd 7 R L A(AB.CD)EEET D
HT Ry b A7 EMbit)ft & D 1Pv4 7 K
ABCDM L A(ABCD)RISET %
XX X:X IPv6 7 R L A(X:X:X:X) &2 ET 5
N HT Ry b AT BEMbinftE D IPve 7 K
XX XXM L AX: XX X) &R ET D
any T XTOIPVA/IPv6 7 RL A ZIRET 5
community oA a=T 4 —432 3LFLN)

T RARMEEAT A 22T 1 —

A 2T 4 —DREEZEAR LIESA. T 7B ALET TN THOa I 2 =5 —IZxt LTl
Hahb

MEG2s, "EITCTHEEN TV L & O, ESIFERICE R,

[FIEIER E]

L

[AJ1E— K]

Ja—N\)naryz4JL— g rET— R

[FRHA]

SNMP Y —R—~DT 7B RAZHAT 57 T4 7T MiakR% IPva/IPve 7 KL A THilfET 5,
ARa<r FidRRKRBETHRENAETHY , LITHEINTZLONER L CEHAIND,
AKa<wr FERE LA, B LEFMEZHIZI2NWT 72 AT _XTHEST 5,
72770, Ra<wr RERELTWRWEESIX, T XTOT 7 R2AE2FT 5,

no B CTHEAT LA, BE LIEREZHIRT 5,

no %z C community 2 L7256, $57E L7 info DT X TORELHIFRT 5,

no JER TTRTONRT A —F—%BME LTG5, TXTORELZHIBRT D,

[/ —F]

Ko< RTOT 7 v ZAOHIRIZ, SNMPv]l, SNMPv2c D7 7 ADHEH S 5,
SNMPV3 @O 7 7 & A L 7,

Bail]

SNMP Y —_R—~DT 7 & 2% 192.168.100.024 D& T A v "6 DBFHFT 5,

SWX3100 (config) #snmp-server access permit 192.168.100.0/24

I 2=7 4 —%'public' C7 7 & ARHEZRR A k% 192.168.100.0/24 DT, 2 X = =7 4 —4%'private’ T7 7 & A 7]
BEZ2AR A M & 192.168.100.12 DA ZHIBRET 5,

SWX3100 (config) #snmp-server access permit 192.168.100.0/24 community public
SWX3100 (config) #snmp-server access permit 192.168.100.12 community private

41211 SNMP 2 2 =2 =7 4 —DIFERDFR
[EX
show snmp community
[AFIE—F]
FEHHE EXEC B — I, H§HE EXEC £— N
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[RLBA]
SNMP = X = =7 ( — DIz £ d %,
AIa=T4—H%, TV EBAE—FEERRT D,
[BREBH]
SNMP =1 3 = =7 4 —OIEHEFRT 5,
SWX3100#show snmp community
SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP E =2 — DR ENEDER

[E=]
show snmp view
[AS1E— ]
FEHFHE EXEC E— I, #5HE EXEC £— N
(@]
SNMP t =2 —DRENEZFKTT D,
Ca—%, A7 V=7 MNID, ¥4 T 52FRT D,
[BEH]
SNMP ¥ = — DR ENE % 7T 5.

SWX3100#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7V —F DB ENEDFE T

[ER
show snmp group
[AJ1E— F]
FEREME EXEC £ — N, FiHE EXEC £— F
[@i ]

SNMP /' V— 7 DR ENE =R TRT D,

TN—T%, EXa VT 44—, GiAiAAAE 2 — EXALHAE 2 —%2RRT 5D,
(B EHI]

SNMP 7' V—T7 DR ENKEFRRT D,

SWX3100#show snmp group
SNMP Group information
Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard
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4.12.14 SNMP = — ¥ — DR ENBEDFRR
[

show snmp user
[AS1E— K]
FERFHE EXEC £ — R, F#ME EXEC E— K
B
SNMP . —H—DRENEEEZTRT D,
TUVVID, A A FIRT 5V =T 4 WA, WAL TR R T B
(BB
SNMP = —H—DERENEEZZRT D,

SWX3100#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON

4.13.1 RMON #&BEDRE
[E=X]

rmon switch

no rmon
[78T7 A —=F—]
switch :  RMON #ERE D@
BREME B
enable RMON R Z A 2T 5
disable RMON #§#E 2 HELh T+ 5
[WIEIRRE]
rmon enable
[AFTE—F]
sa—s)var 74— a sE— R
[

AT LARD RMON HREDENMEZ R ET D,

no JEITEFAT LGB I3 IIER EIZIR 5,

[/— 1]

ARa~<r RTUAT ALRO RMON #ERENIER & L7254, LT RMON 7 L —7 OEWER TR & 72 5,
o A —H¥xRv MEEHERIN—T

. BEIN—T

« TI—LITN—T

o ARV N—T

ARa< R, 774 ~— |k MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) Z HH\\TEXET 5 Z & M AlHE,
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[ EH]
RMON #BEZ BT 5,

SWX3100 (config) #rmon enable
RMON #§8E A4 #2325,
SWX3100 (config) #rmon disable
4.13.2 RMON A —# % v MEEHER I NV— 7 ORIE
[ER]

rmon statistics index [owner owner]

no rmon statistics index

[T A—F—]

index ;o <1-65535>
A —H Xy MEFHERZ V—T DA T 7 A(etherStatsIndex)

owner A=Y xy MREHEH 7V — 7 DA —F —4% (etherStatsOwner)
127 305 LN
(A5 L7-%4 : RMON_SNMP)

(IR E]

7L

[AJ1E— K]

AVH =Tz —RAEF—F

B

HRA L H—7 =— AT, RMON OA —H Ry MEFHER I NV — T DREZHNNT 5,

Ko<y REFRE LGS, HaHEROIEDNTTIHIL, RMON MIB @ etherStatsTable 28 lU/STE 5 X 91272 D,
f—AZ—Tx2—AKT 5, Ka~vy FOREHRD ERIZS TH 5,

no IR THAT L2 GEIE, BE L IUE L7-EEHE R & HIbR T 2.

[/—}]

RMON HEHRE CTA —H % > MEFHERZ NV — T ORELZ AN T D72, Ra~ 2 FITA T, Y AT LA8KT
 RMON BEREZ AN T DM EN B D,

AKawy Re EEEX LSS, 2NECIE LIEREHERZHEIBR L. 9 2T, HENELBRGT D,

VAT LAIRD RMON BEREA HEZNIC L7256, HGHEMOIER TSN D, D%, ¥ AT L4{KD RMON #
RBEANC L6, JAvE CTIEE L7eRGEHERZHIBR L7z 9 2 C, BENEZBIET 5,

[ EH]

portl.1 TRMON DA —H %> MEFHER T NV —T DRELANZT D,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #rmon statistics 1

4.13.3 RMON BRI NV — T DOFRE
[

rmon history index [buckets buckets] [interval interval] [owner owner]

no rmon history index
[/3T A—HF—]
index 1 <1-65535>
JEIE 7 V—"T"DA T 27 A(historyControllndex)
buckets 1 <1-65535>
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JEIE 7 —T D @}ﬁ‘T%%3iﬁl(historyControlBucketsRequested)
(B L7=354 1 50)
interval 1 <1-3600>
JBIRE T N—T D @F’—"T%T— 1@ (7)) (historyControlInterval)
(B L7=354 1 1800)

owner o BT N—T7" DA —F—% (historyControlOwner)
u7y$um
(AW L7554 : RMON_SNMP)
[WIHIRRE]
L
[AJ1E— F]
AUH =T 2—AE— R
[FHA]
XfGA 4 —T 2 —A T, RMON OJEIES V—T D E & BT 5,
Ao~y RERELEYA. RMON MIB @ historyControlTable WEUfF T& 5 X 512725, Ka~vy NRER., &

L7-[Ml@ T, JEREEHROIENTTHIL, RMON MIB @ etherHistoryTable 23 B CT& % L 212725,
Fl—A L Z =T 2= xT5H, Ka~vy FOFRERD LIRIZ8 TH D,

no B CHEAT L= E 1, %€ & INE L-BIREE SR ZHIBRT 5,

[/—H]

RMON HERE CIBE 7 NV — 7 OREEZ AT D7D, KRa~ 2 FITMA T, Y A7 AL TH RMON e x A
T DUERD 5,

Ka<wy Rae EEX LSS, IRECIELZBRBIERZAEIR L. O 2T, BENEZHIBT D,

VAT LAERD RMON BEREZ HE20IZ L6, BIEEMOIEL TSN D, TDHk, v AT L42K0D RMON #
REA AN LIGE . T E TR LB AHIR L1 5 2 C, MENELHIET 5,

Bl

portl.1 TRMON DJERE 7 N—T7 DR EEHT D

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #rmon history 1

E

R

4.13.4 RMON A X N T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index

[78T7 A —=F—]
index 1 <1-65535>

AR NTN—T DA T v 7 A(eventIndex)
type : A2 M (eventType)

REME B

log =7 Nt 5 S )

trap SNMP k7 v 7% k(7

log-trap n ZZEREk L, SNMP k7 v 7 A E(E
community i 323 =2 =7 4 —%(eventCommunity)

127 3L LA
type D3 "trap" E 7213 "log-trap" D & TFRETEX 5
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description o A2 OB (eventDescription)
127 L5
(GHE L7=355 : RMON_SNMP)
owner AR N T N—T DA —F —% (eventOwner)
127 U7 LI
(B L7354 : RMON_SNMP)
(IR E]
7L
[AJ1E— K]
rua—\varz 4 b—va e — R
[FEBA]

RMON O A Xy I —T DR EEZ/INTT D,

Ko< REFRELTEEE. RMON MIB @ eventTable NEUGT& 5L 5125, Ka<w ROA R M L—7D
FZEIL, rmon alarm =~ > R THEHT 5,

no B THEITLZGEIE. REEZHIRT 5,

[/—F]

RMON HEBECTA Xy M TN —TF OREZHINCT H1-0121E, Ao~ Rz T, Y A7 A5 TH RMON HERE
AT DMEND D,

RMON @ SNMP kT v 7F&#EETHHEES. SNMP D F T v FEEORENTONTWALEND S,

[ EH]

SNMP k7 v 7 DOFEEIT> TS, RMON DA X2 NI N—TDOREEFINT D, A2 MERIZ "log-trap",
]\ = yjo@:l < :L:%/f%c\i ’—publlCJ k‘a‘éo

SWX3100 (config) #snmp-server host 192.168.100.3 traps version 2c public
SWX3100 (config) #snmp-server enable trap rmon
SWX3100 (config) #rmon event 1 log-trap public

4.13.5 RMON 7 7 — A7 V—F DRFE

EN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising _event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner
owner)

no rmon alarm index

[78T7 A= —]
index o <1-65535>

T T =T IN—T DA T v 7 A(alarmIndex)
variable o BRI MIB 472 = 7 | (alarmVariable)
interval 1 <1-2147483647>

W7V TR (D) (alarmInterval)
type o Y7V v JFER(alarmSampleType)



rising threshold

rising_event _index :

falling_threshold

falling event_inde
X

startup

owner

[FIEAER E]
L
[ASTE— )

a<v 2 RU 77 LA RSF - EARE | 77

BElE il
ML £ 2 Holk, o T E L i
absolute T 5
et IRHIEIC X 5 Lo, Sy o 7l & Al

T NEDFEE L EVME L T S

(BWE L7=4%4 : absolute)

<1-2147483647>

BR L & v Vi (alarmRising Threshold)
<1-65535>

AR b T v 7 A(alarmRisingEventIndex)
<1-2147483647>

TR L &V ME (alarmFalling Threshold)
<1-65535>

A X2 NA T v 7 A(alarmFallingEventIndex)

<1-3>

77— L DOERMOHETHEMT S L &V E(alarmStartupAlarm)

REME

B

ERR L ZVWMED 7T S (risingAlarm)

TR L &V MEDZE 9 5 (fallingAlarm)

ERRL EVME, TR LU & VMEO 7 2 ]9
% (risingOrFallingAlarm)

B L7581 3)

T T — LT N—"T DA —F—2% (alarmOwner)
127 U LI

(A& L7=354 : RMON_SNMP)

Ja—\)ar7 4l L—g L — R

[@iHH]

RMON OF T — AT N—TFDBREEZHNCT 5.,

variable {Z1Z, RMON O7 7 — A7 N—TOEMMRMIB A7 V=7 NEFHET D, variable I3,

etherStatsEntry(.

13.6.1.2.1.16.1.1.1)OMIB A7 V=7 "D o H, AU ZREREOMIB AT Y =2 hOBIFERRE, LLFD 3 DD

T2 CHRE S T RE,

» ctherStatsEntry. X.Y

* (etherStatsEntry T @ OID 4).Y
+ .1.3.6.1.2.1.16.1.1.1.X.Y

(dEN

etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. ) &% ET 5545

LT OWFNOTEAT b3 E AT hE,

B

etherStatsEntry. X.Y

etherStatsEntry.5.1

(etherStatsEntry T @ OID 4).Y

etherStatsPkts.1

1.3.6.1.2.1.16.1.1.1.X.Y

1.3.6.1.2.1

16.1.1.1.5.1
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rising threshold £ 1213, falling threshold D &L b )DH % ET HEANEMHHAFEE, ZOHE, RENEM ST
WDHRT A—=ZIZIE, AT OENRE S5,
*  rising threshold O 7%
s falling threshold : rising threshold & 7] UfE
* falling event index : rising event index &[] UfH
o startup : 1(ER L 2 WEO LT %)
* falling threshold @ {3 H

s rising threshold : falling threshold & 7] U{E
* rising event_index : falling event_index & [7] Uf
o startup : 2( PR L EWMEO LT %)

Ko<= REZE LS. RMONMIB @ alarmTable NS TX 5 L H I b,
no FERCHELT L= A, EXH/IETI_%E M9 5,
[/—F]

RMON HRECTT T — LV N—T DOREXFICT H120101E, Ka~y RICz T, ¥ A7 A48 TH RMON F#E
BRI TDMEND D,

variable \ZH8ET A MIB A7 V=7 MI, A —H Xy MEFHERIN—TOMIB A7 V=7 N THDH, HEDA
T I Ao =V Ry MEFHEBR NV — T RER SN TV RWESE, AKa<wr Rz d—Lt 5,

A —H %> MREHEER Z /L — 71X, rmon statistics =~ > NIZTIERLATRE, Ko~ FTHEHAL TS A —P 3%y k
HEHER I NV —7"NHIBREINT=5E. Ka~r RbHEIBRENS,

AR DA T T A, rmonevent:"?/ RCRELIZA LT v I ABERET D, Ra<vw RTHEHALTWS
AR N T N—TRHIBRES NG, Ka~vr RbEIRIND,

rising_threshold ® L & VMEIL, fallmg threshold ® L 2 WMHELL EDOETART VIR B 720,

AKavo Re EEXLESS, 2RETOV TV I TF—2EHIBR LIS 2T, BEY 7Y V2B 5,
VAT LR RMON BEREA HEZNIC L7256, o7 U v itiiang, 0%, ¥ A7 LA4{KD RMON HHE
BRI LSS, ThETOH TV 77 —2%HIRLIZH5 2T, BEY 7Y v 7 E2BRET 5,

Bt

LUFDOEMET, RMON DT 7 — LT V—TDREEHIT D

o FERSISR MIB 47 Y =7 M. etherStatsPkts.1,

o UYL THRRIZ. 180 F,

o YUY U TRRIL. delta,

o EFRUZVMEIX 3000, EFRLEWVEE ERlS7-E & DA MI

o FRRUZVMEIX 2000, FRLUEWEZ FEl>7-E & DA ME

SWX3100 (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.13.6 RMON #EBE DIRREFR I~

[ER]

show rmon
[AFTE— R
FFeME EXEC E— N, 5 EXEC E— K
[
RMON #ERE DR EIRREE TR T 5,
LFOHBENFRREND,

o AT LAED RMON HEREDHE
« RMONHERED VL —F T L OFRIE
o A —YV Xy MEHERIN—T
o BEINL—T
e TIT—LITN—F
« ARV INTN—T



gy KU 77 LU R | RSF - SEFIHSRE | 79
[ EH]

SWX3100>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON SNMP
Event type Log
Event community name RMON_ SNMP
Last Time Sent = 00:00:58
Owner RMON SNMP

alarm:
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON SNMP

4.13.7 RMON A —H% X v MEFHERZ NV — T DIRER R

[EX]
show rmon statistics
[AS1E— F]
FFiME EXEC £ — N, %54 EXEC E— N
(A
RMON o —H % v MNEFHER 7 /L— T DR ECRIEE FRT D,
UTOHEANERIND,

s AVUT VIR

o WHBALH—Txr—R
 input /37 > bk

« output /X7 k

[ EH]

SWX3100>show rmon statistics
rmon collection index 1
stats->ifindex = 5001

input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

4.13.8 RMON B 7 )L — 7 DIREER R
EEN

show rmon history
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[AS1E— K]

FEFFHE EXEC & — R, F#tE EXEC £— K
[

RMON g7 V—T7 O EIREEZRRT 5,
IFOmHEENFERIND,

« AUT VIR

o XHBAUH—T 2 —R
o JBREIEHROREE

o BRI

. A4,

B!

SWX3100>show rmon history
history index =1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON SNMP

4.13.9 RMON A Xy k 7 )L —FDIREEFR R

[EFX]
show rmon event
[AJ1E— K]
FEFFHE EXEC £ — N, 45H#E EXEC £— K
B
RMON A X K 7 )—T DO ECIRIEE T T D,
FOHERERIND,

s AVT VI A

o A2 O

o AR MR

© FIYTERROAIZ=T 44
o AR FELTHE

« A—T—4

[ EH

SWX3100>show rmon event
event Index = 1
Description RMON SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 T — A 7 )L —7DIREER R

[#FX]
show rmon alarm
[AJ1E— F]
FEHFHE EXEC & — N, FrkE EXEC £— R
[REAA]
RMON 7 7 — L 7 —7 O ERIREE KT D,
UTOHEANERSND,

s AVT VI A
. T T—LDREE
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o USSR MIB A7 Y= b
o BT Y TG

« BT TR

o JEE

o ERRL VA

« ERLEWEDA X2 K
o FIRL VWM

o FRLEWEDA X K
o BAGET T — L4

« A—F—4%

[ EH

SWX3100>show rmon alarm
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —% X v MREHERI NV —T DI Z—D 7 VT
[E=X]
rmon clear counters
AT E— K]
AV H—T 2 —AF— R
B
MNGA L H—T 2—AD, RMON A —H Ry MEFHERIN—T DIy o 2 —%7 VTT5,
[B%EH)
portl.1 @ RMON DA —H x>y MRFHERIN—T DI 2 —% 7 V7425,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #rmon clear counters

4.14 TELNET ¥ —/\—

4.14.1 TELNET V— R_—OE#FHB L %R — FEFOEE
[EF=]

telnet-server enable [port]

telnet-server disable
no telnet-server

[FF—U—F]
enable : TELNET % ——%HNZT 2
disable : TELNET %— _—% T 5
[/3T A —HF—]
port : <1-65535>
TELNET H— =D U A= 7K — hEE (AW L7=5E @ 23)
[WIBIRRE]

telnet-server disable
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
TELNET % — N—%HheT 5, 7o, VA=V TCP F— "NERAIEET A LN TX B,
no JERTEIT L= 1T BRI T 5,
[RXEH]
U 2A= 7 R— B % 1234512 LT TELNET — —ZE#4 5,
SWX3100 (config) #telnet-server enable 12345

4.14.2 TELNET ¥ — _—DZEIRBOFETR

[EX]

show telnet-server
[AFTE— F]
¥iHE EXEC £— K
[REEA]

TELNET Y — —DOERM 2R KT D, UTOHANEREND,

«  TELNET #—/N—#BE DA %0/ HE2h

s VA=V ITR—FOFF

e TELNET ¥ —/N—~D7 7B A%ZFFA[T5H VLAN f VX —T = — A
« TELNET ¥ ——~D7 7 v AZHIRT 57 4 /L% —

Bal]
TELNET #—/S— DO IR E £RnT 5,

SWX3100#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

4143 TELNET Y —RN—~T7 7 A TXBHKRA NOHRE

[EX

telnet-server interface interface
no telnet-server interface interface

[NT A —=HF—]
interface : VLAN A V' Z—T = — R4

(#1183 €]

L

[ASE— K]

Ja—x\ a4 — g E— R

B

TELNET % —/_"—~D7 7 ¥ A&7 R[5 VLAN A > ¥ —T = —AEHET D,
o ERTET LA, HE LA v —T7 =2 — 2 &R 2,
ARa<r R K8HFETHRETE, RELLIBICEAT 5,
Ka<wy REHRELTWRWESIL, T VLAN ODLT 7B ATE S,
[/—}]

telnet-server enable 73 % E SN TWWARWEE, Ao~ RITHEEE L7Zou,
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VLAN #1, VLAN#2 12856t L TWADHRA )5 D TELNET H—/X—~D 7T 7 B R EZFHF[T 5,

SWX3100 (config) #telnet-server interface vlanl
SWX3100 (config) #telnet-server interface vlan?

4144 TELNET % —R_R—~T IV VR TEBIIFA T FDIP T L RHIR

E&Y

telnet-server access

action info

no telnet-server access [action info)

ST A—F—]

action

info

[FIEIER E]
L
[AJTE— K]

TR AR @R RET D

REME B
deny A EE"T 5
permit FUEE"FA"T 5
5ftt: &+ B E(E T IPVA/IPVG 7 R L AERERET 5.
REME B
AB.CD IPvd 7 R L A(AB.CD)EEET D
FT7T Ry b A7 EMbiYFZ D IPvd 7 K
AB.CDM L A(AB.CD)ZHET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
B Y7 Ry b= A7 EMbityfF & D 1Pv6 7 K
XX:XXM L AKX XX)EHEET S
any T _XTO IPVA/IPV6 7 KLU AEFRET 5

Ja—x\)ary7 4L —y g T — R

[FiRA]

TELNET —/\—~D7 7 & A%
Ao NI K LT

L

RKa<wr RERE

=

no BN CTEAT L7255

L7354,
7277l Kavwr RERELTWRWESIX, T _TOT7 782 %

AN
=

En=—2 -
R TE z

MARETH V| el

L, FEE LIcREZHIFRT %,

AT D7 T4 T v MR E IPVAIPV6 7 KL A THIRT 5,
BRESNTZLONERL L CGEAINDS,
BEk LTS a8 W T Ve AT T RTHEST S,

AT 5,

no B THRIA—Z =2 B LTc6. TXTORELHIRT 2,

[/— ]

telnet-server enable 75

[EE B

2L

A AE

ENTWARWES, Ko< FIFHEEE L7220,

192.168.1.1 & 192.168.10.0/24 O 7" A b 535 D TELNET V—/N—~DT 7 ¥ ADLZ A4 5,

SWX3100 (config) #telnet-server access permit 192.168.1.1
SWX3100 (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 & 7' X > =35 D TELNET Y — _—~D7T 7 & ZADHE AT 5,

SWX3100 (config) ftelnet-server access deny 192.168.10.0/24

SWX3100 (config) #

telnet-server access permit any
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415TELNET 7 747 b

4.15.1 TELNET 7 7 A 7 > b OiddE)

EEN!
telnet host [port]

[73T7 A—=F—]

host

port

(IR RE]
L

[ASTE— K]
et EXEC B— N

[FAA]

VE—FRA MM, £720F, IPv4 7 FLA(AB.CD), £721%, IPv6 7 F L A(X:X:X:X)

IPv6 U > 7 m—ANT RURAZIET 2%HE1E, Sl v =T = —ZAbRET OLER D
5 (fe80::X%vlanN D)

<1-65535>
T 5 — MR (Al LIZ5E : 23)

FEE LA A b~ TELNET THkid 5,

[EE B

IPv4 7 R L A 192.168.100.1 D7 A MZ, "— F&5 12345 T TELNET ##: 79 %,
SWX3100#telnet 192.168.100.1 12345

IPv6 7 K L A fe80::2a0:deff:fe11:2233 DK A NI, A— & 12345 T TELNET #6575,
SWX3100#telnet feB80::2a0:deff:fell:2233%vlanl 12345

4.15.2 TELNET 7 74 7 v s DEL

[EFX)

telnet-client switch

no telnet-client
[/NT A—F—]

switch

(R E]

telnet-client disable

[AT1E—F]

TELNET 7 A4 7 > s B HNTT D)

{l{

B EE B
enable BT 5
disable ELi150y) ) Rl

Ja—x\)ary7 41— g E— KR

[FiAA]

TELNET 7 74 7> & L Ctelnet 2~ REEHTE S L 51T 5,

no B CTEAT L7285

[ EH)

AL TELNET 7 94 7~ b ZEShiz+ 5,

TELNET 7 74 7 > & HNZT 5,
SWX3100 (config) #telnet-client enable

4.16 TFTP ¥ —/"—
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4.16.1 TFTP Y — _—DEEHE L O R— FREDEE
[ER

tftp-server enable [port]

tftp-server disable
no tftp-server

[F—T— K]
enable © TFTP —_—%FT 5
disable : TFTP h—"—Z T 5
[7%F A—&—]
port : <1-65535>

TFTP #—"—D Y A= VR — &S (M LIZHE : 69)
[WIHIRRE]
tftp-server disable
[AJIE—F]
Ja—N"naryz 4 JL—g T — R
(@]

TFTP H—_—%HNZT %, $l-. VA= I R— N ESEEETLHZLENTE S,
no FEXTHELT L725E 1L TFTP B — —% Wiz 5,

[B% &5

VA=V iR— "% 1234512 L C TFTP ——Z @4 5,

SWX3100 (config) #tftp-server enable 12345

4.16.2 TFTP Y — — DR EIREBDFE TR
[EX]
show tftp-server
[AJ1E— K]
ke EXEC E—

[

TFTP #r— _—OFRERNEZ R AT D, L FOHEANRRRIND,
«  TFTP % —/\—Re DA 2h/E2h

e VA=V IR—bDOEFS

o TFTP %——~DT 7 ¥ AZFF0[T 5 VLAN £ ' Z—7 =— X
Bl

TFTP — " — DR ERNAE R T D,

SWX3100#show tftp-server

Service:Enable

Port:69

Management interface(vlan): 1
Interface (vlan):1, 2, 3

4163 TFTP Y —NR—~T 7 A TEXAHHF A NORE
[E=X]

tftp-server interface interface

no tftp-server interface interface
ST A—F—]
interface : VLAN A V' Z— T = — R4,
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[P E]
L
[AJ1E— K]
Ja—)Lar 74—y g F— KR
[FRHA]
TFTP ¥ —"—~DT 7B A% FH0[TD VLAN A VX —T =2 — AL HRET D,
no JERTEIT LA, BELIA v ¥ —T7 =2 — 2%l 5,
AKa<wr N3 K8HHETHRETE, RELLIEICHEHT %,
Ko<y REFRELTOHRWEEIL, /T VLAN OART 7B ATE 5,
[B%EH]
VLAN #1., VLAN#2 IZHHt L CTWAR A SO TETP —R—~DT 7 A Z AT 5,

SWX3100 (config) #tftp-server interface vlanl
SWX3100 (config) #tftp-server interface vlan2

417 HTTP ¥ — 13—

4.17.1 HTTP % — —DEEIRB XA — F B BFDOER

EEN
http-server enable [port]
http-server disable
no http-server

[F—T— K]
enable : HTTP — =% [T 5
disable : HTTP H——Z2 BT 5
[/3T A —HF—]
port : <1-65535>
HTTP h— =D U 2= 7 HR— hEE (Bl L7-5HE : 80)
(WX E]
http-server disable
[AJJE—F]
ra—\)varZ g4 S b—varyE'— R
[

HTTP ——%2 G T 5, £72, VA=V T TCP R— "MESERETDHI ENTE S,
no FETELT L2 GA I ELhCT 5,

[FREH]

VA= 7 R— &5 % 8080 |2 L C HTTP Y — —ZEEIT 5,

SWX3100 (config) #http-server enable 8080

4172 X =27 HTTP —"—DEHEB L OZfR— FEBEOEE

[EF2

http-server secure enable [port]
http-server secure disable
no http-server secure

[F—VU—F]
enable X277 HTTP b ——Z2 AT 5
disable k¥ 27 HITP Y ——%ERNTT 5
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[T A —F—]
port : <1-65535>
Y& 27 HTTP h——D Y A= 7 R— &S (B L5« 443)

[ E]

http-server secure disable

[AJ1E— K]

Ja—N)naryz4JL—y g rET— R

B!

¥ a7 HITP —_—%HhT 5, /o, VA=V TCP A— MNEBERETH I LN TE D,

no FE CTEIT LGB IR ELhCT 5,

X 27 HITP — /M LG E, Bsbid Y 7 b =TI ko TiTbhvd o, b I 740 v 7 &I LT
CPU EHENE L 725,

EFEHEEBET 572012, Xy v aR— KR LAN vy 7R FAEITHEH SN D Web X— U 2o —Y—T7 7
TR L FITRET DO E LU,

B!

VA=V 7 R— & 5% 8080 I L CkH o7 HITP — —%EE§ 5,

SWX3100 (config) #http-server secure enable 8080

4.17.3 HTTP ¥ — N— DR EIREEDFRIR
[EX]
show http-server
[AJ1E— K]
¥ikE EXEC E—

[FiA]

HTTP H— "—OERN AT R~T 5, LFOHEANKRRIND,
o HTTP ¥ — N—HEBEDH 2h/ %N

« HTTP H—"—0D Y A= HR— FDFEE

« HTTP ¥y —"R—~D7 VB A%FA[T5H5VLANA L F—T = —R
« HTTP YV —R—~D7 7 v RAEZHIRTDT7 4 L7 —

« &F¥ 27 HTTP Y — —HERE DA 2N/

s BUAUEA LT T MR

B!

HTTP % — — DR ERME FRT 5,

SWX3100#show http-server
HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) : 1

Access:None

Login timeout:30 min 51 sec

4174 HTTP —N—~T 7 B A TEX AKX NORE
BN

http-server interface interface

no http-server interface interface
[/3T7 A= —]
interface : VLAN A VX —T7 = — A4,
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[P E]
L
[AJ1E— K]
Ja—)Lar 74—y g F— KR
[FRHA]
HTTP Hh— "= ~D7 7 E A %FFT5H VLAN f L F— 7 = — A% HET D,
no IR TEIT LA, BE LA v A —T = — A& HIRT 5,
ARKa<wr FidgK8HHETHRETE, RELLIEICEHT 2,
Ko<y REFRELTOHRWEEIL, R5F VLAN OART 7B ATE 5,
Bl
VLAN #1., VLAN#2 IZ8Ht L CTWABR A SO HTTP 4 —_R—~D 7T 7 B A B H AT 5,

SWX3100 (config) #http-server interface vlanl
SWX3100 (config) #http-server interface vlan2

4175 HTTP ' —N_R—~T IR TEB I IFA T FOIP 7 F L RHI[R

EN
http-server access action info
no http-server access [action info]

[/XT A —F—]
action T RASMCRT A EMEERET D
REM B
deny Sz G2
permit DS ot AT M )
info DS E T HEEIT IPVAIPVE T R L ATER AR ET D,
REME B
A.B.C.D IPvd 7 R L A(AB.CD)ERET D
P TRy b AT RMbit)ff & D IPvd 7 K
A.B.C.DM L Z2(AB.C.D)&5ET 5
XX X:X IPv6 7 R L A(X:X:X:X) &2 ET 5
Y TRy b AT BEMbinftE D IPve 7 K
XXX XM L AX: XX X) &R ET 5
any T _XTOIPVA/IPV6 7 L AL FRET S
(IR E]
L
[AJIE— F]
sua—\)var7 4 Lb—3a E— R
[RiAA]

HTTP Y= N—= DT I B AEFA[T D7 T4 T > MK % IPv4/IPv6 7 K L A THIRT 5,
AKavwy NIERRKSFETRENARTHY , RICRESNTZHONEIE L THA SN,
Kavwy RueRE LTeya. B LR ZIMT S RWT 78 23T X THEGR T 5,
7Pl Ravr REHELTWRWESIE, TXTOT 78 AZHFAT5,

no G THEAT LI2GGIE, faE LIERELZHIBRT 5,

no JE CTRT A —Z — %AW LTI-5A. TXTORELHIRT S,
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[/— "}
http-server enable ¢, L < |3 http-server secure enable 735X E S AL TV WIGE, Ko< RIFHERE L 720,
Bl
192.168.1.1 & 192.168.10.0/24 D& 7 A Fin6 D HTTP H—/3—~DT 7 ¥ AD K AT AT 5,

SWX3100 (config) #http-server access permit 192.168.1.1
SWX3100 (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 X > k3B O HTTP r—_R—~DT7 7 B 2D HEELT 5,

SWX3100 (config) #http-server access deny 192.168.10.0/24
SWX3100 (config) #http-server access permit any

4.17.6 HTTP ¥ —_—Dua /A I A4 LT 7 MBI ORE
[

http-server login-timeout min [sec]

no http-server login-timeout

[T A—F—]
min 1 <0-35791>

ZA LT U MREHE(GY)
sec 1 <0-2147483>

ZA LT 7 MFEED)
(AR E
http-server login-timeout 5
[ASIE—F]
Ja—)Lar 74—y g s F— KR
B

HTTP —/N—=~D7T 7 AR WGEICABNICa 7T ¥ 35 £ TORRMZHET 5,
sec ZEME LT-HE1E. 0 MERESIND,

no IR CHEAT LI G A& I3 E IR b,

[/ —}]

B E AT RE 7R e/ MBIV 1 43

L)

HTTP $— =D X A L7 U MEMZ 2 53 30 IR ET D,

SWX3100 (config) #http-server login-timeout 2 30

4.18 HTTP Proxy

4.18.1 HTTP Proxy #EEDH 3L

[EF2
http-proxy switch

no http-proxy
35 A —5—]
switch : HTTP Proxy #§RE & AT 2 &0

gﬁlé

BEE BH
enable B4 5

disable T B
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[FIHIER E]
http-proxy disable
[ASE— R
Ja—)ar7 47—y g F— R
[RiAA]
HTTP #—/X—® HTTP Proxy #ERE % AN 5,
no IR TFAT L 2B 1T ELNICT 5,
[ EH]
HTTP —/X—® HTTP Proxy H&HEA H N 5,
SWX3100 (config) #http-proxy enable

4.18.2 HTTP Proxy BEEED X A A7 v MR DR E

[

http-proxy timeout time
no http-proxy timeout [time]

[78T7 A —=F—]
time o <1-180>

ZA LT UMD ETORR (B)

[FIEIEE]

http-proxy timeout 60

[AJIE— F]

sa—\)varZ 4 S b—varyE'— R

[FAA]

[2MS == =2 F D Web GUI Z UG T2 L DX A LT U MR 2R ET D,
no FECTHEAT L72GE 13 60 BI2T 5,

[BREH

HTTP Proxy #8ED % A4 57 7 MR % 2 3SR ET 5,

SWX3100 (config) #http-proxy timeout 120

4.18.3 HTTP Proxy $&RE X EIRFEDF R

E&N|
show http-proxy
[AJIE— K]
¥i#E EXEC £— K
[FHA]
HTTP Proxy B8EE DR ERIM A FKR"T D, LLFOHEANRRRIND,
« HTTP Proxy H&RE DA 2N/ %)
o XA LT U MM
[FREH]
HTTP Proxy BEE DR IR 2 KR T D,

SWX3100#show http-proxy
Service:Enable
Timeout:60

4.19 SSH #—,3—
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4.19.1 SSH —_"—DEHB X U HR— FEEFDOEE
[

ssh-server enable [port]

ssh-server disable
no ssh-server

[F—TU—F]
enable : SSH ¥ —_—% [T 2
disable : SSH $r—/"—Z T 2
[T A—%—]
port : <1-65535>

SSH ¥—/S—D Y A= FR— hEH (B LI-HE : 22)
[(WIHIRRE]
ssh-server disable
[AJ1E— K]
Ja—N"naryz 4 JL—g F— R
[RLBA]

SSH == FNT D, £lo, VA=V TCP R— MESEZIRET 22 LN TE D,
SSH $—_—Z G T D8A 1%, FANIA A MEDOIER (ssh-server host key generate) 21T > T < MENH 5,
no JEATIHEAT L 728 A 1 SSH — " — 2 T T 5,

[/ — ]

SSHZ A4 7 v hinbua A4 o3 5861, FaNZ2—F—4 £ /3A U — ROXfk(username) % L T < ME N H
2o

[ EH]

U2A=U 7 R— B % 1234512 LT SSH — —Z fdd#h+ 5,

SWX3100#ssh-server host key generate
SWX3100#configure terminal
SWX3100 (config) #ssh-server enable 12345

4.19.2 SSH Y — N— DR EIREBOFRR
BN

show ssh-server
[AJTE— ]
¥:H+E EXEC £— K
B
SSH H— "— D RN E R TRT D,
UToOEENRFRRIND,
«  SSH H—/N—HERE D H %/ 15
e JRA=UITHR—DEKS
e SSH ¥ —/ 3—7k & MNEDO A1
e SSHY—NR—~DOT 7 EREZFHAT5HVLAN A L F—T = —R
e SSHY—NR—~DT7 7 2AZHIETHT 4 LE—
(B EH]
SSH H— "— DRI AE KR T D,

SWX3100#show ssh-server
Service:Enable

Port:23
Hostkey:Generated
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Management interface(vlan): 1

Interface(vlan)
Access:
deny

1, 2, 3

192.168.100.5

permit 192.168.100.0/24

4193 SSH ¥ —NN—~T J A TX HHRX FDj

1
>
it

X

[EF=

ssh-server interface ifname

no ssh-server interface ifname

ST A—F—]

ifname
(AR E

L
[ASIE— F]

VLAN A V& —7 = — A4

rya—Naryz 4L —vgrE—R

(@]

SSH %—/N— D7 7R Z AT H VLAN f V' F—T = —RAEEET 5,

no IR TEITLIZEAIL, HBELIEA v —7 =2 — 2 &HIRT 5,

ARa<wr FidgK8HHETRETE, RELLIEICHEHT 2,
Ko<y REFRELTOHRWESIL, R5F VLAN OART 7B ATE 5,

[EEH]

VLAN #1, VLAN #2 [Z856E L CW AR A B D SSH —_R—~DT 7 B A%+ 5,

SWX3100 (config) #ssh-server interface vlanl
SWX3100 (config) #ssh-server interface vlan2

4194 SSH YV —NR—~T IR TEBIS5AT L NOHRTE

[EF=

ssh-server access action info

no ssh-server access [action info]

85 A —5—]

action

info

T 7R AR @R RET D

REE B
deny FEEHEST S
permit a1 5

e L BIEETC IPVA/IPVe T KL ATESRE R ET 5.

REM B
AB.CD IPvd 7 R L A(AB.CD)EEET D
FT7 Ry hv A7 EMbiYFZ D IPvd 7 K
AB.C.DM L A(AB.CD)ZEET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
XXX XM BT Ry b A7 EMbit)ft & D IPv6 7 K

VAKX XX X)VEHEET D

any

T _TCD IPv4/IPv6 7 L AZIFET D




a2 RU 77 LA RSE - EAEEE | 93
[FIHIRR 2]
L
[AJ1E— K]
Ja—N)naryz 4L — g T — R
B
SSH THfi 957 74 7> MK % IPv4/IPv6 7 K L A THIRT 5,
ARa<wy FIRRKSHETRENARETH Y, LICHRESNTZLONBEL TEHEIN S,
RKavwy RERE LGS, B LESBEZmIZS2WT 7B A 3TXTHESLST 5,
7oL, Ravwr FEREL TWRWEAIL, 3XTOT 78R T5,
no B CTHEAT LA 1%, HBE LIEREZHIRRT 5,
no FERTRT A —FZ —ZEW LI=HE. TXTORELHIRT D,
[/ —h]
ssh-server enable =~ o R23FRE SN TWARWEES, Ko< RITHEEE L7220,
[l
192.168.1.1 & 192.168.10.0/24 D& 7 A R D SSH —/3—~DT 7 v AD I H [T 5,
SWX3100 (config) #ssh-server access permit 192.168.1.1
SWX3100 (config) #ssh-server access permit 192.168.10.0/24
192.168.10.0/24 D& 7 A2 b5 D SSH —/X—~D7T 7 v ADHEHLT 5,

SWX3100 (config) #ssh-server access deny 192.168.10.0/24
SWX3100 (config) #ssh-server access permit any

4.19.5 SSH ¥ — —K 2 MMEDOVERR
[EFR]

ssh-server host key generate [bit bif]
[/3T7 A —F—]
bit 11024, 2048
RSA DOy bR

[FIEAE% €|

L

[ASTE— R

¥ebE EXEC E— K

B

SSH #—/3—D7A A ~ RSA # & AR A | DSA %R ET 5,

RSA X bit /3T A —RIZ L > THENMRTIHROE Yy NMEAIEE TE 5, DSA#1X 1024 vy FDO#EEE AT D,
[/ —F]

SSH — _—Hfe 2RI+ 55815, FANCAa~ L RE2FEIT L TRR MEEZARKRTHILERH 5,

BEICARA MEDPBRESNTWARETRKa~y REET LGS, 22—V —IZx L TH A MEEZEFTH0ENE
HiRT 5,

RA MEOARKITIE., BOREORBIN D NE5EE08H 5,

AKa< KL, SSH r— R—NEHDOGEEIZDHRFETTE 5,

[% EH]

2048 £ D RSA L, DSA A ERT 5,

SWX3100#ssh-server host key generate bit 2048
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4.19.6 SSH % — N—FK X NgED I VT

[ER]
clear ssh-server host key
[ASTE— )
HetE EXEC B— N
[FREA]
SSH H#—/X—D7k A  RSA #: & R A - DSA §: & HIBRT 5,
[/ —F]
AKa=> RiZ, SSH b — =N OLEIDRFITTE B,
[RXEH]

AR A N RSA # L AR A k DSA % HIFRT 5,
SWX3100#clear ssh-server host key

4.19.7 SSH % — \—/ABHE DT~

EEN

show ssh-server host key [fingerprint]
[F—U— k]
fingerprint DR ERRT D

[ASTE— F]

¥iHE EXEC £— K

B!

SSH #— "—D ARk Z R RT 5,

fingerprint % — VU — FZf8E L7256 13, AR ORE LEN, 7 A% —7 — b aRRT 2,
[/—}]

B DO Ny 2T 2 X AT, MD5S & SHA256 D i )& #KRx+ 5,

[EX B
NPT RRT D,

SWX3100#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhF4mtoIJri+ujdAIfgr4hl/0w7J1lvc50eXyg
sXJoCglP1lsLRGHOOzxVYbOouPCUV/JPFCatgOIii8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWad
T1Io0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM70fadd
9ySbemj06Y/0k81L5gFhCHMGOGtgJITKZsqb5VnPz8FYC8tls6/tpyrUabaG2af/yTEa5USBDYAucCSS
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPJEOJyei+4c5qWSE
PXUgrLf5HAAABAQCNNPO+ZjWZcZwGabLxTGMczAJDy5SuwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGa8
ARypDihpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC41ial0n81tMxW/EPwASgFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt 7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/i210//5GZTzkFKyEJUtWauHWEW9glF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/gjYCIMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS2pDX5EWrwhPXXXXXXXXXX==

APROHRIEEZTTT D,

SWX3100#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+-—-[DSA 1024]----+

| 2 ¥ o |

=*=+_ 0O

| E+X+

@)
X o
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|oo=.B.*.0o |
| o + S o |
| . O |
| E |
- [MD5 ]| ====== +
1024 SHA256:XXXXearwsCXvYTfIKrS6yYSrjMhOfWeWOBw7aA0XXXX
+———[DSA 1024]————+
| . +E. |
| 0 o |
| o X S |
o= |
| o B * |
| + o . |
| * ok 4+ |
| X+.@ +o= |
|[@*0.= o. |
=== [SERAZ256 ] ===== +
ssh-rsa
2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:0b3:24:17:XX:XX
+-——-[RSA 2048]-—--—-+
| |
| oo0o® |
| *+. |
| |
| + |
| |
| E |
| B.. |
| . 00 |
- [MD5] —————— +
2048 SHA256: XXXXMkUuEbkJggPD68UOR+gobWPhgu7qqXzE81UXXXX
+-——-[RSA 2048]-——--—-+
* == [
| *ot= |
| *=0. . S |
| ® 8§ o o |
| + B * o |
| == . . . |
| o |
| |
| o % % |
+-—-——[SHA256] ————- +

419.8SSH 7 S5 A T7 v N DEBHEROHRTE
B

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

3T A= —]
interval 1 <1-2147483647>
7747 v OELFERRIE (B A L% E 0 100)
count 1 <1-2147483647>
I TAT S DEFFHERRR R T M (BIE LI5S - 3)
[WIHIRRE]
ssh-server client alive disable
[AJ3E— K]
rsa—)var 74—y g F— R
[

TIAT v NOAETHERET ) DENERTET 5,
747 v MZinterval TERE LT-WHER CISEEZERTHA v —V%1%D, count THEE L7ZBIE7E TR LT
BN o Te b, T T4 T NeDEERHREDID, By a B TT5,
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no TR CHAT LI AL E IR 5,

420SSH 7 A7 ~ b

420.1SSH 7 947~ FDELE)

EEN!
ssh [user@] host [port]
[/NT A —=F—]
user DOUE— RARR MOR A T DB B 24
host D UE— AR ML, 720 IPvA 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 U7 ma—)T FURAZIRET D513, EHA v 2 =7 = — AL HET HLLER D
% (fe80:X%vlanN D)

port o <1-65535>
2R — &S (BB LG 22)

[FIEIER E]

L

[ASTE— R

ibE EXEC £— R

B

e LIm AR A b~ SSH THigi 1+ 5,

user AW LI=5H., v /A4 o0 —F—Z%2HEH L CSSH V—R_"—~DT7 7 A% T 5D,
WL 0 ——Ta 7 A I user ZEWE L2551 root" 9 5,

[/ —}]

TR —TXFEITFNE (~) &T5, TR —7FIHTHEICANENZ L &8 SN 5,
ITEN S T A — 7 X F% 205 T CTAN LEBAICIE. = A5 —F RN — oA LTRSS,
TR —T TN T T U A ROBAT SN2 5E6 ., sl 2 A L 5,

TR —TLFIRENT CTT 2 AF a VOB ATTENTHE. DA —T ANO—ERFREIND,
[RXEH]

IPv4 7 K 1A 192.168.100.1 DA A b2, —H% —4 uname, ~— F3FES 12345 T SSH £k T 5,

SWX3100#ssh uname@192.168.100.1 12345
IPv6 7 R L A fe80::2a0:deff:fe11:2233 MDA A M, 2 —H—4 uname. HA— FF 5 12345 T SSH #k53 5.

SWX3100#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4202SSH 7 A4 7 > b OB

E&

ssh-client switch
no ssh-client

[23F A —%—]

switch : SSHZ 947 2 FEAEMNTT D ED
BT P
enable BT 5

disable T B
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[WIHIRRE]
ssh-client disable
[AJ1E— ]
Ja—)ar7 47—y g F— R
B!
SSHZ 747 k&L Tssha~vy REHEHTESLLHI12T 5,
no B CEITLIEHAILSSH 7 74 7 v M & Hshic+ 5.
[BXEH)
SSHZ A7 » M HNd 2,

SWX3100 (config) #ssh-client enable

4.20.3 SSH R R MEHRDZ VT

E=N|
clear ssh host /05t
[/ A —%—]
host c UE—FARR ML, F720E. IPv4 7 R A(AB.CD), £721E, IPv6 7 K L A(X:X:X:X)
[ASE— K]
¥t EXEC B— R
[FHA]
SSHZ 74 7 b & LT LTz SSH 9 — R —DAB#EAZHIRT 5,
[BXEHI]

SSH /R A ME#HRZZ U T35,

SWX3100#clear ssh host 192.168.100.1

421 A— L@

4.21.1 SMTP A — /LY — N—DBRE
[EX]

mail server smtp id host host [port port] [encrypt method] [auth username password)
no mail server smtp id

[¥F—TU—F]
port A=Y= R—DR— "NEEFERET D
encrypt D WS LT REEET D
auth : SMTPRERETHES 7 H v v MEHRAHRET S
[T A—&—]
id o <1-10>
A=Y —,"—1D
host DAY= N—=T R R, F£2ld. mA M

IPv4 7 R L ZA(A.B.C.D), IPv6 7 N L A (X:X::X:X)

IPv6 V7 a—AnNT RLAEZRRETHHAIT. BHA V=T 2—2ALBETIHILEND
% (fe80::X%vlanN DJE)

KA (64 TFEDAN, BT L)
port : <1-65535>
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A= — R —D R — FE (AW 25, method & LT over-ssl NEE S LTV 251X

465)
method LA b T
REME i
over-ssl WEZ K53 % (over SSL)
starttls {5 #5513 % (STARTTLS)
username © SMTP FBFECHA T 52— —4
(64 STFLAN, 2" > LA A=A ZERCEARET - AL E)
password © SMTPBFECTHHT 53X T — K

(64 CFLI, 2" | > LA AN— R 2R A TREE - AR

[WIHIRRE]
L
[AS1E— F]
sa—s\)var 74 b—3a =R
[FBA]
A—=)VIREIMERT 52— —FRERET D,
[/—}]
SMTP FBFE#1T 9 B, AUTH LOGIN =~ > R&flio CRRREEZTT 9,
SSL/TLS ®/3—3 7 >} TLSvI, TLSv1.1, TLSv1.2 {ZxH&i LTV 5,

A=Y —=R=DT FLRAELLTIPV6 7 FLAZRET D556, SSL/TLS IZ K HW SALITFA TE 220y,
[BREH]
A — VIRV —/3—|Z, smtp-server-test.com & ET D,
SWX3100 (config) #mail server smtp 1 host smtp-server-test.com

A —)ViRfEY—s3— L& LT smtp-server-test2.com Z457E L. K5k & SMTP GBaEZ R4 2% EZ1T 9,

SWX3100 (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.21.2 SMTP A — /)L ¥ — —& DHRE

[EF2

mail server smtp id name server_name
no mail server smtp id

[T A—F—]
id o <1-10>
A — L —"— 1D
server_name D A= L= R4
(64 CFLAN, 2&BR < EARET - FATED)
[WIERRE
L
[AS1E—F]
Ja—)ary 74—y g F— KR
[REAA]
A= VERBIZERT 50— "—D4HI R ET 5,
REH

A—VEEY — N—D4 A& LT test_mail server X ET 5,



a<v 2 RU 77 LA | RSF - EAKEE | 99

SWX3100 (config) #mail server smtp 1 name test mail server
4213 A —/VIBHD F ) H—RE

[EX]
mail notify temp-id trigger lan-map [type [type ...]]

mail notify temp-id trigger terminal
mail notify femp-id trigger stack

no mail notify temp-id trigger lan-map
no mail notify temp-id trigger terminal
no mail notify femp-id trigger stack

[F—U— ]

lan-map : LAN vy I T A4~ b &Eid %

terminal 5 Ny s = N T NVl SR i 51 B

stack RSy THERBICEAT A N M RdET S

[XT A—=F—]

temp-id : <1-10>
A—=nNT 7L —hKID
A2 MRHRFICERAT T T L= FERET D

type : LAN <~ v 723514 X2 b OFEH
RIEE B
hardware ENN
loop J— TR
sfp-power SFP 52t L~V B,
queue-usage FE ¥ o —
poe PoE A%
snapshot AF v Fay h
12ms L2MS ¥ R — v —DHEE

(IR RE]

L

[AS1E—F]

rua—\varz 4 b—va e — R

[

FEE LT RED A X MESRE A —/LRAT DO DR EZIT I,
lan-map ZHEL T ope I ETDH L. FBE LT LAN v v FICHET A4 XY R ETREHIND,
type B LI=8815, LAN ~ v ZICBET 5T _TOA X b @M I,

[/ —}
ALy JHEREICBIT 24 v MBAIE, A F v 7 BERBICKHIE LTV D RED 7,
[BAEH]

A—=NT 7 L— b #LICLAN ¥ v TERERAOA N2 b ) T —2RET D,
SWX3100 (config)#mail notify 1 trigger lan-map

4214 A—IVERFBOT UL — FREE—F
[EF=]

mail template temp-id

no template
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[T A —&—]
temp-id . <1-10>
A =T 7 L—KID
[FIHEIERE]
L
[AJ1E— K]
Ja—)ary 74—y g — R
[RiAA]
A—VIEERICHEHT AT 7L — bR ETHE— NITBITT 5,
TrT U= bE—RNIBITT DI TCPRROHEAARET D22 N TED, 77 b— MIFEK 10 FHER ATEE,
o A—JLIR[EDILET RLA
o A—JLEEDEETLT KL A
o AL OMH4
o A= VEERDLRFRIORIE A X M@ O A H)
[BREH]
A=NT T L= b # OFGEET— FICBATT 5,

SWX3100 (config) #mail template 1
SWX3100 (config-mail) #

4.21.5 A —)LIEEDO Y — N— ID O E

E&

send server server-id
no send server

[T A—F—]

server-id o <1-10>
A—NT 7L — K ID

[HIHIRRE]

no send server

[AFTE—F]

A—=NT T L—FE—NR

[

BT A= — =D ID Z+5ET D,

[BXEH)

A—NLTF T lL—h#l THEATAA =L —_— I ——ID#l #I5ET A,

SWX3100 (config) #mail template 1
SWX3100 (config-mail) #send server 1

4.21.6 A —/VIEEFEDFEEITLA—NVT RV ZADFRE

[EFX]

send from address

no send from address

[T A—F—]
address BB A LT FLA

(256 SLFLIN, FAEKT L - @)
[WIHIRRE]

no send from
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[AF1E—F]
A—=TFT T —hE—FK
[BA)

EETLA—NT RLRAERET D,
[ EH]

A—=T T L— k #l OFETLA—/LT R L AT sample@test.com = ET D,

SWX3100 (config) #mail template 1
SWX3100 (config-mail) #send from sample@test.com

4.21.7 A—VEEDWI A —NT LU RADRE
BN

send to address

no send to
[73T A =4 —]
address CORREA =T KL A
(256 SCFLIN, PEARET L -@)

(AR E]

no send to

[AJ1E— F]

A—=NT T L— FE— R

B

SHEA—INT RUAREHRET D, (FeKk41F)

[/— ]

RBRENTA N> b@Fosast & L THEMA S, GEFE OB L@ e & LTIER S,
Bl

A—)LT T L— k #l DFEIEA—/LT KL A user@test.com ZF5ET 5,

SWX3100 (config) #mail template 1
SWX3100 (config-mail) #send to user@test.com

4.21.8 A —)VIEE D% DR E
Ev

send subject subject

no send subject
[NT A —=F—]
temp-id D A= VIR ERE DA
(128 SLFLIA, 22 BR < A 380y - AR )

(AR E

no send subject

[AJJE— K]

A=NT T b—hrE—R

[

A—IVIRE DA IR ET D,

[/—}]

KR E DB EIILL O & 70 D,

s A XY MNEZN : Notification from SWX3100

FEFIEELAR : Certification publishment
o REFAEEEN : Certification expiration
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[ EH]
A =T 7 L— b #1 DA —)LiEEREOMHL T "TestMail" ZiRET D,

SWX3100 (config) #mail template 1
SWX3100 (config-mail) #send subject TestMail

4.21.9 A — )V EXERFHRFB OB E
[EF=]

send notify wait-time time

no send notify wait-time

[/XT A —F—]
time : <1-86400>
EERF DR
[WIHIRRE]
send notify wait-time 30
[AJIE—F]
A—=NT T L—FE—NR
B
AN REHRD AV BERITIERE S5 E TORFERR 23 ET S,
[/— 1]
ARBRENTA N MBAHIO A — VR ERERR & L THER SN D,
[EXE )

A—=NT T L— |k #1 OA—)LIREFRF BRI 60 P ARET D,
SWX3100 (config) #mail template 1
SWX3100 (config-mail) #send notify wait-time 60

4.21.10 FEBAERAEED X — VERE
BN

mail send certificate temp-id

no mail send certificate
ST A—F—]
temp-id o <1-10>

A—=)T 7L —hKID

(IR RE]
no mail send certificate
[AFTE— K]
RADIUS =27 4 7 L—y g o E— R
[
RADIUS == 7 T4 7 > bFEEZEMN T2 & SIHAT 27 7L — M ID Z2HET 5.

RADIUS $r—/X—D 7 T A 7 > FFEAEIX, RADIUS — —EED user 2~ > R THE LA —/LT FL A~k
4%,

[/ — P}

RADIUS #—_—D 7 T A T o FEEBAEZESF D X — /LA

Certification is published.

Name : [£HI]] 3 user 2~ > RO NAME 47> 5 > OF%EE
Account : [ —H—4] 3% user =~ > K USERID

MAC address : XX:XX:XX: XX:XX:XX
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Expire : YYYY/MM/DD

[BREH]
RADIUS H—/"—=0D 7 T A7 > FEAEEL A — VAT L L ESIHMT 57 7 L—F IDIZ# ZHEET 5,
SWX3100 (config-radius) #mail send certificate 1
4.21.11 FEAZFBAEF O X —/LVERE
[EX]

mail send certificate-notify temp-id

no mail send certificate-notify
[/$5 A—%—]
temp-id ;o <1-10>

A—=NT 7 L—hKID

(AR E
no mail send certificate-notify
[AJIE— F]
RADIUS =7 4V Lb—va rE—F
B
RADIUS $—/N—=D 7 F A 7 > FFEBEEZ A —/VilHT 5 & SIENT 57 07 L— b ERET D,
[/—F]

RADIUS — =D 7 T4 7 FNEAZEO AR FRTEN O A — LA SLH]

Your certificate will expire in [X] days.

Name : [£ (] % user 2~ > KO NAME 47> 3 v D% Efl
Account : [ —H—4] 3% user =~ > K USERID f#

MAC address : XX:XX: XX XX:XX:XX

Expire : YYYY/MM/DD

[E )
RADIUS #—"—D 7 T4 7 » FaEEZ A — VBT 5 & SIEHT 27 7 L — MR 2HRET 5,
SWX3100 (config-radius) #mail send certificate-notify 2

4.21.12 FEHFEDAEIIREINEMF A I v T DRE

[EX]
mail certificate expire-notify day [day] [day]

no mail certificate expire-notify

[73F A —4F—]
day . <1-90>
A RREIN 2 8509 % 7547 H 2K
(IR E]
mail certificate expire-notify 30
[AS1E— F]
RADIUS =27 4 7 L—a v E— R
[FLFA]

RADIUS $r—/"—D 7 5 4 7 > FEAEOFIARYIN 2 Faiic@m+ 2 B E B ET 5,
WEMBEIL 3B ETHETE 5,
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[/— 1]
day IZANNEFIZBEDL BT, BIETRREND,
[BREH
RADIUS #—"—=0D 7 T A 7 > FEAEDO AR O SERFTEE Z 50 HATE 10 HENIRET D,
SWX3100 (config-radius) #mail certificate expire-notify 50 10

4.21.13 A —LEEHEROER

EEN

show mail information [temp-id]
[NF A—F—]
temp-id ¢ <1-10>

A—=NT 7 L—kID

[AJ1E— K]
¥iHE EXEC £— F
[FLEA]
fRELET 7 L— M ID DA —LEEFREFRT 5,
T 7 L— N ID #EM L5 E1E. 2 TOA—ERERTT D,
[BREH]
A=NT T L= # DA NMERELTRT D,

SWX3100#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.22 Yamaha Unified Network Operation Service (Y-UNOS)

4.22.1 Y-UNOS #BEDRE

[EX]
y-unos enable
y-unos disable
no y-unos

[F—TU— K]
enable : Y-UNOS #Bex= BT 5
disable : Y-UNOS #He % #2029 5

(AR 2

y-unos enable

[AJTE— K]
sa—s\)var7 4 L—a E— R
[BLAA]

Y-UNOS (Yamaha Unified Network Operation Service: v s 7 —27 &4 L TT /A R[A L& #EET 55— R) #EhE
B EIXEHCT 5,
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no JIERCHEAT LIS I3 EICK 5,

[/—}]

Y-UNOS HEREIZIREST VLAN OB TEIET 5, 1£5F VLAN (2 IPv4 7 R L ARRE SN TR WIS, £5F VLAN
WY 7 X7 L TWAIRRETIL Y-UNOS #REZ 15 1195,

Y-UNOS H#RE DB /NI 1T I K 1 D BE018 5 5,

ALy JHSREN AN E ., Ra~y RIIEHTE R,

[B%E B

Y-UNOS #rE & Hhz 7 5,

SWX3100 (config) #y-unos enable

Y-UNOS #ERE % BEZhI2 75,

SWX3100 (config) #y-unos disable

4.22.2 Y-UNOS fEHDFER
[

show y-unos
[AF1E— K]
¥iHE EXEC £ — F
[
Y-UNOS (ZBHT 2 ESRCAT — X ADERE R RT D,
KRANEFTLTDOLEEY,
+ Y-UNOS BERE DX E(Y-UNOS)
«  Y-UNOS B&HE D {K #&(Status)
+  Y-UNOS H#£HED IPv4 7 K L A (IPv4-Address)
« RSFVLAN ®IPv4 7 KL AL ID £ 775
. BRSO —E
s BT L4 (Model)
o U 7 L5 (Serial)
s 7y —AU=xzT/3— 3 (Version)
+ MAC 7 K L A(MAC-Address)
s IPv4 7 R L A(IPv4-Address)
AR A k4 (HostName)

Y-UNOS #HE DR HE(Status) TIZLEL FOWT A RRT 5,

Status 2085
Active Y-UNOS #EE2SEE L TUr D ikEE

Y-UNOS BEREDNEIE L CUONVRUVIREE(A & v 7 B REN A
72> TUND) KAK 7 KHEFEFE D 7

Y-UNOS HEREDSENE L TRV VREE(HRST VLAN (2 IPv4

Inactive(stack enable)

Inactive(no ipv4 address) T RUVANERESILTWR, 2L~ VLAN 23 >
I E T LTND)

Disable Y-UNOS H§rE DY ) 72 R 78

[ EH]

Y-UNOS ff#aFRKRT 5,

SWX3100>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName

RM-CR RMCR0O0001 Vv2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
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SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220
SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.23 LLDP

4.23.1 LLDP #rED AL

[EFX]

Ildp run
no lidp run

[WIERRE]

mL

[AS1E— K]

Jsa—ar 74l —y g rE— R

[FLFA]

VAT LART LLDP #REEZ T D,

no FEXCTHEIT L72GEIR. VA7 AR T LLDP #E % 804 5,

[/— 1]

AR— MIX LT LLDP #REZ AN T DICITU T O A~y RERET 2 UERD D,
set Ildp enable =~ > K® fype (LLDP T— = > hE— R TMEIZIEL U C txrx, txonly, rxonly Z 5% E 9T 5,
« Idprun (/' m— vy 7 4 7 L— g F— LK)

« lldp-agent (f > Z —7 = —AEF— )

+ set lldp enable fpe (LLDP =—3 = > FE— R)

[BRE 5]

LAN 7R— b #1 @ LLDP B(RED 25 2 A0 T %,

SWX3100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX3100 (config)#11ldp run

SWX3100 (config) #interface portl.1l

SWX3100 (config-if) #1ldp-agent

SWX3100 (11ldp-agent) #set 1lldp enable txrx

4232 VAT ADOBEATORE

E&

Ildp system-description /ine
no lldp system-description

[/%5 A—&—]
line LV AT AOFIA SO CTFHN(255 LTFLL)

[WIHIRRE]

no lldp system-description

[AJ1E— K]

Jsa—x)ary7 47— g — R

[RLFA]

LLDP BRE TR 5. v AT AOBHLEHRET D,

no JEATHEAT LI B3I E IR D,

VIR EDEIX, EA+T7 77— 02TV EYa ] Thh,
[EX ]

VAT AOFHIA % SWITCHI _POINT A 1295,

SWX3100 (config) #11dp system-description SWITCH1 POINT A
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4233 VAT LDLALFRDERE
[ER

Ildp system-name name

no lldp system-name

[7XT A—F—]

name D VAT ADLAFOILFHN(255 LFLIN)
(AR E

no 1ldp system-name

[AS1E—F]

Ja—n"narz4 s b—varsE —NF

B

LLDP #RECHEA T2, VAT LADLHERTET D,
no KR CHEIT L= BB I3HIIREIC R 5,

IR EOMIT (ML ) Th b,

FXEfE X LLDP System Name TLV [Z5%E S5,
[B% 2 5]

VAT LD FRE SWITCHL 12T %,

SWX3100 (config) #11ldp system—-name SWITCH1

4234 LLDP =— = > F OVERR

[EX]
lldp-agent
no lldp-agent
[FIHAE% €]
L
[AFTE— F]
A H—T 2 —AF— R
B
LIDP =—Y x> F&2fERK L. LLDP =— = > hE— RICERT 5,
no B TEIT LA 1E, LLDP =—2 = > M & HI&RT %,
[/ —H]
LLDP =— x> FEHIBET AL LLDP=—Yxcy hE— RTCERELZa~Y FLHIBREINS,
[BXEHI]

portl.] TLLDP =— = hZ&fEf L, LLDP =—¥ = FE— FIZBITT 2,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #1lldp-agent
SWX3100 (11dp-agent) #

4.23.5 LLDP |2 k. 5 HEVR EREDRIE

EE=Y
lldp auto-setting switch

no lldp auto-setting
[NT A —=F—]
switch : LLDP (T X% HERREKRE DR E

{{
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RIEE B!
enable LLDP (2 X % HERREMREZ AT 5
disable LLDP |2 £ % H B ERERE &2 B2 9%
(IR RE]
lldp auto-setting disable
[AJ1E— F]
sua—m\varz 4 b—va e —R
[@ A1

BEDY~ N EET S LLDP 7L —AIZk D, AL v FOREEZ HBRICE T+ HREZ AT 5,
F72. power-inline disable delay =~ > NIC K 2#aEIE 5 A I 7 OEFEREEZ AT D,

LLDP 7 L — A TIELL F OBERED R E SN D,

o 7 —ifilf#

* QoS

¢« IGMP AX—t

« EEE

+ RADIUS —/3—7R X |

o UAREEH

no A TIAT L7 A I3 EICR S,

WA L H—T 2 — ADIRIRETE D,

[/—}]

ARERE A+ 5 729121%, setlldp enable =~ > R T, LLDP 7 L — A& ZETEHAREICTILEND 5,
[BREH]

LLDP T &k % HERREMREZ AT D,

SWX3100 (config) #11dp auto-setting enable

4.23.6 LLDP EZ{EET— FOFRE

[EF2
set lldp enable #ype
set lldp disable
no set lldp enable
[NT A —=F—]
type D EEEE—F
RIEE B!
rxonly ZAEHHICHRET S
txonly FEEHHICHRET S
txrx EEBIOZEICERET D
(IR ]
set lldp disable
[AFTE—F]
LLDP =—Y x> fE— R
[FAA]

WG A L H—T 2 — A TDOLLDP 7 L —ALDEZEE— RERET 5,
set Ildp disable D3A 1%, LLDP 7 L — A Z %[5 L7V,
no IR TIAT L7 A 1. PIHRREICKE D,
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[ EH]

LAN 7" — | #1 @ LLDP #% {5 — FEZEHEHIIHET 5,

SWX3100
SWX3100

SWX3100
SWX3100

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent
lldp-agent) #fset 1lldp enable rxonly

42378 HT L AOFERDOHRTE
B

set management-address-tlv #ype

no set management-address-tlv

/3T A—&—]
type DY N L AOFEMH
REME B
ip-address BT RLAZIPT FLALTS
mac-address BET L AZ MACT KL R LT 5
[WIHIRRE]
set management-address-tlv ip-address
[AS1E— ]
LLDP =—Y = hE— K
(@]

LLDP THMH$ 2, A— FOEHRT N ADOFEALRET 5,
no JEI TIFAT LGB I3 IIER EIZ R D,

F% EfEIX LLDP Management Address TLV [Z5%7E S5,
Bl

SWX3100 (config)#11ldp run

SWX3100 (config) #interface portl.1

SWX3100 (config-if) #1ldp-agent

SWX3100 (11ldp-agent) #set management-address mac-address

4.23.8 AL TLV OFRE
[E=]

tlv-select basic-mgmt
no tlv-select basic-mgmt

(WX E]

L

[AJIE— F]

LLDP =—Y x> hE—F

[RiAA]

BR7 L= DMEAFE TLV 21BN 5,

no A THEIT L72H AT, HE T L — 20 b EAEI TLV ZFRr<,
ZOavy RTLLFO TLV 23 LLDP 7 L— AIZiBIN S b,
<HAEEL TLV>

(1) Port Description TLV : A8 — ~ D& L

(2) System Name TLV : 2 A7 L D4 TR

(3) System Description TLV : A7 A D#B 3L
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(4) Syatem Capabilities TLV : A7 LA DEES]
(5) Management Address TLV : IR — FOEFHT KL A (MAC 7 RUAREZIXIP 7 KL R)

[ EH

LAN 7R— b #1 T%[E4 5 LLDP 7 L — ACHEAEH TLV 280079 5,
SWX3100 (config)#11ldp run

SWX3100 (config) #interface portl.1l

SWX3100 (config-if) #1ldp-agent

SWX3100 (1l1ldp-agent) #tlv-select basic-mgmt

4.23.9 IEEE-802.1 TLV OHE

EEN
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHIERE]

7L

[AS1E— R

LLDP =—Y = FE—F
B

{5 7 L— A2 IEEE-802.1 TLV #iBH19 5,

no W THEIT LI=HEIE, 57 L—2a0 5 [EEE-802.1 TLV %<,
ZDa<y RTLLFO TLV A LLDP 7 L—AZBIER 5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : 7"— K VLAN ID

(2) Port and Protocol VLAN ID : "2 | =2/L VLAN ID

(3) Protocol Identity : ¥ AR — 4571 ha/Ldl X K

(4) Link Aggregation: U > 7 7 7'V 7 — 3 U IiE#

(5) VLAN Name : " — F VLAN O£ Ff

[ EHI]

LAN 7R— k #1 T%{Z4 % LLDP 7 L— A |Z [EEE-802.1 TLV % B4 %,
SWX3100 (config)#11ldp run

SWX3100 (config) #interface portl.1l

SWX3100 (config-if) #11ldp-agent

SWX3100 (lldp-agent) #tlv-select ieee-8021-org-specific

4.23.10 IEEE-802.3 TLV D& E

EEN
tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[FIHIERE]

7L

[AS1E— F]

LLDP =—Y = hE— K
[BLFA]

{57 L — AT TEEE-802.3 TLV ZBMNd 5,

no B THIT LI=HBA L. 57 L —2a0 5 [EEE-802.3 TLV %<,
ZOa<y RTLLF®O TLV 28 LLDP 7 L— AZIBINE L5,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : 4— h % T T—3 3 > OY R — MEHR
(2) Power Via MDI : PoE 1§ (PoE #&RED & % i Fd D )
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(3) Link Aggregation: U > 7 7 7'V 7 — 3 U IiE#
(4) Maximum Frame Size : fx K7 L — A4 X

[ EH

LAN 7R— k #1 T%{Z4 % LLDP 7 L — AIZ IEEE-802.3 TLV % B4 5,
SWX3100 (config)#11ldp run

SWX3100 (config) #interface portl.1l

SWX3100 (config-if) #1ldp-agent

SWX3100 (1lldp-agent) #tlv-select ieee-8023-org-specific

4.23.11 LLDP-MED TLV DO E
EE

tlv-select med
no tlv-select med

[FIEAER E]

L

[AFTE— F]

LLDP =— = fE— R

[FREA]

*{Z 7 L — A2 LLDP-MED TLV #ENT 5,

no JERTEIT LA 1T, ¥E7 L— 2475 LLDP-MED TLV # &<,
ZOawy RTLLRO TLV 78 LLDP 7 L—ATEMENn %,

<LLDP-MED TLV>

(1) Media Capabilities : 25{5 9% LLDP-MED TLV OfE%H

(2) Network Policy : Voice VLAN 1##(Voice VLAN 23i% E STV B R — hD&H)
(3) Extended Power-via-MDI : $i£5 PoE & #(PoE #§HED & 2 H§FE D 1)
[/—}]

Location Identification TLV ®ffE I "Location" N5RE ST 5,

[ EH

LAN R— k #1 T#{E3 % LLDP 7 L — A2 LLDP-MED TLV %38/ %,

SWX3100 (config)#11ldp run

SWX3100 (config) #interface portl.1l
(
(

SWX3100 (config-if) #1lldp-agent
SWX3100 (1ldp-agent) #tlv-select med

N

423.12 LLDP 7 L — A DEERIBDERE

[EX]

set timer msg-tx-interval /x_interval

no set timer msg-tx-interval
[P95 A — & —]
tx_interval 1 <5-3600>

LLDP 7 L — L s{E (D)

(AR RE]

set timer msg-tx-interval 30

[AJ1E— F]

LLDP =—Y =¥ fE— R

B

LLDP 7 L — LD XERIREZRET 5.

no JZ N TIAT L2 B IR EICR 5,
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[ EH]
LAN R— F #1 T#ET % LLDP 7 L — 2 OEERIEE 60 I ET 5,
SWX3100 (config)#11ldp run

SWX3100
SWX3100
SWX3100

config)#interface portl.l
config-if)#lldp-agent
lldp-agent) #set timer msg-tx-interval 60

4.23.13 BEEE MO LLDP 7 L — AX(ERIBORE

EEN
set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[73T7 A =4 —]
fast_tx o <1-3600>
R EE I O LLDP 7 L — L33 RIFR (D)
(AR E]
set timer msg-fast-tx 1
[AS1E— F]
LLDP =—Y = FE— R
[FLHA]

B EHIR O LLDP 7 L — A ERR AR ET 5,
no R THAT LB A I3 HIER EICE 5,

AR AR L 12 AR — N ORI T L < oo 2 EZOWIF T, Bl
WLLDP 7 L—AREEEIND,

+ set timerx msg-fast-tx fast xR E I O R EMRE) 2R ET 5,

B WA R E

* set tx-fast-init value : FEEEEHIMICEET 5 LLDP 7 L — A OEEZRET D,

[BAEBI]

LAN F— k #1 TEHEEEHIRIO LLDP 7 L — AL ERIGE 2 IR ET 4,

SWX3100 (config) #11ldp run

SWX3100 (config) #interface portl.1l

SWX3100 (config-if) #1ldp-agent

SWX3100 (11dp-agent) #set timer msg-fast-tx 2

423,14 LLDP 7 L —AEEELEN D HIHL T TOEBORE

MOLLT Dz~ R

E&

set timer reinit-delay reinit delay
no set timer reinit-delay

ST A—F —]

reinit_delay o <1-10>

LLDP 7 L — ARG 1) & 8L £ TORRE(7)

(AR E]

set timer reinit-delay 2

[AFTE— K]

LIDP=—2 x> hE—FK

[FHA]

LLDP 7 L — A EEEIEN L BEH L E CORR 2R TET 5,

no JER . CHEAT LTS IT IR EIZRE 5,

[BX EH]

LAN 7"— k #1 TLLDP 7 L —AEEE IS HBAIH L £ TCORR % 10 71

EX ﬁ‘éo
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SWX3100
SWX3100
SWX3100
SWX3100

4.23.15 BERFBROREREATTL 2 BN T 22D OREDRE
[#FX]

set msg-tx-hold value

config)#1ldp run

config) #interface portl.1l

config-if) #1ldp-agent

lldp-agent) #set timer reinit-delay 10

no set msg-tx-hold
[T A —5—]
value o <1-100>

REA S ORI (TTL) Ol 2B H T 5 720 DK

(BRI E
set msg-tx-hold 4

[AJ1E— ]

LLDP =—Y = hE— R

[FA]

AR TE M O LRFFRER (TTL) 2 BT 5 72D O R ZHET 5,

no B CTHEIT LI BB TIR EICR 5,

Z ORGEMEIT LLDP 7 L — A 2415 R (msg-tx-interval IC B S 4L, S 51+ 1 LCTTLEE) & 725,
TTL fiiZ. Time To Live TLV I[CRE S5,

TTL = msg-tx-interval x msg-tx-hold + 1 ()

[ EH]
LAN R— b #1 THEHEHROMRRRER (TTL) 2/ T 27200 E 2 ITRET 5,

SWX3100 (config)#11dp run

SWX3100 (config) #interface portl.l
SWX3100 (config-if) #1lldp-agent

SWX3100 (1ldp-agent) #set msg-tx-hold 2

4.23.16 EHEERIE O LLDP 7 L— AR EBBEORE
[ER]

set tx-fast-init value

no set tx-fast-init
[73F A —4F—]
value : <1-8>
FHEEEBIM O LLDP 7 L — AR fE %K
[FIHAE ]

set tx-fast-init 4

[ASTE— K]

LLDP =— Y = hE— K

[FLHH]

ESELEMR O LLDP 7 L — ARG EEE R ET 5,

no B CTEIT LA T VIR TEICR S,

Bt

LAN "— h #1 TEBEEHMO LLDP 7 L — AEEEEEY 2 IR ET S,

SWX3100 (config)#11ldp run

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #11ldp-agent

SWX3100 (11dp-agent) #set tx-fast-init 2
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4.23.17 A — FHEMN TEE T E BB ORRERERORE

[EFX]

set too-many-neighbors limit max value
no set too-many-neighbors limit

85 A —%—]
max_value : <1-1000>
N— b HALTE LT & DM O i R R R A
(AR E]
set too-many-neighbors limit 5
[AJ1E— ]
LLDP =—Y =¥ fhE— K
B
R— P CTHEBTE 2 ORKERZRET D,
no A THEAT LIZH B B EIC LR D,
R— b OBRFEH AR EB IS B LS G5 S/ LLDP 7 L— A4 5,

[/— ]

Oy RERETD L, FHER—FTHRIDLLDP 7 L—A&5%(E L& X IC—F, UE— MEREIT — 7 LR
7 VT EIhb,

[BREB]

LAN R — b #1 THR— MR CTEI T 28RO R KB E 10 ITHRET D,

SWX3100 (config)#11ldp run

SWX3100 (config) #interface portl.1l

SWX3100 (config-if) #11ldp-agent

SWX3100 (11ldp-agent) #set too-many-neighbors limit 10

4.23.18 LLDP #teD A v X — 7 = — A —FEHRE

&y
Ildp interface enable #ype

lldp interface disable
[F—U—F]
enable : LLDPBEREZ AT D
disable : LLDP B&REZ BN 5
[R5 A —F—]
type D EEEE—F
R EMHE B
rxonly ZAEHHICHRET S
txonly EEHHICERET S
txrx EEBIOZEICHRET D
[AJ1E— K]
Jua—\)arz 4 b—vasE— R
[FHA]

LLDP #8e DA 30/ ER) %42 T D LAN/SFP AR — M —FERET 5,
BEREDHEEIX. FEE L LLDP 7 L — ADESZEE— FEHRET S,
[/ —}]

Kawr RIlae—)var 74— g o — ROBRFEITARE,
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BB, Raxr FEK{A 2 —T72—ADLLDP RELZ T H72HDH D TH Y | running-config [ZIFF R IR0,
[ EH]
42T D LAN/SFP 7" — k@ LLDP B§6EZ A0 L, LLDP 7 L — A% EZ(F Al RE/2 T — NIZERET D,
SWX3100 (config)#11dp interface enable txrx

42319 4 V¥ — 7 = — ADIRERR

(&=
show lldp interface ifname [neighbor]
[F—T—F]
neighbor DOHEE L TV OB O ERTRT D,
[/XF A —F—]
ifname : LAN/SFP R— FDA v Z—T = — A4
BRI DAV —T 2 —A
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
[

ifname TIRE Li=A ¥ —7 =—AD LLDP 1§ & £rT 5,
neighbor ZH8E L7 EI1EA v ¥ — 7 = — R TERL L TV A ES DIEHR 2 KR T 5,

ITOEANFRREND,
show lldp interface ifname O

o AU E—T 2 —ARFDOFEHE R

Agent Mode

7'V » ¥ — R(Nearest bridge [ &)

Enable (tx/rx)

EEE— R/ZEE— R (Y : AEE. N: RH)

Message fast transmit time

EHEE BB O LLDP 7 L — LA EERIFR (D)

Message transmission interval

LLDP 7 L — L3 MR ()

Reinitialisation delay

PEIF LR b PRI L & TORFRI(F)

MED Enabled

LLDP-MED TLV 18 DA %h/ %)

Device Type

TN AH A 7 (NETWORK_CONNECTIVITY [#7E)

Total frames transmitted

LLDP 7 L — A D%EEHK

Total entries aged

TTL BUL EZER 2L BHT — T AN SHIBR S -8
D

Total frames received

LLDP 7 L — A DS(EH

Total frames received in error

LLDP 7 L — A DZE= T —¥#

Total frames discarded

WIS 7- LLDP 7 L — A 0D¥K

Total discarded TLVs HE S iz TLV O3
Total unrecognised TLVs PRk T & o7 TLV 0%

show lldp interface ifiname neighbor D55

o SRR ELE

Interface Name

ZRELIEA LV H—T 2 — R4

System Name

AT NAFR

System Description

VAT LD

Port Description

AN— s DL
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System Capabilities

AT ADRES]

Interface Numbering

A B—T 2 —ABEBEODEA T

Interface Number

A H—T 2 —AEF

OID Number

OID % &

Management Address

MAC 7 RLAETIZIP T KL XA

+  Mandatory TLV D 1F#H

CHASSIS ID TYPE CHASSISID TLV D% A 7 L i
PORT ID TYPE PORT ID TLV D4 A 7 & i
TTL (Time To Live) FEARTE RO PRFFRFRH (D)

« 8021 ORIGIN SPECIFIC TLV DO{E#

Port Vlan id A — b VLAN @ ID

PP Vlan id 71 k=L VLAN @ ID
VLAN ID R— K VLAN @ ID
VLAN Name A— k VLAN O£

Remote Protocols Advertised

YR—rT57a harol Ak

Remote VID Usage Digestt

VID Usage Digestt fi

Remote Management Vlan

T VLAN O4

Link Aggregation Status

Vo7 70T = a ORI

Link Aggregation Port ID

Vo277 ) =g i R— D ID

« 8023 ORIGIN SPECIFIC TLV D&

AutoNego Support

F— b xr AT — g UHERED H /LR

AutoNego Capability F— b xrIT v T— g UARERIEE K
Operational MAU Type WMERELT 2Ly I AFE—R

MDI power support PoE H¥HEY R — F OF M

PSE power pair PSE /XU —~7 —

Power class

PoE #a®& 7 7 A

Type/source/priority

PoE#EH A 7. V—A, BIELE

PD requested power value

PD #2503 k95 % /7 (0.1mW HAfi7)

PSE allocated power value

PSE #2503 A T & 5871 (0.1mW HAL)

Link Aggregation Status

Vo o7 7 F— g v OBFNER)

Link Aggregation Port ID

Vo277 ) =g i R— D ID

Max Frame Size

BR7LV—AbY AKX

« LLDP-MED TLV ®f{F# (LLDP-MED TLV % 313

L7z

BaICEIRESND)

MED Capabilities

LLDP-MED TLV OFf&EfHD U A |k

MED Capabilities Dev Type

LLDP-MED AT 4 7T /A AZ AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7' DA

MED L2 Priority

L2 DB E
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MED DSCP Val DSCP fED 5L
MED Location Data Format NEERO 7 £ —~ v b
Latitude Res L D FRRE(A 272 AL E > M)
Latitude G4 By M)
Longitude Res TR EE D REEA 72 B E Y FK)
Longitude BG4 E Y M)
AT RS AT
LA—4—
YR As e
Altitude Res FEOFERE(E N EAL ey MY
Altitude FEGBO E Y )
Datum TRt L Y

0K [E ot S R (WGS 84)
1467 A U 7 i H R (NAD 83)
2:4E7 A U IR (NAD 83) 0D - BE AL A AR

LCI length FEEHRT — 2 DR E
What St O S MRALE

0:DHCP ¥ — — DT
17947 v MkbiltWeEEZbND Ry hU—F

FOMLE
2:7 747 hONE
Country Code a— K
CA type CA (Civic Address) ¥ A 7
MED Inventory Inventory 1&# U 2 k
7 I B L CId RFC 3825 % 2 i
[EE B
LAN 7R— K #1 ® LLDP {§# % £~ T 5,
SWX3100#show 1lldp interface portl.l
Agent Mode : Nearest bridge
Enable (tx/rx) :Y/Y
Message fast transmit time 3 A
Message transmission interval : 30
Reinitialisation delay 3 2
MED Enabled 3 X
Device Type : NETWORK CONNECTIVITY

LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWX31004#

O OO OO oo

42320 2THA VU ¥ —T = —RZBIT KR OB HF R

&
show lldp neighbors
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[AS1E— K]
FEFFHE EXEC & — R, F#tE EXEC £— K
[FHFA]
BTCDA L F—7 =— AR DR OERE R 5,
(FEREUT show lldp interface ifiiame neighbor =~ > K% &)
[ EH]

Befgi L TV DR OIF M A £ T 5,
SWX3100#show 1ldp neighbor

Interface Name : portl.l

System Name : SWX3100-10G

System Description : SWX3100 Rev.4.01.02 (Mon Dec 4 12:33:18 2017)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering : 2

Interface Number : 5003

OID Number :

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id L
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0x0
PSE allocated power wvalue : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude :
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length

OO O OOOo oo
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What 0
Country Code : 0
CA type : 0

MED Inventory

SWX3100#

42321 LILDP 7 L — LUV Z—D 7 )T
[EFX

clear lldp counters
[ASE— R
¥t EXEC B— R
[FRHA]
ETDOR—FDLLDP 7V —LH T X —% 7V TT 5,
Batil]
LLDP 7 L — AN A —% 7 )T 5,

SWX3100>clear 1lldp counters

=
il

4.24 L2MS (Layer 2 management service) D%

4.24.1 L2MS E— R~D#BAT

[ER

12ms configuration
[AJIE— F]
Jua—npparz 4 J—yarE—NK
B
L2MS DFEE 4T 5 729D L2MS E— RIZBATT 5,
[/— "}

L2MS E— R b/ ma— a7 4 7 b—3 g 08— RIORED I exit 2~ REfEH L, 8# EXEC £— RIZ
RAIIZend 2~ REfFEHT 5,

[ EH]
L2MS &— RIZB T %,
SWX3100 (config) #12ms configuration

SWX3100 (config-12ms) #
4.24.2 L2MS BEEDORE
[EF=R]

12ms enable
12ms disable
no I2ms

[FF—V—F]
enable © L2MS Herea T 5
disable : L2MS BéreE A L

[FI33% 2]

12ms enable

[AJIE— K]

L2MS =— R

[RAA]

L2MS #ReZ 3 2 B a2 ET 5,
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no JER TIAT L7 H B I3 EIC R D,
[ EH]

L2MS #RE 23 5,

SWX3100 (config) #12ms configuration
SWX3100 (config-12ms) #12ms enable

4.24.3 L2MS BEBED R EIDOFRE
B

12ms role role

no 12ms role

[T A—&Z—]
role : L2MS HERE D% E
B EME LA
Be FICHEgE L72 SWX 2 U — X< WLX302
manager VU —ADOFKGE -l #2179 L2MS v R —
r—& LTEMET D
=B — T7A ¥ =04 —/b, L2MS ¥ X
asent — U — IR E ST SWX VU — R
s L2MS v — ¥ —& LTEMET 57~
MR BEHEIND X OEMET S
[FIEIER E]
12ms role agent
[ASE— R
L2MS E— R
[FRHA]

L2MS #EEEZ 3 2 B0 &I 2% ET 5,

no FEXCTHEAT L7256 13 agent & L TEMET 5,

[/ — 1]

[fl—xy b U—=27WIZL2MS (AA v FHlEEE) EZ AR L~ =4 =7 7 A Y —U 4 —/L, L2MS <
F— VX —ITRE S NT2 SWX U — ANEEAFAE LT G . L2MS BEREDN IER ICEE L £8 A,

=y hT—=27IZ1F, L2MS v X — T ¥ — &R DN 1 B &b X HIc LT &N,

[ EH]

L2MS #fEr ~ % —Y v — & LTI 5,

SWX3100 (config) #12ms configuration
SWX3100 (config-12ms) #12ms enable
SWX3100 (config-12ms) #12ms role manager

4244 12MS =— = v N OEHEB BB ORE
BN

agent-watch interval time

no agent-watch interval

[T A—F—]
time . <2-10>

B LA T H PR (FD)
[WIEARRE]

agent-watch interval 3
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[AF1E— F]
L2MS E— K
(LA

L2MS D= — v M EPRBETH 7 L— A OEERERMRE AR ET 5,

no FE CFAT LG A 3R EICKE D,

time & R EMEICRE LT2HA. R 7 L— 2 OBEHE TS 23, L2MS D= —Y = > b &G L T D L2MS ~
F =T — NI D ETCORFMNEL 2D, time Z/NSIRBEICRE LG AITTOW LR BRET7 L —DLDk
BRI Z 50, L2MS D= — = 2 L TH D L2MS v 32—V % — 0385k 5 F TORNEL 72 5,

[/ —H]
I2MS D= — = FOEHIZI2ZMS N~ 32—V v — & LTEEL TWAGAEDARIT I,
[BXEHI]

BERFF MR A 5 FICRRET D,

SWX3100 (config) #12ms configuration

SWX3100 (config-12ms) #12ms enable

SWX3100 (config-12ms) #12ms role manager
SWX3100 (config-12ms) #agent-watch interval 5

R
i

4245 12MS =— = N OF U U Z BT B B O
ESN

agent-watch down-count count

no agent-watch down-count
ST A=
count 1 <2-10>
F0 v Ll S R
[FIE )

agent-watch down-count 3

[ASTE— K]

L2MS E— R

B

I2MS =—Y = hIBDISE 7 L — L ZERTH T L2 L5 £ TOERRKR T L — LR EREERET 5,
no IR CHEAT L& I3WHRTIIR 5,

BT TV —DL% count TRELERIBEERELTHIMS =— 2 2y M SISE 7 L —AEZZELAWEES., Y%
L2MS =— Y = > MIX T Lz LT 5,

[/ —}]

I2MS =— V=¥ hEEH L TCWAR— IR 7 X0 LIEGER, Ya~v 2 FORELD RN F A I/ T
L2MS ==V =¥ RNZ U LI LT 5 2 035 5,

L2MS O x—V = FOEMRIZL2MS B3R —T ¥ — L LTEEL TWAEHEDRIT I,

[ E B

Z g R A g S Rl A 8 IR ET S,

SWX3100 (config) #12ms configuration

SWX3100 (config-12ms) #12ms enable

SWX3100 (config-12ms) #12ms role manager
SWX3100 (config-12ms) #agent-watch down-count 8

(]

4.24.6 VK DB EERE DR E
[EF=]

terminal-watch enable

terminal-watch disable
no terminal-watch



122| 2~ RU 77 LU A RS - EIERE
[F—7—F]
enable DR OEHERE A AT D
disable DOmAROEEERE A AT Ly
[WIERRE]
terminal-watch disable
[AJ1E— F]
L2MS E— R
B
SR DEBEREE AT D, AT/ D LEMIICHR Y b U — 27 NICHET DR EROBIFE1T 9,
no A TIAT LA I3, IR OEBMRRE N R & 70 D
[/—}]
Ui ARDEIL L2MS R~ R — V% — & LTEEL TV D 5EDRIT I,
[BREBH]
Ui AR D B RE & AN T D,
SWX3100 (config) #12ms configuration
SWX3100 (config-12ms) #12ms enable

(
SWX3100 (config-12ms) #12ms role manager
SWX3100 (config-12ms) #terminal-watch enable

4.24.7 A IS 8 O BUSRrE R O % E

[EX]

terminal-watch interval time
no terminal-watch interval

[/3T A= —]
time : <1800-86400>
HSUAH R ] T e (F)
(AR E]
terminal-watch interval 1800
[AJTE—F]
L2MS E— K
B
Xy MU — 7 Ol RiEHRE ST 2R ZRET D, time [CRE LR HARBE T2 & Xy MU — T ITFFE
T LHuARDEHREZ G 5,
no I CTHEAT LGSR EICR 5,
[/ — ]
U ARDEBEREN AR TIERWIEE, Aa~xr FOREICEAD LT, AN ROIGFIITHAR,
(B 2B

AN WO BRI % 3600 FIZRET D,

SWX3100 (config) #12ms configuration

SWX3100 (config-12ms) #12ms enable

SWX3100 (config-12ms) #12ms role manager

SWX3100 (config-12ms) #terminal-watch enable
SWX3100 (config-12ms) #terminal-watch interval 3600

4248 L2MS §IH1 7 L — L DOEZEHRE

[ER]
12ms filter enable
12ms filter disable
no 12ms filter
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[¥F—T—F]
enable © L2MS Ol 7 L— A EEZETE a0
disable © L2MS Ol 7 L — A EEZETE D

[FIH1ER 2]
12ms filter disable

[AF1E— K]

AH =T 2 —AF— R

B

L2MS Ofillfl 7 L — A ZEZET 20BN EHIET D,

no JETIFAT L2GA X, L2MS Ol 7 L— A2 EZ(ETEH L D12 b,

[/ — 1]

Aa<r Rid, LFOA X —7 2 — AR ETE R0,

« VLAN A L H—T x=—2R

o MBS LH =T =R INESNTWDHYEA, U F—T 2 — R

WA =T 2 — AN E SN TWAYHEA o F—T7 = — AL, IWEEDOAa~ L ROREICHKE> TEET 5,
B, WA VU E—T 2 — AEGREA VX — T = — RNET HEEIC, WERA VX — T = — AOFE I
K5,

Ka<wy ROFEICEHDL T, LTFOWTNNOFEMELZGZ L T D5EEIEL, L2MS Ofilill 7 L — AW EZ(E 7z
W2 ERH D,

o STP F 723N —7HHEEEEIC K » TA v ¥ —7 = — 2 Blocking IRREIZ 72 > T D

+ switchport trunk native vlan none =~ > R E I LTV D

o HBA LA —T 2 —RITESNTND

[ EH]

portl.5 T L2MS DOl 7 L — A& EZ(F LWL 91295,

SWX3100 (config) #interface portl.5
SWX3100 (config-if) #12ms filter enable

424912MS =V = FOFEEDO Y > b
[EF2

12ms reset
[AFTE— R
et EXEC E— R
[FEHA]
L2MS v X — V¥ —NEE L TWALTOILMS =— V= FEEH I L4A LT L2MS =— 3V = o h OERZ 0
DVET,
[/ —F]
L2MS <% —Y ¥ —L LTEMEL TWAHAEDAETTEX 5,
AKa<wy FEFETTAHE. BHEINTWELMS = —2xcy NS HI % L2MS ¥ 32— ¥ — OE BRIE) B4,
ARKav s REFATLIERZRICHOLMS =— Y = > A RET H 4 A I 71X, agent-watch interval =~ > R Ti%iE
LRk T %,
[ EH]
I2MS =—> = FOFEHEZ Yy T 5,
SWX3100#12ms reset

4.24.10 L2MS DOfEHRDOFRT

E=N
show 12ms [detail]
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[F—7—F]

detail DML R T D
[AS1E— K]

FFeME EXEC £ — N, F#bE EXEC E— K
[FA)

L2MS OEEREIZIG U T, LT OEHRERRT 5,
o L2MS v —V ¥ — & LTEEL TV DA
o HFLTWVWALIMS =—V = h D%
« BELTWVWDL2MS =— = DI
e MACT RV X
. HEFEA
. HRERA
. FREE
s TV IR—F
« WHINTWDRE
o L2MS AR —V ¥ —& LTEEL TWT, detail Zf5E L72HE
-mev*—yk—@%ﬁ
+ L2MS ¥ F3— —IZHEH STV D IR DL
« L2MS ¥ F%— — T STV AR DO
. MAC7FVX
« RSN TV AHER— b
o URAREFE LT REL
o HFLTWVWSLIMS =—V = h D%
o FEHLTWD L2MS T=—Y = FDOIEHR
e MACT7 FL XA
. R4
. R4
I 3
« UL I Ty T LTWVAHER—b
o TV IR~}
o X7 KR—Fh
s HWHINTWARE
o L2MS =— = ¥ MIEEHE STV DR DK
« I2MS =—Vx ¥ MR IN TV DIHRDOER (AL v FOHA)
e MACT7 FL XA
« SN TWDHER— B
o AR AFE R LT REL
o L2MS =—V = ¥ MIHERE SN TV AR OEHR (AP OHA)
. Bt ST % SSID
o PRSI CW D B
o BRARERE L L7 R
e I2MS AT —V =2 hELTEHEL TWDEGA
¢ L2MS ¥ 3 — V¥ —|ZEHE I TV D 0G0
e L2MS ¥ F—V ¥ —D MAC 7 L AEHINTWEHHE)

[/—F]

L2MS 2REHE L TWARWERE., FEHRITFR TSI,

detail DIFTIL, L2MS N~ F—V ¥ — L LTEMEL CHHADAANTH 5,
(B EHI]

L2MS A~ % —V % — & LTEIEL TWASE D L2MS [H O A2 Fr1 5,



SWX3100>show 12ms detail

Role : Manager

[Manager]

Number of Terminals : 0
[Agent]

Number of Agents )

[acd44.£230.00a5]
Model name
Device name

SWX2100-24G

: port2.1
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SWX2100-24G_75301050WX

Route
LinkUp : 1, 3, 9
Uplink 3 A
Downlink 3 3
Config : None
Appear time Tue Mar 13 18:43:18 2018
Number of Terminals : 1
[bcae.c5ad.7fb3]
Port : 9

Appear time

[00a0.deae.b8bf]
Model name
Device name

SWX2300-24G

: port2.1-3

: Wed Mar 14 14:01:18 2018

SWx2300-24G_sS41.000401

Route
LinkUp 3 A
Uplink 3 A
Downlink : None
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : O

42411 1L2MS D=— = v harv 7 4 FEROFER

EN

show 12ms agent-config [agent]
[/NT A—F—]

agent

T—Vxl MERERR LTS,
[AJTE— K]
FEHEME EXEC £ — N, ke EXEC £— R
[RAA]

MAC 7 R L A(HHHH.HHHH.HHHH), %721%, #&(portD.D-D.D)
SO L2MS T— =2 MR D MAC 7 R L A F 72 13RE 265 ET 2,

BWEHIT 4 L2MS

L2MS =— = ¥ MRS WX2200)D 2 > 7 1 75l & FRT D,

FRHNFITLUTO LB TH D,

HH

AL

system-name name

FEER DA T DR E

energy-saving mode

BRI Z T 2 S ORRE

led-brightness mode

LED O D FR#E

port-speed port speed

RN— L OEEHRER L OEEE— FORE

port-use port mode

N— b 2T 20BN ORE

port-auto-crossover port mode

A= b7 v AX—= =R EEH T2 NEDORE

port-speed-downshift port mode

WL Y T MEREZ BN D D DORRE

port-flow-control port mode

7 v — il EZER S 5 B ORE

vlan-id vlan_register num vid

VLAN ID OFEE

vlan-port-mode port mode

AN— ~® VLAN &i{EE— FORTE
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HAE

B

vlan-access port vlan_register num

T AR— NORE

vlan-trunk port vlan_register num mode

T R— FORE

vlan-multiple-use mode

< /)VF 7V VLAN Z i3 5 0 SO E

vlan-multiple port group_num mode

~)VF )L VLAN O 7 )V— T DRE

qos-dscp-remark-type port type

DSCP V ~—F L 7 DEX#Z TRXORE

qos-dscp-remark-class port class

ZAEZNRT ND U T AZTORE

qos-speed-unit unit

IR 24T 5 B 003 B2 B D R E

qos-policing-use port mode

o747 DRY T HITI DENDOHRE

K
Gy

qos-policing-speed port level

ENT T 4w ORIIE DR IE

B
i

qos-shaping-use port mode

»
oy

KNS 747Dy —E 2 T 5T INEDDORE

qos-shaping-speed port level

o
ol

NT 7 4y 7 ORBIE DR E

mirroring-use mode

771

7=V v IR T D I Em D DOBGE

mirroring-dest port

171

F=U TNy FEEHT DR — FORE

mirroring-src-rx port mode

ZELE Ry eI 70 U T THINENPORE

mirroring-sre-tx port mode

EETLNNTy eI T =0 I T L ENORE

counter-frame-rx-type port counter type

ZETVL—ANU A ThAU Y T BT L— DT
DFXTE

counter-frame-tx-type port counter type

BETVL—D DT A THT Y NT D7 L —AOFESE
DFHIE

loopdetect-count count

L BHT2 ) ON—TWFE LTz LRIl 2 B O E

loopdetect-linkdown action

N— TSR OEEDBIE

loopdetect-recovery-timer time

H— b ULy H L LT D S5 % TOR]
DRE

loopdetect-port-use port mode

N—TRRERE 2 9 2 R D DORBGE

poe-class port class

A= N CHRETIER 7 7 A0 LIRORIE

[ EH

ETOLMS =—V =¥ MNRKO a7 4 JiEREF AT D,

SWX3100>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlian-trunk 8 2 join
vlan-trunk 8 3 join

[00a0.de00.0002]
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system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 23 2 join
vlan-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 K L A2 00a0.de00.0001 @ L2MS =— = > bR D a > 7 4 T E FoRT 5,
SWX3100>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlian-port-mode 8 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

BRIEIN 1.23-1.23-8 D L2MS =— = o M RD 2> 7 ¢ VIR EERT 5,
SWX3100>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

4.24.12 R AP B2 T OuEEHR O BUEHR DR E
EE=Y

wireless-terminal-watch interval time

]

no wireless-terminal-watch interval

[/XT A—F—]
time . <10-86400>

A5 R IR (D)
[FIHIRR 2]
wireless-terminal-watch interval 60
[AJ1E— F]
L2MS E— K
B
MR AP BL T DU RIE W ZE BUS T ARG 2R IET D, time |Z5%E LT-REEARET 5 & TR AP Bl FICFEET S
RKOEHMERIGT 5,
no IR CHEAT LI A& IR EICK b,
[/ — D}

U ARDEPEEL TOARWEE, Aa<xr FOREICEHDL LT, mAFROBIFIITD2RU,
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()
Ui AN R OO KU b A 3600 FIZERET

SWX3100 (config) #12ms configuration

SWX3100 (config-12ms) #12ms enable

SWX3100 (config-12ms) #12ms role manager

SWX3100 (config-12ms) #terminal-watch enable

SWX3100 (config-12ms) #wireless—-terminal-watch interval 3600

4.24.13 A X FERBREE DR E

[E
event-watch enable
event-watch disable
no event-watch

[F—U—F]

enable DoAY MRS AT D
disable DoAY MRS REE AN LV
[WIERRE]

event-watch enable

[AFIE—F]

L2MS E— K

[

ARy NEBEEE AN T D ENERET D, AHOBGEIIENICKR Yy MU — 7 NIZHFEET S L2MS =—
= DAY MEROBGZIT I,

no JER CEIT LB 1E, A4 MNESKSEEN G L 72 D,
[/—}]
AR NOERIZLIMS v X —T v — & LTEEL TWAEAEDHITH .,

[BREH]
A R NEERRERE A BT D,
SWX3100
SWX3100

SWX3100
SWX3100

config) #12ms configuration
config-12ms) #12ms enable
config-12ms) #12ms role manager
config-12ms) #event-watch disable

BXRE

(]

4.24.14 A XV MEROBSREEIE RO

E&

event-watch interval time
no event-watch interval

[/XT A—=F—]
time : <60-1800>
A E TR THI B (FD)

(AR E]

event-watch interval 300

[AFIE— K]
L2MS E— K
(LA

F v NU—ZIFETDHL2MS =—V = b DA X2 MERZ TS T 20 RME 25 E T 5, time (ZFXE L 72 KEfH
PRETHE, Xy NT—JIZEETHILMS =— Vv h DA Xy MNMERA TS T 5,

no I THAT LGB I3AIIIER EIZR 5,
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[/—}]
ARy MNERBRERED TIERWEES, KRa<vy FOREICEHDLL T, A Xy MEROTBIITDR,
[B% 2 5]
BEAAREEIRIRG & 60 FYICRRET 5.

SWX3100 (config) #12ms configuration

SWX3100 (config-12ms) #12ms enable

SWX3100 (config-12ms) #12ms role manager
SWX3100 (config-12ms) #event-watch interval 60

4241512MS =—V =V bO¥u a7 o JEREEZFERT 2 NENORE
[F=

config-auto-set enable

config-auto-set disable
no config-auto-set

[F—TU— K]
enable D IMS =—V v ORIy T o THEREAERHT A
disable D IMS =—V o uar T o SEREA B E LA

(R E]

config-auto-set enable

[ASTE— K]

L2MS E— F

Bl

L2MS =— Y = v MESRREDO e a7 4 V¥R FE AT 0G0 ERET 5,

Yuoar 7 o FEERENERID, L2MS T—2 =2 kDY v AL v F £ 721X ER AP D% Ecucﬁwmm%fé
NTWDDGEAE, THHMPRED L2MS =— Y = 3Ry N =27 ICE SRS, (REFESIVTWVORIE(=
74 e BB TRIET D,

no R TEIT LI AIIWER EICERE 5,

[/—}]

T—T > b SWX2200 (IZx 2 EDFRMIL, ARE & TR AT 5,
[BR 2 5]

I2MS = —V x> b uar 7 ¢ FREAENT 5,

SWX3100 (config) #12ms configuration

SWX3100 (config-12ms) #12ms enable

SWX3100 (config-12ms) #12ms role manager
SWX3100 (config-12ms) #config-auto-set enable

425 A v T ay b

4251 A F v a vy MEREDOHRTE
BN

snapshot enable

snapshot disable
no snapshot

[F—U—F]

enable D AF v TFvay MEREEZARNCT S
disable D Aty va vy MEREAEDZ LW
[ E]

snapshot disable
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[ASTE—F]
ra—r)var 74— g rE— R
B!
AF T ay MERBEAIZT D,
no B THEAT LI A1E. AT v 7 v ay MERBNES LD,
[/ — 1]
Aavwr R, LMS v Rx—V ¥ —L LTHEL TV O HAEDLEYTH 5.
[ EH]
AF v Fay MERERNZT S,
SWX3100 (config) #snapshot enable

4252 A7 v TV a v b OHBRRITHARZE D D PEPORE
[

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U—F]
except-wireless  :  MERREHG SN ZIR G W E AT > 7Y 3 v P ORESHERN BRI D,
[FIE ]

no snapshot trap terminal

[AJIE— F]

srua—Narr 4 S L—va 'R

[FLEA]

IR E ATy T ay FORBRRIZED D,

except-wireless 47"V a Y A FEE LT E1E, BT 7 AR A o ME T ISR SN icim R iEHix, Ay 7o
a v FOHBSHRNLERIN S LD,

no B THEIT LI HAIE, MREHRIZAT v 7Y a v hOBKHEIE 25,

[/— 1]

ARa<wr RiE, ~x—Y ¥ —& LTHEIEL, »>> terminal-watch enable =~ >~ K & snapshot enable =~ > K3 iR E
SNTWDLHEDHRANTH D,

[BEH]

SAREHRAE AT v T a Yy NORBHRIZED D,

SWX3100 (config) #snapshot trap terminal

4253 2 F v 7 v a v FOFER
[ER
snapshot save [after-update]
[FF—T— K]
after-update D Ry MU OBEGHRIEEE TS Lok, AF v v ay bELTRET S

[AJIE— K]

F#HE EXEC £— K

B

LAN Y v T DAF v T ay MERETR—RALRDHAT v TV ay b7 7 A NVERIET D,

after-update 47> a U NEENRVIGE, BUEY A=Y XY =ML TWD Ry NT—7 OEEIRIEEZ 2T > 7'
av 774 0E LTRIET D,

after-update 47> a UINEENDHA. F v U —7 OBERIREEDIHERE RBNICEFR L%, Ay T vav b7
7ANE L TIRIFT %,
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[/— 1]

after-update 47> a2 VNN EENDGA. KXy MU — 7 OHFRIREBOFERE BHICERFT 2081y T —27 ORI

Ko TTEHDE T35 F TICKEHDB DN D580 5 5,

[BREH

T b =7 OERUREEZ TR LIk, AT v 7 vay N7 A NVERTFET D,

SWX3100#snapshot save after-update

4254 2 v 7 a v O
[ER]
snapshot delete
[AIE—F]
HHE EXEC £— R
[FHA]
AF T ay N7y ANERIRT D,
[BREH]
AFyTvay N7 A NVEHIRT S,
SWX3100#snapshot delete

426 77— LU =T EH

42617 7 — ALY = TEEY A FORE
[E=X

firmware-update url ur/

no firmware-update url

[T A—=HF—]
url DA L UNEARL (255 SLFLA)
77 —LT =T INEPNN TV D URL
(AR E
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx3100.bin
[AJIE— F]
Ja—n"narz4 s b—varsE—F
B

WEB #—A—IZBPN TN ST 7 =LY =T 77 A N EHoTT 7= by =T BHT DL EDS U m— REO
URL Z & Ed %,

AN http://H— =D IP 7 LA B WNER R M/ ZL” LN TERE 725,

IPV6 7 R L ADHAIL [PV 7 KL A]'D K 512 []"CH 5 LB D 5,

IPv6 Uo7 a— LT RLRERETIHAIE. EHA 2 —7 = — 2 ET 2 UENR D 5 (fe80:X%vlanN DI
e

P = R—DR— FFE SN 80 LN DAL, “http//F—/R—=D P 7 KL ABH DT R A MR — /3247 L
WHIER T, URL OFICIRET D MEN D 5,

[ EH

=L =T DX Y a— R URL % http://192.168.100.1/swx3100.bin [ZGZET 2,

SWX3100 (config) #firmware-update url http://192.168.100.1/swx3100.bin
SWX3100 (config) #

4262 77— LU = T EHTHEAT S HTTP 0 X —Hh— —DRE
[ER

firmware-update http-proxy server port
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no firmware-update http-proxy

87 2 —5—]
server . AB.CD

HTTP 7 u ¥ v —H%— =D Pvd 7 KL R
server T [Xe X XiX]

HTTP 72 %3 —H%—X—D IPv6 7 KL &
[X:X:X:X]D X HIZ[JTH > BN H D
IPv6 U 7 B =TT RUAZARET 25818, A v ¥ —7 2 —ALIRET DRENSH
% (fe80::X%vlanN DJEI)
Haf AT IS KON RLS(255 SCFERAN)
HTTP 7' =1 % > —#—/3—D FQDN
port ;. <1-65535>
HTTP 72Xy —H—N—DJ 2= 7V R— FEKB

(R E]

no firmware-update http-proxy

[AJ1E— K]

Ja—n_"pyar 74— g rE— R

[FHA]

WEB = —Z@IPNTND T 7 — LU =T I 7 AN ST T 7 —L 0 =7 BT 5EEOHTTP e —
Y= N—ZRET D,

HTTP 7' 02 & ¥ —H— =N REINTORNWEGEA, HTTP 72 o — P — "= BT I 7 7 — 20 = 7T HHN
fThihb,

A= FMEFZ LI RIICRET DHNERDH D,

no FEXCHEAT LA X, HTITP 7 % o —H— _—DRELHIRT 5,

[ EH]

HTTP 7' 1 &% ¥ —H—/3—% 192.168.100.1(AF — hF+5 8080)IZi%ET D,

SWX3100 (config) #firmware-update http-proxy 192.168.100.1 8080
SWX3100 (config) #

4263 7 7 — b = T BB DELT

&=

firmware-update execute [no-confirm] [no-reboot]
[F—T—F]
no-confirm Ty — Ay = T B OMERE LR
no-reboot 7y — Ay = 7T BRI EEE L ey
[ASIE—F]
Kt EXEC £— R
B

WEB H— R~ N TV DT 7 — AT =T 7 7 A W EREFATHOT 7 — A7 =T DY EVa vk F=v 7 L,
EEWZARETHNE 77— =270V P a T v FE2FETT 5,

EXWMZARER ) E Y a DT 7 — AT = T HGIET S L MRERDOLNDLDO T, BEHTHHEIT Y &, BH
LAVEAE " 2 ANT B LERD B,

no-confirm Z45ET 5 &, MRAETICI Y a T v 72 ETT D,

no-reboot ZfRET H &, VBT a 7 v FIATHRICHEE) Lo, KEREFHZEFEZDO 7 7 — L0 =7 TlE§
60

[/ — ]

firmware-updateurl 2~ R CX 7> r— R URL 2 EHTX 5,
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firmware-update revision-down enable =~ > NZFETHE HNWI BV a o~ Y BV a VU URMT25H X912
25,
SWX3100-18GT Ti& Rev.4.01.13 LIFID 7 7 — L7 = TIZHH TE £H A,
no-reboot ¥§EIFIL, firmware-update revision-time =~ > R E SN TWEEAETYH, BERFZICHES L2V,

Bt
WEB — NR_R—ZBHINTND T 7 — LT 2T 77 ANTT 7 —L 7 =T BT 5,

SWXBlOO#flrmware—update execute
Found the new revision firmware
Current Revision: Rev.4.01.01
New Revision: Rev.4.01.03
Downloading. ..

Update to this firmware? (y/n)y
Updating...

Finish

SWX3100#

4264 77— LU T HF U a— RKEZA LT U7 NERORE
[

firmware-update timeout time

no firmware-update timeout

[T A —F—]
time 1 <100-86400>

ZA LT MRFEED)
[WIHIRRE]
firmware-update timeout 300
[AJ1E—F]
sua—\varz g4 b—varsrE' =R
[

WEB H— =5 77— AT T 52X T oa— RTA5L X0 LT NEZHRTET S,
no R TEIT LG AIIWEREICERE 5,

[ EH]

T AT 2T XU m— RO A LT N % 120 BICERET S,

SWX3100 (config) #firmware-update timeout 120
SWX3100 (config) #

4265 YV EVa L F T DA
E&

firmware-update revision-down enable
no firmware-update revision-down

[FIHR ]

no firmware-update revision-down

[AJ1E— ]

ra—\)varZ g S b—varE'— R

B

WEB = N—(ZEPILTND 77— bV =T 77 A NEEoTT7 7 — LU= THHTHLE BUED Y BV a &

D%EPJE/E/A@77—AWIT®)t/a/&?/%ﬁTféo
R TETLEESIZV E  a v XU 2RI LA,

[B%E B

VEYa 2y et s,

SWX3100 (config) #firmware-update revision-down enable
SWX3100 (config) #
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4.26.6 7 7 — LU = 7 EHERERX E DFEK R

[ER
show firmware-update
[AJIE— F]
F#HE EXEC E— R
B
77 —AhU =7 EHEREIC BT 2 BEOBREIRILE £ T D,
UTOHEANEREIND,

. X Urm— R0 URL

s TuF i —H—s3—0D URL

e Xyrua—KRKDXALT T MR

s YBEVarH O

s WEHEENIFO7 7 —L7 2T VBT a3

o HUHTR O RS

[BREH

Ty —AhU T BEHEREOR TR EETT D,
SWX3100#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx3100.bin
http-proxy: -

timeout: 300 (seconds)
revision-down: Disable

firmware revision for next boot: -

reload-time: -
SWX31004#

4267SD H— KN HDT7 7 — A7 = 7 BIHDELT

[EX]
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[FF—TU—F]
no-confirm D 77— AU THEHE SD — RO~ U MEROMERE A Lz
no-reboot S St WAENE E L Ity L1 N U
sd-unmount 7Ly = T BN A E T SD A — RET v U TS
[AJ1E— ]
¥ EXEC E— I
[@iHH]

SD 1 — FRIZHEMENTNDL 77— LU =T 77 ANV TT 7 — LU =T BHaFI74 2,

INTA=Z—ZIFE LW EIE, SD I — FRICEEMAWRER 7 7 — LV = 7 MFET H L HH L SD I — RO
~ U MIREBZ KRS D OB KD H LD,

Ty =Ly =T BT OHRAIE Y 2, EHLAVWGEE " EANTLILERD D,

SD #1— RO~ v MREEZ kTS 2561y 2, 7oy~ vy b 2581 " Z AT OLERS 5.
no-confirm Z¥§E T 5 &, MRZETITSD I— RO~ v MREEEZAGEL 7 7 — L7 =7 W& 3174 5,
no-reboot ZHHETH &, VBV a T v FIETRICHEE LRV, KEEBIFHZEHFERO Y 7 — L0 = 7 TRE#E§

2o
sd-unmount Z¥5ETH L, HREETICSDI—FKDOT v~ &7,
[/ —}]

Ty =0T 77 AL, SD H— FD"/swx3100/firmware/swx3100.bin" 7 7 A LA ST 5,
SDI—FRNDOT7 77— =27 77 AN EBREFITEO 7y —2 727 DY B g v F v 73T,

SD /11— R& Y 4 X 7a WAL, FEZEIREIZ boot prioritize sd =~ > FOFREIZHEV SD I — KNDO 7 7 — LT =
TCEEIND,

T PLTSDA—RERVALTH 7 77— 7 =7 BT 5,
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no-reboot f§/EWF (X, firmware-update revision-time =~ > RV E SN TWEHATYH, FBERZICHESE) L2,

[ EH]

SDH—FRKRADT7 77— xT 77ANTT 7 =20 T THT 5,

SWX3100#firmware-update sd execute
Update the firmware.

Current Revision: Rev.4.01.01

New Revision: Rev.4.01.03

Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating...

Finish

SWX31004#

4268 7 7 — AU = 7 BH OFLENIRZ DORE
[E)]

firmware-update reload-time /our [min]

no firmware-update reload-time

[73F A —5&—]
hour : <0-23>

77— AU =7 RO R EIREZ(RF)
min : <0-59>

77— LU =T R OBEEREL(57)
[AS1E— F]
sa—m\)varZ 47—y aryE—FR
[BLAA]

Tr—A =T WHEOBFREINCL DT 7 — 2T = T AN 2R ET D,

no B CEIT LG EIE 77— AU = 7T HHERICHES L CH Y 7y —LA v =T 2T 5,
[ EH]

Ty — AU =T HHOFEEILZ AM 1:30 IR ET D,

SWX3100 (config) #firmware-update reload-time 1 30
SWX3100 (config) #

4271 AT a—)b

4271 A7 2 =)D
[E2

schedule id time date time template id

E

5

schedule id event event template_id
no schedule id

[T A—F—]
id ¢ <1-10>
A a— VT
date Do <1-12> F721F %/ <1-12> £ 7213 sun, mon, ..., sat E£721F *



136 | =~ RU 77 LU A | R - EHERE

time

event

H/R

R DR EH] RENE

1 1 H

1,2 1AHE2H

2- 2AMPB 12 AET
2-7 2AHMBLTHET
-7 1LHM®HTAHET
* F A

H DRREH] RENE

1 1 H

1,2 1HE2H

2- 2HML12AET
2-7 2HMBTHET
-7 IAMBLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANS&RAET
-fri HIEH 2 OARREHET
* (3!
<0-23> F721F * 1 <0-59> £721F * 1 <0-59>

IRF: 53 B (B D FEE 1374 W& 7T RE

DR TE B RENE

12 12

12,13 12 Kf & 13 FF

12- 12 Bg 5 23 K E T
10-20 10 F§2 5 20 RFE T
-20 0 BE/ D 20 BEE T
* I

5y DFREH] RENE

30 30 47

15,45 1545 & 455y

30- 30 305 59 E T
15-45 1553735 4553 % T
-45 05375 4553 % T

(=35
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REMHE LA

startup EE Lz L X

sd-attached microSD I — RZT Z v F L& &
template_id ¢ <1-10>

A a— VT L— hNRE
(18I E]
L
[ASTE— K]
Ja—x\)ary7 4L — g T — R
[FRHA]
time ZHHA L CAZ P a— L ERE LA, HE LA o L E B ESNTATF YV a— AT 7T L—h
IR ENTWAT 7o a »2FE(TT 5,
event L CAZ P a— L aBRELTBEE. BBELIEARY IRRBELXICEEIN-AFa—LT T L—
MIEERENTWAET 7 v a v &2 ET4 5,
no X TEIT LA, BELZID DRV a— L EHIERT 5,
[/ —F]
BEED A ¥ 2 — )V RRIFFZNCEITEINDHA. ID O/NSWENSIEICEITEIND,
HOBECHTLEAZRBEIETRET D Z EITTERN,
BWOREZEAM LIZSHE. 00 DERE L-HA LR UHREICRD,
A H LR OBE T & O REPIEE R IC L 2 RIEEE T 5 Z L8 TE 5, 727 LIPS0, % ]
WFFRESC" I LD R EE T D Z LIETE vy,
Bal]
AR D 0,12,1221,2223 65 & 9 BICAF P a— LT L—h# 2FTTHRAT Va2 — L #l ZRET 5.

SWX3100 (config) #schedule time */mon -2,12-14,21-:0 1

4212 ATV a— T — FDOMBASTDORE
B

description /ine

no description
[73F A =4 —]
line D OPRAEHTER L OYEATES(64 XFLN)
R a—)VT 7 L— OB
(AR E]
no description
[AFTE—F]
Ay a—NT S —hE—F
[BFA]
AV a—NT T L— FOBRRALERET D,
no B TEITLIESAIL. A7 Y a—nAT 7 L— OB EHIERT 5,
Bl
AV a—NT T b= #LICHAERET D,

SWX3100 (config) #schedule template 1
SWX3100 (config-schedule) #description Get tech-support
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4213 A7 T a—NT T — NOFENESHORE
EEN
action switch
no action
[XT A —=F—]
switch DAY a— VT T L— NORE
RIEE B!
enable A a—NVT T L— NERNIT D
disable AT a—NT T L— NERINIT D
(AR E
action enable
[AS1E—F]
Ay a— VTS L— =R
B

R a— VT T — N EFNETITENCT B,

Ko< RTdisable ZIRETHZ LT, NI H—OEENCLDEZT 7 a L OFETEIEDDHZ ENTE S,
R TET LEEAIE, AP a—nAT o L— N2/ T 5,

[ EH]

2R a— )T T L— N #1 RN T A,

SWX3100 (config) #schedule template 1
SWX3100 (config-schedule) #action disable

4214 AV a— VT T L — FDORE

[ER
schedule template template id
no schedule template

[/XF A—&—]
template_id ¢ <1-10>
A a—NT T L— hEES
[FIHAER E]
L
[AFTE— K]
Ja—aryr 4 l— g yE—R
B!
AR a—NT T — NERET HE— NIIBITT 5,
no JERTET LIRS, HBELEAY Y a— AT FL— N 2HIRT 5,
[ EHI]
AP a—)VT T L— kN #l BRET HE— NIIBITT 5,

SWX3100 (config) #schedule template 1
SWX3100 (config-schedule) #
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e
i

4215 A a—NT oL —  Davwy RETD
[ER

cli-command id command

no cli-command id

[/3T A —HF—]
id o <1-20>

a< v K&
command o oavw RN
(AR E
2L
[AJIE—F]
AV a—NT T L—hE—F
B

ATV a—/UHRED R U W —REI L2 & JICFEfTSNDH a3~ RERET D,
no WA THEAT LGS, HELHZFOa~ Ly REHIRT 5,

[/—}]

FICAZ7 Y 2—nT 7 L— M cli-command 2> R & script 2~ 2 ROW TR E SN TWDHEE . script 2+
v RAEATE . cli-command =< > RIZEIEL 72\,
B D a~ 2 RERBELESGA, a2~y RESHINSWENBIRICETESND,
BHEOa~ L FERELESGEG., 2~V RREPTEITZ I —Iho e LTHEY Oa~vr RiFEfTIND,

MU =3B LR R T, FFHE EXEC E— R Ca~y RRETIND720, o~y 2L > Tdibl e — i
BETLEOOavy FEHbETHETLHILERD D,

WIE BRI T 25T RE D write 2~ > REFATTDMLEND D,
B Ca~y RERETHZ LIXTERN, fliES ¥ —72—AL LTPortl.l AT~ RICALEE, int
portl.1 Ti%72< | interface portl.l & FLilk 32NN H 5,

UToa~<y RIZFEITTE R0,
backup system, boot prioritize sd, no boot prioritize sd, certificate user, clock TiiE 5 2~ > K, cold start, copy radius-server
local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update execute, firmware-
update sd execute, logout, ntpdate THAE 5 =~ > N, no ntpdate TAE 5 =2+ > K, password-encryption, no password-
encryption, ping, ping6, quit, reload, restart, restore system, schedule, no schedule, schedule template, no schedule template,

show ThiE % =2+ > I, ssh, ssh-server host key generate, startup-config select, no startup-config select, system-diagnostics
on-demand execute(*1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[ E B
Al a— )T v L— N #l D3~ K& #1 |2 copy tech-support sd 2~ & K& EKT 5,

SWX3100 (config) #schedule template 1
SWX3100 (config-schedule) #cli-command 1 copy tech-support sd

4276 AV a— VT FL— DRI VT NEITFORE

[EF
script ref’
no script
[XT A—=HF—]
ref DR VT R T A NDSIR

BEE B
sd microSD 51—
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[FIHEIERE]

no script

[AJ1E— ]

AR a— VT — hE— R

B

U A —EERFO R 7 Y T FEATOR R R ET D,
no W CTHFEAT LI GEIE. A2 V7 NETEENZLET,
[/ — ]

AV a—/VKERED b U A —3EE) L7 & X microSD #— RN O/FE4: /schedule/script.txt (ZFal & 40TV 2 305
BI% I 100 47 E Tavy e LTETT 5,

RIUCAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2+ 2 RO NERE STV DA, seript 2+
¥ RMRFELTEN, cli-command =< > RIFEIE L7220,

cli-command =~ RCEITNEZEIESN TS o~y NIZFETTLZ LITTE R0,
[B%EH1)
AT a—=T T L—h#l TAZ VT NETEENT D,

SWX3100 (config) #schedule template 1
SWX3100 (config-schedule) #fscript sd

4.28 fRSFEH M

4.28.1 RA N DHRTE

[EX]
hostname hostname
no hostname [hostname]

[NT A —=F—]
hostname OB AERTER LA E(63 XFUM)
RA N
[WIHIERE]
hostname SWX3100
ASE— K]
Ja—n)ary 47—y g T — R
[RLBA]
WA N ERES D,

Ko< RCHRELEFRA MiZa~vr R7ar 7 b LCTHERT S, SNMP 77 & R A[REZR AT, MIB 2%
sysName Dffi & L CEHT %,

no B TIHAT L 725 B I3aE 2 WIHNEIC R 9,
[BREBH]
KA N4 % "yamaha"IZRXET D,

SWX3100 (config) #hostname yamaha
yamaha (config) #

4.28.2 2 A5 ADOHILH)

[EFX]

reload
restart
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[ASTE— R

et EXEC B— R
B

VAT LEFE#T 5,
[/ —F]

EITHOBRE(T v =7 ar T 4 NPERBROREAR S — T v 7T ar 74 )P ERSN T L5546, HiEH)
WCRVEERENZ 2572, BEIZG U T, reload 2~ 2 R=0 restart =~ > NETHIIZ,  copy running-config
startup-config =~ > NCwrite =~ K, F7cldsave 2~ REFE[TTHZ &,

[FE B

VAT LT,

SWX3100#reload
reboot system? (y/n): y

4.28.3 X EDHHAL
[EX]
cold start
[ASTE— K]
et EXEC B— N
B
TR OR%E CHEBNT %, SYSLOG & #I#{bT %,
[/—F]
vy RE[TRHIEBSRA T — RE AT HMERD 5,
B RAT — R EDIRE T, Ra<v FEFETTHZENTEERA, Aib > TEEHARRAY—RRE2EH
TAILERHD F9,
[BXEHI]
REE LT 5,

SWX3100#cold start
Password:

4.284SD I—FD~y vk
[EX]

mount sd
[AFTE— F]
JEHEME EXEC “E— K, H## EXEC £— K
B
SD #— KD~ ML ZFITT B,

SD 7 — R ARHIZB I~ T > D END7OFETT HH4IT2, unmountsd =2~ R TTU~w 2 hEh
TWAGRICFITTHIVLERD D,

[/—F]
SD 71— RiZ7 v~y MREEDEE. HHTE 220,
(B EH]

SD1— &~ > 35,
SWX3100>mount sd

4.285SD I — FDT7 ~U v k
[EX]

unmount sd
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[AJ1E— K]
FERFHE EXEC & — R, FfHE EXEC E— R
[FFA]
SD 13— FDT »~v v MUELERITT 5,

RKa<wy REFEITLRD->720 WebGUI Enb 7 <=0y MU AZFEITLARWTSD 71— K% SD A v hovbik
Wiz a ., —HE0S L TCEEOELENHOIGEND D,

[/ —H]
SD #— RiE7 = MREDIGE., HHATE 220,
Bail]

SDi— &7~ 15,
SWX3100>unmount sd

4.28.6 #1H] LED = — FOHE
B

led-mode default mode

no led-mode default

[/3T A —F—]
mode : I LED ®— F
R EM A
link-act LINK/ACT £— R
off OFF £— K
[WIHIRRE]
led-mode default link-act
[AS1E—F]
Ja—)ary 74—y gF— KR
[

Y LED £ — R &% &1 5,

Kavwr FaFT42oE, RELCE— FTLED BRATT 5,
no B THEATT 5 &, WIHIREITR D,

i)

Y11 LED & — R % OFF & — RIZRET D,

SWX3100 (config) #led-mode default off

4.28.7 LED E— FDOFE/R
[EX

show led-mode
[AJTE— K]
FEHSHE EXEC B — I, 43 EXEC £— N
[FiEA]
LED & — FORESCIRIEE FKRT 5,
LFoIEEZF T D,
e WIH LED E— FOEE
BI{ED LED &— ROkfE
[ E R
LED £ — FORESCKREELFRRT D,




SWX3100>show led-mode
default mode : off
current mode : link-act

4.28.8 " — b =7 — LED RED R
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EEy

show error port-led

[AJTE— K]
FEHEHE EXEC & — N, ¥k EXEC £— R

[FAA]

TT—NRELTVDLER—FDID LUTOT T —HEHRNE2F T 5,

HAE

B

loop-detected (blocking)

—THH LTI ryXo s

loop-detected (shutdown)

JL—7fi L T shutdown 7

SFP Z M L~UL N IER &P L VKT
SFP Z Y6 L~UL N IEF & LY B

sfp rx-power error (low)

sfp rx-power error (high)

[BXRE )
R—bhDOxT7—IREEETT D,

SWX3100>show error port-led
ID error

portl.1l loop-detected (blocking)

4.289 VAT LMEBRDON 7T v

EEN

backup system
[AJIE— K]
Rt EXEC £ — R
[@i ]

AEDLL % E% SD 1— F~a v’ —13%,
« RB—R T T T 4 T H-# ETNSIRET DR

By

« startup-config select =~ > K D% EfE

=L

* boot prioritize sd =~ > RO EE
*  boot auto-apply =~ > KDOF%EEH
SD 77— R® "/swx3100/firmware" 7 4 /L 2|2 "swx3100.bin" NFIELT=GH. Ny I T v 73N FlZat—F 5,

SD I— RFR~U L FSNTWDHHEICIRY EITTE D,

[/—F]
SD 1 — KRR I T v 7 ENTET 7 A WVTREB LOHIBRZITHRWnWT &,
(B EH]

VAT DEFRON Y I T v T EFETT D,

SWX3100#backup system
Succeeded to backup system files and firmware file.

4.28.10 AT LMERDO Y A T
&

restore system
[ASTE— ]
F#HE EXEC £— R
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[FEHA]
SD H— KRNIy 7T v 7 LIV AT MERERK~T XA T4 5,
SD H—FKHNDONR I T o T T FNENLT 77— =T 77 ANBEE LTSS, T 77 A NVERANTT 7 —24 7
=T DFEHBIT O,
VAT, BEEN TOND,
SD 1 — RB~ 7 SN TWDLLEICIRY FETTE 5,
[ EH]
VAT MEREREANY AT D,

SWX3100# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 4.01.01

New Revision: 4.01.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWX3100#
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HSE
A B —7 = —AH|HE

5.1.1 FRBASCDER
EE

description /ine

el

no description
[73T A =4 —]
line DA ST LU R (80 SLFELI)
KR B —T = — ATKT DA
(AR RE
no description
[AJ1E— F]
A H =T =2—AF—F
(@]
WHRA 2 —7 == AT L TR EZRET D, no JEARTIIT LIGEIE, S CZHIRT 2,
B!

LAN R— R #1 [ZTEBA LR ET D,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #description Connected to rtxl210-router

512 %y hE TV
B

shutdown

no shutdown
(#8137 2]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[FHEA]

MBRAVH =T 2—A% vy N L TER LWL 1295,

Kavwy RIRRESNTA =T =—AF, B Tb ) 77 v 7 L2,
no B CTEIT LG AIE, HBA LV A —T 2 —RAEFEHTE DL 125D,

[/—}]

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%E Al e,

FRERA A —T 2= AER G L TAa v FERE LEHAIR. TOA v F—7 2 — A ZFTBT 54 TD LAN/
SFP R— FDRENEE I D,

Bl

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #shutdown
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513 BEHE - BET— FORE

[EX]
speed-duplex type
no speed-duplex

[7XT A—F—]
ype WEHE - BEE—RNZA 7
BERE - BfEe—FN&4A(4 7 i
auto F— I m—g9
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E
speed-duplex auto
[AJ1E— ]
A HF =T z—AE—F
B
WEHE L BEE— RERET D,
no FECHEAT LGS I3 WHIREICR 5,
[/ — ]

RAv U FICRDOREELZIT) &, YA v =T == AR—FIC) 7 X0 T 5,

Az~ RIiX LAN/SFP 7R — 2D A% 7E I HE,
LAN R— ~Z typel0000-full (% E T 7200,

SFP 7R— MIFRETE D type 1T auto & 1000-full DA TH 5,

[BEH]
LAN 7R"— b #1 Oi8{3 3 E/18(E & — N % 100Mbps/Full (2

SWX3100 (config) #interface portl.1
SWX3100 (config-if) #speed-duplex 100-full

5.1.4 MRU & E

EX ‘a‘é@

&

mru mru

no mru
3T A—5—]
<64-10240>
ZAGAIRE/R IR 7 L — D A R(%

mru

[FIEIERE]

mru 1522

[AS1E—F]

A B =Tz —AFE— N

B

ZAEFRER IR N 7 L— LY A X ET D,

XIET HHEITBETH L 2 L)
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no JER THEAT LI SAITIR EIT R S,

[/—}]
AKza< 2 R LAN/SFP AR — MMI DO B3 E T HE,
(B EH]

LAN &"— b #1 @ mru % 9000 /XA MIFRET D,

SWX3100 (config) #interface portl.1
SWX3100 (config-if) #mru 9000

515270 R/ Ak L— HERHBIERE
[

mdix auto action

no mdix auto

[/XT A—=HF—]
type : r7r A AR L— N BEPHRO#EE
REME S
enable 7 mA/A b L— b HEPERIZ AT D
disable 7 m A/ A b L— b HEPAE 2 BT 5
(AR E]
mdix auto enable
[AS1E— F]
A F—=T=2—AE—F
[@i ]

7 m A A N L— FEEERZ AT D, AT D L BEIRICLER T —T VR X A T (A b L— M ET2ids
B AR L, ke BUNICERET D,

no G THEAT LG G IR, BEFHBIAEZIZ/Z2 D MDI & 725,

[/—h]

A< Fid LAN R — MO B E T HE,

AKa<w NICEDRELEFEZITI &, BgA v A —T =2 —AN—HICY v 7 X 45,
[BREH]

LANAR— F #1 27 v A |k L— O HEPHRIERE & 0T 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #mdix auto disable

5.1.6 EEE g% &
(&=
eee action
no eee
[78T7 A —=F—]
type :  EEE O@jfE
RIEME iEA
enable EEE /T 5%
disable EEE % 023 5%
(IR )

eee disable
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

4% J)¥4HE Energy Efficient Ethernet(EEE) & 023 5,

no I THAT L7=3E 1%, EEE NN/ %,

[/ — 1]

Ao~ RiE LAN R— M2 DA% E ThE,

Kawr IR DBRELEFEITO L, YA v A —T 2 —ARN—HIC) v 7 X095,
[BX E ]

LAN 7R— k #1 ® EEE 22 ¥ 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #eee enable

5.1.7 EEE XL A B & RRT D

&y
show eee capabilities interface ifname
P85 X —5—|
ifname : LANAR—RhDOA U H—T 2 — A4
FHRTHA LA —T 2 —A
[AJIE— ]
FERFHE EXEC E— . %5 EXEC E— F
B
FRE LAY 2 =7 2= AN EEE IR LTV DN E I hEERT D,
UTOEHNE RSN D,

HAE A
interface AU H—T 2 — R4
EEE(efficient-ethernet) H &7 EEE (T4t L TV D 0
Link Partner xtAREAY EEE (2K LTV 2 s

[/— k]
SEABEAN R S TV RN E I, EEE ICHG L TRV ERRSND,
[ AEBI]

LAN 7R— k #1 ® EEE &t o] 5 & £r 7 5,
[cHAEEAY EEE (25 LTV B354

SWX3100#show eee capabilities interface portl.l
interface:portl.l
EEE (efficient-ethernet): vyes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)

[k EEE IZxf0G L TV e WA

SWX3100#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : not enabled

51.8 EEE 27— & R [EREFTRT S

E&

show eee status interface ifname
P85 X —5—|
ifname : LANR— DA o H—T 2 — A%
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BRTAA LB —T 2 —RA

[AJ1E—F]
FEFEHE EXEC £— N, Kb EXEC T— F
[FFA]
ELIEA L H—T 2—ADEEE AT — X A% FKRxT 5,
UToHEANE RIS,

HH A
interface AU H—T x—R%
EEE(efficient-ethernet) EEE A ZhE )
Rx LPI Status ZfEMOBEESE— FOIREE
Tx LPI Status ERMOEET— FOIRRE
Wake Error Count TT—AU b
[BRE ]

LAN 7R— ~ #1 ® EEE A7 — &% A2 KT 5,
[EEE N EZ DIGA]

SWX3100#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE A OHE]
SWX3100#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE 24 S >E BN E— FBITH OB 4
SWX3100#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE NH NN OB EIE— RABITL TV D54]
SWX3100#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 R —FIT7—1) UV TDORE
B

mirror interface ifname direction direct

no mirror interface ifname [direction direct]

[F—T— K]
direction D N T T4 v OERERET D
[T A—F—]

ifname : LAN/SFP R— b DAV H—T = — A%

NG T 4 I HIT=V T HA =T 2 — A
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direct D NI T 4 w7 OB T
rF 74 v 7 DEHFIN B
both AR & EF MO ST
receive A
transmit EIE A
[FIEARR E]
L
[AFTE— F]
A H =T 2 —AF— R
[FRHA]
RRA LV H—T 2—ARE A=T 7—7R— b iftame T =X —R"—r L LT, direct CRREINTZ T T4 v 7%
=V T35,
no B TEITLIZEEIE. 27—V 7 oRELZHIKRT 5,
[/—F]

AKza< > RiZ LAN/SFP R— F O L3 E T HE,
AT 7—R—=PMNIBRETE DA X —T =T 1 DD,

(B EH]
IANR—F#l Z#RA=T77—R—FL LT LANR—F#4 DFEZET L —LE LANR— M #5 OFEETL—L0 %3
F—=U T35,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #mirror interface portl.4 direction both
SWX3100 (config-if) #mirror interface portl.5 direction transmit

5110 R— h I F—1 VT DIREEER

[ER
show mirror [interface ifname]

[F—7—F]

interface DO RRTLERA— N ERET D

[/XT A—&—]

ifname : LAN/SFP R— "D A vV H—T = — A4,
FRT DA — b

[AFIE—F]

FHHrHE EXEC E— R, %M EXEC E— N

B

R—=hrIT7—=V VT ORELFR T D, interface ZEME L72BEIL. ETOERR— MIHTIRERRRIND,
1 OOBEMREFR— T L2, LFOHEERFR RTINS,

HE B
Monitored Port R — DA L H—T 2 — R4,
Sniffer Port A=T 7 —R— DA H—T = — A4
Direction N7 74y 7 OEERTTM

B!

IT7—V IR NDOEREEETRT D,
SWX3100#show mirror

Sniffer Port Monitored Port Direction
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portl.1l portl.4 both
portl.1l portl.5 transmit

5111 A V' Z—7 = — ZADIREFRR

(BRI
show interface [ fype [ index ] |
[/NT A—F—]
type LA HE =T 2 — AT
AV =T 2—RAEALT B!
port ML A —T 2 — R
vlan VLAN A ' HZ—T = — A
sa ABT 4 T v H—T = — A
po LACP #mBlA 2 —T7 = — X
index AT I AR
LV H—T 22— ID =5 B
WERA V2 —T 2 —ADAHZ v 7 ID(S),
S.X KICHIFENTFEZX)EEET D, %
SWX3100 i£. 2% v 7 ID=1 [EE,
<1—4094> VLANID Z457Ed %,
B ABRT 4 VAV —T 2 — A EE
<1796 e 5.
<l—127> I;:)ACP WHA L H—T 2= 2B ERET
[AJ1E— ]
FEHFHE EXEC E— P, Kb EXEC £— F
[LAA]
ifname THRE LTA v 2 —7 = — ZADREZRRT D, ifname ZEME LT HEIT, 2TOA ¥ —T7 = —ADIKEE
ERTT D,
UTDHEANRERSND,
HH BB
Interface AU H—T 2 — R
V> AT —H A 32 (shutdown I
IFEREZFTRT D)
Link is + shutdown % E K : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H—7 = — AR (Ethernet,
VLAN 72 &)
HW addr PE(MAC)T KL & %1
Description A H =T = — ADFHIL
iflndex VB —=T2—AA T v I A&
MRU Maximum Receive Unit 34
L ARP % A L7 7 MRF[#(ARP = |
ARP ageing timeout ) — (R 3563
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HAE

g&li

BA

Speed-Duplex

WEHE . BEE— FOREM L H)
TEIREE %1

Auto MDI/MDIX Auto MDI/MDIX 1 2h/48%h 31
IP7 RVA/~AJEX3(IP 7 KL

IPv4 add S =

v address AREMDO LI SIND)

broadcast I[P 71— %y A KT FLX %3 (IP
7 RVARERORLFRIND)
AA v FHR—FDE—F

Switchport mode s access: ¥ U7 L

o trunk: ¥ /&

Ingress filter

AN7 4B T OIREE
» cnable: A%
« disable : %)

Acceptable frame types

SZASARER T L— DA A T
Al RTHDTL—LEZFE Y
HIEEAMR72 L)

+ vlan-tagged only : VLAN % 77 Off
W27 L= ADRFE

277 L —A%H 5 VLANID

s BT LKR— bOYE
switchport access vlan =~ > N C
f7E L7z VLAN

Default Vlan o ZUNER—FOGE  XAT 4
7 VLAN
o ZIUTfER—DNTEITfFEANTY
~ DHZAZERIE DA - None
o RIEERF : vianl
A A —T 2= ARFE LT
Configured Vlans % VLANID ®—W&
packets ZABG /T ML X2
bytes ZAF A MK %2
input multicast packets ZAE~ VT F ¥ A Moy MEX2
d ZAE Ny T 7RIV LTy N
rop packets .
2,3%5
packets EIE Ty M2
bytes S PR )
multicast packets EE~LT I v A MRy MXK2
output : e
® Rl T — K% A R Sh o MK
broadcast packets )
T Ray T UIEE Ty MK
drop packets 2,355

K1 WERA o H—T = — ADHFIR

K2WHA L F—T = — A

PR R — T = — ADIER

3 VLAN A V¥ —7 = — ADHFR
AP L F— T =2 —ZABLRVLAN A L ¥ —T = —ZADPEIE, FDOA L H—T =2— R JFLTWAWELA

H =7 x—ADE/MEZ TR

K5 T =V Ray TRARGEEICEEORER, B LA IC3REOHRROAZIRSNET,
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[ EH]
LAN R— k #1 DIREEAZ TR T D,

SWX3100# show interface port 1.1
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description: Connected to router
ifIndex 5001, MRU 1522
Speed-Duplex: auto (configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 3 1
Configured Vlans : 1
Interface counter:
input packets : 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895

multicast packets: 628
broadcast packets: 0
drop packets : 0

VLAN #1 DIRFEAZFRT D,

SWX3100#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ifIndex 301, ARP ageing timeout 1200
IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3(u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.S8(u)

5112 4 V' H—7 = — ZADIREOH F RN

[EX]
show interface brief
[AFTE— F]
JEHFHE EXEC ©— K, f# EXEC E— R, fbl=z> 747 b—va rE—FR
B
A B =T 2= ADIREEH G FRT D,
TFToOHEENERIND,
EHH B!
Interface AV H—T x— R4
Type AU H—T x— AFER] %2
PVID ?7@L7V%A%W5WAND
%2
AA v FHR— FDE— R X2
Mode e access: X771
o trunk: ¥ 7 &
Status U RAT—H4A
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g&li

EHH B

Voo 2y DER

+ AD: shutdown iR &

e ED: A— h=7 —ft
« PD: RECLISL

Reason

Speed EEHE OB EREE %2

iR 5, v 2 — 7 = — A D

Bl %1

s (S AFT 4 v IEmBA L HE—T
= —A

« (P):LACPfm#f o F—T =—2A

AT DamBiA v X —7 = —AD ID

Port Ch

Description A B —T = —ADFAL

KU, v H—T = — A DBER

KOS L H—T 2 — A A H—T = — ADHER
[BXE A

A H =T 2= ADREEBSHERT D,

SWX3100#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.1l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up = lg = =
portl.3 ETH 1 access down PD auto -- ==
portl.4 ETH 1 access down AD auto -- ==
portl.5 ETH 1 access up == lg == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up == 1g == ==
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up - -

vlan2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1g ==

5013 A F—Tx—AD Vv I

&y
interface reset ifname
P85 A—&—]
ifname : LAN/SFP F— M EiTimEEA v ¥ —T = — X
Uty hHf 02 —7x2—2R
[AJ1E— ]

HrfE EXEC £— R



[FAA]
EELTA X —T7=2—R %)y b5,
[/—H
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WHRA L Z =T =2—ADY 7 REE VY P L, V7 2BiELT D,

mEB. Uty MTHEN—RIZY 7 Z T U RRET D,

FRERA o — T = — AZFTE LT % LAN/SFP AR — R

[BEH]
LANAR—F#l Z VY b5
SWX3100#interface reset portl.1l

5114 7V —AL AU U F—FRKR

IFEATTE 2R,

[E]
show frame-counter [ifname]
[NF A—F—]
ifname LAN/SFP R— DA > X —T = — A%,
BT DAL H—Tx—RA
[A1E— ]
JFrHE EXEC E— N, F¢kE EXEC £— R
[RLBA]
ifname CTIRELTcA V=T 2= ADT L—L N Z—IFWRELRRT D, ifname ZEM LIZHEIX, £2TOA
B —T7 2= ADIERERFT D,
DITOEANFRREND,
HH A
Packets EE/ZENT Y MK
Octets HEE/ZEF 7T > MR

Broadcast packets

Ta— kF X by bR R

Multicast packets

A FF A RSy R EIER IR

Unicast packets

2=F v A NIy MEEERZEEK

Undersize packets

T U= A RNy NEAEE(64 AT Ty MR DR
7 )

Oversize packets

F—= =Y ARy VAEA523 A7 T v R ED
2Ny R

T 7 A "Ry NEAEH(64 A7 T > MR T CRC

Fragments BRFETHD/ 7 v 1)

Tabbers “/‘:w\‘—/\"/f v bZAE$(1523 427 7~ FLLET CRC
MBEFTHDNT v FX1)

FCS errors FCS =7 —"7 » M2EH

RX errors ZETT7—H

TX errors EETT—H

Collisions Y Vg AR

Drop packets '7:71; 1\ "2y Lffi’i:%/\"&:/ l\iﬁ( Ny 7 AL &
DWZAETE Mo Ty M2

64octet packets 64 F 7T FEOS Y FEZEK

65-1270octet packets

65~127 47T v FED/N7ry FEEHK

128-2550ctet packets

128~255 477 v hEDO/NT v MESEE
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HE B
256-511octet packets 256~511 A2 7 v RO/ MEZERK
512-10230ctet packets 512~1023 &7 7 v FREDO/RT > MEZERK
1024-MAXoctet packets 1024~ KA 7 7 v FRECKDHD N v N EZEH

M1 KA B2 —Tx2—AD MRU IZIKE L TEET 5,

2T Ra vy TRENRGEICEEDOER, BB A IR EOBRROLERINET,
(B EH]

LIANR—F#1 DT L —A BT X —%FqrT 5,

SWX3100#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets : 84
Octets : 6721
Broadcast packets : 8
Multicast packets : 76
Unicast packets : 0
Undersize packets 0
Oversize packets : 0
Fragments 0
Jabbers : 0
FCS errors 0
RX errors 0

Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors : 0
Collisions : 0
Drop packets 3 0

Received and Transmitted:
6doctet packets : 1
65-127octet packets 1
128-2550ctet packets : 7
256-511loctet packets : 1
512-1023octet packets : 0
1024-MAXoctet packets 0

51157 v—b s Z—D7 )7

E&N

clear counters ifname
clear counters all

[F—T—F]

all D ARNTCOAE T 2= ADT L — LI =% VT T5H

[R5 A—5—]

ifname : LAN/SFP R— M EIFFEA v ¥ —T = —AD A L F—T = — R4
RO H—T 2 — A

[AFTE—F]

F#E EXEC E— K

[FBA]
A HE—T 2 —ADT VL —AH I X —% T T+ 5,
ifname ZIEE LT GEIE., TDOA X —T =2—AD T L—L IO Z—% 7V TT 5,
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ifname \ZFHERA X — T 2= AEARE LB AR, TDOA v F—T = —AZFTET 54 TD LAN/SFP R— h D7 L

— LA E—% T )T T D,

[ EH]

LANKR—F#l DT L —L AT H =27 VT T 5,

SWX3100#clear counters portl.l

5.1.16 SFP £ = — /)L DIREER R

[F=

show ddm status
[AS1E—F]
FERFHE EXEC £— N, il EXEC £— K
[BLFA]
SFP £ 2 —/VDIREEFIRT D,
1 DOHEBZ LT SFP AR— F T &ICHBIfEE, EREE, TREERSFRIND,

HE i

Temperature EY 2 — /LINEREE(C)
Voltage TEIEAE(V)
Current I (mA)
TX-Power F& . DIRE(dBm)
RX-Power 52D 5 (dBm)
[BREH]

SFP & ¥ 2 — L ORIER 7T 5.,

SWX3100#show ddm status

Temperature High Alarm High Warning Low Warning Low Alarm
Interface (Celsius) Threshold Threshold Threshold Threshold
portl.25 42.7 100.0 85.0 -40.0 -55.0
portl.26 = = = = =
portl.27 40.7 95.0 90.0 -20.0 -25.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Voltage High Alarm High Warning Low Warning Low Alarm
Interface (V) Threshold Threshold Threshold Threshold
portl.25 3.37 3.62 3.46 3.13 2.97
portl.26 = = = = =
portl.27 3.34 3.89 3.70 2.89 2.70
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Current High Alarm High Warning Low Warning Low Alarm
Interface (mA) Threshold Threshold Threshold Threshold
portl.25 4.0 16.0 15.0 2.0 2.0
portl.26 = = = = =
portl.27 6.2 17.0 14.0 2.0 1.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
TX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -5.4806 0.4139 0.0000 -10.7058 -12.2184
portl.26 = = = = =
portl.27 -5.4714 -1.9997 -1.9997 -11.0237 -11.7392
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
RX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
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portl.26 = = = = =
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

51.17SFP V2 — VDY L~ )VEEH DR E

EEy

sfp-monitor rx-power action
no sfp-monitor rx-power

[2XT A—&—]
action : SFP &V 2 —/VDZ Y L~V O #fE
REME S
SFP £ 2 — /L DY L~ LB 2 301
enable
KA
. SFP E ¥ 2 — /LD L~ VB 4 512
disable
15
[F1H13R 2]
sfp-monitor rx-power enable
AHE— K]
Ja—)aryz 4 —y g rETw—R
[REA]
SFP E Y 2 — /L O L~INVERZRET D,
[ EH]

SFP & 2 — VDI L~V 2 52§ 5,
SWX3100 (config) #sfp-monitor rx-power disable

5.118 BfF ¥ = —OFEAREROREC AT L)

[EFX]

tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate

[NT A —=F—]
action VAT AEEROEEF 2 — O HREHORE
RIEE B
bl VAT DRROREEF 2 — O AR %
AT D
ficable VAT LAIROEEF 2 — O A &
i) [
[WIH#IER E
tx-queue-monitor usage-rate enable
[AJIE—F]
ra—nN\narz4b—varE—R
B

VAT DERDREF 2 — O RERZ A E TS D,
no JEATHEAT L7256 BHIIRE ISR T,
[/ — ]

BEEX 2 —OFERAREREZGHT D000, Ka<w o Rz T, A v F—7 2 —ATHLEEF 22— DR
AR AN T 20N D 5,
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[BREH]
VAT LR TEEF 2 — O RER A ERICT 5,
SWX3100 (config) #tx—queue-monitor usage-rate disable
5.1.19 EEF 2 —DERAREROREA V F—T = —X)
[EFR]

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[/3T A—HF—]
action DORBA E—T 2= ADEEF 2 — O HRERORE
REE B
enable RGA L F—T == ADEEF 2 — DfEH]
REREZANTT D
i A B —T 2= ZADEEF 2 — D
disable R T
[WIHIRRE]
tx-queue-monitor usage-rate enable
[AS1E— ]
B —Tz—AE—FR
[

HRA LV H—T 2 — ADEEF 2 — O HRER 2B E 213N T 5,

no IR CHFAT LI G & I3 IR E IR T,

[/ —}]

Az~ Ri% LAN/SFP iR — MMZ DB E Al HE,

REEX 2 —OHEHREREZANCT D010, Ka<vr FIIMA T, Y AT AEETHEEF 2 —Off I REH
EANCT DUEND D,

[ EH]

LAN R— | #1 OXE[EF ¥ = — O AREH %2 BT 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #tx-queue-monitor usage-rate disable

5.1.20 EEF 2 —DFEHAREHRORER R

EEy
show tx-queue-monitor
[AJIE— ]
FEREHE EXEC £ — N, FiHE EXEC £— F
[@iH]

HEEF 2 —OFEHREROREERRT D,
RARNEITLLTOLEEY,
o VAT AEROFEEX 2 — O HREROHKE
« LAN/SFP FA— bk Z & OFGE

o A2 H—T x—AL(port)

» LAN/SFP 7" — R OE[E ¥ = — O F AL DX E (usage-rate),
[ EH]
HEEF 2 —OEAREROBREZ 2T 5,

SWX3100>show tx-queue-monitor
usage-rate: Enable
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port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

52V 0770 —vayv

821 AFT AV ITBA LV Z—T =2 —2ADHRE
B

static-channel-group /ink-id

no static-channel-group

[XT A —F—]
link-id : <1-96>
ART A v Vi VA —T = — 2K
[AF1E— K]
A H—Tz—ZAF—R
[BLEA]

KIRA B —T 2 — A% link-id THRELIZAZT 4 v Vi A VX — 7 = — R IHTR S/ 5,

no R THEAT LG A, RBA LV F—T 2 —RERAET 4 v Vi A VA — T = —ANBREHE 5,

[/—}]

A~ Rid LAN/SFP 7R — NI DA% E Al HE.

ABT 4 VA o H —T = — ADELE LR link-id \2%F L C. LAN/SFP R— F Z @ S ¥ 5881%. Hi-lc A
BT A TR A —T = — ADREREIND,

ABT 4 VA v H =T 2= ADLIGR ISR, PR T 5 LAN/SFP AR — MV ELS e o 7235813, AX T+«
v I REA A —T 2 — ANHIBREND,
10@15?477%@4V&%7:%XKWﬁS<MHAMﬁPﬁ%%%ﬁ@éﬁé:kﬁf%éo

BEICTFEL CWD ALY T 4w VA v 4 —T7 = — A L CHITE S5 581%, LANSSFP AR— M ERAXT v 7
m@4/5 T x2— AT, UTOREEET—HIETDHZ L, BREVELRDIGHITI T L5,

¢ VLAN OEE
© QoSDFTAME—RRET 74V bk CoS ., ~N— MEFEEZET)

I ART 4w VamBiA v — T 2 — AR EN DAL, LAN/SFP R — D ERRENAZ T 4 v 7 iwEhA
VE—T 2 — ZADYIMREL D,

LAN/SFP R— N2 A BT 4w VIR A v 2 —T7 = — AR S E 5 &, MSTP ORENVIHREHEICES, F1-.
ABT 4 v ViREBA U H—T 2 —ANLIE LT84 S MSTP O ENOHIFR EMIZE S,

1 >0 LAN/SFP R— s &I OFRIA > ¥ —7 = — RICFR SE D 2 L IE KRV, no JEATHIR S TH 55
RARBEA L X — T 2 — AR ESE AT L,

[BE ]

LAN B— b #l ZRE T 4 v JfBA L 4 —7 = — A 45 \CHIB S £ 5,

SWX3100 (config) #interface portl.1
SWX3100 (config-if) #static-channel-group 5

822 AT 4 vV iBA V2 —T = — ADIRERR
[

show static-channel-group
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[AJTE— K]
FEHFHE EXEC £— R, F##E EXEC E— K
[
ABT 4 VimBiA U B —T = — ADREEFRTT D,
THETDHDAXT 4 v IVmBA v X —T7 2 —AZ LW FTOEENREREIND,
s RET A I A —T 2 — A4
« m— RART U ZABREDIL—L
s FTELTWVWD LAN/SFP R— h DA V¥ —T = — A%,
12— RRZ 2 ZAERED L— LI DT, port-channel load-balance =1~ > KD fype /NT7 A —X —SMD = L
[ EH]
ABT 4 VA A —T 2 — ADREEFRT D,
SWX3100#show static-channel-group

% Static Aggregator: sab
% Load balancing: src-dst-mac

% Member:
portl.1l
portl.2
portl.3
portl.4

523 LACP HBEA LA —T 2 — ADHRE
[

channel-group /ink-id mode mode

no channel-group

[23F A —&—]
link-id o <1-127>
LACP ¥R A v #— T = — A &K=
mode D ®EE— R
mode Eoz]
LACP % ACTIVE £— K CHBEESH 5,
active ACTIVE E— R Cid, ®fmioxt L CHR
B2 LACP 7 L — A% 5EET 5,
LACP % PASSIVE E— R CHfES ® 5,
Issive PASSIVE &— R TlE, xfrtzs2>5 LACP
P T L BB E LA DA LACP 7 L
— LEEET D,
[AJTE— K]
Ao B —T z—AF— R
B

RGA B —T = — A% link-id THRE L2 LACP fHilf v ¥ —7 = — A ZHTB S ¥ 5,

no B THEITLEEBAIL. [MB A F—T 2 — 2% LACP A v X — 7 = —ANLPLREE S,

[/—}]

A~ Rid LAN/SFP AR — NI D AR E AlHE,

LACP i@#RA % —7 = — A|Z LAN/SFP AR — N Z @ S H 7255513, 243#% LAN/SFP /R — K IZ lacp timeout long 737%

EIND,
F7o. LACP il A 2 —7 2 —ANGIB S 725613, 2% LAN/SFP AR — k@ lacp timeout =~ > R DFXE N
HIBR S 4L D,

LACP i A v % — 7 = — ADFLE LR link-id (2% L C, LAN/SFP i"— b ZFT)@ S ¥ 538 1%. #7212 LACP i
HA L2 —T 2 —ANEREND,

LACP iHEEA ¥ — 7 = — AP LR S8 8. FTE 5 LAN/SFP R — M MEL 72 o 7285613, LACP #REi1 >
B—T x—ADNHIREND,
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1 2O LACP#BEA v X —T7 = — AIZE K 12 D LAN/SFP AR— F2FHE S5 Z LT 5,

A&+ % LAN/SFP iR — b3S, 8 DE TIX LACP ¥l A v ¥ — 7 = — R (ZHIfIC R b, 8 D&z =452 >
TIEEERAIMHZ COFER— 5,

H{EE— R " FED LAN/SFP ;" — NI LACP UV > 7 7 7V 77— a Zxbii L7ev, (FTEIXrIaE72 723 LACP Y
YO T V=g LTEMER LRV, )

WIEWE N D LAN/SFP AR— R 3F— LACP A > ¥ — 7 = — AR L TWA RS OEEITEEE Y
TV = a OREIMET D, FEMIE lacp multi-speed 2~ RESHOZ &

BEL ﬁfbfwéLMP GHEA L H—T = — ATk LT LAN/SFP R— M 2 i@ &8 53841, LAN/SFP R— k &
LACP A v X —T =2— AT, UTOREEZETHIEHLZ &O&EbﬁﬁéﬁAﬁi7 LB,

+ VLAN D% 7E

* QoS D KT ARNE—REET 74/ bk CoSfE, AN— MEIEEE L)

BT IZ LACP f#ll A v ¥ — 7 = — AN ER SN DA X, LAN/SFP AR — F O LRl EDS LACP ffiA v ¥ —7 = —
AZDHMFRE L 725,

LAN/SFP ;R— b % LACP #BlA > ¥4 —7 = —AIZFB &85 &, MSTP OF m#@% Em

F7o. LACPFBiA v & —7 = —ANBRBLR L7256 H MSTP OF%E S HIHIER EEIC

1 >® LAN/SFP R — M ZEEOfmEA v 7 —7 = —ACFTESE 5 2 &im%&w

no IR CHIES T BALHmBA V¥ — 72— RIFTRSELZ L,

[ EH]

LAN 7R— b #1 Z ACTIVE £— KT LACP fa#lif v ¥ —7 = — X #10 IZFTB S E 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #channel-group 10 mode active

5.2.4 LACP ¥ A v X — 7 = — A DREFR

[ER]

show etherchannel [ifname]
[7%F A —&—]
ifname : LAN/SFP R— b DA v X —T = — A4

LACP iBi A v X —T7 = —AZ MR L TWEHA X —T =2 — A

[AJ1E— K]
FEFFHE EXEC &— R, F#E EXEC £ — K
[FHA]

ifname M L1256 . LACP fadliAf v % —7 = — ZADREBE LK TRT D,
AT 5 LACP A v & — 7 = — A Z L IZU T OHEANE RSN D,

o LACPimHiA v ¥ —T7 x=—R%

« T— FNRT U REED L— L

o FIBLTW5 LAN/SFP AR— b DA ' H—T = — A%,

17— RNT 2 ZABEBED L— W2 DT L, port-channel load-balance =1~ > KD type /XT A —4 —ZBDOZ L,

ifname ZFEE LT234E . LACP iwBlA v ¥ —7 = — 2 Z R LT\ %, LAN/SFP R— h DiRFEZ FRT 5,
UTOHEBENEREND,

HH B L

Etherchannel portN.N LAN/SFP 7R — R4

Physical admin key Y ERAY 70 R % 351 97 B #E(bandwidth,duplex,mru, VLAN
RERL ™ B VERK)
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HAE

B

Receive machine state

LACP 7'1 |k =2/l Receive machine 3B DR HE
* "Invalid"

o "Initialize"

* "Port disabled"

+ "LACP disabled"

» "Expired"

¢ "Defaulted"

e "Current"

Periodic Transmission machine state

LACP 7' 17 k =1L Periodic Transmission Zf 28 5D IR HE
e "Invalid"

* "No periodic"

+  "Fast periodic" (1 FPH}E CTi%(F)

+ "Slow periodic" (30 F>fE TiEE)

* "Periodic"

LACP 7 & k =1/l Receive machine B4 DR HE
¢ "Detached"

Mux machine state +  "Waiting"
« "Attached"
+ "Collecting/Distributing"
fitt FRRE
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LU D% 2 Hi(Actor B4y BE . Partner X [4HTF)
Aggregator ID LACP o5 ID

Information TIZLL FDIHERNFR RIS,

HH B

LAG LACP AT LID(ZFT7A4F VT 4, MACT KL R)
Admin Key LACP Dot & 72 5 IDGREEAR — N &)
Port priority LACP A — MBS

Ifindex A B =T 2 — AT

Timeout Timeout fE("Long"=90 ¥, "Short"=3 )
Active LACP #1f{EE— F("Active", "Passive")
Synchronized Synchronization 7 7 7'

Collecting Collecting 7 7 7'

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[EXE B

LACP A v ¥ — 7 = — ADREEZ T T D,

SWX3100#show etherchannel
% Lacp Aggregator: pol0
% Load balancing: src-dst-mac
% Member:
portl.l
portl.2
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portl.3
portl.4
LACP f#iA v ¥ —7 = — A &AMl LT\ %, LAN/SFP R — b OIREA £ RT D,

SWX3100#show etherchannel portl.l
Etherchannel portl.1l

Physical admin key 3
Receive machine state Current
Periodic Transmission machine state Slow periodic
Mux machine state Collecting/Distributing
Selection Selected
Information Actor Partner
LAG 0x8000, 00-al0-de-e0-e0-e0 0x8000, 00-a0-de-11-11-11
Admin Key 0001 0001
Port Priority 32768 32768
Ifindex 5001 5001
Timeout Long Long
Active 1 1
Synchronized 1 1
Collecting 1 1
Distributing 1 1
Defaulted 0 0
Expired 0 0

525 LACP AT MELEEDOHRE

[ER
lacp system-priority priority

no lacp system-priority

[T A—F—]
priority 1 <1-65535>
LACP ¥ AT NS
NSV SR E
[FIHIRRE]
lacp system-priority 32768
[AF1E—F]
srua—\arz 4 b—varE' -k
[

LACP v AT AMERIEEZFRTET 5,
no FERCTEIT LG A TR EEZ WM R T,

[/—}

LACP #BEA o 5 — 7 = — A DSRTAHESR & HobE S M- . o AT MMESEHE % Holle LT B SRHEDS B 5 1 e S
5z bR,

[BREH]

LACP ¥ 27 MMBJEE 2 100 ICRRET 5.
SWX3100 (config) #lacp system-priority 100

5.2.6 LACP > 2T AMBHREDOF R
[ER]
show lacp sys-id
[AFTE— ]
JEHEHE EXEC & — R, #§# EXEC E— R
[
LACP v AT LMESE L LACP AT A ID 2R 9 5,
UTOEANERIND,
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« LACP v A7 LS (0x THE D 16 HEE)

e« LACP VA7 A ID

[/ —}]

LACP ¥ A7 LESEEELT, lacp system-priority =~ > R CRETE 5,

LACP v A7 A ID X, MACT RLAMLAEREIND,

[ EH]

LACP OV AT MERE AR RT D,

SWX3100>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0

52 7LACP BEEY L /7 7V F—2a VORE
[

lacp multi-speed switch

no lacp multi-speed

[/NT A—F—]
switch D BEEEYV TV = a UHBEDOE R - AR E
REE i
enable i WEY T TN =g EARIC
disable % WEY T 7Y = a RN
(IR E]
lacp multi-speed disable
ASE— ]
sa—s\)var7 4 b—3a E— R
[ﬁ%]

LACPIZBIT 2 BREEY oy 7 7Y F— a UHEREDAR) « BRI EZRET D,

no IERCHEAT LI=HA IR TC 2 W IMEIZR T,

[/ —}]

FREEY 7 T 7 A= g U INEN DA OEIE

« BHREEBR—F) ETOTRTORBR— FZ2EEHEEICEDLLTT 7T 4 71T 5,
© B RIAFURFTRTOFBRR— FERFICH .

o KRN R DBERHEEZZ T ANLRWGS, B e iR s TR — MO —BEAHAICAZH L, B
NMERRRERFTER AR — N2 T 7T 4 7 235,

FREY o T )= g UINESIOBEA OBEE

o FBAR—FNATRINCY 7T v 7 LR — s ERUBEFHEREDOKR— NORET 7T 4 71295,
o GBEHENRRIMOR—NMIAZ AL DFEF LT D,
o FI—hFRIATVE—T g VIR EINTWAEA . FTEARN— N TR R I =— g o LEERR L CEfE

WEDR— NOIRET 7T 4 72T 5,

o ANV I T T LR FERETY V7 Ay Lz &, LACP#HElA v X —T =—A b V7 Xy d
2,

[ EH]

BEEY o T 7 = a v EAMCRET S,

SWX3100 (config)#lacp multi-speed enable

528 LACP ¥ A4 AT U FDFRE
EEN|

lacp timeout duration
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[2XT A =& —]
duration D FALT U NERET S
duration B

short ZALT T NE3IVETD
long A LT NEORETH

[AJ1E— F]

A H =T z2—RAE—F

[FHA

LACP # A L7 U b &R ET D,

[/—}]

Az~ FILLACP i@l A % —7 = — T8 L T % LAN/SFP 78— T D B3R E FIHE,
LACP @A % —7 = — A2 LAN/SFP AR — N Z )@ S 75513, 24#% LAN/SFP /R — R IZ lacp timeout long 737%

EIND,
F72. LACP i v ¥ —7 = — AL PLHE S B 7285515, %4i% LAN/SFP /R — h @ lacp timeout =~ > K DX E N
HIFR SN D,
LACP # A L7 7k &1E, RSN SD LACP 7 L — A5 ETE RN RmAIcA v Li- L e+ CoR
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOFEREILLACP 7 L — AN S U CTRIAMEERIZIE B L, 218 Lo xR I S
72-LACP ZA L7 7 FD 13 DB TLACP 7L — L2 EETH L0 D,

HE D LACP 7 L —ADXEHFEIL, XHEERNHE 5T D LACP 7 L—ANIZKEM E N TV D LACP # A A
T MRS D,

[B%E R

LAN R— F #1 ® LACP # A A7 7 N % short IR ET 5,

SWX3100 (config) #interface portl.1
SWX3100 (config-if)#lacp timeout short

529LACP 7V —AL U Z—D7 YT

[#FX]

clear lacp [/ink-id] counters
[NT A —=HF—]
link-id 1 <1-127>

LACP #¥i A v ¥ —7 = — A &K=

[AJ1E— K]
Kt EXEC £— R
[BLFA]

LACPO 7 L—L T B —%7 1) T7T15,

link-id 80 L7256, GETDIETOLACP#HEA v ¥ —T =2—ADT L —AL AT ¥—% 7 VT T 5,
[ EH]

ETOLACP#HPIA L X —T 2 —ADT L —AI I B —% 7 )Tt 5,

SWX3100#clear lacp counters

5210 LACP 7 L — A B U X — DR

(]
show lacp-counter [/ink-id]
[/3T A—HF—]

link-id 1 <1-127>



av U R T77 LR | A0 F—7 x— Al | 167

LACP ¥ A v X — T = — A%

[AJ1E— K]
JEHEHE EXEC &— R, H5# EXEC E— R
[FiFA)

LACP D7 L — LN T H—%FKRT D,

link-id %AW L7=285613, GETIHIETO LACP iRl > ¥ —T = —AD T L—A DY U X —%FKrT D,
FIE L TWb LAN/SFP AR — N T L2, LLFOHERR R IND,

o EZ[FENTZLACP 7 L —A4

o EZEENT- Marker 71 h LT L— A

s EZEINTETZTI—TL—A

[BEH]

ETOLACPREA LV A —T 2 —ADT L —DLh T v Z—RFRT D,

SWX3100#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.1 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

52.11 2 — KT o ZEEREDIL— L DR E

EEN
port-channel load-balance type
no port-channel load-balance

[/3T A —HF—]
type DOMRREEA VA —T 2 — A B RD DT DL — L
ype B
dst-ip 565 IPv4/IPv6 7 K L A
dst-mac 569 MAC 7 R LA
dst-port %645 TCP/UDP R — b &+
src-dst-ip EE L8 LU SE IPv4/IPv6 7 K LA
src-dst-mac EETLRE LU%E%E MAC 7 R LA
src-dst-port &5 08 L O%E S TCP/UDP " — R &5
src-ip {5 I IPV4/IPv6 7 R L A
src-mac E(EIE MAC 7 R LA
src-port {5t TCP/UDP R — K &5
[WIHIRRE]
port-channel load-balance src-dst-mac
[AS1E— K]
Ja—N\)ary7 4L — g rFT— R
B

0— FNRT U AEREDRRE A VB —T 2 — R B RO DO DIL— VR ET 5,
ZELET7 L—ANODO L2/L3/LA EWAEHEA L, SN EInbd,
no B CHAT LB A IR EICHE 5,
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[/ —F]
AKa<wr RIZV AT AEERKOBEL 5,
IPv4/IPv6 /377w hTIE7R2 W7 L— A DOBEIT, RESH TN L—LIZBb 59, EETB L 0%k MAC 7 KL
A& JCICHERE A B2 — T = — ADRET 5,

Batl]
O— RANT U 2R T, B ETTE L O%ESE IPVA/IPV6 7 R L A% TLICHEE A v A — T = — A ZRETH L O ITHE
T 5,

SWX3100 (config) #port-channel load-balance src-dst-ip

5212 LACP A VX —T7 =—RAD 71 b a/LRERR

EEv

show etherchannel status [/ink-id]| [summary | detail]
[F—YU— k]
summary DB
detail L FEMEROR
[NT A —=HF—]
link-id 1 <1-127>

LACP iwBlA A —T = — A& 5

[ASE— K]
FEREME EXEC £ — I, #7#E EXEC £— N
[FLHA]

link-id THRE U712 LACP #w#liA v ¥ — 7 = — ZADREE LR T D,

link-id %AW L= & 21X, £7TO LACP fgPiA v ¥ —7 = — RREEFRRT D,
summary % $§7€ L7235& 3SR R L, detail Z48E L2 E135EME T 5,
summary ., detail HEME L7c & Z1X, summary BNEE SN D LT 5D,

UTOHEANERIND,
HE B
Aggregator LACP i A v Z—7 = — A
ID LACP ##lA > % —7 = — A L0 ID
Actor LAG %“ﬁi)ﬁ@mcp VAT AEID(TTAFTIT 4. MACT
Admin Key B HEH O LACP $D It & 72 % IDGRELR — h &)
Status Vo7 70— ardDAT—HF Z("Not
ready"/"Ready")
Partner LAG i:riga)im LACP Y AT L ID(F'T7A A4 VT 4, MAC T
Partner Key *FAFHFD LACP #D It & 72 % 1D
Link count T —ZBE AR — MEIE TR AR — M
Link %35 LAN/SFP iR — b —EGEMIZLL T D)
Link [ZIZUA FOHEANERIND,
RN B
"Unselected" LACP #il#fl~7 2 k = /L@fE .,
"Selected" LACP 235 %h72, LAN/SFP R— k& L TER L 7=,
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fE KRR B
— e e —
"Standby" ;ACP AN, LAN/SFP R— k& L, fgR—h &L
Synchronization 7 7 7 A
"no" Synchronization 77 7 7 2335 TUN 2L,
"yes" Synchronization 7 7 7 233> T 5,

fEFfREE & . Synchronization 7 7 7026, U Y7 7 w7 L7z LAN/SFP iR — N DIREER DB,

V> 27 w7 L7 LAN/SFP &~— b
DIRHE

LACP #lf 7" 2 » = )Lid@{E .

(RN

Synchronization

Unselected no

LACP 3 E %072, LAN/SFP 7"— h &
LCERLE, Voo T 70—
gy L THERLZDD, xdv T
—> g,

Selected no

LACP 23E%h72. LAN/SFP AR— k &
L CGEIRL, fER— b EE LT,

LACP 28E%h72, LAN/SFP 7R— |k &
LCEBIR L, Voo T 7=
ary e L THRRLNTT —XEE
BEL 72T,

Standby no

Selected yes

[ E B
LACP B A v F— 7 = — ADWRE R FRT 5,

SWX3100#show etherchannel status summary
Aggregator pol

ID 4601

Status Ready

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Aggregator po?2

ID 4602
Status Not ready
Partner LAG 0x8000,
Partner Key 0001
Link count 0/ 1
Aggregator pol27

ID 4727
Status Not ready
Partner LAG 0x8000,
Partner Key 0001
Link count 0/ 1

00=a0=ce=11=11=11

00=a0=ce=11=11=11

SWX3100#show etherchannel status detail
Aggregator pol

ID 4601
Status Ready
Actor LAG 0x8000,
Admin Key 0001
Partner LAG 0x8000,
Partner Key 0001
Link count 1/ 1
Link

portl.1l Selected
Aggregator po?2

ID 4602
Status Ready
Actor LAG 0x8000,

Admin Key

0002

00-a0-de-e0-e0-e0

00-a0-de-11-11-11

Synchronized vyes

00-a0-de-e0-e0-e0
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Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized no

portl.3 Unselected Synchronized no
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0

Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized no

5.2.13 LACP R— MEEREEDORE

E&
lacp port-priority priority
no lacp port-priority

[/3T7 A =5 —]

priority . <1-65535>
LACP 7R — MEJEE
INSWIE EBSEEA &

(WX E]

lacp port-priority 32768

[AF1E—F]

Sy H—T 2 —RE— R

[RLBA]

LMEﬁ—%%%W%&

no I CHEAT LI G A 1T E *ﬂﬂ\}'ﬂ R,

[/— 1]

LM? GELA X — T = — AIZHAD & & D LAN/SFP AR — M3 8 OF Tid LACP i A > ¥ — 7 = — A HEF
IR B, 8 DEMZ -/ oW TIEIEER A A TSR — 72 b,

Z DX D 7pEE, LAN/SFP AN — b [ CESCIEAL S M ST, BRIEMOE WL oL ERRALN S,

EESENEN. OFHI F LT, AT O Th D,

1) LACP 7R — MESEEEN /NS WRRESE S D,

2)LACP R— MELENRFR U THIUL, A > F—T = —AF T/ NSWERELESND,

SFP R — b Zf5E S E 245615, LACP R— MEREAZMORN— LV /NS RETHLERD D,
[BE ]

LACP AN— MESEEZ 1024 ITRET D,

SWX3100 (config-if) #channel-group 1 mode active
SWX3100 (config-if) #lacp port-priority 1024

5.3 in— MEREE

RE

R

5.3.1 A7 ALK TO IEEE 802.1X EEFHERED

E&

aaa authentication dotlx
no aaa authentication dotlx
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(AR E]
no aaa authentication dotlx
[AJ1E— ]
Ja—)ar7 47—y g F— R
B
VAT LAMRT IEEE 802.1X ik A2 AT D,
no A THEIT L7 A3, v A7 A42KT IEEE 802.1X FBFEA HLhIC 4 2,
FOAElI, radius-server host 2~ N T E L7z RADIUS r—"—ZfiHT %,
[/ — ]

EPRIC IEEE 802.1X FRAF AT A 7= 01213, R A v Z—7 =— A T% IEEE 802.1X ik %2 AT HHLER
%, (dotlx port-control =~ > )

B!
AT 54K C IEEE 802.1X #BFE & A+ %,
SWX3100 (config) #aaa authentication dotlx

532 VAT AR TOD MAC REFEREDR T
EEN

aaa authentication auth-mac

no aaa authentication auth-mac

(R E]

no aaa authentication auth-mac
[AFTE—F]
ra—nR)aryJ 47— g F— R
[FAA]

VAT AARRT MAC #BREE A A

no X THAT LG EIL. VAT A {2[:*( MAC BiE% #3235,

FOAEIE. radius-server host =~ > RN T E L 72 RADIUS H— \—Z{i T %,

[/— 1]

FEERZ MAC HAF AT 57201001, AR A v F—7 =2—ATH MAC HiF 2 HNTHMENH 5, (auth-mac
enable =~ > R)

[BREH]

VAT LAERT MAC RAEE AT %,

SWX3100 (config) #aaa authentication auth-mac

%“z‘i

5.3.3 VAT LK TD Web SBEFHERE
BN

aaa authentication auth-web
no aaa authentication auth-web

[FIEIER E]

no aaa authentication auth-web

[AJIE— K]

Ja—N"\)naryz 4L — g F— R

[FHA]

VAT AEIRT Web iBEEEH T D,

no IR CTEIT LA IR, VAT ALK T Web FRiE 2 ENZT 5,

FRFEIL. radius-server host =~ N Ci% & L 7= RADIUS Y — _—%fH T 5,
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[/ — 1]

FERRZ Web iBAEE T H72D11F, MHRA LV H—T7 2—ATH Web iBib2 AN T 2 M0E N H 5, (auth-web
enable =~ > )

[ EH
VAT LR T Web BiEE AT S,
SWX3100 (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FRiFEREDEEE— NRE

E&

dotlx port-control mode
no dotlx port-control

[/3F A —&—]
mode : IEEE 802.1X FBREDOEMEE— F
B{EE— K 24
IEEE 802.1X #2:E™ Authenticator & L CHEE
auto
T 5
}_LA
force-authorized IEEE 802.1X FERED FBFEHT #» AN — b IZ[E E
ET D
— MNCEERE
force-unauthorized IEEE 802.1X GRGIEDAGEFEA — M ERE
T 5
(#1813 €]
no dotlx port-control
[AFTE— K]
A H—T 2 —AF— R
B

XA v #—7 = — 2% LT, IEEE 802.1X REFHEREDEIEE— RE2 R TET 5,

nEATa~vy REETLIEEAIE. R A v #Z—7 =—ZD IEEE 802.1X ZRIFHEREITHER & 72 5,
[/ —H]

Ko< RIiZLAN/SFP R— B L OGHELA v ¥ — 7 = — AT DA E [ HE,

Bail|

LAN 7R— b #1 . IEEE 802.1X #XFFEREDENET — K% auto 1T ET 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X SILDERIVILR— b COEELHIHORE

[EX]

dotlx control-direction direction
no dotlx control-direction

[/XF A—&—]
direction COREEFER— FTONr y NEEEEE R IE
EREENE FLEA
both AR & BT D,
in G DIRLIET B,
(IR E]

dotlx control-direction both
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

KRA VA —T7 = — Ak LT, IEEE 802.1X RFEDRFRFERF D /37 v NREENEEZEE T 5,

no FEXTHEIT L72EE L. WIHEREIZE S,

both ZFHE L TV DHEE, Y7 U DY "D XE LTy FEMIEL, fOR— b $7 Y v oS
TWH Ay F =T 2—=A~DT 0= FF v A NZLT Xy A MRTy FHIEET D,

in ZHELTWDEA, TTV DY MPLRE LAYy hORZREMIEL, MOR— 1915 F7 U I h OB S
NTNWBA U H—T 22— A~DT B— RFx A NZLTFy ARy NIEET S,

[/—F]

ARK=a<> RIZLAN/SFP iR — F B L UGHEEA ¥ — 7 = — AZDOHFXE THE,

MRA =T == AT, RAME—FE~vAVFH T VI bE— FICRE LA MACRGEE 0P L7256
X, HEIEIZ in & 725,

KA L H—T 2 —ATH AN VLAN OFEEZ L TWEIEBIL, Ao~ FOREBERNERY L 25,

AKa< ROREEZEETDH &, BARREBIIHENIRBICRE S,

ARa<r REFEHT L2010, SR A v ¥ —7 2 —ATHR— FNRIHEREE H T 20N H D, (dotlx port-
control =~ )

[ E R

LAN R— k #1 ORFEFEAR— b TO/r y MREINMEZ ZE DRI 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #dotlx control-direction in

5.3.6 EAPOL /X% v F DX EIE DR E
[

dotlx max-auth-req count

no dotlx max-auth-req
[/3F A —4F—]
count ¢ <1-10>
EAPOL /"7 v b DR K%E 1K
[FIE ]

dotlx max-auth-req 2

[ASTE— K]

A H =T 2 —AF— R

B

RBA B —T = — 2% LT, EAPOL %7 v F OEERIROEIELEHET 5,
o X TCa~y RE2EITLIESEAIL. PIHREICRED,

[/ —H]

K< RIiZLAN/SFP 7R — M B L UOGGHEEA > ¥ — 7 = — AT DA% E I HE,
RKa<wy REMHATHDI2F, MRA L H—T7 =2— A TH— NEGEEREEZ AN T H2XLE N H D, (dotlx port-
control =~ > )

[RXEH]

LAN 7R — k #1 C, EAPOL /X7 v hOXEREE 3 ITRET D,

SWX3100 (config) #interface portl.l
SWX3100 (config-if) #dotlx max—-auth-req 3

5.3.7 MAC FIFERE DX E
(]

auth-mac enable
auth-mac disable
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no auth-mac enable
[¥—7— K]
enable : MAC RGEERE 2 AT %
disable : MAC RGEHRE & 20129 %
[WIHARRE]
auth-mac disable
[AJ1E—F]
Ao H—=T 2 —AF— R
[BLFA]
WMHA B —T =2 — AKX LT, MAC #BREZ AT 5,
no JETIFAT L72GE . £72i, disable Z45E L7256 1%, MAC BREZE 22T 5
[/— 1]
A< RIXLAN/SFP R— B L UGHERA v ¥ — 7 = — AT DB IE Pl e,
FERIC MAC FRAEZ T 2720121, VAT AEETH MAC Bl 2 AN T 545738 5,  (aaa authentication
auth-mac =~ R)
[BEH]
LAN R— k #1 ® MAC FBiERE 2 2027 5

SWX3100 (config) #interface portl.1
SWX3100 (config-if) #auth-mac enable

5.3.8 MAC FEFEFD MAC 7 RL AR DR E
[E=X]

auth-mac auth-user fype case

no auth-mac auth-user

ST A—5—]
type o B EAEE
R EME i
hyphen XX-XX-XX-XX-XX-XX
colon XXIXXIXXIXXIXX XX
unformatted XXXXXXXXXXXX
case D ORXF - NEERE
BEME i
lower-case NI (a~o)
upper-case KILF(A~F)
(AR RE]
auth-mac auth-user hyphen lower-case
[AFTE— ]
ra—nR)aryJ 47— g F— R
[FiAA]

MAC % BN il 7k‘b\‘(\ AT DEH# 1%%‘3‘5:1‘—%”—% s INAT— ]\O)}%K%%Ej—é

MAC ZAETlX, 7V B PO MAC T FL A B a—W—4 « XATU— K& L C#EH L RADIUS — N—~FHiE %
RSB,

no A TIAT L7213, FIHEREICRE D,
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[/ — 1]

Ko<y REfHT5720121F, 68 A v ¥ —7 = — AT MAC RS REZ BN T D LENH 5, (auth-mac
enable =~ > )

3“‘/2'%{5']]

MAC GBREIZEHT 5 MAC 7 RL AR Z A 7o L, RLFICETT S,

SWX3100 (config) #auth-mac auth-user unformatted upper-case

5.3.9 MAC pcunJ—.Eo)x 57"{ P4 77&%0)_“%
By

auth-mac static enable
auth-mac static disable
no auth-mac static

[F—TU—F]
enable LA T 4 IREEERIICT S
disable AT 4 RGNS

(AR E]

auth-mac static disable

[AFTE— ]

A H—Tx2—AE— R

B

MAC FBFEHERE C, FRAEZ /NA L7 T U I RO MAC 7 RV AZ FDBIZAX T 4 v/ =y h ) —& L CRET
éo

no IR CTHEAT L7=HE. F208, disable 2 E L7=25GAIE. A¥T 4 v 7 BEE BT D,

[/—F]

AK=a<> FIZLAN/SFP R — M B L OGHEEA v ¥ — 7 = — A ZDHFKE FHE,

RKa<wyw F@aﬁﬁ%’%ﬁﬁ“ék FRREIRRE I TR RE

\HE. MACFRGEIZFDBIZHA A FI vz FU—¢L L“Cé“ﬁ%ﬁ“é?‘:&)iib—y‘/ﬁ\ﬁ'/fA?’W rOXIGEE 72 DN,
Ka<y REWRFIIAZ T v 72 b)) —L LTRET D720 72D,

clear auth state =~ > K, F72(%, auth clear-state time =~ > KT, XA ¥ T 1 v/ HEERIEEREZ 7 VT THZ &
MNTE B,

Ka<wy REMHAT 720120, SR A v F—7 x2— AT MAC iBFHEREZ AT A 4N H 5, (auth-mac
enable =~ > )

[ EH]

LAN 7R— k #1 O MAC FBFED A X T 4 v 7 Bk A BT 5

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #auth-mac static enable

5.3.10 Web 72 GFHERE DX E
(&=

auth-web enable
auth-web disable
no auth-web enable

[F—TU—F]

enable © Web iRFEHEREZ AT D
disable : Web iRl RE A HEZNIC T 5
[FIHAER ]

auth-web disable
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[AJTE— K]

A H—T 2 —AE— R

[FRHA]

;(_T%’I’ T/&b‘73:b‘x 7§(ATL/VC Webwuuﬁé’ﬁ)‘j 75

no FBRCTHEIT L7=HHA . F721L, disable 28 € L7=5A 15, Web iRiE& Hhiz 35
[/—F]

ﬁzv/hiummWf-bk;U AP LA —T o — AL D IR ETRE,

EFRIZ Web FBRERFEAHT2720121F, VAT AR TH Web iBRE2 BT D483 H D, (aaa authentication
auth-web =~ > )

'7/1/'9:'9-709 V4 ]\%“_‘ ]\U\%“ﬂi Web 7 At DE*(A% %ﬁ;ﬁ]acﬁé Z & 6i(% iﬁ/\/o
7 A K VLAN L OffHIZTCE EHA,

[B%EH1)

LAN 7R— |k #1 @ Web RFFEEE 2= AT 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #auth-web enable

53.11 "R FE— ROHRE
E=N

auth host-mode mode

no auth host-mode

[2XT A—%F—]
mode DA — FNEGEOENMEE— R
BEE— K B
1f%h@t@1#f)ﬁ/L@ALﬁ
single-host AT 55— KT, BUICFEREE XA LT
YTV NOBETAT S
1 R—=HIZ VBT > bOEE%
AT 5E— RT, &MOVTY T RH
multi-host muuﬁ%/\xj—é C]'f I_JL/-J_"_‘ }‘EE‘FOD "j_7
Uy MER nﬁ%??joiﬁ <T %)JE'L:IZ))EI
L5
1T~h%t©@ﬁﬁ7)w/b@kﬁ
multi-supplicant AT 5E—RTHT U D MEIZHED
el - ERAERET D
[FIHAER E]
auth host-mode single-host
[AJ1E— K]
A B =T z2—AF— K
B

RRA L H—T7 2 —RTH LT, A— FRGEOEMEE— RELET 5,

no B TEIT L2 A1E. PIHIREIZRE D,

[/—}]

ARza< 2 FIXLAN/SFP A"— hEB X OGBS v ¥ — 7 = — XD HFRE A 6E

AKa~vr ROREEXERTH L, RARRIEIIWIHIRE
vw%%7)w/h%~kf&4%:yﬁWAN%ﬂ%#é%é\%fUWVkﬁﬁ?WAN%%Eﬁé:&ﬁﬂ
HEo

VVFRA = RTHAF I v 7 VLAN 28T 256, 2HFBLEOY 7Y I MIRYIOF 7V 71 haviE
A L7 VLANID 2Nl & 5,
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Ko<y REMHHATH0120F, M8, X —7 2 — A THR— NRGHEREEZ AN T D2LENH S, (dotlx port-
control =~ K, auth-mac enable =~ > N auth-web enable =~ > R)
[ EH]
LANR— M #l Z~v AV FH 7V I FE— RICEET 5,

SWX3100 (config) #interface portl.l
SWX3100 (config-if) #auth host-mode multi-supplicant

5.3.12 IR F DR E
[EX]
auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order
[F—D— K]
dotlx : IEEE 802.1X #&FF 7=
auth-mac : MAC #ZiF
[F13E% %]
auth order dotlx auth-mac
[AS1E— K]
A H—Tx2—AE— R
B!

AN— FERAERE C, REEA AP L7256, SRR T O IR A ET 5,

no FECTHEAT LG E IR, VIR EIZE 5,

[/—H]

ZIK:-?‘/ RIZ LAN/SFP " — b B L UGREEA ¥ — 7 = — RO B TE A HE,

Web #BGEIE, ARFXEIZEFR72 < Web FRAEH I T ID/Password %ﬂj? L7 & ZITRREZAT O,

IEEE 802.1X F¥RE. MAC iRk, Web iiEDREN N2 56, € ORGET T S 720,

AKa<r REFEHAT 7201203, SR A v X —7 2 — A THR— NBIHEREE AN T D20 ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > N, auth-web enable =~ > )

B

LAN R — bk #1 OFBFESF R DNEZE %, MAC FR3E -> [EEE 802.1X FREDNETE TI1T 9 L 2 ITRET 5.

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #auth order auth-mac dotlx

5.3.13 FREEDRIE
&R

auth reauthentication

R

no auth reauthentication

[FIH#13% E]

no auth reauthentication

[AF1E— ]

A H—Tx2—AE— R

B!

ﬁ%%y&—7i—x ﬂLT TV h v N OFEREE AT
no ﬂ%ﬁ(%?? fo_ ﬁ:wuu %ﬁf‘jj ;ﬁﬁéo

ARERE & AN Lf: AL, RREICAP LYY 1 v b 2 @IS FRRRET 5,
FHRRFEOMMEIZ. auth timeout reauth-period =~ R TCEE TX %,

[/—}]

A< RIXLAN/SFP R— hB L UOGREA ¥ — 7 = — AT D B E Al e,
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IEEE 802.1X RGEREL., ﬁm£®&4 Vb E L, 7Y B MIZTEAPOL A7y FEEE LT a—Y—{15H%
ﬁﬂ‘yﬁ%’; [/ RADIUS ‘Tj‘%«/\*‘ k—ntu uL‘Eg;k 75_)1'7 5 o

MAC ZREFHRT. HRGFDZ 1 2 /7¢ﬁék\ﬁfuwyb®wmc7va%1~%~%\%;w\NxU~F
L Efﬁ L T RADIUS H—/—|Z \—ntu nﬁgjk %?—T 5 °

Web l]lLJDJ‘_EH:iJ‘:\i E:plbDJtE@&/r '/7 fcﬁé& ‘6‘7 )jj/ ]\@ELADEE’H_\‘ %j%ﬂhﬂ :%%éﬁéo

Ka<wr REMERTH0120E, JBA v F—T 2 —ATHR— MliEEEZ AT D2 HENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > N auth-web enable =~ > )

[ EH]

LAN R— h #1 OFRIEE AT

SWX3100(conflg)#lnterface portl.l
SWX3100 (config-if) #auth reauthentication

53.14 # A4+ I v 7 VLAN O&RE
(&

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

[WIHIRRE]

no auth dynamic-vlan-creation
[AJ1E— ]

A F =T z—AEF—FR
B

KGA X —T 2 —RATK LT, ¥A4F v 7 VLAN ZHENCT D

no B THEAT LA 1X. #1473 v 7 VLAN 250295,

XA F v VLAN BERA % —7 = —ATIL, RADIUS % — 3= G 157E &7z JBPEME (Tunnel-Private-
Group-ID)% & &2, FTE VLAN ZEJICZEE 5,

[/—}]

A=z FiX LAN/SFP AR — B L OGRELA > # — 71—x&®#%iﬂ%0

AKa~v s RORECERT LD L. RBIRIRRRIZHIHRRE
vw?#?)ﬁ/b%*kf&4f:yﬁWAN%ﬂ%?é%é\ﬁfUﬁVF%ﬁTWAN%%E?é:&ﬁﬂ

figo
VT RARE=RTHAF Iy 7 VLAN ZHIHT 256, 2 FALUBEOY T ) I 2 MIRYIOY 7Y 7 b AviE
F L7 VLANID 2% &%

Ka<wy REERTH7-0120%, JHBA v F—T 2 —ATHR— FliHEEEZ AT A2 LENH 5, (dotlx port-
control =~ >~ K, auth-mac enable =~ > N auth-web enable =~ > )

B&=l

LANR— h #1 T¥AF I v 7 VLAN ZHNTT 5

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #auth dynamic-vlan-creation

5.3.15 7% 2 b VLAN ORE
B

auth guest-vlan vian-id

no auth guest-vlan

[/3F A—F—]
vilan-id c <1-4094>

7 A~ VLAN F® VLAN ID
[FIEIE% E]

no auth guest-vlan
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

RRA B —T 2 — ARSI TV DT T Y B EBRERE, H D WIE, BRI D & X ZHTE T 557 A N VLAN
%j: ‘a_éo

no TR TIAT L7=8A1E. 7 A b VLAN OREZHIRT 5,

[/—}]

A< RILLAN/SFP R — R B LOGREA v ¥ — 7 = — AT DO HG%E " HE,

ARKa<w FOREEZEET DL &, sBaBREBIIPHIREICRE S,

AKa<y REFEHAT 7201203, SR A v H—7 2 —ATHR— MNBIHEREE AN T D2HENH S, (dotlx port-

control =~ > N, auth-mac enable =~ > )

Ra~<y FiE, Web iBREN AR &L ERETEERA,
Bl

LAN 7R— |} #1 TZ 2 ;s VLAN #10 24577 %,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #auth guest-vlan 10

5.3.16 FBAELEE O IEHAR DR E
BV

auth timeout quiet-period time

no auth timeout quiet-period

[73F A —F—]
time 1 <1-65535>
RAER L., V7Y o b & OlfE 2 AT 2 B ()
[ E]
auth timeout quiet-period 60
[AJ1E— F]
AE =T 2 —AE— R
[FAA]

XRA o H—7 2= AT LT, RBREEMR OFBREM LI 250 9%,

no B CTEAT LG AR, VIR EIZE 5,

RREIIEFAR IS ZAE Lz M _CEEES 5,

[/— 1]

A=~ RIELAN/SFP AR — b K OGRERA » F — 7 = — AT D HRE A HE,

Ko<y REFEHATH720120F, W5, v X —7 2 — A THR— NRGHEREE BN T D20ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > N auth-web enable =~ > )

[BEH]

LAN 7R— b #1 OMIEBIR OBIE % 300 (SR ET Do

SWX3100 (config) #interface portl.1
SWX3100 (config-if) #auth timeout quiet-period 300

5.3.17 FRFEREIR DR E
[

auth timeout reauth-period time

no auth timeout reauth-period
[78T7 A —F—]
time : <300-86400>
PV B S OFERIEHFRED)
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(AR E]

auth timeout reauth-period 3600
[AJ1E— ]

A HF =T z—AE—F
B

RGA =T 2 —RZHK LT, 7V D FOFRREMRE R ET 5,

no WK THEATL7=5E1E. PR EIZR S,

[/ —}]

AR== 2 FiZ LAN/SFP 7R — b B L UGHELA ¥ —7 = — XD BB TE A HE,

zig:l'?/ }‘f&’@i‘ﬁﬁj‘ét’_ i, XT%%’I, VH =T 2 — A THR— ]\nqu*Aé INOR ﬁnuuﬁ*{ﬁ% %ﬁ?j}&iﬁé%%ﬁ)
» %, (dotlx port-control =~ > I, auth-mac enable =~ > N auth-web enable 21~ . auth reauthentication =
< R)

B!

LAN R — b #1 OFFEREMRORIE % 1200 ([CRET 5.

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ — N—2{KkD LB B REE O E
BV

auth timeout server-timeout time

no auth timeout server-timeout

[/3T A—HF—]
time 1 <1-65535>
FOREEL RT3 D REREY — /N = b DJREAF B (F))
(R
auth timeout server-timeout 30
[AJTE— K]
AHE =T 2 —AEF—R
[FAA]

XGA B —T 2 — A THR— FEFEEIT 9 & & D, RADIUS ¥ — =20 5 DIGE R HIRFIE 2 3 E T 2.

no FECIAT L2 GA X, WIHIRTEIZR D,

[/—}]

A=~ R LAN/SFP AR — b8 L OGREEA » F — 7 = — XIZ D HFRE Al HE,

ABEEI

(radlus-server timeout =~ > N DFXEH) x (radius-server retransmit =~ > KOFXEfE + 1) x (RADIUS H—/3—4%f)
UEICT20ER S 5,

ARa<r REFHATH720120F, SR A v X —T 2 — A THR— NBIHEREE AN T D20 ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > N auth-web enable =~ > )

[BEHI]

LAN AR— b #1 OFBIEERIZXET D RADIUS — "—RKDISERF B 4 180 FHIZRET D,

SWX3100 (config) #interface portl.1
SWX3100 (config-if) #auth timeout server-timeout 180

5319 %7V B MNBERFHRBORE

&Y

auth timeout supp-timeout time
no auth timeout supp-timeout
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[NT A —=HF—]
time : <1-65535>
BV H v RS DOINERE B R ()
(AR E]
auth timeout supp-timeout 30
[AJ1E— ]
A HF =T z—AE—F
B

KRA B —T 2 —RZHK LT, A= RFEEITO L 2DV TV I M b DISEFRF LR 25X ET D,

no B CTHEAT L=HA1E. WHIREIZR D,

[/—}]

K=z~ FIE LAN/SFP R— M B X UGHELA ¥ —7 = — AT D HGE Al 6E,

Ko<y REfHATH7-0120F, A8 A X —7 2 — A THR— FNRGHEREEZ BN T 20BN H S, (dotlx port-
control =~ > N, auth-mac enable =~ > K, auth-web enable =~ > )

[ EH]

LAN R— b #1 OV 7V 2 b1 OISEFF B A 180 FHICERET 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS #— X—/K X FORTE
EEN

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—U—F]
auth-port : RADIUS $#— N—DFRFEH UDP A — hEEAHET D
timeout : RADIUS $— "=~ DRI D INE RN 258 E T 2
retransmit : RADIUS $— "=~ DERFEREE AR ET D
key © RADIUS #—/3— L O@ERHIHE T 5 /32T — RERET D
[73F A —&—]
host i IPvd 7 RV Z(AB.C.D) £7213 IPv6 7 R L A(X:X::X:X)
IPv6 U > 7 a =BT RUAZEET 2HEIE, BHA X =T 2 —ABRET 20E R D
% (fe80::X%vlanN D)
port 1 <0-65535>
RRFEM UDP AR — 3 S (A MRF IR D 1812 26T %)
time : <1-1000>
B FERSIRE [ (FD) (48 W IF 1 radius-server timeout =1~ > R E(FIHIME 5 EONZHE D)
count : <0-100>
TR P4 [ (E WS R 1T radius-server retransmit =~ > Rk & (FIHIME 3 [8)25E H)
secret DOEARETRE IO, . A= &R EATS(128 XTFLN)
HAGRA T — REWEHEI radius-server key =2~ > RE%EICHE D)
[FIHIERE]
mL
[AJTE— K]

Ja—\)ar7 4l r—g % — R
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[FEHA]
FRREY— =V X M —R—Z BT 5,
RRT M) —HIT8 TH D,
no B CTa~y FEFETLIEGEIL, ELEY—"—Z3iE— 13— U X k2 BHIERT 2,
[/—}]

FXEEIL. (radius-server timeout =~ > R DX EfH) x (radius-server retransmit =~ > RO EfE + 1) x (RADIUS
—/N—%7) DA, auth timeout server-timeout =~ > FOFREMENIT /2D X O IHHET I LE R D B,

LLDP H #5% EHEHE To% € S 117~ radius-server host =~ RORRBIZIL, —FHLHRETHDH L E2HRT
"dynamic"4 7 v a UM E SIS, "dynamic"A T Y g UAMES STV DA, write 22 REFITLTH A
— b Ty T ar T4 JITRESRRNY,

[BREH]

IP 7 R LA 192.168.100.100, &EFFHEIFRH] 10 B, ZOREFREEIES Bl & U CRRREY— 3 — U X MZBINT %,
SWX3100 (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 R LA 192.168.100.101, FEFEM UDP AN— b 1645, LA /SA T — R'abede" & 7dik — 13— U X MBI 5,
SWX3100 (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

= —77 b RADIUS ¥ —/"—Z ALY — N — U X MZBIT 2,

SWX3100 (config) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS ¥ —1— 1 EH7- 0 OIGEELERORE
B

radius-server timeout time

no radius-server timeout

[73F A =4 —]
time : <1-1000>

ZORISE IR (FD)
(AR ]
radius-server timeout 5
[AJ1E— F]
Jsua—\varz4 7 b—va e —R
[@iA]

RADIUS —/X— 1 BH 720 OIEFHFHRM 23R ET 5,

n B Ta~r FEETLEEEIE. FHREICKED,

[/ —H]

radius-server host =< > RN CH — —[EHFH O ERISEFHIF AR E INTWAHEA. radius-server host =<2 N
O)Eﬁfﬁ_’ \—/f/?E 9 o

AR EMEE
(radius-server timeout =~ > K DR EfHE) x (radius-server retransmit =~ > FDOFREME + 1) x (RADIUS $— 3—%0)
DOAEZAS, auth timeout server-timeout =~ > KOFREMNIZ/2 D L 9 ICHHET L2 MERD 5,

[BREH]
RADIUS % —/3— 1 BbH ) OIRER BRI Z 10 FIZRRET 5,
SWX3100 (config) #radius-server timeout 10
5.3.22 RADIUS Y — S—~DEREEFEFOHE
[EX]

radius-server retransmit count

no radius-server retransmit
[/XT A—F—]

count . <0-100>
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HOR A
(AR E]
radius-server retransmit 3
IAF1E— K]
Ja—)ar 74—y g — KR
B

RADIUS H— "=~ DERFEEE 2 ET D,

no B Ca~y NEFAT LIS EIR. PIFRREICRE S,

[/—}]

radius-server host =~ > N TH — R —[HF DERFEEHE AR E SN TV DH5E . radius-server host 2~ > ROk
TEWCHED o

[BREH]

RADIUS #— " —~DERFEREHE % 5 BICHET D,

SWX3100 (config) #radius-server retransmit 5

5.3.23 RADIUS % — NN—FLEF AU — FORE
EEN

radius-server key secret

no radius-server key

[/3T7 A —F—]
secret Y Eav WASEN
PAFHTI L Y. AR— 2 Z R AL 5128 SCFLLR)
(R E]
no radius-server key
[AJTE— K]
ra—s\vari 47 b—varE—F
[FAH]

RADIUS H—_— L O@ERFICHEHT 2 F AT — N2 ET D,

no B Ca~r REEITLELAEIL. PIHRTEICIRD,

[/—F]

radius-server host 7= > R CH—N—FEHEFOLF AT — RPBREINTWDHEE. radius-server host =Z< > KD
BIEIHED .

[ EH]

RADIUS H—_— L D /2T — R & LT abede" & R ET 5,

SWX3100 (config) #radius-server key abcde

Wi

5.3.24 RADIUS H¥— \—f& FINHIRE R 0% &

[EX]

radius-server deadtime time

no radius-server deadtime

[/3F A—&—]
time ;. <0-1440>

RADIUS H—/3—fi FH il R (57)
(IR E]

radius-server deadtime 0
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

RADIUS #—/"—=~DERNZ A L7 7 h LTz L &, &Y — " —OEH &2 M3 2R 2 50E T 5,
no JTER Ca~ > REFITLGEIX, WIHRREICR D,

[BREH]

RADIUS Y — S —{F R 2 1 5312 %ET D,

SWX3100 (config) #radius-server deadtime 1

5.3.25 RADIUS Y —/3—|ZiE%19 5 NAS-Identifier DR E

[EX]

auth radius attribute nas-identifier /ine
no auth radius attribute nas-identifier

5 X —5—]

line DRI (253 SCTFLAN)
NAS-Identifier JEME L L TR IET DR DO LT

(#1813 2]

no auth radius attribute nas-identifier

[AFTE— F]

Jga—)aryz 4 —y g rsET—NR

[ﬁ%]

R ERIFEREIZ B\ T, RADIUS Y—/3—|Z NAS-Identifier )& & L TilENT B(EE DO LTS ﬂﬁﬁ“éo
21§ RE % LT=5A 1%, RADIUS H—/3—|Z NAS-Identifier Ef: & LTl L., RELHIBR LIZGAX@maE{Eil4
Do
no B Ca~r REEITLELAIE. PHRTEIIRED,

[ EH]

RADIUS Y —/X—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] &> F9d 5,
SWX3100 (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 " — FRIEfEHR DK R

[EFX]
show auth status [interface ifname]
[F—TU—F]
interface L BEOAL U —T 2 — ADF RO F T D
S5 A—F
ifname LA H—T 2 — R
FRTHA L H—T z2—A
[AFTE— ]
FEFFHE EXEC £— R, Fj#E EXEC E— K
[?JEEFJ]
N DEE{'{% E%E"?\\ %i(ﬁﬁﬁ@mu uﬁhﬁb%ﬁﬂ#ﬁ—éo
[%Qi%{ﬂ]

A— G hﬁ%ﬁ%ﬁﬂ_‘ﬁ—é

SWX3100#show auth status

[System information]
802.1X Port-Based Authentication : Enabled
MAC-Based Authentication : Disabled



WEB-Based Authentication
Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Authentication status
Clear-state time

Interface portl.4 (down)
802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Server timeout
Quiet period
Controlled directions
Protocol version
Clear-state time

5327 37U By MEBRODER
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Enabled

Not configured

(port:1812)

Auto (configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2

Authorized

Not configured

Force Authorized
Disabled (configured:disable)
Enabled (configured:enable)
Multi-supplicant

Disabled

Disabled

Disabled

3600 sec

2 times

30 sec

30 sec

60 sec

In (configured:both)

2

Not configured

(configured:-)

[EFX]

show auth supplicant [interface ifname]

[F—Y—F]
interface
PRF A =5 —

ifname

e DA v 2 —T 2 — ADEWMO LA FRmT 5

B —T 2 — R

BRTAHA L E—T =z —R

[ AJTE— K]
ke EXEC £— R

[FAA]

N— FRFEICB T 23 7Y U MERERRT D,

[BE B

LANAR—F #1l OV 7V v MEREERT D,
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SWX3100#show auth supplicant interface portl.l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authenticated 1 802.1X
5.3.28 MEHER DR

E&y

show auth statistics [interface ifname]

[F—U—F]

interface D REDA U E—T == ADREHERD AR RT D

RFA—5—

ifname DA UHE—T 2 — R

BRTAHAA L E—T =z —R

[ AJTE— K]

JERFHE EXEC ©— N, F5# EXEC £— F

[FLHA]

K= MRFECBT B3 v bOFEERE R R 5.
[ EH)

LAN R — | #1 OFFHEREZ R RT 5,

SWX3100#show auth statistics interface portl.l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455

Transmitted frames : 11
EAP Request ID 3 A
EAP Request : 9
EAP Success 1
EAP Fail 0

RADIUS packets:

Received packets : 10
Access Request : 0
Access Challenge : 9
Access Accept 1
Access Reject : 0

Transmitted packets : 10
Access Request : 10

5.3.29 MEEHEWMDZ U T
[
clear auth statistics [interface ifname]
[F—TU—F]
interface D BEDA U H—T 2 — ADREERO AL T ) T B
[/3T A —F—]
ifname DA UHE—T 2 — R

BRTAHA L HE—T = —R
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[AF1E— F]
¥ EXEC £—
[ﬁ%]
— NEREIZBIT 2307 v N O#EHERE 7V T T 5.
aﬁ%]

LAN R— k #1 OfaHERZ 7 V7T 2,
SWX3100#clear auth statistics interface portl.1l

5.3.30 RADIUS — N_—REBHROET

[EX]

show radius-server
[AFTE— F]
¥¢iE EXEC £— F
B

RADIUS H—"—IZT 5% EFHRERRT D,

FRREY—/ 3 — 1 2 MG L TH D RADIUS Y — "— DR EEW(T—3—FR A b, 3BFEH UDP R— &5, JLf
INAT— R BRG], ZOREEREE, T — S — ISR 2 R~ T 5,

[ EHi]

RADIUS H— _—{ZB T 5 EEHRE R~ T D,

SWX3100#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count : 3

Deadtime : 0 min

5.3.31 Web FRFERIhZ DY X4 L 7 h URL ORE
EEV

auth-web redirect-url ur/

no auth-web redirect-url

[PXT A —=F—]

url DAY R X UMAR S (Rok 256 307)
VXA VL7 Med URL

(AR E

no auth-web redirect-url

[AJ1E— K]

Jua—nN)narz7 4 b—varsE— R

[BLHA]

Web FRAERIIZICZY # A L7 3% URL ZHRET 2,

1m%ﬁf£ﬁbk% IIRSRERR D U &1 L7 MEREZ B2 T 5

[/ — ]

"M &2E AT URL ZHET D 2 LI TE £ A
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[ EH]
Web SRFEREIZ D U # A L7 NI http://192.168.100.200 ZH5ET 2,

SWX3100 (config) fauth-web redirect-url http://192.168.100.200

5.3.32 FBEEKRED 7 VT

[EF=
clear auth state [all] [interface ifname] [supplicant mac-addr]
[F—TU—F]
all D BRTOV T I FORGEREE 2 VT T D
interface DREDA =T 2= R TR SN TWA YT Y v NORBERREEZ S VT T 5
supplicant D RFEOY Y B NOREIEREE 7 U T 95
[/XT A —=F—]
ifname o AUE—T 2 — A4
JIVTTHA L HE—T = —R
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
XD MAC 7 R LA
[ASE— F]
F¢HE EXEC £— K
B
BTV H o FORBIRREER 7 ) T T 5,
[ EH]

LAN AR— M #1 ITHER SN TN LY 7Y v S ORGERIER 7 V) T T 5,
SWX3100#clear auth state interface portl.1l

5.3.33 BBAEIREED 7 U 7 LA ORE( AT L)
[EX]

auth clear-state time time

no auth clear-state time

[NT A—=F—]
time o <0-23>
REiREZ 7 U T D R
(AR E
no auth clear-state time
[AJ1E— ]
sa—m\)varZ 4 L—varyE'—R
B

VAT ABRIRICY T o N OFGEIREEZ 7 U T T HRR AR ET D,

no A TIAT L7, AEiREEL 7 V) 7§ DRI O E 2 HIBRT 5.

[/—}]

AE—T 2= RFRFEREZ 7 UV T T HRANPRESNTVDLHEE, A V¥ —T = — AT E ST FEZ CRRGE
KD VT 51T,

REH

VAT LBRTY T Y D P ORAEREE 7 ) T R 2 12 FHCRIET D,
SWX3100 (config) #auth clear-state time 12
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5334 FFERRED 7 U T B REL| DR ﬁ(”f N A 7 = —R)
[EFX]

auth clear-state time time

no auth clear-state time

[T A—F—]
time 1 <0-23>
PREREZ 7 U T D R

(AR E]
no auth clear-state time

[AJ1E— ]

A HF—Tz—AEF—F

B

ﬂ%%y&%7l4x&%7)w/%®mﬁh a0 )T T HRELERET D,
no A TIAT L7, BAEiREEL 7 U 7§ D IRZI O E 2 HIBRT 5.
[/—}]

ARK=a<> FIZLAN/SFP R — M B L OGHEEA ¥ — 7 = — AIZDHFKE HE,

RIBA B —T oA ATIZV AT LRRICERFRELZ 7 VT THRZNRRESNTNTS, Aavr RTRESN
7~ CEERIRBED 7 U T &24T 5.

[B%E B
LAN 7R— M #1 12 SN2 7 U v S OFRGEIRREZR 7 U 79 2 W4 % 12 BRCERET 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #auth clear-state time 12

5.3.35 Web SREEEI@ U A X~ A ZH7 7 A VOBRE
BN

copy auth-web custom-file all src_config num dst_config_num
copy auth-web custom-file filename src_config num dst_config num

[F—T— ]
all O ATO Web BAFHEE I AX~A AT 7 A Va2 a —F 5
[’XT A—F—]
filename DA LOEARL S
Web FRFEHEI T A Z~A X T 7 A NVDT 7 A VA
src_config num . A E—ITDaL T 4 TEKE
REM B
0-4 AE—=RNT v Tar7 4 JE&s
sd SD 7 — K
dst config num . A —eoDarT 4 IEKE
REME B
0-4 AB—= T v Tar T4 IEE
sd SD 71— K
[AJ1E— K]

EebE EXEC B— RN
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[%FEEDEJ]
Web RGEBIE T A X~ A AHDT7 7 A Va2 —4 5,
[/ — ]

SD I— RMBAA v F~ Web @iEBE N A X~ A ZAHT7 7 A NVEa—F 25551%, SD V— RN /FEfE4/
startup-config/web-auth/ {247 7 A L& FHKE L T &0,

SD 1 — R~ T2 FSITWRVRRETIX, SD #— RN® Config # X RIC L TARa~v L REETTHET—L
%,

[BE ]
2TO Web BAEBIFEI A A X~ A AT 7 A V& SDA— RINBAZ— KT w7 ar7 4 7 # ~at—3 25,

SWX3100#copy auth-web startup-config all sd 0O

5.3.36 Web SRSEHEm Y A X~ A X7 7 A4 )V DOHIR

[EFX

erase auth-web custom-file all config num
erase auth-web custom-file filename config_num

[F—T—F]
all D ATO Web BREHEI A A X~ A AT 7 A4 VEHIRT S
[/3T A—HF—]
filename DA TR L OVEARL S
Web FREEHE I AX~wA X7 7 A VD T 7 A ILE
config_num D arv 74 %S
R EE A
0-4 AL —=RNT v Tar7 4 J&s
sd SD 71— R
[AS1E— F]
HHE EXEC £— R
[FHA]
Web sREEHE[EI A A X~ A D7 7 A NV aHIBRT 5,
[/—}]
SD 71— KRB~ h S TWZRVREETIE, SD #— RIN® Config ZxRIZ L TARa~vy REEITTHET—L
2%,
[BREBH]

logopng & A X — 7 v 7 a7 4 7#0 L HIBRT 5
SWX3100#erase auth-web startup-config logo.png 0O

5.3.37 EAP /R &2 A )L—DRTE

BN
pass-through eap switch
no pass-through eap

[/NT A—F—]
switch . EAP /XA 2 )L—DEE
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B EME i
enable EAP /NA A )V—%HHNZT 5
disable EAP /XA A )L —Z G2 5
(IR RE]
pass-through eap enable
[AJ1E— F]
sua—m\varz 4 b—va e —R
[@ A1

EAP /XA A — DN 290 % . EAPOL 7 L — LA DMRIER[ G E2HET D,
disable ZF5 T L7255 1%, EAP 7 L — A ZEHET 5,
no FEXCTHEIT L725E. 7214, enable 2457E L725A1E,. EAPOL 7 L — A% IB%T 5,

[/ —F]
802.1X FREEEBEN B 72 A v X — 7 = — AT DWW TGS RE A B L, EAP N A X L—DFREIT#EH S,
(B EH]

EAP /XA A )L— % B3 5,
SWX3100 (config) #pass-through eap disable

54 R"—bEX22VT 40—

541 F— X2 V7 1 —HREORE
[EX]
port-security enable

port-security disable
no port-security

[F—TU—F]

enable DR XV T —EEE AT D
disable DR X2V T A EICT D
(IR RE]

port-security disable

[AFIE—F]

AUH =T 2—AE— R

[

KGA L H—T 2 —AZX LT, A= XV T ¢ —BEEEZHNT D,

no IR TIAT L7 A . £701E, disable ZI5E LI2GEIE, JRA 7 —T 2 —ATHR— X2 U7 ¢ —H#E
T 5,

[/—}]

A~ RILLAN/SFP R — b KL OGRBEEA ¥ — 7 = — AT D HG& iE W hE,

A= brEX=2V T 4 —HEEEL AN LIERER T, BRI NTWRWVEERITEIESI LD,

[BREH]

LAN A R— N #1 OFR— "X = VT 0 —BREZENT D,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #port-security enable

5.4.2 #FF] MAC 7 F L 2 %4%
[EFR]

port-security mac-address mac-addr action ifname vlan vian-id
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no port-security mac-address mac-addr action ifname vlan vian-id

[F—TU—F]

vlan : VLANID #45/&

[T A—HF—]

mac-addr : hhhh.hhhh.hhhh (h 1% 16 #%%)
RO MAC 7 R LA

action : mac-addr 56D 7 L — A5 B EE
REE B!
forward R 5

ifname : LAN/SFP AA— M E70idimBif v 4 —T7 = — X
NGO B —T 2 — R4

vian-id o <1-4094>
%420 VLAN ID

[WIHRRE]

L

[AFIE—F]

sa—\)varZ 4 b—varE'— R

[

R=hEX2 VT4 =GN LA — N THIEZFF AT 5 MAC T RLAEBEKT 5,

no JERCTHAT L7261, BEAHIbRT 5,

[BREH]

MAC 7 R L A& 00:A0:DE:00:00:01 %, LAN 7"— bk #1 OFFr[7 FL A & LTEET 5,

SWX3100 (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 X2 VT 4 —ERFOBIEDRE

[EX)

port-security violation action
no port-security violation

[73F A —5F—]
action DR EF YT —ERREOENE
BfEE—F B
discard Ry M
shutdown 2l N S Vg
(R E]
port-security violation discard
[AF1E—F]
AVH =T =2—AF—F
[FAA]

SGBA v H—=T 2= AWK LT, A= bFxa )T —BXFOIET 7 a L E2RTET D,

no T CTEITLZHEEIE. PIHIREIZRE S,

[/ —F]

shutdown E— R TCTY ¥ v N T IR — F2EIRIE 585481, noshutdown =<2 R& WD
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AKa< 2 RIiZLAN/SFP R — B L OGREA v ¥ — 7 = — A DA E Al HE,
[BXEHI]
LAN 7R — } #1 OEMREOEEEZR— N T AEET B,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #port-security violation shutdown

e

544 F— bEF 2 VT 4 —FEROET
[

show port-security status
[AJIE— F]
FiHE EXEC £— R
B
R—hEx2l 70 —HFREETT D,
Bl
R—brtFal T —1FRefrndT D,
SWX3100#show port-security status

Port Security Action Status Last violation
portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
portl.4 Disabled Discard Normal
portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal
= N
5.5 = 7 —RaIBERE
5.5.1 errdisable YREEH> & D B ENE IBHERE DR E
[EX]

errdisable auto-recovery function [interval interval]
no errdisable auto-recovery function

[F—T— K]

interval © HEME IR O E

[73F A —5&—]

function . errdisable DJFIA & 72 % e

REE A

bpduguard BPDU 4/ — R&rE
loop-detect J— 7R B RE

interval : <10-1000000>
HEME IR 2 £ TORRHI(FD)

[FIHIRRE]

no errdisable auto-recovery bpduguard (BPDU 4/ — RH&HE)

errdisable auto-recovery loop-detect interval 300 (/L — 7'k HHiF%HE)

[AS1E— F]

Jua—\)arz74 b —varsE— R



194| 2= RUT77 LU A | A Z—7 =— A

[FAA]
T 7 —RHBEREIC & > T errdisable JREEIZ 72 o 72 & SICHBIIEIB T 22 AN LT, BENMEIRT 5 £ TORF
Al 2B E T %,

interval Z& 0% L7c5A 1%, 300 PR E D,

no JEATHEAT LIcHBlE, BEMEIRERENER & 70 D,

[/—}I

Ko~ FaFEITT DA BPDU #— REEREIC X o T errdisable IRAEIZ 72 > 7= LAN/SFP iR — h CiZ, #[A] BPDU %
B L7z & ICREDEEN KBS 1LD,

[BXREH)

BPDU % — R T errdisable IREEIZ 72 o7 & O AEEIH A AN L, HIHFE#Z 600 T 2,

SWX3100 (config) #ferrdisable auto-recovery bpduguard interval 600

JL—7F T errdisable IRREIZ /R o 72 & T O BENE IR Z NI T 5,

SWX3100 (config) #no errdisable auto-recovery loop-detect

552 = 7 —BRHIBEE DB HRER

[EFH]
show errdisable

[ASIE— K]
FERFHE EXEC & — R, %7 EXEC £— F
(R
=T —RRHEREDIE R A2 RRT D,
IFOEENFERIND,
« errdisable IRHED D D HENE IH S E0>
« errdisable JREED A L ¥ — 7 = —AB LN T —Z M L7 ke
[ E B
T — R HEREDTE R A2 FoRT D,
SWX3100>show errdisable

function auto recovery interval
BPDU guard disable
Loop detect enable 300

Port-security disable

port reason

portl.1l BPDU guard
portl.7 Loop detect
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o=
Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 ERED
[

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAZEEREEZ AT D
disable © MAC 7 R L APEBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—\varz 47 b—va e — R

[FAA]

MAC 7 R L 2B EED B/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

[ E B

MAC 7 F L A EEBEREZ AN T D,

SWX3100 (config) #mac-address-table learning enable
612 A FIv I M) —D=—IJ U T E A LRE

[ER]

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LNFD)
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jsua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI A I3 IR EIZK 5,

[/ —F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND E TORHE
EDOMT, BENELDEAEND D,
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[BREH]
A FIv Iy M) —DZ—T T2 A L% 400 V2T 5,
SWX3100 (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DHIR

E&y
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address : MAC7 FLAZIRET D
vlan : VLANID #f8ET 5%
interface DA E—T 2 —AERET D
instance D MST AV AF U AZFRET D
[78T7 A —=HF—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[ASIE—F]
¥EHE EXEC E— K
B

MAC 7 RLVAT =T Vinb XA F Iy 7w M) —&HIRT 5,
F—U—RFEBEELLHEE. HERMH—B Lz P =R EHIRT 5,
XF—U—REHRELLRWEEIL, &2 TOXAFIv 72 N —%HIBRT 5,
[BAEBI]

MAC 7 R L Z730020.de11.2233 DX A F I v 7= Y —%HIERT 2,
SWX3100#clear mac-address-table dynamic address 00a0.dell.2233

614 RFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id]

[F—T— K]

vlan : VLANID #fiET 5%

[/XT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

XHERDO MAC 7 KL A
action : mac-addr 56D 7 L — A% A EME
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RIEE B!
forward HRIET D
discard WEET S
ifname : LAN/SFP AR— b E721E5mEA v ¥ — 7 = — ADAH]
KROA R —T x— A
vian-id 1 <1-4094>

*5:D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 4L — g — K

[FREA]

MAC 7 VAT —TNVIZAXZT 4 v 72 b)) —%5E5kT 5,

action \Z forward ZRE LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% RELE
A B —T = — A THEET B,

action |2 discard ZEZELT-HA51F. ZELE-MACT RLABIWRVLANID IZ—H L7-ZE 7L — L%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7281, VLAN#l BNRESND,

[/—F]

action \Z discard Z 3R E LA, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LIXTE R0,
mac-addr \ZLLTF O MAC 7 RL A ETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff.ffff

«  0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

« 3333.0000.0000~3333.ffff.ffff

o fFFf.£EFF.FEFF

[ EH]
0020.de11.2233 560D 7 L — A% LAN AR — b #2 [ZH&E9 5 K 9 B4 5,
SWX3100 (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

E&N
show mac-address-table
[AJ1E— K]
JEHME EXEC &— R, H##E EXEC &— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHEENERIND,
e VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o T2 MU —OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWX3100>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 R L AFDAHAEKRT 5
[R5 A—&—]
ifname DRI DA H—T = — ADLHI
LAN/SFP AR"— M E 72 dia A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9 % VLAN ID
[AT1E— K]
FERFME EXEC £ — N, F#bE EXEC E— I
[FHA

FDB = F VIZHFHFINTWS MAC 7 RL A A FRT D,

HEVFEICE VBRSNS AT I v I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
s,

[ E B

FDB = F V2B SN TWS MAC 7 RL A A F R 5D,

SWX3100>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
Jua—saryz 4 S L—varE—K
[
VLAN A V4 —7 = —ADREHAT ) 128h D VLAN E— RIZBATT 5,
[/ —}]

VLAN E— b7 a—n\ a7 4 7 b—va rE— NICRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHRAT 5,

[B%E B
VLAN £— RIZBIT7T 5,
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SWX3100 (config) #vlan database
SWX3100 (config-vlan) #

622 VLAN A UV Z—T7 = —ZADRE

1199

EEN!
vlan vian-id [name name] [state state]
no vlan vian-id

[F—TU—F]
name : VLAN OA4HIZRET 5
state © VLAN OIREEZFRET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ONEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REHE B
enable T U— LERET D
disable 7 L— A EEEE LR
[FIHIERE]
mL
[AJIE— K]
VLAN &— K
(LA

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT LA IL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %4 M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 70 VLAN ID)DSE%E S 5,
state 4 M L7-855 1%, enable BEREIND,

disable Z45E L7285 A1%, Mi% VLAN A V¥ — 7 = — A~OFEIX L THIBRE L E T,
[/—}]

BEIZ name WRTE SN TV 25 VLANID 2% L T, name Z &M L TARa~ > RERELEZHEIL, BEICRE
% name DFEFEFINIRN,

vian-id \Z#3D VLAN ID Z#$8E 7, 7277 L., #H3?® VLANID 2T LI-8451%. name ZFEETH N TE 2

AN

BEIRET DHE. UTFTO LY, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ T EIRT 5585 2-4

+ VLAN#2 & VLAN #4 Z38iR3 B586: 24

[ EHi]

VLAN #1000 % Sales &\ 4B CiX €T 5,

SWX3100 (config-vlan) #vlan 1000 name Sales

6.2.3 77 A _X— | VLAN OF&RE

[EX]
private-vlan vian-id type
no private-vlan vian-id type
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ST A—F —]
vian-id <2-4094>
vlan 2~ R TREIN TS VLAN ID
type 77 A ~X— K~ VLAN OFjl]
REME B
primary 774~ Y —VLAN
communit EHLH Y —VLAN(Z R 2 =F 1 —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHAERE)
L
AT E— ]
VLAN E— R
[BA)

vian-id % 77 A4 ~X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 4 X— b VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —}]

3227 4—VLAN ¢ LCRETDHE, 774~V —=VLAND Va2 I ABAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T 2 — R LIFWETE AN, oI a2=7 4—VLANEB LT A Y L — bk VLAN
WATBT A A v X —T 2 — AL ILRECTEX L 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDHBBETLHIENTES
N, AI2=F A —VLANBLORT A YL —F VLANIZFTBTAMDOA v 2 —T = —RA LI TBETE L5,

Bt

UFD7Z A4 ~X— K VLAN Z&ET D,

+ VLAN#100: 77 A <1 — VLAN

« VLAN#101:® 4> 4% U —VLAN(Z X = =7 (— VLAN)
« VLAN#102: &> % U —VLAN(Z 2 = =7 ( — VLAN)
« VLAN#103: 5> % U — VLAN(T 4 Y L— b VLAN)

SWX3100 (config-vlan) #vlan 100
SWX3100 (config-vlan) #vlan 101
SWX3100 (config-vlan)#vlan 102
SWX3100 (config-vlan) #vlan 103
primary

SWX3100 (config-vlan) #private-vlan 101
SWX3100 (config-vlan) #private-vlian 102

( )
( )
( )
SWX3100 (config-vlan) #private-vlan 100
( )
( )
SWX3100 (config-vlan) #private-vlian 103

community
community
isolated

624 774~ — VLAN IZXTBEHZ U — VLAN OFERE

EEy

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan v/an-id association

[F—U—F]

add f57E L72 VLAN % BEE#AHT 5

remove fAE L7z VLAN OB 2 HlRT 2
[/3T A —F—]

vilan-id <2-4094>
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7°Z A4 < VU — VLAN [ZEE XL TVW5 VLAN ID
2nd-vian-ids o <2-4094>

v h &Y — VLAN IZFRE STV 5 VLAN ID
HEIRTET2HE. UToX oz, """ 2k« L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FLAA]

FFGAX—=FVLAN DT A<V —VLANIZX LT, B XU —=VLAN(T A YL —KVLAN, 23 =2=7 (—
VLAN)D BEAF T &3 ET 5.

add Z$8ET D Z & T vlan-id & 2nd-vian-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTEITLeHAIE. 774~ Y — VLAN ~O B 1T 2§~ THIFRT 5,

(B EHI]
UFDOTZ7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 774 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: &% >4 U — VLAN(7 A Y L — k VLAN)

SWX3100 (config-vlan) #vlan 100

SWX3100 (config-vlan) #vlan 101

SWX3100 (config-vlan) #vlan 102

SWX3100 (config-vlan) #vlan 103

SWX3100 (config-vlan) #private-vlan 100 primary

SWX3100 (config-vlan) #private-vlan 101 community

SWX3100 (config-vlan) #private-vlan 102 community

SWX3100 (config-vlan) #private-vlan 103 isolated

SWX3100 (config-vlan) #private-vlan 100 association add 101
SWX3100 (config-vlan) #private-vlan 100 association add 102
SWX3100 (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNEFTRLA— NDFRE

[ER
switchport mode access
(IR E
switchport mode access
[AJ1E— K]
B =T 2—AE—R
[FAA]
WHEA o Z—T 2= ZAOR— MEEZT 7 E AR — MTRET 2,
[/— ]

ARza<> RKIZ LAN/SFP R — b B L OGHELA v Z — 7 = — R IZD AR E FTHE,

B VA =T 2= AR E L TRa~v L RERELZGAIL. ZOA X —7 22— A ZATET 5L TO LAN/
SFP iR— FDORENEE I ND,

— MR E T 7R — I BT 7 AR — MIEE LA 1L, switchport trunk allowed vlan =2~ > KO E
k & UN switchport trunk native vlan =~ > KO E 03 #1H] umﬂ )j:q Do

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET %,
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[ EH]
LANR— M #1 27 7B ZAR— MNMCERET S,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LA— M)DFTE VLAN DRE

&

switchport access vlan vian-id
no switchport access vlan

[T A—=HF—]
vian-id 1 <1-4094>
FTJE 9% VLAN ID
(AR E
switchport access vlan 1
[AJIE— ]
A HF—Tz—AE—F
B

RGA B —T 2 —ANT 7 AR — L LTHTET 5 VLANID #ET 5,

no TR THAT L 2B IR E TR 5,

[/—}]

Az~ RiX switchport mode access =~ > R23FRE S 4L TV 5 LAN/SFP AR — B L OGRELA v ¥ — 7 = — R |ZD
TR TE AT HE,

PR AT 2= AERGE L TR RERE LIZEAIEL, TOA V4 —T = — AR T 52 TD LAN/
SFP R— FORENEE I D,

R— b ERZ N7 7 R—MIEFELEGAF, Ao~y FORENYIHIRTIIR D,

[ E B

LANR— R #l N7 7 £ AR — b+ & LCHTET 5 VLAN Z VLAN #10 (23R ET D,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #switchport access vlan 10

627 b7 R— METFHER— MNDORE

[EX]
switchport mode trunk [ingress-filter action]

[¥—T—F]

ingress-filter DA T AN E—DOEEEREET S

[/NT A—=HF—]

action AT AV E—DEME
R EE Bl
enable AT A NE—ETHT D
disable AT 4 NB—F TN D

[WIHARRE]

L

[AJ1E— K]

A H—T2—AE— R
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(R

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
e EDH, T L—LEEEET D,

AN T 4 W Z =BG IRGEIE, TRTOT L— L ZiRET 2,

[/—}]

A~ RIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D HG& iE I hE,

WA S H =T 2= A MR L LTAa v RERE LIEHAE, €O I =7 =—RITPET 22TD LAN/
SFP R— FDORENEE SN,

R— MNEPET 78 AR— Kb T 7 R— MIEFE L75ATL., switchport access vlan =~ > K OF% E 23 F) 5%

EIR D,

NZ 7R —FE LTHTET 5 VLANID i, switchport trunk allowed vlan =~ > R CEET 5, /2. XA 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CIET 5,

[ E ]

LANR—F#l & h T 7 R— MIRET 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #switchport mode trunk

628 b7 AR — MNEZ T FHEAR— N)DBTE VLAN DR E
E=N

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids

no switchport trunk

[¥—7U—F]
all ©ovlan A< RCREINTNDTRTO VLAN ([ZFTE S H 5
none 2 TOVLAN MOk ESE 5
add © HEE L VLAN B SH 5
except © $5E L7 VLAN BISh o, vian =< > RTRIE SN TNDTXTO VLAN IZFTE S5
remove © HE L7 VLAN B g &5
[T A —5&—]
vian-ids 1 <1-4094>
vlan =~ FCRRIE STV % VLAN ID
BEIEET 256, UTO L2, """ EEHT 2 &
« VLAN#2 7»5 VLAN #4 & TZRIRT 58545 2-4
« VLAN#2 & VLAN #4 % ®RIR9 5355 2,4
[FIHIERE]
7L
[AF1E— K]
A H—T2—ZF—R
[RLAA]

KB H—T 22— AN NT IR —bE LTHIET S VLANID 2% ET 5,
no B TEIT LA, FiET 5D VLANID AT _RCHIBR SN THR— MEJINT 7 AR— MIEE IR D,
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[/— 1]

A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD

Fr R E W] e,

MEA S H =T 2= A MR LTAa~v Y RERE LIEHAE, TOA I =7 =—RITPET 22TO LAN/

SFP R— M DRENEE S5,

N— MEREZT 78 AR — MIER LIELGEIE, Aa~xr FORENPVIHIREICRE D,

all £7213 except ZH5E L Tk L7 A 1T, ZOHKIZEE L7z vlan 2 v ROWNENFIIKMEIND,

all £721% except #FHE L TRE LIZGAIL, LTORELITI &, FEV OFFE L TW\% VLANID % add THEL

TEREICETEIND,

« remove ZHHE L CHTE L T\ % VLAN ID ZHIbk L7256

« switchport trunk native vlan =~ > R CHTE L T\ % VLANID #f5& L 7= 56

except ZHHE L TR E & 1T > 7%, add 257 L TERAF L CU 7= VLAN ID (IZFTE & B 72854013, FTE L T\ 5 VLAN

ID % add THE LIcREICEH SN D,

remove Zf5E L 72 ICHTIE L TWVRW VLANID 24587 5 & =7 —I1272 5,

A=< K & switchport trunk native vlan =~ > RORREIL, %AaEEL LD,

o ARz~ RTHTE S 7 VLANID %457 L T switchport trunk native vlan =~ > RZ3&%E L7246, HBELE
VLANID 706 iE S 55,

« switchport trunk native vlan =~ > R CEE I LT\ 5 VLAN ID Z45& L CHTIE & ¥ 72354, switchport trunk
native vlan none 235X & S 115,

switchport trunk allowed vlan add =~ > RC, vian-ids |Z"-"°"," & A GO THRE L7-HA. v 3—2 3 U (Rev.

2.00.08 LRI T & a~ v REREICKKT 5, fRE LT, EFRICHBETE R R REND 5, EER :

switchport trunk allowed vlan add 101,103-105)

[ E ]

LAN R— R #1 & F 7 7 A— MIFRE LT VLAN# (IR EH 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #switchport mode trunk
SWX3100 (config-if) #switchport trunk allowed vlan add 2

629 NI U I R— MNETHRER— MDRAT 47 VLAN ORIE
EE]

switchport trunk native vlan vian-id

switchport trunk native vlan none
no switchport trunk native vlan

[FF—TU—F]
none : AT 47 VLAN Z8hc 32
[/3T7 A —5F—]
vian-id 1 <1-4094>
vlan =< FTREIESHLTWD VLANID
(IR E]
switchport trunk native vlan 1
[AJ1E— F]
B —Tz—AE—FR
B

HRA B —T = —ADXAT 47 VLAN ZHET 5,

none ZRE L72H AL, 21T 4 7 VLAN BRI 25, ZHICK VMRS VX —T =2—ATIE, ZIELE¥ 77
L7 L—ARET 3,

no IERCHEAT LI A& I3 EICK 5,
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[/—}]
Az~ RiX switchport mode trunk =~ > R E X TV % LAN/SFP AR — M B L UOGREEA > ¥ — 7 = — R {ZD
TR TE AT HE,
WA S H =T 2= AR E LTARAT Y FERELIELGEIE, £OA ¥ —7 =—AZFTE T 542 TD LAN/
ﬁPﬁ~%@&E#%Eéﬂé

— MNEEZT 7 AR — MIAE LIZGEIE, KRa~vy FOREVBYIHEREICRE 5,
21§:l‘?/ K & switchport trunk allowed vlan =1~ > RO EL, 7rEEBILL 25,

+ switchport trunk allowed vlan =~ > R CHJE St7- VLANID #f8E L CARa~ > RERELHE, BELL
VLANID 6B S® 65,

« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHE X 72454, switchport trunk
native vlan none 73 5¢ E S 415,

[ E 5]

LANAR— b #l & b7 2 7 R— MIRELTHRA 7 47 VLAN IZ VLAN#2 Z B ET 2,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #switchport mode trunk
SWX3100 (config-if) #switchport trunk native vlan 2

6.2.10 77 4 _X—  VLAN O 7R— FNERI DR E
EEN

switchport mode private-vlan port-type

(]

no switchport mode private-vlan port-type

[/XT A —HF—]
port-type DAR— L o#EE
B EME B!
promiscuous 7' I AHAR— |
host RA RR—
(WX E]
7L
[AJ1E— F]
A F =Tz —AEF— R
B

KRA B =T == ADT T A ~_— | VLAN OR— MEJlZRET D,

no JEATHEIT LG G, HBRA U F =T 2= RAIWESNTWND T T A ~X— b VLAN OREZHIFRT %,
[/—}]

A 2= Rid switchport mode access =~ > R3ERE I AL TV % LAN/SFP 78— MMZ D HEXTE AIHE,

Mz T, L FDA > ¥ —7 =— AT promiscuous & i% & TX B,

© FIZVIHR-PELTEMELTVD AV F—T =2—R

o WA H—Tz—R

B!

LAN R—h #1 270 I AN AR— b, LANR— h #2 R A FAR— MIRET D,

SWX3100 (config) #interface portl.1l

SWX3100 (config-if) #switchport mode private-vlan promiscuous
SWX3100 (config-if) #exit

SWX3100 (config) #interface portl.2

SWX3100 (config-if) #switchport mode private-vlan host

6211 75 4 _X— F VLAN ODFR A hAR— FNOHRE
EE

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—T—F]
add 7T 4~=U—VLANIZXT 5l &V — VLAN 2% ETH
[73T7 A =5 —]
pri-vian-id . <2-4094>
774~ Y —VLAN & L TREIN TS VLAN ID
2nd-vlan-id . <2-4094>
T H ¥ Y —VLAN & L TREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AV H =T z—AE— R
[FLEA]

MPA LV HE—T 2 —ANT T4 _X—=KVLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZXREL T, &F
&Y — VLAN ZBEfT T 5,

no WK TEIT LGS, JBA L H—T =2—ANKRAFR—=F L LTHIBT S 774~ — VLAN OREB LNk
H &Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— h & LT E X TV 5 LAN/SFP AR — MM 2D &
B E PR,

pri-vian-id & 2nd-vian-id I, private-vlan association =~ > R CEHEfT T LN TV DHMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN HE. Ao~y ROREIX
HikRE N D,

[3% 2 5]

HA B =T 2= AZLNTFDT 7 A ~X— k VLAN 2R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &> % U — VLAN #103

SWX3100 (config) # interface portl.l

SWX3100 (config-if)# switchport mode private-vlan host

SWX3100 (config-if)# switchport private-vlan host-association 100 add 101
SWX3100 (config-if)# interface portl.2

SWX3100 (config-if) # switchport mode private-vlan host

SWX3100 (config-if) # switchport private-vlan host-association 100 add 102
SWX3100 (config-if)# interface portl.3

SWX3100 (config-if)# switchport mode private-vlan host

SWX3100 (config-if)# switchport private-vlan host-association 100 add 103

6212 54 _X— K VLAN D712 I A H A FR— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add 774 =VU—VLAN I HEH &Y — VLAN Z%ET 5
remove : 774 ~=VU—VLANIZxT D&l &Y — VLAN ZHIkRT 5
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L CixE & TV % VLAN ID



a2 KU 77 LA | Layer 2 F4AE | 207
2nd-vlan-ids o <2-4094>
®H XY — VLAN IZEE SN TS VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 254 2-4
« VLAN#2 & VLAN #4 8R4 254 2,4

[FIEAER E]

L

[AJTE— K]

A H =Tz —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN % E LT, EH % U— VLAN
& BT B,

R TCET LRSS, MBA v —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X&) — VLAN OBBEN T 28R 5,

[/ —H]

AR 2= RiZ switchport mode private-vlan 2~ > KT/ 12 I A AR — bk & LTEHE I TS LAN/SFP 7" — b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTDOAS LV HA—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWAAS L H—T = —2R

s mEA A —Tz—R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBIHEAT T SN TWAMENRD S,

MEA AT 2= RAERHRE L TR RERELEZEAIL. 204 0 —T7 x—RAZATRT 542 TD LAN/
SFP R— F DBRENEE I ND,

switchport mode private-vlan =~ > N CR— M ORI T 1 I AN AR — FSMIRE SN2 HG. KAa~v s Fo
BREITHIBRE D,

23 a2=F 4 —VLAN T, BHOT I AL AR— M L TEEMITAZENTX S,

1 OD77A4~VJ—VLANIZX LT, D70 IADAR— MR ETE D,

TAVL—RFVLANHNOA VX —T 2— R, 1 ODOT 0 I AHAR—KEDOBENARERTZD. 1 OOT A VL
— M VLAN BRI b5 7 2 AH AR — I 1 DD,

Bail]

LANAR—F#l 270 I AHAR—F L LTEWEESE T, 774~V —VLAN#100 % EL. BH % U—VLAN
#101, #102, #103 ZBAHEFHT 5,

SWX3100 (config)# interface portl.l

SWX3100 (config-if)# switchport mode private-vlan promiscuous
SWX3100 (config-if)# switchport private-vlan mapping 100 add 101
SWX3100 (config-if) # switchport private-vlan mapping 100 add 102
SWX3100 (config-if) # switchport private-vlan mapping 100 add 103

6.2.13 "1 A VLAN D& E
B

switchport voice vlan fype

no switchport voice vlan

[T A—F—]
type AT
R EME B
<1-4094> VLAN ID
dotlp TIAFVT 4 BT T —LEEATS
untagged 2T LT U— BT
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[FIHIER E]
L
[AJIE— F]
AL H =T z2—AF—F
[RiAA]
RAAVLAN OREET D, 77 EAR— MIRELTZHEA L F—T 2 —ADHRETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANLANID (2 0 T, CoS EAEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— k #1 7R A A VLAN & LC VLAN #100 [Z3%ET 5.,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDRE

[EFX

switchport voice cos value
no switchport voice cos

P87 A—g—
value o <0-7>

BRI CRR E T 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHERET D,

LLF D & &2 LLDP-MED CHEEGigas |Z5% & 2 4 5,

o HWIR— FTARAAVLAN BEEIN TS,

o 4WR— T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7R— b #1 THA A VLAN & L CHHTXE CoSE%E 6 (IR ET D,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E

E&

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN ' L—F DEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7LV VLAN 7 /L—7 1D
BEERET 256, LLTOLHic, "R a2 &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[#IEIRE]

7L

[ASE— F]

Ao H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI NN—=TZIRE LB, #8A v ¥ —7 =— AT, v/ F 7L VLAN 7L —7 730
CA v H—T 2= AMORTEETE S, ML VLAN TH, w/LF 7L VLAN 7 L—T7R3E S 45, @B T/
|

MBS L =T 2= A VI TV —va Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no B THEAT LG EG . PIMIREICRK D,

[/—}]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V r—va w2 —T7 o — AR S5 KR — O~ /LF 7L VLAN 7 —F 3R —IZT D0 E
Nd 5,

~/WVF TV VLAN Z—7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y NI LT 7L
VLAN 7 )V— T RE DB Z T IR0,

~IVF TV VLAN 3 EL TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—DT a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7L —7 #10 \IZ3&ET D,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #switchport multiple-vlan group 10
SWX3100 (config-if) #exit
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6.2.17 < )L'F 7 )L VLAN 7'V — T DL HIDRE
[EX]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id 1 <1-256>
~/VF 7V VLAN 7 /v—7 ID
name PR AEHTR LA S(G2 XFURN)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥¢xxxx (% 4 70 7 /L —7" 1D
[AJ1E— K]

sua—\arz 4 b—varE' =R

[RLBA]

~/VF 7V VLAN 7 V— T4 E R ET D,

no JZTHAT LG EIE, FIHMEICR 5,

FXTE L7-4HilZ. show vlan multiple-vlan =~ > K CERI 5,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZRNCHRET S,
SWX3100 (config) #multiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B RERE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch : VT TV VLAN ZERED YMPI 7 L — A GiEERE O B
REE B!
enable IR EE AN T D
disable TrIEEE 2 3 5
[WIHRRE]
multiple-vlan transfer ympi enable
[AS1E—F]
rua—\)arsr 4 L—va E—R
[FLBA]
~NF TV VLAN RERFIC, ¥~ EERT 7 2 2ARA » FOEFET L—LTHD YMPL 7 L— LBl SE 50 E
IMERET D,

BHOY~ N NERT 72 ARA L NBNEL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —EHsREE 7~
ITHHRLAN = b — T — A FIH LI-WIEA, ANCT 08N’ H 5,

no I CTFAT LGB EICR 5.

[ E B

~/LF 7L VLAN @ ERF O YMPL 7 L — NGB HE % Mshic 5,
SWX3100 (config) #multiple-vlan transfer ympi disable
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[EFX]

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN H# & FRT 5
[/3F A —&—]
vilan-id <1-4094>
#7795 VLAN ID
[ASTE— K]
JERFHE EXEC & — R, %7 EXEC £— F
B
F8E L7~ VLAN ID Ol A2 FRT 5,
IFTOHEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — L HHEET 2 D05 D)
State « ACTIVE: #5157 %
« SUSPEND : #5315 L 72\
VLANID IZFFB L CWAB A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE—h)
e (O): FTUIR—=MNEIFER=])
[ E B

2 VLAN 1§ £ T 5,

SWX3100>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
ITOEANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4% Y — VLAN @ VLAN ID
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HAH GIL]
th 4 Y — VLAN O
TYPE » isolated: 7 Y L — I VLAN
e community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS U H—T = —R
[ EH]

7'Z A X— k VLAN Oz &R 5,
SWX3100>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 ¥ /VF )L VLAN 7 /L—FREBROFET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 v — T D E KR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLVF 7LV VLAN 7 /L —7" 1D

[AJ1E— K]
FFeHE EXEC & — N, %4 EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWDL I L—TFTRTEFRRT D
YMPI 7 L — LB BBEE DR EIRRE b £ T 5,

[ E B

~ )L F 7 )V VLAN 7 )L— T DR EREE FTT D,

SWX3100>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUPO0001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3STP(A =27V U —7u1 Fa)l)

E

e

63.1 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)ary7 4L —yg T — R
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[RLBA]
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—h]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWX3100 (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (D)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[

RSB IERF M 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—}]
Ka<y FOREITLLFORMEEZMT-TLERD D,

2x (NE—H A L+]) S KT — VU T = 2 x (IRRIRERFRH - 1)
kT — 3 JWEfE]IZ, spanning-tree max-age =~ N CHETX 3,
NE—Z A DIFIZ 2T, BETDHZLIFTERY,

[BREBH]

HAIEIEAERF ] 2 10 FUICRRET Do

SWX3100 (config) #spanning-tree forward-time 10
633 mRT— v TR DR E

EEN!

spanning-tree max-age fime

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR E
spanning-tree max-age 20
[AJ1E— F]
Jua—\Nnarz 4 b—va e —R
[BLBA]

RRT—V U TRHERET D,
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no JETHEAT LI G IIHIMIRRE IR 5,
[/—}]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VhEZEETIRHET 2R TH D,
RKa<y ROBREIIUTORMEM=THEND D,
2x (N —H A Lh+1) S RRT—V 0 ZHEEE = 2 x (EREEERRE - 1)

Sin==d

HADS I IEIF[#] 1T, spanning-tree forward-time =~ R CiXETX %,
=LA NI 2T, BETLHZLIETTERY,

[B% E 5]

KT — 0 T 2 25 IICRET D,

SWX3100 (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT7 A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—FR

[FHA

TV VT ITATYT 4 ZBET Do BEN/NSWIE EBILEDE,
no JE A THEAT LI B3I EIZR D,

[/—HI

MSTP DAL CIST(A > A X v A #OWIKT HRIE & 72D,

[BREH]

TV TTTAXYT 4 & 4096 (ZKET D

SWX3100 (config) #spanning-tree priority 4096

635 AV E—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y Y —OEE
B EE B
enable ANR= T Y —H [T D
disable ANR= I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

AU H—T2—AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JE X CTEIT LTI HEITHIREICE 5.
[/ —F]
Ko< RIiZLAN/SFP AR — B L OGHELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET DL LILTE 2R,
[BXEH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #spanning-tree disable

636 A EZ—Tx—ADY 7 EATORE

E&
spanning-tree link-type #ype

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV NY—=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB —T 2= ADY) I B A TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — M B L OGHEEA ¥ — 7 = — AZDO AR E HE,

FELA X — 7 = — RZFTB LT D LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &GaBli A ¥ — 7 = — AT S A1E. M5% LAN/SFP AR — MIXfT 2K~ RORED,
PR EITR D,

[ 2B

LANR— R #1 DU 7 ¥ A 7% shared IZERET D,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #spanning-tree link-type shared

3|

637 AV EZ—Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V v 7 OEE
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REMHE B
enable BPDU 7 A V2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U THERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—h]

A~ RIX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D Ha& iE I 6E,

FRERA X — T = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET D2 LT TE R0,

LAN/SFP AR— F ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR a~ 2 ROBREN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHZT 5,

SWX3100 (config) #interface portl.1
SWX3100 (config-if) #spanning-tree bpdu-filter enable

63.8 14 —7 = —AD BPDU H— KOHE

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —F—]
guard : BPDU #— FO#EE
BRIEME B
enable BPDU — &/ 5
disable BPDU % — N &8N 2%
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FFA]

WA v H—T = —AD BPDU H— RERET D,

no FECHAT LG A& IFWIHIRR EITR 5,

[/—}]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFFHE [ HE,

LA A —T7 2 —AZHTB L TCWA LAN/SFP iIR— MIF L TARa~ > RERET B Z LT TE R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S ¥ 725613, Hi% LAN/SFP A — NIt AR~ ROBREN,
VIR EICR S,

LAN/SFP 7"— k23 BPDU 4/ — RIZ & > T shutdown S 17285E1E, HUi%A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TIT L L THIATE S,

S ¥ — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — A% L T shutdown
o< R&ESLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #spanning-tree bpdu-guard enable

639 AL F—T 2 —AD/INAITA FMDERE

a2 KU 77 LA | Layer 2 #RE

1217

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/XT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—AD Y 7 HEIIEC T, LTOEEFEHT 5,
YT 3 RRA= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

WHBA L —T =— AD/NRAAR N ERET D,

no G CTHAT LI BB IIREICRE 5,

[/— 1]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%E Al He.

MEA A —T7 2 —AZHFB LTV A LAN/SFP AR— MIxf L TARa~ RERETH I LITTE R,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ 45 AR~ ROFTED.

*)]:H;LJX/E \—)j:%éo
e
LAN B— k #1 &322 2 F % 100000 2 ET 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #spanning-tree path-cost 100000

RIE

(]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[P35 A =& —]

priority 1 <0-240> (16 D%k
TIAFY T 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =Tz —AF— R



218| =~ RV 77 L > R | Layer 2 H$AE
[FEHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
AK=a<> FIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = — RZFTE LT D LAN/SFP AR — MIXf L TARa~ Y RERET L Z LIFTE 2R,
LAN/SFP R — M &Galli A ¥ — 7 = — R S 75A 11X, M5% LAN/SFP AR — MIXT 2K~ ROBRED,
WIHIEREIZR D,
REH]
LANR— N #1 OTTAF VT 4 % 64 1THET D

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #spanning-tree priority 64

6311 A LV F—T2—ADT Yy IVR— FNOHRE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

A B =T z—AEF—FR
[@i ]

MHBA VA =T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= IR IR 5,

[/—}]

Az~ RIiX LAN/SFP R — M X OGREEA ¥ — 7 = — RO Hg% iE 7 HE,

FEEA v H —T7 = — AR LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTE 720,
LAN/SFP 7R — h Zi@BlilA ¥ — 7 = — AZFTE S 7285615, 4i% LAN/SFP AR — MIktT AR a~2 ROREN,
WM EIZR 5,

REH

LAN R—F #l x> VR— MIT 5D,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #spanning-tree edgeport

6.3.12 ARN= 7Y Y —DIRREFR R

EN
show spanning-tree [interface ifname]
[F—U—F]
interface DRI THAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGmBl A v ¥ — 7 = — A D4
FRT DAV H—T 2 —RA
[AS1E—F]

FEHHE EXEC B — I, 43 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, BTOA ¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y ) —Ta k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N—bFR—= b DA B =T 2 =2 T v 7 AEKE,

Root Port N—hFrT7T Vo TPDEXIF0 EERRIND, MmBlf X
—7 == ADOHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFFTERRIND,

Bridge Priority TV ITIAFVT 4

Forward Delay b= 7Y ¥ ORRIERFERE R EE

Hello Time N— TV DO m—F A LREM

Max Age =TV VORRT— T 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U T ¢ (16 #EECHE 4 M) & MAC 7 RL AT SN D

Bridee Id TV VA, TV T T A AT ¢ (16 EHIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu = BPDU Otz =)

last topology change

BRIC MR —F = o UNFRE LT B

Ifindex A E =T 2—=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A > H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A MREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DK

Designated Port Id Designated 7~— k @ ID

Priority ABE—=T2—=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU v OTTAF
U T ¢ (16 #EECHE 4 M) & MAC 7 RLATHERR S D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 #EEIETA
441 & MAC 7 RLATHER S D

Message Age Ay — Ui

Hello Time Na—2 A LNFEE

Forward Delay i 1O AL PR [ R i

Forward Timer

FEBROHRERIE & A ~—

Msg Age Timer

A B —T x— A7 BPDU ODIEREAEET HX A ~—,
WIHARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 O AE D M E D95
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HE B
Hello Timer AE—=OFFIHEAT D24~ —, 012722 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOfEE— R(N—T 3 V)
Received A5 L7 BPDU DX A
Send KET5HBPDU DK A
Ty VR — N O EM & BIIEDIRRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ N *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A H—=T7=—ADBPDU 7 4 L&V THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BIAE DR AE
. A B=T=2—=ADY 7 ZA T OFREMEBAEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
Bl

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWX3100>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27V J—® BPDU OFEERDOFER

[EX

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface DRRT DA AT 2= RERETDH



ST A—F —]

ifname

[AS1E— F]

FEHRFHE EXEC *E— K, F#E EXEC £— K

[FRA]

A= 7 U —@ BPDU OFEFHERDF R T D,
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LAN/SFP iR — F E 72 1350HA v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. &2 TCOA UV H—T7 2 —ADIRERFRRIND,
Batil]

LAN 7"— k #1 ® BPDU OfieHE R A2 R =T 5,

SWX3100>show spanning-tree statistics interface portl.1l

o o o A0 o° A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

OO wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KD VT
EEN

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBAE—T o —AERETD

[XT A —=HF—]
ifname : LAN/SFP AA— M E 70 idimBllf v ¥ — 7 = — A D4
IIVTTHA B —Tz—2A
[ASIE— K]
F¢HE EXEC E— R
[BiA)
STP AT — RCTEIEL T\ Ad v ¥ —T7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA X —T7 =—ADREN T VT b,
[/—H]
STP ® BPDU %#%(5 L1=HA. ZIELicA v ¥ —7 = — AL STP AT — RCEIfET 5 L 912/ b, L, £0D
#% STP ® BPDU 2%f5 L72< /oo Th, Y%A v X —7 =— AL STP AME— FTEMELKET 5, 2D X9 RGE
WCARa<w REFEITTH I LT, STP AT — R LilEE— R~NRET LN TE 5,
[BE)
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWX3100#clear spanning-tree detected protocols interface portl.l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)ary7 4L — g T — R
[FREA]
MST A LV AZ L ARLMST U — 3 VOBREZITI 12O MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—N)Lary 74 7 b—y g 0 — RORAICIT exit 2~ RE2fEH L., ¥ HE EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEH]
MST &— RIZBITT 5,

SWX3100 (config) #spanning-tree mst configuration
SWX3100 (config-mst) #

6.3.16 MST A ' A X ADAERR
[

instance instance-id

no instance
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[78T7 A= —]
instance-id ¢ <1-15>
A VAL AID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AZ A& AT 5,
no FECTELIT LA L, MST A v A X U A& HIBRT 5,
[/— 1]
MST A A% ADA[LE VLAN & OB T X, instance vlan 2~ > R TRET D,
[BEH

MST A v AZ A #]1 KT 5,

SWX3100 (config) #spanning-tree mst configuration
SWX3100 (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN DR E
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

35 A—%—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
[HIHARR E]
mL
[AJ1E— ]
MST &£— R
[RLBA]

MST A A X A 2% LT VLAN % BEfHT 5,

no JERTEIT LT=HA1E. MST A » A& v A2k % VLAN OREEAT T 2 HIRT 5, BIRL7Z/E%E, MST A > %
B R xﬂ/flf)% VLAN 23 BEAT T HTWARWEA L, MST A v 2 &% v 2 &It 5,

ERENTWRWMST A v AZ AR ELESEAIE. MST A V AX V ZADAERBITHON S,
[/—F]

o> MST A > A% o AR 5 Cuvd VLANID 25895 Z LT TE R0,

(% EH]

MST A > A K o Z #1 12 VLAN #2 % BIEfF T 5,

SWX3100 (config) #spanning-tree mst configuration
SWX3100 (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTFAF VT 4D
[EX]

instance instance-id priority priority

no instance instance-id priority
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[78T7 A= —]
instance-id ¢ <1-15>
A AL A ID
priority © o <0-61440> (4096 DIE4K)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
B

MST A LV AZ L ADTIZAF VT 4 HBRET D,

BIED/ NS WZEELRENELS . MST AV AX U ARNOIL— KT Y v DI272 5 alietE i m < 72 5,
no JER THEAT LB A I3 HR EITRE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 |ZHET D,

SWX3100 (config) #spanning-tree mst configuration
SWX3100 (config-mst) #instance 2
SWX3100 (config-mst) #instance 2 priority 4096

63.19MST J —T 3 VADRE

[EFX
region region-name
no region

[/NT A —=HF—]

region-name DO ATIECT R X OVEMAEE (32 SUTFEEAN)
V—T a4

[WIEARRE ]

region Default

[AJTE— F]

MST E— K

B

MST U — a3 VAERET D,

no FECHAT LG A IIWIHIR EICR 5,

[BRAEBH]

MST U — 3 4 % Testl IZRET D,

SWX3100 (config) #spanning-tree mst configuration
SWX3100 (config-mst) #region Testl

6320MST V — a3 DY EY g VBEORE

[EX]
revision revision
35 A—%—]
revision 1 <0-65535>
VEeva & e
[WIHIRRE]

revision 0
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[AF1E— K]
MST E&— K
[BLAA]

MSTVU—> a3 EYa v BELXRET D,

no B TCEIT LA ITVHBREIZR S,
Bail]

MST VU —Ya3>Dlela rBEra 2R ET S,

SWX3100 (config) #spanning-tree mst configuration
SWX3100 (config-mst) #revision 2

6321 A VH—T =2—RIZKTDHMST A VARH LV ADEE
[ER]

spanning-tree instance instance-id

no spanning-tree instance
[73F A =4 —]
instance-id ¢ <l-15>

AERENTWS MST A VA Z 2 ZAD ID

[FIEAE E]

L

[AJTE— K]

A B —T 2 —AF— R

B

KBA L E—T 2 — AWK LT MST A v AZ LV AERET D,

no JERTEITLTZHEIE. MST A VA X U ADREZHIRT 2,

[/ —F]

Ko< RKIZLAN/SFP R— F B LI OGHEA v X — 7 = — R IZDO AR IE T HE,

A A — T 2 —AZFTB L TCWA LAN/SFP AR — MIXt L CTARa~ L RERETHZ LITTERU,
LAN/SFP R— F 3B A & — 7 = — A ZFTE S ¥ 728815, Mi% LAN/SFP R— Mt 5 AKa~ 2 FOREN
’Jﬁ)jﬁ;quX/E \—)7:'%60

B EH

LANR—F#1 ICMST A >V AR VAR ZHRET 5,

SWX3100 (config) #interface portl.1
SWX3100 (config-if) #spanning-tree instance 2

63.2MSTA LV AEZLVRIZBITAA LV EZ—Tx2—RADTFF3AF VT 4 DHRE
[E=]

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[/XT A —=F—]
instance-id o <1-15>
WRA L H—T 2= ATRE SN TND MST AV AHX L AD ID
priority 1 <0-240> (16 Df5%R)
TIAFVT 4 E
[WIEARRE]

spanning-tree instance instance-id priority 128



226| =2~ KU 77 L A | Layer 2 #&HE

[AS1E— F]
LB =T 2= RE— ]
[FiAA]

MST A VAR L AZBITDRBA LV Z—T 2 —ADTTA XV T 4 ZRET D,

no JER TFEAT LB A I3 EICE S,

[/—}]

A=z~ RIXLAN/SFP R — M B L OGREA ¥ — 7 = — AT DB E AT HE.

A v H — 7 = — AT LTV D LAN/SFP AR — MIxt L TR~ RERET H Z LIETE 720,

LAN/SFP "R— M & A ¥ — 7 = — R ZFTE S 5A 1, Y% LAN/SFP AR — NI4T 5 AKa~ 2 ROREDN,
MR EITR D,

Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT 4% 16 IZRTET D,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #spanning-tree instance 2
SWX3100 (config-if) #spanning-tree instance 2 priority 16

63.23MST A VAZVARIZBITFTAAVHF—T =2—AD/NAIARA D

R
frl

&

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[T A —4&—]
instance-id o <1-15>
WRA LV H—T 2= RATRESNTND MST A LV AX L AD ID
path-cost : <1-200000000>
IRA 3 A ME
[WIERRE]
AVE—=Tx2—ADY) I HEEIZE T T, LFOEEFEHT 5,
Y7 HRE INA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMEA X —T7 = — A, FTB LTS LAN/SSFP AA— h DU v 7 HEZ G LA JtIc, S22 X MESRE
Do
[AS1E— F]
A4 =T x—AF— R
B

MST A VAR LV AIBITDHHMBA VA —T 2= AD/NAT A NERET D,

no IR CELIT LIS ITHHRTIIRE S,

[/ —}]

A~ FIXLAN/SFP A" — M B X OGRBEA » # — 7 = — AT D Ha% iE P hE,

WA X — 7 = — ZICHTE LT D LAN/SFP AR— Mt L TR~ Y RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o # —7 = — AIZTE SE728613. H% LAN/SFP AR — MIxd o AR a~ 2 ROBREN,
IR EIZR D,

[ EHi]

LAN R—k #1 D MST A > A X > Z #2 D/8ZA 3 Z k% 100000 [Z#ET 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #spanning-tree instance 2
SWX3100 (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — ¥ 3 VfFROFE R
[EA
show spanning-tree mst config
[AJIE— F]
FEFEHE EXEC E— K, FfHEEXEC E— K, / V¥ —T7 = —RE— K
[BBA]
MST U — a v OBERE R =T 5,
[FE B
MST U — a v OBEREZ R =T 5,
SWX3100>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 DO FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERET D
[/NT A—F—]
ifname : LAN/SFP AR — M E72iEfml A ¥ — 7 = — ADAH]
RRT DA H—Tx—A
[AF1E— F]
JERFHE EXEC E— R, FFMEEXECE— R, f V¥ —T7 = —AE—F
[

MSTP DIE#R = FrT D,

HHFIIMST A v AX AL VLAN BEX S V¥ —7 = — AT IE#RE R RT 5,
detail Z¥EE LT EIE. A1 v F—T7 2 —ABLUMST 1 A X ADFMME R E FKRT D,
interface ZEZ Mg L7=HE1E. T _XCTOA v X —T 2 —ADERBPERIND,

[/—F]

ifname |2, A U H —7 = — AT LTS LAN/SFP AR — R Z4RET 5 Z LixTE 0,
(B EH]

MSTP OIH#H = FK T D,

SWX3100>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£2300110
Default: CIST Reg Root Id 8000ac44f2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)
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LAN A"— bk #8 ® MSTP DFEMIE %z £RxT 5

SWX3100>show spanning-tree mst detail interface portl.8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AERDFIR

[E
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA =T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2 ZD 1D
ifname : LAN/SFP AR — b E72IE5mBA ¥ — 7 = — ADAH]
TRTAAL L H—T 2 —R
[AJ1E— ]
FEFFHE EXEC T — R, $EEXEC E®— R, f V¥ —T 2 —ZAE— R
B

FRE L MST A v AX V ADIEREERT D,
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interface M L72HA 1L, FEE LT MST A V AZ U ARREINTNDTRTOA V¥ —T = — ZADIERPER
Sho,
[/—H]
ifname \Z, FHEREA X —7 = —AIZFTE LTV D LAN/SFP AR — R & HET 5 Z LT TE 20,
[BXEH)
MST A VA X U R #1 OIF#HELRRT D,
SWX3100>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L —7BRHBEREDRER AT L)
[E=]

loop-detect switch

no loop-detect

[/NT A —=F—]
switch D VAT AEERON— TR RE DORRE
RIEE B
enable ZX?AéW®w~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AS1E—F]
Jya—nnarz 4 —ya rE'w—NR
B

VAT ABRERON— TR HEERE A E T IX NS T B,

no JIER CHAT LI & I3 IR E IR T,

[/ —}]

VAT ABIRTANR= 7Y ) —iie L L — TR HsRE R O T & B,

N—THRHEREE AN T H7201I00F, Ka~r Rz T, £ v ¥ —7 =—ATHL—7 e A0+ 2

VENH D,

N—THRHERERENEDRBETH, LTDA V¥ —7 =2 — AT — TR REIZEE L 22\,

o ANR=2 7YY —HEREDENEL TV 5 LAN/SFP AR — b, 7272 L. Forwarding 78— I Tl LDF OEZA(E %17 9 72
B, AP KV L— T NRE LA, — T RERSRE DN EIET B,

e X7V 2IHREDI T —R— M & LTCEIEL TVW% LAN/SFP AR— k

o BMERA X — T = — RTEFE STV D LAN/SFP AR — b
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[ EH]
VAT ARERTA— TR AN T D,
SWX3100 (config) #loop-detect enable
VAT ARR T — TR RE A T D,
SWX3100 (config) #loop-detect disable

6.4.2 )V —TRHEREDRE(AL vV X — T =—R)
Ev

loop-detect switch

no loop-detect

[/XT A—F—]
switch DR A —T 2 — ADNL—TRHRE DR E
BEME B
KA KB —T 2 — AD L — T B
enable T B
. KB A B —T = — ZAD ) — T H G
disable T
[ 2]
loop-detect enable
[AJIE— K]
A H =T 2 —RAF— R
B

KGA LV H—T 2 — ADN—TIRHSRE A A F TN T B,

no I TIAT LGB I3 IER EIZ R T,

[/ — 1]

A< RIZ LAN/SFP iR — b2 DB % E 7 HE,

W;T@ﬁ%%%ﬁﬁﬁﬁékbmﬂ\KHVVFKWZT\Vx?Aé%f%»—f@ﬁ%%%ﬁ@ﬁ?é%%

NhH5,

N—THRHEENT DR GATH, LTFDA V¥ —7 =2 — AT — 7R ERIZEME L 7220,

o AN=2 7YV —EEEDENE L T % LAN/SFP AR — b, 7272 L. Forwarding " — kGl LDF OEZAF %179 7=
B, REBEEIC L L— T 0RE LTSRN, — T REERENEIET 5,

e X7V UTHREDI T —R— & LTEMEL T\ 5 LAN/SFP R — h

o FMERA X — T 2 — RITF STV D LAN/SFP A7— |

A= 7 ) —FERE(STP)E L OVL— 7 M S RE(LPD) DR AR REIZ K LT, EB L OEEN BN D ELLT

DFEITRT,
A BE—T 2 —A
LPD #% LPD A%
STP #%h STP H% STP #%h STP A%
STP %) - - - -
LPD %}
STP H%) - STP - STP
AT A
STP #%h - - LPD LPD
LPD H%)
STP A% - STP LPD STP
[ E B

LAN &"— |k #1 O —FHiHBsREE BT 5,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #loop-detect enable
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LAN R— k #1 O)L— 7R HESRE 2 2 IC 4 5,

SWX3100 (config) #interface portl.l
SWX3100 (config-if) #loop-detect disable

6.4.3 )L — 7 HRHKFD Port Blocking DEXE
EEN
loop-detect blocking switch
no loop-detect blocking
[/3T A —HF—]
switch DR A U H — T = — AD Port Blocking D% E
REMHE A
%G A o H# —7 = — A D Port Blocking %A
bl "
e T %
disable ®RA o H—7 = — AD Port Blocking %
2l e
[WIHIRRE]
loop-detect blocking enable
[AJ1E—F]
A HE—T 2 —AE— R
(@]

RIRA B —T 2 — AT, N—T %M L7285 O Blocking BN F 721303 5,
no IR CHAT LI & I3 IR E IR T,

[/—F]
Ko< RIZ LAN/SFP 7R — MZ DB 3% E Al BE,
Bl

LAN "R— |k #1 T/L—7 Z M L7=8A12 Blocking 5 X 5127 %,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #loop-detect blocking enable

LAN 7R— b #1 TL—7Z /i L7284 12 Blocking L2V X 91235,

SWX3100 (config) #interface portl.1l
SWX3100 (config-if) #loop-detect blocking disable

6.4.4 Port Blocking D)\ — 7f#{ % —E Il CHERT 5
EE

loop-detect blocking interval interval

no loop-detect blocking interval
[73F A —4F—]
interval 1 <10-3600>

Jo— T IRIHRERE O BRI (BD)

(IR RE
L
[AJIE—F]
Jua—nmNnarz4 s b—va e —R
(@A
HE, V=T E SN D & BIEEIZ Blocking 13RS D,
Zoavy RERETDHE, —EMBETL—7PHE SN T D0 MRS DL 2125,
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Jo— T MR STV IUE Blocking & fREBRT D23, L— 7 DMEHE ST RITAUR, FEZE ORI ARE T H £ T
Blocking Z #5725,
no JEATHEAT Lo alE, AIMIRREIZRE T,

[/— 1]
Port Blocking JREED R — RV > 7 Z72 LI=354 . Port Blocking (XRIRFICHEER S5,
[BEH

Port Blocking ¢ /L — 7 fig{i e 78 o M WEREM 2 300 FICRET 5,
SWX3100 (config) #loop-detect blocking interval 300

645 V—7HRHKED I Y b
[F=]
loop-detect reset
[A1E— ]
K EXEC E— K
[FA]
BTOA VB —T = —ADNL—THHKEZ ) £y T 5,
[/— 1]
Ravy Fid, VAT ARKOL—TRISEDSH RGN OBFEITT 5 2 LB TE S,
[BRAEBH]
N—TRHIREE )y N5,
SWX3100#loop-detect reset

6.4.6 /v — 7R HHEEE DIRFEFT

EEN!
show loop-detect
[AS1E— K]
FEFrHE EXEC E— N, %4 EXEC E— N
B

J— TR HHBERE DR E IR E A KT D,
KRAEFTLTDOLEY,
© VAT LABKRON—T SRR DR E
+  Port Blocking ®/V— 7 eFR O M FREFRE# ("auto" F 7213 "N seconds")
« LAN/SFP R— h T L O/v—T7 R ok aE
o AV H—T x— A4 (port)
« LAN/SFP 7R— k DL — 7R HEERE D% i (loop-detect), /L— ZHHHESREDSENE L TW DAL, ()BT 5 Sh
%)
«  Port Blocking D&% i K f&(port-blocking)
o JLb—T7 O HKRE(status)
[BREH]
I—TRHREDOREAZF T 5,
SWX3100>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = —-————=
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(*): Indicates that the feature is enabled.

6.5DHCP AX—t° v

6.5.1 DHCP R X—t' 7 DA RERE (VAT b)
[EX

ip dhep snooping switch
no ip dhcp snooping

[/XT A =5 —]
switch i VAT AARO DHCP A X — B J SRR DR E
REME 38
enable VAT ARRD DHCP A X — B> JHEHED
REZHNT D
disable AT LAED DHCP 2 X — ¥ 7 BERED
WRIE 2 BT D
(IR E]
ip dhcp snooping disable
[AJIE— K]
Ja—nNLrary7 4 S L—ya e q—R
[FLAA]

AT HAERD DHCP A X — ¥ VHRREDRE & AN E 1213\ 5,

no JZ N THAT L1213 E IR T,

[/—H

DHCP A X —E > ZHREA AT H720DI21E, A~ FIZMA T, VLAN A »Z—7 =—ATH DHCP A X —
B T RBREE AN T D NENRD D,

S 512, ip dhep snooping trust =~ > K C DHCP ' — =2 SN TWDLR— MR ET DLERDH D,

VAT LARD DHCP r— — B E 7213 ) L—— U = v MEREDN A6, AERREZ AN TE 0,
Eio, RRRENF LG Er . 2 AT LAARIRO DHCP #— /N —fHEX O'DHCP U L —=— = o MEREE AR T
AN

[BXRE )

VAT LARTDHCP A X —UV' v ZHREE AT 5,

SWX3100 (config) #ip dhcp snooping enable

VAT AAERT DHCP A X — B v e BT 5,

SWX3100 (config) #ip dhcp snooping disable

6.5.2 DHCP A X— ¥ 7 DA/ ELFRE (VLAN)

BN
ip dhcp snooping switch

no ip dhcp snooping
[/3T7 A —F—]

switch COXEB A H—T 2 —AD DHCP A X — VL FHSBED R T
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REME B

WBA X —T 2 —AD DHCP AX—E°
THEREDREE AT D
A B —T =2 —AD DHCP AX—E

enable

disable R DR T
[WIEIRRE]
ip dhcp snooping disable
[AJ1E— F]
B —Tz—AE— R
(A

LA X —T = —AD DHCP A X — ' VHREDOREL AN E - ITENT 5,

no JEITEFAT L7125 B 13 IIER E IR T,

[/— 1]

AKa< U RIEVLAN A V¥ — T 2 —AZDORHFFETE D,

DHCP A X — b v VHREZ AN T H1-0I10iE, Aa~vy RZZ T, A7 ALK TEH DHCP A X — ' ke
EHINCT DHERND D,

S 512, ip dhep snooping trust =~ > K C DHCP — =2 SN TWDHR— FEARET DLERDH D,
[BREH]

VLANI1 T DHCP %2 X —t' v ZHfe 2 AT %,

SWX3100 (config) #interface vlanl

SWX3100 (config-if) #ip dhcp snooping enable

VLANI1 T DHCP % X — b J e 2 RN+ 5,

SWX3100 (config) #interface vlanl
SWX3100 (config-if) #ip dhcp snooping disable

6.5.3 DHCP A X—t° L FDR— FNERIRE

[EF2
ip dhcp snooping trust
no ip dhcp snooping trust

[FIHARR E]

L

[AJIE— F]

A H =T 2—AF—FR

[

RGA B —T = — A% DHCP A X—E"> 7 ® Trusted " — MIEET D,

no FECHEAT LG & I3 WHIR EICRE T,

AHRRAE TIT T T DR — 2 Untrusted R — MIFREI N TV S,

[/—}]

AKa< RILLAN/SFP RA— R B L OGREA v ¥ —7 = — R ZOHHFETE b,
LA X — T = — A ZFTE LT D LAN/SFP AR — MIERE TE 7200,

Trusted /" — K TIZ DHCP /X7 > b D7 4 VB2 U » 7 THNT | E S 4172 DHCP Y — =238 S LTV D 3R —
MIRET D,

Untrusted 18— b T, LAFD DHCP /N7 h D7 4 /W5 U THBRIAT S5,
e DHCP % — =0 63%F &5 DHCP /37 v F & EFET %,
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s AT 4T T=HN=XIMACT RUAPBBEISNTNT, DOBERA VF—T = — A LITRRDLA X
— T 2 —ANBZIE LI IP 7 R L A fifffZsk (DHCP RELEASE) BXOVIP 7 KL A &K H @ (DHCP
DECLINE) ZH¢ZET %,
¢« MAC 7 FUABGERBERNOEE, DHCP /N7 v NORETLMACT RVALE I TA TV IN—RU =77 KL A
(chaddr) ZEb#Z L, —FH L72WGEEIE 4% DHCP X7 v M & EFET 5,
*  Option 82 BNHERNDEA. DHCP 7 4 7 > M bH5AE L7z DHCP 237 +» MZBEIZ Option 82 fHHMT 5 41T
% b x| M DHCP 7 v M EIEET 5,

[EE B
portl.5 % Trusted " — MMZFEET 5,

SWX3100 (config) #interface portl.5
SWX3100 (config-if)#ip dhcp snooping trust

6.5.4 MAC 7 K U R RRIEDO B Zh/ELNRE
[

ip dhcp snooping verify mac-address switch

no ip dhcp snooping verify mac-address

[/XT A—F—]
switch : MAC 7 R L A EFEDOHRE
REE B
enable MAC 7 R L ARRGED R EZ AT D
disable MAC 7 R L A MEREDRRE & T 5
(AR E
ip dhep snooping verify mac-address enable
[AFIE—F]
Ja—)arz 4 —y g rE'w—NR
B

Untrusted " — F TZ{Z L7 DHCP X7 v FDEETMACT RL AL I FA4 T ho— R =77 FL A (chaddr)
L, —EH LARWEEIEYEE DHCP X7 » h 2 iFET 5,

no JEATHEAT L2 G B IIHIRE ISR T,

[EXRE )

MAC 7 R b ARREEDBE 2 TN %,

SWX3100 (config) #ip dhcp snooping verify mac-address disable
6.5.5 Option 82 DA BN/ ENRE

EEy

ip dhcp snooping information option switch

no ip dhcp snooping information option

[73F A —%&—]
switch : Option 82 DFXIE
REE B
enable Option 82 DR E X AN T %
disable Option 82 D% E % AN T 5
[ E]

ip dhcp snooping information option enable
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[AS1E—F]
rua—)arz 4 L—va R
(LA
DHCP /3% k@ Option 82 {EHOAHIN, WA, HIBROAH RN/ D% E
no JECHEAT L2 BB IIHIRE IC R T,
Option 82 N A XD 4. Untrusted 78— k TDHCP 7 7 A 7 > b 5545 L 7= DHCP /3% »» }|Z Option 82 1### % -}
5L,
DHCP #—/3—726 DHCP 7 7 A 7 i CDO R Y /3% kD Option 82 i Z HIbR L THiEd 5,
Option 82 HFHIZLL FD & BV,
* Remote-ID
o TT7#/ BT, AEDOMAC T FLAREILD,
« ip dhcp snooping information option format remote-id =~ > RC, Remote-ID (/LR D LFH| (55T 5
FOMELE) 2G5 LN TE S,
* Circuit-ID
© T 74/ T DHCP 7 74 7 F75 DHCP /7 v b %5 L7Z VLANID & A & % —7 = — A% 5 HMT
Hanhd,
* ip dhcp snooping vlan vlan-id information option format-type circuit-id =~ > RC. Circuit-ID D&%, DHCP
2747 v ") B DHCP /X7 > Fa%Z 5 L7 VLANID & AR — MEBICAEE T L5 2 LN TE 5,
» Subscriber-ID

o T 7V RN TIEAHGE RN,
« ip dhcp snooping subscriber-id =~ > R°C, %[GR — k@ Subscriber-ID (LB D XFHN AR ET H Z & T

~—U
Y

Iibd,
F7-. Untrusted 78— bk TREIZ Option 82 [E#M M 5- & 7= DHCP /37 v b % 3%(5 L7284, £ DHCP 37 v b &
IS 5,

ip dhcp snooping information option allow-untrusted =~ >~ K C, Untrusted 78— hZ331F % Option 82 % & ¥¢ DHCP /<
v NOEREETFATLZENTE D,

[BREH]
Option 82 DFE & T T 5,
SWX3100 (config) #ip dhcp snooping information option disable

6.5.6 Option 82 £ % /3% > b ® Untrusted 8 — M ZAZFF IR E
[ER]

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

(AR E

L

[AJIE— F]

Jya—parz 4 —ya rE'w—NR

[RLBA]

Untrusted 7~ — K "C Option 82 {H# A3 5- S 4172 DHCP /X7 > N DEREEZH N T 5,

no JEATHEAT Lo B3R E IR T,

[BXRE )

Untrusted 78— I C Option 82 {f#23+ 5- S 4172 DHCP /X7 v b D¥RE % A 20T

SWX3100 (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 ™ Remote-ID DEXE
(&R

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id
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[F—TU—F]
string : REMOTEID X FH &R ET D
hostname : REMOTEID |Z/R A M4 ZHET D
[/$F A—&—]
remoteid D ARBOFE CEAET I JUNEA LS 63 UFLAN)

[F1EIER E]

L

[AJ1E— K]

A H—T2—AE— R

[FRHA]

Option 82 @ Remote-ID (ZALE DXL TN 5925 Z LN TX 5,
7212 L, AEBEOXTIN" ! EEDH 2 LI TE R0,

no FERTHEIT L7285A 1. Remote-ID IZAED MAC 7 KL ANfTH S5,
[/—}]

RKa< 2 RIEIVLAN A VA —7 2 —RAZORIHKETE D,
[B%EH1)

Remote-ID (ZAEE DO LT % 595,

SWX3100 (config) #interface vlanl
SWX3100 (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E
[E=X

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhcp snooping information option format-type circuit-id

[%— U — K]
vlan-port : Circuit-ID type 0 VLAN ID, Module(A % 7 ID), R— h &S &2 HT 5
string . Circuit-ID type 1 fEE DO LFH 24T 5
vlan-ifindex . Circuit-ID type 2 VLAN ID, ifindex % 4%

[T A—=F—]
string D AR OIS CEA ST L OHAEL S 63 UFLI)

(AR E]

ip dhep snooping information option format-type circuit-id vlan-ifindex
[AJ1E—F]

AV HE—T2—RAE—NK
[

Option 82 @ Circuit-ID THEHT 2 MR A TEET 5,

vlan-port Zf5E L7=3A 1%, DHCP 7 A 7> b6 DHCP /87 v b &%{E L7 VLANID &, A X v 7&K Z, R—
FNEFEMET D,

string Zf8E L7258, (EBEOXTIN &M 535, 2L, REOXTINI" ! EEHDH 2 LITTE 2R,
vlan-ifindex Z 57 L7284 1%, DHCP 7 74 7> k5 DHCP /N7 > h &% L7 VLANID &, f > ¥ —7 = — A
FEaftE5T5,

no JEATHEAT L7eHalE, FIMIRREIZRE D,
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[/ =}
A~y RIZVLAN A ¥ 5 =7 = = RIZOHRETE 5.
[EE B
Circuit ID {Z DHCP 27 7 A 77> 2 DHCP /37 > b 2518 L7Z VLANID &R — b &S 20157 %,

SWX3100 (config) #interface vlanl
SWX3100 (config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 