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Username:admin
Password:

s Bl AHBOaL Y —)VHE
SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX232x>
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Username:admin
Password:

SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving

Succeeded to write configuration
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o B UA BRI

Username: user
Password:

[o)

% Incorrect username or password, or login as user is restricted.
Password:

Q

% Incorrect username or password, or login as user is restricted.
Password:

[

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« Bl A UHIRES a2 —F =0, BUVUSRT — K& fEZ 5 &HlRIFEAEF S E T,

o HIREFRIFGRZICIELWASAT =2 ANTLHI L TR A TEH L0100 £,

24 a2 FAJJE— RIZ2oWC

241 2~ FAJIE— FOIEAK

SWX232x DR ELEHLIREES B AT A8E. W a~v Ly FANE—RIZER LT, I~y REFEITTALE
BHVET, I~ ROANE—RNILUTOL D 2RI NTEY, HEA4DE— RN TANTEDa~vr RRE
e FET, =W —F, T NEMRT LI LT, BE, FOE—RICWDIONMRT DL ENTETET,




av R 77 LA avy RO[EWS |21

O I ¢
(JERD— R ADEm)

Dﬁ{yﬂml

#gi*ﬁ_%%f;) I SWX232x>

exit, logout

enable /administrator disable

FHEEXECE—R . SWX23 24
exit, logout
configure terminal
2J0-)0L
T IL—3 3 E—R SWX232x(config)
interface’d &
&5 :
m Y B2 PRESELY N SWX232x{config-if}#

A~y FANE— FOBBICHET AN 2~ NiE, UFERVES, Ju—rrarryy 7 L—a%®
— Rz 7 4 7= arE— OB A~y FZOonTiE, A=y 74 71— arE® = 2%
LTI,

« exit AV R

* logout =~ K

» enable =~ > I /administrator =~

+ disable =~ R

+ configure terminal =~ > K

e end IV NK

242 AR 7 4 T L—Y g UF— R
fErla> 74 7 b—3 a3 F— RKEiEL, LAN/SFP iR— FX° VLAN A ¥ —7 =— R QoS 72 &, FrEDIE B (Zxtd
DEIREEITO 2D DOE— FORKHETYT, a7 47— a3 rE— RICADIZIL, Fa—=Lar7 g
Jl—yarEt— RCEE— NIIBH:TIHDDa~y REETLET,
SWX232x DfEBI2 7 4 7 L—3a U E— RIZIFROLONRHD £, fBlar 74 7 b—v g rE— ROHIZ
FEBLENLTWA DL ET, FlziE. RV —~vFE—R> RIS —<v 7« 75 XFE— RTT,

ERlay7 407 v—varyeE—F |(BBavU R A=A
A F—T2—AE—FR interface =~ K SWX232x(config-if)#
FA - K line con =~ | SWX232x(config-line)#
line vty =~ > N
VLAN £— F vlan database =~ > SWX232x(config-vlan)#
VLAN 7 7 & A< v 7E—F vlan access-map =~ > K SWX232x(config-vlan-access-map)#
MST & — K s\ﬁa}?nmg-tree mst configuration =~ SWX232x(config-mst)#
I IGAR T E— R class-map =~ SWX232x(config-cmap)#
RY)v—vy7E—F policy-map =~ > K SWX232x(config-pmap)#

RV —<vT I ITRE—N class =< K SWX232x(config-pmap-c)#




2|avr R 77 LyR|avy KOMFNT

BRlay 740 7 v— g v E—F

Ba<wr R

A=

RO Y Y—F—F

aggregate-police =~ >

SWX232x(config-agg-policer)#

L2MS E—

I2ms configuration =~ >

SWX232x(config-12ms)#

LLDP =—Y = hE— K

lldp-agent =< >

SWX232x(lldp-agent)#

A—TFT o L— hE— R

mail template =~ > F

SWX232x(config-mailj#

AT a—NT T L— E— R

schedule template ==~ >

SWX232x(config-schedule)#

RADIUS v 7 4 /L — g »E—

radius-server local-profile =~ >

SWX232x(config-radius)#

K

243 a2 R T v OV T 4T A

a<w R OT VT 4T AT, FAMEERLTOVET, PIHNRETIIARA M4 E LT, ET LT
75 [SWX232x] #FERLTWET, AFERIZ. hostname 2~ NTCHRA N EZRETAHAI L TEETXES,
SWX232x ZHEHH L TW DA E, HFAL v FITHl 2 DARIZREL TEL Z T, BHEN/LLTL 20 F

—é—o
RA NG DIEHE

SWX232x (config) # hostname Switch-012
Switch-012 (config) #

244 BRI AANTIE— KD~ REFT

SWX232x Tlt, T— RZ L IWCRAREZ 2 a~ v R 570, T RERE—RFRETERB L Ca~vr FEETL
ITFER Y A, FREMETAa< RELT, do a2~y RERMILLET,

do a~> FEEHTAE, T _RTHOary 74— arT— RO EHEEXEC E— NDa~vy REFE(TTH2 &
MNTEXFET, TNk, T R_RTOary 747 — 3 F— RO EXEC E— NICBEITAH 2 &7, 3BiE

a7 4 v—a rEERE LY RE

DIRFFBREE 720 £,

7272 L. do TIIMFEMRE IR T Zanizd, £D®KICHIK 2~ R 7 VALV EITER TA T 2 05N

HYFET,
o TNAAYULTANTHIBE

SWX232x (config) #do show running-config

. AETANT 556
SWX232x (config) #do sh ru

25 2 Y —NVERHEOX —FR— N#E

2.5.1 oY — )V A O EARERE

SWX232x Tld, 2~ RI74 2 LT, LTOBENARETT,

o« =Y ILOFKH)

F—AR— FHEfE B ES
- 1 CFAICBE L ET
— | XFEEICBE LT

Esc fi F#£IZ F

| BREAICBEI L £ (0 — Y MLEBICH D HEE D i
DXLFOWITHBE L 7))

Esc ## %12 B

| HEEAEICBE L £ (0 — Y NMLEICH 5 HGED JEEH
LFICBE L ET)

Ctrl + A TOSEEEICBE L E1
Ctrl+E ITORRBICBHLET

« AT OHIER
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F—R— FEE B - =

Backspace

H—=INVDECH D LT wHIBRLET

Ctrl + H

H— I NMLEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETAREEZ L7256 1E, exit =
< RERUEMEE 720 9,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AIFOXFEZETHIBRLET

. T
F R FHRE B - 5

B —= I NMLED LT & FDEFO LT AN L F

Ctrl+T 7
H—=VIVHBTORRBIZH D & &, BERIDLF & Z D]
DXFw AN FT,
JERFHE EXEC & — R L 7 EXEC £=— R TlX, A
Da< RERFEL TROITIZE D £97,

Cirl + C MRz 747 v —3arE—RKTClE, AAFoa~

Vv RATZREEE L CRriE EXEC £— RICER L %7,
BEFETHOa~y RO Z TR LE9, (ex: ping =
< R)

sy 7 4 7 L—3 3 »F— RS Hi#E EXEC & —
Ctrl+Z NiZ#ER LET,
end 2~ FERIUEMESE 220 9,

252 a<y R~
av S RIA L ETP"EATTHIET, METEa~v RERFIANATA— X —EHRBTETET.
SWX232x#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWX232x#show vlan

253 Afja<r FofizE., ¥—V— RMEf—EDFR R

ayvY— ) ETa<wr RAJERPIZ, "Tab"F—%2 9 &, a~wr FEaBfieSNET, /2. ¥—U— AN
(2 "Tab"F— %9 &, WRICATAIBER T — U — ROBEM—E 2T LET, AEIEZ, "Cul+1I"$—Z#H L THIHE
BRARENMEL 720 F97,

. o<y RAOMTE

SWX232x#con"<Tab>¥F — & ffi4n
l
SWX232x#configure
o F—U— NEfi—EoRR
SWX232x (config) #vlan "<Tab>F—Z 4"

access-map database filter
SWX232x (config) #vlan
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254 < ROEEAT

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWX232x# sh run

255 2~ REAXA Y —

av Re AN —kfea T 5L, WECANLEZa~vy REMHEAABETHET LY, BEICANLES
< RO—HALER L CHETTHZLENTEET, avr Fex M) —j3, FE— FEHROBEL L TE TSN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— NHE

T

Ctrl +P

o< R E2 S)h0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show| ThrEDBa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THHEHRE 7 4 M F—ZBL, RERFERICNEZKD Z & TR HIZ

RO <ERLET,
SWX232x TlE, show 2~ ROET 4 774 T L LT, RO 3IFHEERMEL ET,
EFA4T7AT A
include
BE LTI Gt e 45
grep
exclude BE LTI EEERTEH TS

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

SWX232x#show running-conf
interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree T Role # & {piEH & K RT 5,

< (B

SWX232x# show spanning-tr

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

ig

nl

e

show running-config C VLAN #1 % & el 2 FrnT 5,
grep vlanl

include Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 747 —Tay

3.1 R EMEDEH
SWX232x 1%, LT 7 4 Z7&FEHA L CREMBEEHRLEI,

av7 4 7O B! IR — P —HufE
Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

PRAIF L 7= EfE, Flash ROM Lo 2
oPDar7 4 7L SDI—FKED1
oSDayT 4 JEEMT 5, Flash
ROM LD %57 — % |X startup-

AU T TR T AT (startup- config select =~ > N TIRIET 5, ZH/HE/ 2 —

config) SD H—RED 1 >Dar7 ¢ 7%
swx2320/startup-config" ¥ 7=1% "/
swx2322p/startup-config" 7 4 /b # TH
Y5,

T 7/ b a7 47 (default- 7 7 4V b O EME, FlashROM k|,

config) TEHT D, BRAEAAT

SWX232x D A7 LEEIRE, LT Ot e 720 9,
1. startup-config select =~ > NEREMEZSZR L, T A F— T v a7 4 V2 RET D,
startup-config select =~ > R Tsd NRE SN TWT, AF— T v T a7 4 FHRRFSHTND SD V— KR
FASN TR STZGE, AX— R T v 7ar 7 4 7 # BEREND,
2 WELIARZ =T v T arT7 4 VRFET 256, %47 —2 2 RAM LicT =27 ar7 4 7 & LTEM
T 5,
startup-config select =~ > RXEMIZ L= > CTRE L7 AX — hT v 7 a7 ¢ 7/ Flash ROM _EIZAFAE L
WA, T AN T 4 7% RAM EIZERT S,
SWX232x M P a~ o RRETRELZEETLH L, AELEARITTSICT =07 a7 4 IS E
T, Tr=v T ar 7 4 JEET L%, write £721X copy A~ REFETTHILE T, AX— T v T ar 7
IWNHEFHINET, RE - BHRLIENEEZRAF LW THER T &, RE - EENAENKRDNLET, THEELE
éb\o

32 F 74V R EE
SWX232x DF 7 /)L FREMWEIZHOWT, LTORITRLET,

THHANRREDOREIL, ABICEREH INK 2~ 2 ROYHFENEH SN TlERl, LFOT 74 /V MiRE
Iz > TUWET,

o VAT ABRIKROT 7 4V NERE

BESE FEHEHE F 7 4L NREE
CONFIG I I 5 CONFIG S
ayI—NVEA LT TR 600 sec
U AR E VTY 3% 8
FTR{TH 24
L — 5 — o admin, ST
:admin
F=Y=TAV b BT — R admin
IRA T — ROWFE1L, =k L7
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RESH REEHE 7 4V NREE
BA DS = JST (UTC + 9.0H)
RF 2 & B NTP #—/3— 7L
NTP 557/ 1 BFENC T[]
RMON B{E B

T =AU =T B

A7 1a— K URL

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swx2320.bin (3%
SWX2322P &5 /L% swx2322p.bin)

VEYa X O FFAT L7220
HA LT T b 300 sec
LLDP EUlB A%
H B E A%
LOMS BE %
G T—Y=xr b
debug L~ m 7 H 7] OFF
information L ~L 11 7' HH7) ON
SYSLOG
error L~y 7 H A ON
SYSLOG H—/3— L
TELNET #—/ 3 —1KHE EEd 2
TELNET ¥— =7 7 & & VLAN #1 O F 3 a]
SSH #— /3 —fREE EE) L2
7 7 & A TFTP #— 3—fRHE FLE) L 220
HTTP #—/N—IRHE EEd 2
HTTP %—/"—=7 7 A VLAN #1 O ZFF 7]
¥ =27 HTTP % —/N—IRHE FLE) L7z
f&5F VLAN VLAN A V¥ —7 = — A VLAN #1
MAC 7 F Lz H#h53 A%
L2 AA v F T IEé%CY o 300 see
ANR= T ) — B
MEL— TR JE2)
DNS 7 747 v b EUl(B R
A B —T7 = — X PoE #5478 F%h CXPoE *fISET /L DH)
QoS 2

N7 7 ¢ 7 il

7 v —ifillf#l (IEEE 802.3x) 22

Web GUI Bl HAGE (BRI R)
EUl(E 2
A NS

Y, &> 7 1D 1

ARy PR—=FTHESIPT FLA
HiPH

192.168.250.0/24




a2 K

V77 LA | aryrZ e L—va|27

RESHH REHEE 77 /v MR EM
e @]VE Eii3)
TH— KU H— ENE 35
LAN/SFP AR— RO T 7 4 /b FERGE
REDHH REHEHE 77 v VR ERE
RIS T — NEE auto
7 a A/A K L— ~ BERHBI B
MRU 1,522 Byte
LN i A— h O L
EEE Eii3)
Port Mode Access
FTJE VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 V& — )
L2 AL v FL 7T i
MEL— TR A%
QoS F T A FE—F CoS
N7 7 4 7 il 7 v —il4# (IEEE 802.3x) Ei3)]
A — Il %)

roERENE H %) (KPoE KHitsET /L D)
PoE #57E -

e P S {K CXPOE XfISE T /LD )
LLDP =—3 x> | EZEE—R EEBIUEE

77 4/ k VLAN (VLAN #1) (2% 3 2 5% &
« IPv4 Address : 192.168.100.240/24

* IGMP Snooping: Enable
*  Querier : Disable
» Fast-Leave : Disable
e Check TTL : Enable
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B4

PRST « IE R RE

4.1 XA J— R

4.1.1 FENSRZT— RORFE
&3]
enable password password
5 =5 —]
password BB — R
PAPRETELIO" & L > &2 EEATFER AT (G2 CTLUN)
BN D ST ST TRRT AT T e
[WIEARRE]
enable password admin
[ASTE— K]
rua—n\)Narsz 4l —ya 'R
B

et EXEC B — RABATT AT 00BN AT — RERET 5,
FITH NIRRT —RTHD admin [ICEFETDHZ LITTERU,
[/ —F]

password-encryption =21~ > |2 L7228 > TS L SN2/ XA T — RDOEE, 2227 4 7 1 Cld"enable password 8

password" DIE TR R EN D,

=P —Favr RIS b ar 7 4 FRETDHEE, ZOBRTANT DI LITTERN,
BENRFIC, BIRANA T — FRRE SN TORWGEIEL, #IE P NZA T — F(admin) & HEIRICRET 5.
[ E B

B RAT— KL LT adminl234 2 ET 5,

SWX232x (config) #enable password adminl234

4.1.2 7RA T — ROREEAL

[EX]
password-encryption switch
no password-encryption

$5 A=z
switch DAY — RS 2080
REME B
enable ISR A B
disable 5k L7
(AR 2
password-encryption disable
[AF1E— F]

Jua—\)varz 4 l—y g rEw—NR
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[FEHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—h]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO /AT — NI bk S vz izl
EHEINDD, GARPLEMHIIER LISGEE, BRcl STt a7 4 ZHORZAY — REFEUTITR S
fib\o

[BREH]

WA — RO Fb 2GR T D,

SWX232x (config) #password-encryption enable
NAT — OB 5L 2 TN T D,

SWX232x (config) #no password-encryption

42 2 —YP—T H U NEH

421 22— —DOH|E
E

username username [privilege privilege] password password

no username username

[F—T— K]
privilege =Y —DHERERET S
password D =P =AU — RERET D
[T A—F—]
username D a—Y—4
Hoffy S ETH(32 SCFLAN)
privilege DR AT B D
R EME WA
¥t EXEC & — FBATIRFIZ/SA T — FD A
on TIDRD BN
Administrator #£[E T Web GUI IZ7 7 £ AT
x5
¥t EXEC & — FRATHRRIC/SA T — FD A
off VAVIAD XY AW
Guest H#fR T WebGULIZT 7 EATE 5%
password D a—H—onr A RAT— R
AT TFTBIR" & b &> &2 LEATFERR BMATLIT(32 SLFLN)
BAN O SCFHAT A FHF TRTITVIT
[FIH#AER %]
L
[AJTE—F]

Ja—x\)aryz 4L —y g T — R



0| =2~ RU 77 LA | RS- EHIBERE
[@iA]
a—F—EFRERET D,
TP ERII R T I3 M E TRETE D, 72U, privilege off O —H— T K 32 % T, privilege on D 1—
P X T I FREE R D,
UUTOHGETZ—F—2 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username 8 password password" DFE THRRIN D,

A—PF—Fav NI b ar T4 FRETDLEE, ZOBNTANT DI EIETTE R,

ELENEFIZ, privilege on D —H =73 1 D HERE I N TV RWIEA L, A& Bl = — ¥ —(admin/admin) & 1813 5,
BERFIZ, NAT— RBRRE SN TR —Y =T 22— =4 L[E CFHNEZ /AT — RICHBERRET 5,
[BREH]

Z—W— userl234 Z R ET D,

SWX232x (config) #username userl234 password user pass

¥t 2t 5 LTz — W — user1234 # /T T D,

SWX232x (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege
[¥—TU— k]
privilege D a— DR EZIEET S
[73T A =4 —]
username D a—F—4
A G (32 SUTFLI)
privilege D FREER AT BT D0
BEE Bl
¥iHE EXEC E— FBATIFIC AN AT — RO A
on FIDIKD BN
Administrator HEFE T Web GULIZT 7 & 2T
EA)
FrHE EXEC ©— NBATRHIZ/NA U — FDOA
off HRHBND
Guest #[RC Web GUIIZT 7 EATE S
[WIEIRRE]
L
[AJ1E— F]
rua—\varz 4 b—va e —R
(A
IR H DA — Y —OHEREZEE T 5,
[/—}I]

FBERD 2 — P —TITRE T E R0,
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BRERFE D —F — user1234 |ZHEHEE [T 54 5,

SWX232x (config) #username userl234 privilege on

423 0 A v a—F —FEROER

A~y R 77 LA RS - E#HIEERE | 31

[AF1E— F]
FEFFHE EXEC E— N, ffMEEXEC E— R, Z/m— \var 7 4 7 L— a3 VE— K
[FEA]
7Aoo ——ERERTT D,
UTFOHEHENRERIND,
HAH B
n A FREERRIT D,
con0 (X V7 aryy—LiR— kb
Line vty N [Z VTY "— b
stkNIZVUE—ha /A AR —h
http N (& Web GUI
Own H & O AR — S OITIZ * 2R T D,
User 0y A RO a—YF—2EFKRT D,
Status BT A VIRBRERRT S, 2P MEHF 05 G,
Login &/~ 7 2%,
Login time 07 A UK ERRT D,
IP address e —H—DIP 7 KL AEZFRT D,
[ E 5]

ALy JRRENER IR Ca— Y —Dn 7 A MR EFRT D,

SWX232x>show users

vty
vty
vty
http
http
http
http

ALy I RN AN RRE T —F—Du 7 A UEREFRT D,

WNhRFRPOJOUOU b WN P OO

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

userl234
(noname)

SWX232x>show users

Status

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

Login
Login
Login
Login

Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
01:12:25 192.168.100.4
00:18:04 192.168.100.102
Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
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vty
vty
vty
stk
stk
stk
stk
http
http
http
http

userl234 Login
(noname) Login

WNRFRPOWNRE OJoy U
|
|

4.2.4 N —DFRE

00:33:11

01:12:25
00:18:04

192.168.100.4
192.168.100.102

[EX]

banner motd word
no banner motd

[23F A —%—]
word DOEABEHIT R L UREA R E(256 STELIA)

(AR E

no banner motd

[AS1E—F]
Jua—\)aryz 4 b—ya rET—NR

B

Ay —=nn A VRHIRRSNDNT—ERET D,
[EXRE )

N F—FoRm% [Hello World! | IZFXET 5.,

Username:
Password:

SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)

Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX232x>enable
SWX232x#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWX232x (config) #banner motd Hello World!
SWX232x (config) #exit
SWX232x#exit

Username:
Password:

Hello World!

SWX232x>enable
SWX232x#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWX232x (config) #no banner motd
SWX232x (config) #exit
SWX232x#exit

Username:
Password:

SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)

Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX232x>
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43 a7 4 T DOEH

431 =T a7 4 FORE

[EX
copy running-config startup-config [config num)|
[T A—=F—]
config_num N A
RIEE B!
<0-1> AB—NT v T a7 47 #0-#1
sd SDI—RHNAZ— R T T a7 47
[AJ1E— K]
FikE EXEC E— R
[

BEEATORE(T =7 ar 7 4 NEREIFOBREA T — T v T a7 407 LTRET 5,

config_num AW LT A 1E, BUEORBIRHCHEH LA X — T v T ar 7 4 71T GFT 5,

[/—}]

Fr=y a7 4 FORGIE write 2 2 RSP save 2 v RTHITH 2N TX D,

SD 1 — R~ FSITWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L REETTLHE=T— L

%5,
AL T HIRFE, A A AL Fl(Active JRAE) D A F1T AT HE,
[EXEH]

Fr=vrarv a4 rehkfiE T 5,

SWX232x#copy running-config startup-config
Succeeded to write configuration
SWX232xi#

43270 =07 a7 4 T DRLE
[EX]

write [config num]

save [config num]

[8F A—F—]
config_num LAy I 4 rEE
REMHE B
<0-1> AR — K T v a7 4 T #0-#1
sd SD i—FKHRARAZ— T v Sarr47
[AS1E— F]
Rt EXEC E— K, B2 7 4 7L —va v EF—FR
[BiA)

BRIEEHPORET v =7 ar 7 4 NERBROREAR Y — T v 7Tar7 40 7)e LTRFET 5,
config_num ZHWE LT2GE X, BUEORBIFRHIMEHA L7 A X — N7 v 7ar 7 4 JITRFT 5,
[/—}]

T =T a7 4 7 ORTEI copy running-config startup-config =~ > R THITH Z LN TE 5,

SD I— R~ FZITWRUVIRAETIL, SD 71— FN® Config ZxRIZL T ARa~v Ly REETTHEZT—L
2%,
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AH - T HIREL, A A AL w FTl(Active IRRE) D A ZEAT A HE,

[BXEH]

- TE K RE

Trv=vrarg 4 7 ERET D,

SWX232x#write

Succeeded to write configuration.

SWX232x#

43370 =0 72T 4 T DRR

[EX

show running-config
show config

[section]

[/3T A —HF—]
section D BT HEI VA
REME B
access-list 77 AY A EE
http-server HTTP H— /N —[8
interface A H—T x— ABE
ip 1P [
ipv6 IPv6 [
key FRRIE X — B
12ms L2MS B8
lidp LLDP B8
mail o — L RN B
radius-server RADIUS #—/3— 5
schedule ALy a— )V
snmp SNMP 338
spanning-tree STP B
ssh-server SSH #—/N— i
telnet-sever TELNET #—/N—[3
[AJ1E— K]

¥l EXECE— R, a7 4 L— 3 0F—R

[FiAA]

BEERAFORE(T y=v 7 a7 4 NeRRTH.

section T8 EBMEIF X T X COEREELR T D,

[ EH

Tr=rTarg 4l zRRT 5,

SWX232x#show running-config

|

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end
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SWX232x#

434 AZ— W NT v T a7 4 T DER
[EX]

show startup-config [config num]

show config [config num]

[R5 =]
config_num Do arv I 4 &S
BUEfE R
<0-1> A= T T a7 7 #0-#1
sd SD N — RNAZ = T v Tar7 47
[AS1E—F]
¥ He EXEC £— K
B

BERHCER T ORERZ— T v T a7 4 N eRrd b,

config num B LT=561L, UTA2FRr~T 5,

- show startup-config : BIEE L CWA Iy 7 4 FBED AL — KT v Far 7 4 7 uFRT5
- show config : BUEER T DT =T a7 4 Va2 FRT5H

[/—}]

SD 71— KRB~ h S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHEZT—L
725,

[BREH]

WIEEFNEFEDOA X — "N T v a7 4 T ERRT D,

SWX232x#show startup-config

!

! Last Modified: 00:00:00 JST Mon Jan 01 2018
|

interface portl.l

switchport

switchport mode access

no shutdown
|

|
interface vlanl
no switchport
ip address 192.168.100.240/24

no shutdown
|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable

|

line con O
line vty 0 7
|

end

SWX232x#
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435 2R F— T v FarT7 4 JDHEE

[ER
erase startup-config [config num]
[73T7 A= —]
config_num LAY T4 IRy
R B
<0-1> AP —NT v T a7 4 7 #0-#1
sd SD i— FNRZ— T v T ar747
[AFIE—F]
F#HE EXEC £— K
(@]

BRI T DR EAR Y — T v 7 ar 7 4 NEZHET DEREEET D,
config_num B LT GE 1T, BUEOERBIRICHEN LA X — T v T ar 7 4 7 &2 HET 5,

[/—}]

SD 71— KRB~ S TWZRVIREETIE, SD #— RIN® Config ZxRIZ L TARa~vy REETTHET—L
%,

[ E B

AR =T v TSarr 4 TEHET B,

SWX232x#erase startup-config
Succeeded to erase configuration.
SWX232x#

436 AFZ— T v TSar7 4 J0ar—

[EFX]
copy startup-config src_config num dst_config num
[73F A —4F—]
src_config num . A —gxOaL T 4 TEKS
REMHE Gzl
<0-1> AP — KT v T a7 4 7 #0-#1
sd SDH— RANRZ— T v T a7 47
dst config num coav—foar 4 rJEK S
RIEE Wi
<0-1> AE =R T w7 a7 47 #0-#1
sd SD I — RNAZ = T v Tar7 47
[AS1E— ]
F¢bE EXEC £— R
[
BEREORE(A Y — T v T a7 4 NeZNICHET LERE 2 —F 2,
[/— "}
SD 71— R~ FSILTWRUVREETIX, SD #— RN® Config # X RIZL TARa~v L REFETTH LT —L
2%,
[BXE B

AZ—= K T oA T4 T #H EAZ— T v a7 47 # ~abt—73 5,



SWX232x#copy startup-config 0 1
Succeeded to copy configuration
SWX232x#

43T AZ— T v Far 7 4 FOE R
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E&

startup-config select config num
no startup-config select

[/XT A —=HF—]
config_num Lo ArIT 4 Ry
REME Bl
<0-1> AP —NT v T a7 47 #0-#1
sd SD I —KNAZ—= R T v T arr47
(AR E]
startup-config select sd
[AS1E— F]
FiiE EXEC E— N
(@]

EEIFICAE T T ORERARF— T v T a7 ¢ 7 aER L CTHEET 5,

no B THEAT Lic & id, MIIREICR D,
[/—}

ELENRE, config num & LT sd WEEINTWNWT, AX— R T v a7 4 ZPRGFSITNS SD 1— RRFAX

NTCWRMoTZE, A — T v 7ar 7 4 7 # DRSNS,

ALy TEREMN AR config IV B2 % LT AIE, AX v IV NE LR TE R R570nellEs LT

Ei S D ER DD,
[ EH]
AL = T v T Ay 7 4 7 # ZBRRLCHEST 2,

SWX232x#startup-config select 1
reboot system? (y/n): y

438 AXZ— T v Fary7 4 FTOHMAXDERE

[EX]
startup-config description config_num line
no startup-config description config num

[/3F A =4 —]

config_num ;. <0-1>
AT TEE

line DA ST LU AR (63 SUFLI)
HRAL— NT v T a7 4 JITHET DRI

IAS1E— F)

FrtE EXEC E— I

B

SBAR— T T a7 4 7 L CRAXEZHRET 5,
no IR THEAT LI25A1E. A CEHIBRT 5,

#BA ST show startup-config =~ > RO I THRER DO IAICE R I N D,
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[ EH]
AR = NT T a7 47 #l ITHAXERET 5,

SWX232x#startup-config description 1 TEST CONFIG 1

4.4 EEEFHROEH

4.4.1 EBYFHDORR

[E
show boot num
show boot all
show boot list

[%—T— K]
all DOEEEROBEAR R TS HFETERTD
list D EEMEROBEERKRCSHETCHSERT D
[73T A —&—]
num - <0-4>
BELIEEFDRBREEZER TS
[AJ1E— K]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[
EENE R A KT D,
[/ — 1]
cold start =~ > K clear bootlist 2~ > R&FE/T3 5L, ZOEBEILIYZ VT &b,
[ EH]
BUEDOEEE®REFRT D,

SWX232x>show boot 0

Running EXEC: SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Previous EXEC: SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Restart by reload command

EEEEO —FE 2 £ R T 5,

SWX232x>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBVFHRDO I VT

[#FX]
clear boot list
[AJ1E— K]
Kb EXEC £— R
B
EENME OB ZHIBRT 5,
[BREH]

EEEHRE2 27 V735,
SWX232x#clear boot list
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4.43SD 1— K7 — FDOEE
B

boot prioritize sd switch

no boot prioritize sd

[T A—F—]
switch : SDA— N7 — b AT D0 ED
REfE B
enable SD 1— R7— b EHNZT D
disable SD 1 — K7 — M &M+ 5
(IR E]
boot prioritize sd enable
[AS1E— K]
FitE EXEC £— I
[RLBA]

77— =T DSDA— R7— MEROAZ - BANZTIV KR D,

a~ v RETR, VAT AOFHEBN TS,

VAT A THEORE TH D 7=, EE)H (startup-config #0 ~ strtup-config #1)E(ZFR 1L TE 7200,
VIR EIX SD — K7 — " 3G TH D,

no 2~ NEITRHIMMIREIZR D,

[/—}]

SD 1 — N7 — MERED AL - ME2hIL, show boot prioritize sd =~ > N THEFE FIHE,

[BREH]

77 —ALTU =T DSDI— 7 — MEREAENTT D

SWX232x#boot prioritize sd enable
reboot system? (y/n): y

4.4.4SD h— K7 — b HEhEFAEEDORE

[EF=
boot auto-apply switch

[/3T A—HF—]

switch : SD A— F7— b HEhi RE 2 AN T 5 050
B EE B!
enable SD 1 — R7— b H#Ehw fikee 2 A0Ic 325
disable SD 1 — 7 — I H & B RE 2 RN 2§ 2

[WIRRE ]

boot auto-apply enable

[AS1E—F]

F¢HE EXEC &— R

B

SD #— K7 — ~ BEhi IR 2 A2 £ 713 E2hic 3 %,
AFEEEDIRAEIX, show environment =~ > N CTHERTE 5,
[ EH]

SD 1 — N7 —  HEhiE HRE 2 T 5
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SWX232x#boot auto-apply disable

4.45SD 11— F7— FREBHROER

EEN

show boot prioritize sd
[AJS1E—F]
it EXEC E— R, %M EXEC £— I
[FFA]
SD 71— R7 — MERREHHRERTT D,
[BREH]
SD 71— R 7 — MERREHHRERTT D,
SWX232x#show boot prioritize sd

SD boot configuration:
firmware : enable

4.5 EREHRFZT

4.5.1 EIHFROFR

[ER]
show inventory
[AS1E— K]
FEHFHE EXEC £— N, FrtE EXEC E— I
[FHA]
ANEE L OVSFP Y 2 — L OB ER A FRT 5,
UTOHEANRERSND,

HH LA

NAME AN

DESCR B

Vendor N —4

PID 7u&7 1D

VID /§_:)3 v 1D, ﬁ;ﬁ]w%é\bio

SN YT NEE

[EEHl]
U E £ 5.

SWX232x>show inventory
NAME: L2 switch

DESCR: SWX2320-16MT
Vendor: Yamaha

PID: SWX2320-16MT

VID: 0000

SN: S00000000

SWX232x>

4.5.2 BEMEBOFIR

[
show environment
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K



B
VAT AOBIERE R RT D,
UTOHEBRFRIND,

[3%

T—hR—=T g
Tr—Ahu=T VY g

VYT NEE

MAC 7 RL &

CPU f# {1

AE VR

7 7 v OFENRRE

7 7 DA

Ty —AU=T 77 A

AR—= W NT T a7 477 7A4)
SD /1 — R7— |k A @i A RE DX E
YU TNAR—L— b
CPLD "— 3

PHY "— 3 v

PoE 22 b1 —F —/"— 3 o $¥SWX2322P DA
FEC Bl |

BATEREA

B B ORGE R

AR DARRE

ARG

TEHI]

BEEwZRRT D,

SWX232x>show environment
SWX2320-16MT BootROM Ver.1.00
SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
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main=SWX2320-16MT ver=00

serial=S00000000 MAC-Address=00a0.de00.0000

CPU: 7% (5sec) 8% (1lmin) 8% (5bmin) Memory: 18% used

Fan status: Normal

Fan speed: FAN1=4444RPM FAN2=4444RPM FAN3=4444RPM

Startup firmware: execO

Startup Configuration file: configO0
selected file: configO0

Boot auto-apply: Enable
Serial Baudrate: 9600
CPLD version: 16

PHY version: 10.5.0.0
PoE Controller version:

Boot time: 2018/01/01 11:

Current time: 2018/01/02
Elapsed time from boot:

1.2.0.7

13:44 +09:00
16:19:43 +09:00

ldays 05:06:04

Temperature status: Normal

Temperature: 28 degree C

SWX232x>

4.53 T 4 A7 EFRI

[EX]

show disk-usage

[ASIE—F]

FERFHE EXEC £ — R, F#HE EXEC E— K

[FiA]

VAT LATHERAL TN DT 4 27 ORI EZFRT 5,

« System: VAT AMERTY T
« Config: XER/HR=I T
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Temporary : —Kf= U 7
[ E ]

T4 A7 OERRREFRRT D,

SWX232x#show disk-usage

Category Total Used

46.1M
103.4M
80.0M

2.2M 41.5M
2.5M 96.2M
152.0K 79.9M

System
Config
Temporary

454 EFFH 0Tt ADFER

EN

show process
[AJE— F]
HitE EXEC £— F
[RLBA]
Fiho T a2 E—fFERRT D,
[BEH]
FATFROTuv R ERTT D,

SWX232x#show process

4.5.5 A E VEHRROER

=V

show memory
[AJ1E— K]
¥t EXEC E— I
[FAA]
TutAEOATVEHEZLRT D,
T OEHZFRRT 5,

HH

AL

PID

“ut A 1D

NAME

A4

%MEM

WA EY O EAR

SIZE

W BE A € U O fl ] R (BLAEAE)

PEAK

WEL A £ ) O HE(Z 1V E TORKME)

DATA

BRI A £ U —fEI A X

STK

ARy P AR

Bl
Tkt AgOAT VHEHEEZFRRT D,

SWX232x#show memory

4.5.6 T A — MEBROER

[EX]

show tech-support




[ASTE— R
et EXEC B— R

[FRA]
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Bt AN — MERE LR T D, iR — MERIZIT, PLTFOa~r FOETHRBEEN D,
2By TR AEN GG, AZ v 7 2L TV H T X TOMROHEIN R — MR ERRT D,
TelEL, AA VAL v FLAN=AL v FTCETIND A~ NIERR S, T TOa~vr F—HE2S3 RS

HT k,

a<w v R

R HE 7 S

AZ 7B

AL VAL v F

AVIN=RL T

show running-config

O

show startup-config

show stack

show environment

show system-diagnostics

O[O0]O010|0

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show fan history

show logging

show process

show users

OlO[O1O0]10[O0]O010

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

OlO[O]OIO[O[O]IO]O[O|OIOIO[O]OIO[O|O]O|lO0[O[O|1O0O0[O]0]10

OlO[O]OO[O|O]IOIO[O|OIOIO[O]O1O0[O|O]O01O0[O[O|10[0|0O

show power-inline

O
%

O
P

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 forwarding

OlO[O]O]10

OlO0O[O]O]10
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A 7 B/Eh

avs R YO E
AA VAL 0T AUN=ZAL v F

O -

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

O[O]O|1O|1O0[O]O0|10[O0[O]O1O[O[O]0
O[O]O1O|1O0[O]1O010[O0[O]O010|0O

show radius-server local certificate revoke

%1 PoE ET NI FICEEND,
[ EH]
B R — MMEREFRRT D,

SWX232x#show tech-support
#
# Information for Yamaha Technical Support

#

*** show running-config ***
|

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLANO0Q0O2

vlan 3 name VLANOO0OO3
|

interface portl.l
switchport
switchport mode access

*** show startup-config ***
*** show stack ***
*** show environment ***

*** show disk-usage ***

# End of Information for Yamaha Technical Support



A<y R 77 LA RS - EAIERE | 45
#

SWX232x#

4.5.7 HRY R— MERORE
[
copy tech-support sd
[AJ1E—F]
¥#bE EXEC E— K
(@]
Hefhiy R — MMEHZ SD 71— RIZRIET 2,
SD 1 — FRICIZLL T DO 7 7 A WA TIRIFE N D,

/swx2320/tech-support/YYYYMMDDHHMMSS techsupport.txt

F 70X
/swx2322p/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS .. 2+ REITREOHH A K5 FD
[/—}]
FANZ SD U — FEHAL TESLENH D,
[BREBH]
Ffi AR — MMEHRZ SD 7 — RIRFT 5,

SWX232x#copy tech-support sd

SWX232x#

4.5.8 7 7 v DEMEBRRDF TR
(&)

show fan history
[AJ1E— F]
JEHFHE EXEC E— N, 4§74 EXEC £— K
[FiHA]
77 v OUERERE R D,
[XEHI]
77 v OWEIREZ R D,

SWX232x>show fan history
2020/10/22 15:45:54: FAN1 status:Low perform:80%

4.6 AT AHC2ZH

4.6.1 ¥ A7 LA CZERREORT
EE=N
show system-diagnostics
[AJ1E— K]
FFeHE EXEC & — N, %74 EXEC E— N
[RLBA]
TARTOYAT LAACRZERER (77— 87 v TRWRER. A7~ FREER. ~ LV AE=2 1 72 R
R T D,
[BEH]
VAT AHOZWIRI R AR T D,
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SWX232x#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

- Health monitoring

SFP Test:
Port 13 14 15 16

4.62 AT~ R DET
[EX]
system-diagnostics on-demand execute [no-confirm]
[F—TU—F]
no-confirm D AT FRWOFETHRR (yorn) Z1THOTRIREITT S

[AF1E—F]

FHE EXEC £— R

[FAA]

For=r RagWae EZT4 5,

WL TN TO LANSFP F— 2 v v NE T 4%, B TR S 2k A Fn L. BEICY 25
LaBEHT D,

T A=L—EfE LIRWEEIE, AT~ RRWiadEITT 2008 9 OB EZRD B D,

DA FATTHHAIL Y 2, ETLAVWEAIE 1" 2 AT ILERS D,

[/—}]
F T v RpWikk R OFEMI L FE B4 12 show system-diagnostics =~ > N CHER TX 5,
[ E 5]

FF ey KBl RS,

SWX232xf#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y
on-demand diagnostics completed (pass). reboot immediately...

4.6.3 AT~ R2EiER OB
EEN

clear system-diagnostics on-demand
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[AS1E— K]

¥i#E EXEC £— K

[FHFA]

F T~ ReWiiEREHIRT 5,
[ EH]

Ty R2WREHIBRT 5,

SWX232x#clear system-diagnostics on-demand

4.7 r—7 )2

471 r— 7 VB W D FELT
E

cable-diagnostics tdr execute interface ifname

test cable-diagnostics tdr interface ifname

[73F A —%&—]
ifname : LANKR—F DA F—Tx—24
MROA B —T 2 — A
[AS1E— ]
Kt EXEC E— K
B
=7 NVisWi & AT T S, HilRlOZWHE S IX show cable-diagnostics tdr 2~ > R CHERTE 5,
[/*F]
WO FUXERTOFER DO ARFF S AL, BES — T VEZHA2 FAT LG8 RS EEE IS5,
[BREH]

portl.1 I[ZHE STV D LAN 7 —7 L OBl & EI1 74 5,

SWX232x#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y

[)

% To check result, enter "show cable-diagnostics tdr"

472 r—7 )Wk R0 7 )T
[EX]

clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AF1E— K]

FiHE EXEC E— R

[RiHA)

Fif[E]0 cable-diagnostics tdr execute interface 2~ > RDOFEITHER A 7 U 735,
[ EH]

AiEl D r —T NVBW O EITRERE 7 ) T35,

SWX232x#clear cable-diagnostics tdr
SWX232x#

4.1.3 r—7 VB MHRE R DFR
[

show cable-diagnostics tdr
show test cable-diagnostics tdr
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[AJS1E—F]
FRFME EXEC £ — N, b EXEC E— K
B

Ai[F @ cable-diagnostics tdr execute interface =~ > RO FEITHE R ZFRT D,

[BREH]

Rl 0D 4 — 7 LB D EATHRE R % FR T 5,
SWX232x#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 ezl &

4.8.1 BEA| O FEERE

[ER
clock set time month day year
[7NT A —=HF—]
time :  hh:mm:ss
1534
month : <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
A E72iX A4
day ¢ <1-31>
H
year D AR(TEIE 4 #47)
[AF1E—F]
K¢bE EXEC £— R
(@]
VAT LRI ERET Do
[EEHl]

BEZ) % 201541 H 1 H 0FF 0%y 0 RPICERET 5,
SWX232x#clock set 00:00:00 Jan 1 2015

482 XA LY — 2 DEHRE

[EF=]
clock timezone zone
clock timezone offset
no clock timezone

[/3T A—=F—]
zone . UTC, JST

PEHERFHE S AT SNV TN D & ZITERIRSIND Z A LY — 2 DAHI
offset : -12:00, -11:00, ..., -1:00, +1:00, ... , +13:00

UTC 75 DA AN
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[FIHIRR 2]
clock timezone UTC
[AJ1E— K]
Ja—N\)ary74JL— g rET— R
B
BA DS = BRET D,
no B CTHEAITT D &, UTC T2 5,
[BREHI
B ALY =% ISTICHRET D,
SWX232x (config) #clock timezone JST
B A I — % UTCH BRI ET 5,

SWX232x (config) #clock timezone +9:00
483 F~—F A LOBRERVIRL)
EEN!

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[/3T A —HF—]
name DA A LADBRITINTND EZILRRT DHDHA LY — DAHI
A8 GET(T T L)
week 1 <l-4> F 723 first, last
H oA B )z 3eET 5
wday : Sun, Mon, Tue, ..., Sat
e H
month : <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
H E7ix A4
time : hh:mm
1534
offset 1 <1-1440>
Y~ —2 A LAOBITIBINT DM, 2 THRET 2. 7 7 4/v ME 60,
[FIEIRRE]
mL
[AS1E—F]
Ja—N)naryz 4L — g rFT— R
[

Vv =2 A LERET D,

BHEEE LI SR THRAB LUK T T2 L0 ~—2 1 &R ET D,

RO TH~—F A LOFIGREE 2 2 F OO TR TR 246 ET 2,

no JEATHEITT D & REVHIFRS LD,

[/— "}

Y~ —F A MIEEHETE R,

[BXEH)

Y= —S A LPVEEI HOHE _HEDO 2FFHIAEEY . 11 AOE—HRED 2 BICHED L L O ITRET D,
SWX232x (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00
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4.8.4 Y~ —F A LOBREBEE)

[EFX]

clock summer-time name date month day year time month day year time [offset)
no clock summer-time

[T A—5F—]
name D= Z A AT EN TN D & EICRRT D H A LY — 2 DA
A SEHT(T ST L)
month 1 <1-12> £ 7213 Jan, Feb, Mar, ..., Dec
H ¥£721x A4
day . <1-31>
H
year DRI 4 4T)
time : hh:mm
1534
offset o <1-1440>
Y~ —F A LOMITEINY D, 5 THET 5, 7 7 4 /L M 60,
[(WIERRE]
L
[ASTE—F]
Jua—N\)narz74 g b—varE— R
[

Pv— s A BERET B

FRELZAMNTRBBIUR T T 2L 0 ~—F A1 LR ET D,

YOI T~ —F A LOFIG RN %2, 2/FO DO TR T At 24 ET 5,

no JEATHEITT D & REVHIFRS LD,

[/—}

Y~ —F A MIEEHETE R,

[BXE B

P —=Z A L2021 3 H 14 ADO2FHIAEE D, 2021 4 11 H 7 BO 2 KK DD X O ITRET D,
SWX232x (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIEEZ D FR

[EX]
show clock [detail]
[F—T— K]
detail ORI b RORT D
A1 — K]
JERFHE EXEC £ — K. 54 EXEC E— K
(@]
BUEDRZ], FA B2 F£RT 5,
detail Z487E L2 1E, REMIEMEUEDORA &V~ — 5 1 L) ERFT D,
v 5 A DIEH YR U(recurring) DA, (T IXBUERIAT )OI~ — 5 A ZBIRI O IR B2 R 5.
(R EH]
BUEDRA 2 FKom T 5,
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SWX232x>show clock
Thu Jan 1 00:00:00 JST 2015

BUEDORFA OFEME ML £ T D, (V~—F A LOREN D LHE)

SWX232x>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRZ OFFAIE R 2 KT %, (M~ —F A LOBIENRNGH)

SWX232x>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP ——DHRTE

[ER
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[¥F—7—F]

ipv4 © NTP #—_—% IPv4 7 RL A THRET D
ipv6 © NTPH— =% IPv6 7 KL A THRET D
name : NTP #—"—% KA NG THET D
[T A—5&—]

ipv4_addr : NTP H—_"—D IPv4 7 R L &
ipv6_addr : NTP % — =D IPv6 7 KL A

IPv6 V> 7 ma—NT RUAZIRET H561E, A V2 —T7 = — AL IRET HLENH
5 (fe80::X%vlanN D)

Jqdn © NTP H—_—D kKA 4
LFAEE U CHEF(RILTF/INLT), BT, (BEU AR, -0 7 2)DMEH TR

[FT8AE% €|

L

[AJTE— K]

Ja—n)ary 74—y g — R

B

NTP —X—D 7 RV AEIIERA M E2BET S,
RKa<wy R KT2OFTHRETE 5,

no B CTEATT D &, HENHIBREIND,

NTP H—/3—% 2 D% E L2 IRBE CHREAIRIM 21T - 72354 . show ntpdate =~ > K THK/R X115 NTP server 1, NTP
server 2 DJEEH CTRIWVEDLEEZITI,

NTP server 2 ~DORWE 1L, NTPserver | & OFEHICER LI-EE DR ITHILS,
[RXEHI]
NTP H#—/3—{Z 192.168.1.1 ZHET D,
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SWX232x (config) #ntpdate server ipv4 192.168.1.1
NTP H—/3—{C fe80::2a0:deff:fe11:2233%vlanl # 3R ET 5,

SWX232x (config) #ntpdate server ipv6 fe80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com %X ET 5,

SWX232x (config) #ntpdate server name ntp.example.com

4.8.7NTP — _— 2 X 5EZIFHI(A >3 v FEHD

[EFX

ntpdate oneshot
[AJIE— F]
F¢HE EXEC £— K
(@]

Bk SN TUWD NTP — =0 S EAIF R OG22 5,
Ao~ REFTRHC 1 EZT1T 9,

[RXEHI]

NTP H— =5 RELIE &2 IS4 %,

SWX232x#ntpdate oneshot

4.8.8 NTP ¥— 3— T X 2 RZ| R R (B A FE Bk E)

[EFX]

ntpdate interval interval-time
no ntpdate interval

[/XF A—F—]
interval-time o <0-24>

B2 & DY DA, 0 BFE] 2 457E LIS aid, A 217h 720
(IR E

ntpdate interval 1

[AJTE— K]

rua—)arz 4 L—va E—R

[FA]

BRER S LT D NTP = 33—/ b RIS R 201 & B 2 HRR 2 1 e AL TRROET D,
no JEATHEITT D & FIHIRREIZRE D,

Ko< FFEATHE, RUEICREZ OB 2470 LI, &€ LA TR 2179,

[BXE B

2 DWW E D% 2 BEHB EI21T 9,

SWX232x (config) #ntpdate interval 2
R O E AT 21T L 21275,

SWX232x (config) #ntpdate interval 0

4.8.9 NTP V- — "\—|Z X A | FHHR EEROFR

BN
show ntpdate
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[AF1E—F]

FRFME EXEC £ — N, b EXEC E— K

[FEA]

NTP $— =2 LD RFZI RSN AT 2R EFME LT D,
[BREH]

WP RIIR E G a T 5, XEFEH 1 R o5GE

SWX232x#show ntpdate
NTP Server 1 : ntp.nict.jp

NTP Server 2 : none
adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WP R E T e £ 5. XEAME# 2 LOGE

SWX232x#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 Rl [F13]

4.9.1 PTP BEREDFRTE (V' AT b)
[EX]
ptp fHype
no ptp
[235 X —&—]
type D VAT AARO PTP HREOENE

B EME B!
enable AT LR PTP #REZ B Ehicd 5

disable VAT LAERD PTP #ERE A EEhZ+ 5

[FIHARR E]

ptp disable

[AJ1E— ]

Ja—\)nary7 4 JL— g rF— R

[RAA]

VAT LR PTP HEREZ A2 £ 1213 EZhIZ T 5,

no G CTIAT LI E I 3HIR E IR T,

[/—}]

PTP HREZ BIESE DT, A VX —T7 = —AD PTP EREL AN T DLEND 5,
ALy JHERENA RN 2 E . Ao~ v RIIEATE e,
[ EH]

VAT NEIRT PTP HEREZ B NS T 5,

SWX232x (config) #ptp enable
AT LA T PTP #hEZ Tshi2 %,

SWX232x (config) #ptp disable
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4.9.2 PTP BEEDRE (f v #— 7 = —R)

[ER]
ptp fype
no ptp
ST A—F—]
type DB A v H—T = — A D PTP HEREDENE
REME B
bl KA 25— 7 = — A0 PTP % AN
T 5
disable RGA 2 —T = — A D PTP BEHE % 42
T 5%
[FIHIRR E]
ptp disable
[AJ1E— K]
AHE—T =2—AFE— K
[FLHA]
RIGA B —T = —AD PTP Hie & A0 £ 72133 %,
no I TFAT L7125 B 13 IIER E IR T,
[/ —}]
AR~ RIE LAN/SFP 78— MZ D HERE A HE,
VAT NARIRD PTP BEREDN L) 72 551X EE L 72\,
2By JHEREDEN GG, Ka~r R TE 20,
[BEH
LAN R— k #1 @ PTP ¥¥REZ B3N2I 5,
SWX232x (config) #interface portl.1l
SWX232x (config-if) #ptp enable
LAN R— k #1 ® PTP F¥RE%E 50295,
SWX232x (config) #interface portl.1l
SWX232x (config-if) #ptp disable
4.9.3 PTP DEIHEE — RORE
[EFR]
ptp mode #ype delay-mechanism mechanism step step-mode
no ptp mode
[ZF—U— ]
delay-mechanism : 5 4 LA A =X LDOEHEIEET S
step AT v T E— RO ERRET D
ST A—F—]
type : PTP OE)EE—F
BREfE LA
transparent NG ATV Nyl

mechanism T4 LA A=A A
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X EME B
e2e T RY—x RE—F
step-mode D AT E—R
X EME B
one-step | AT v 7E—FR
[WIEIRRE]
ptp mode transparent delay-mechanism e2e step one-step
[AS1E— K]
sua—nNarsz 4l —va et R
[BLFA]

PTP DEMEE—RET A LA AD=AL, AT v T E— RERET D,
no JETHEAT LI G I3 E IR T,

[/ —h]

VAT AR PTP BEREN B2 72 85 ST EVME L 72\,

PTP OENEE— KIX, T AXRT LU M ay 7 OhzYR— b5,
FAUVA A=A NE, = RY—x2 RE— ROLEYR— T 5,
AT TE—RI, 1 AT v I E— ROBLZYFR— T 5,

[ EH]

PTP DENWEE—RZ N T AXT Lo hNay ) TALA A=A LB RY—2 v RE— R,
K& 1 A7 v 7 E— RIIRET D,

SWX232x (config) #ptp mode transparent delay-mechanism e2e step one-step

494 PTP A vk —YDEE%ET 0 Fa/LORE

AT TE—

[EF=X]
ptp transport protocol #ype
no ptp transport protocol

785 A —4—|
type D PTP Ay E—YDETHEMNT 277 b=y
REE Gk

ipv4-udp IPv4 UDP Z i3 %
ipv6-udp IPv6 UDP Zffi 19 %
layer2 L2 Ether 7 L — A& HT 5

(IR E]

ptp transport protocol ipv4-udp

[AS1E—F]

Ja—nmnarz4 s b—va e —NF

B

PTP A v & —VDsik 7' 1 b a VAR ET D,

no JEATHEAT LI G I3 E IR T,

[/—}]

AT LARRD PTP HEREDN MEZN 7235 B 1 X B E L 722\,

startup-config |Z A TRAF SN TG A XA EMICHTERICEf I D,
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[ EH]
PTP A v & — D#EEIZ UDP @ IPv6 #1125,

SWX232x (config) #ptp transport protocol ipvé-udp

4.9.5 PTP O EIREER T~

E&y
show ptp
[AS1E— K]
FJEHFHE EXEC £ — K, $##E EXEC £— K
B
PTP D% ERELZ R AT D,
[ EH]
PTP D%k Z R AT D,
SWX232x>show ptp

PTP State : Enabled

PTP Mode : Transparent Clock
Delay Mechanism : End to End

Step Mode : One-step
Transport Protocol : UDP (IPv4)

49.6 A ¥ —7 —AD PTP [EHRDFE R

[#EX]
show ptp interface [ifname]
[F—T—F]
interface DRRTDHAE =T == AERET D
[73F A —5F—]
ifname : LAN/SFP AR — b E72IE5mBA v ¥ — 7 = — ADAH]
FRTHA B —T 2 — A
[AJ1E— ]
FHHFHE EXEC E— P, kg EXEC £— R
B

BELEA LV H—7x2—AD PTP [§# 4 F 1T 5,

interface #EME L7-HAIT. &2 TCHOA L Z—T7 2 —ADFERNEREIND,
[ EH]

2R — b D PTP [E#H & FKrnT D,

SWX232x>show ptp interface
Interface PTP

portl.1l Disable
portl.2 Disable
portl.3 Enable
portl.4 Enable
portl.5 Enable
portl.6 Enable
portl.7 Enable
portl.8 Enable

LAN 7"— I #1 @ PTP A RRT 5,

SWX232x>show ptp interface portl.l
Interface PTP
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4.10 VAR R E

4.10.1 74 VE— R(Z VY — L F—IFA)~DBIT
(&=

line con port

[/3T7 A —=F—]

port . 0
YUT Ay —iR— R

(IR E]

line con 0

[AJIE— K]

sa—m\)varZ 4 L—varyE'—R

B!

ALYV H = I T AVDRIEEATITLDODT A T— FICBATT 5,
[/ —}]

FTAVE— R Ta— N ar 7 4 7 b= a3 rE— NIRAHITIE exit 2~ > R L, $## EXEC — NIZ
RoZikend 2~ REHT 5,

[BREH
A= NE—IFNERETDHDODTA E— NIIBITT D,

SWX232x (config)#line con 0
SWX232x (config-line) #

4102 VTY R— FDREB L VT A »E— F(VTY R"— M~DBAT

E&
line vty portl [port2]

no line vty portl [port2]

ST A—F —]
portl . <0-7>
VTY R— FE 5
port2 L <0-7>
HPHFEERF ORAL VTY R— b5
(AR E
no line vty 0 7
[AJIE— F]
Ja—n"narz4 7 b—varE —F
[@iA]

FBELEVIY R—h2HFEIC L0, VIY R— FOREXITITZODT A E— RIIBITT D,
m%ﬁfiﬁbtﬂAi BE L VIY A— N2 EHIcT 5,

port2 ZHRE L1255 VEIFRFETE & 72V L port] 25 port2 ETOTRTOVIY R— b E2ELILZ &IZ725, port2
X portl U\J:O)%‘éﬁ Liﬁ TFHUER S 70,
[/—}]

TELNET 7 7 A 7 s O KFIRFEGEIEL, G207 VTY A— OEITKAFT 5,
FA =R bdu—ar 7 47— a T — RIED T exit 2~ REEH L., %54 EXEC £ — FIZ
RAIIZend 2~ REFHT 5,
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[ EH]
VIY A=~ #0 ZHNLT=Db, 74— RIZBiTT %,

SWX232x (config)#line vty 0
SWX232x (config-1line) #

4103 K A4 L F A LT 7 MBI ORE
Ey

exec-timeout min [sec]

no exec-timeout

8T A—F —]
min 1 <0-35791>

ZA LT U NEEE(G))
sec 1 <0-2147483>

ZA LT MEFEED)
(IR RE]
exec-timeout 10
[AJIE— K]
TAUE—R
(@]

A= F=IFNEBLOVIY T, F—ANPRVEARICEBINICe 77D 5 TORHEZRET D,
sec ZAEME LTEHETX, 0 BREIND, min, sec & HIZ0ICERE LIEGAIL. BENICE 77 7 K LA,
no JEATHEAT Lo B3I E IR D,

[/— 1]

Kavwy RREHR, kO 7 A ARENLREPEHN SN D,

[BEH]

AV —=NDZA LT T MERAZ 5 IR ET D,

SWX232x (config)#line con 0

SWX232x (config-line) #exec-timeout 5 0
SWX232x (config-1line) #

4104 AL TVAREER1I R—TUhE OFRTRITHROEE
Ey

terminal length /ine

terminal no length

[R5 A—F—]
line ;o <0-512>

AR 1 _X—=T 720 DRFITE
[AJ1E— K]
FERFME EXEC £ — N, ¢t EXEC E— I
B

AL TWDIR 1 X—Y B ORFITRELET 5,

line \Z 0 Z8E LTo6 . N— VB TRRZ —ReE 1k L2,

terminal no length =~ > N& FT L2 HEIL, AITHDR Y T va sy Yy — L O8E1 24, VTY O5E TR O
VAV RUYA XL D,

[/ — 1]

AKa<wr RiE, E7h, AERICEERRBSN D,
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service terminal-length =~ > ROREL Y, Ka~ o FOFETHIROTGTHER L TEH SN D,
[ E ]
BHL TR 1 R=VH72 0 OFRTITEE 100 TICEET D,

SWX232x>terminal length 100
SWX232x>

4105 KR 1 X—THT- 0 OFTFITEOHRTE
[

service terminal-length /ine

no service terminal-length

[73T A =4 —]
line ¢ <0-512>
AR 1 =T H T2 OFRFITE
(IR E
no service terminal-length
[AJIE— K]
Jua—nmnarz 4 b—va e —R
[@i ]

AR 1 X—=U BT ORTITHERET D,

line % 0 \ZRRE LT=Hh, _— VBN CHERZ —RHEIE L7,

no WA THEIT LI AIE, BTy ) 7vay Y — L oORA1T 24, VIY OAITERREO D 4 v RU¥ A X
LD,

[/— 1]

Ka<wy REE#H, RO 7 A CRENDRENEH S5,

terminal length =~ > RN EIT S N72854 . terminal length =~ > ROFEATRER O HF B B L CEH S b,
Bl

IR 1 =BT OFRFITEZ 100 TTICHET D,

SWX232x (config) #service terminal-length 100
SWX232x (config) #

4106 VU T NLR—L— FDEE

[EFX]
baudrate select baudrate
[/NT A—F—]
baudrate : 9600, 19200, 38400, 57600, 115200
U 7 LR —L— | (bps)
[F13E% ]
baudrate select 9600
[AS1E— K]
¥ikE EXEC E—
B!
YUTNAR—L— NERET D,
[ E Bl

YT IR —L— b & 115200 IZRET D,

SWX232x#baudrate select 115200
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4.11 {57

4.11.1 f£5F VLAN DR E
[

management interface interface

no management interface
[73T A =4 —]
interface i VLAN A & —T = —R4

(IR RE]

management interface vlanl

[AJ1E— F]
Jsua—mnarz 4 b—va e —R
B

TRAFCHIAT 5 VLAN 2% ET 2,

Ra<wy REFRETHIET, LLMS =—V = FTEHWET D L &, L2MS ¥R — V¥ —0 5% VLAN (2|0 4
THNEIP T FLRAEZRE - BTX 5,

no IR TEITLZHE. b LLIZVLAN ZHIBR L7=2GA. Ko~y RLUHRTEIZRD,

[RXEHI]
{557 VLAN % VLAN#2 IR ET 5.

SWX232x (config) #management interface vlan2

4.12 SYSLOG

4.12.1 v 7 OEBHIFE(SYSLOG Y —/N—)DFRE

E&y
logging host /ost
no logging host /0st
[XT A —=F—]
host : AB.CD
SYSLOG #—/3—®D IPv4 7 R L A
X: XXX
SYSLOG H—/3—®D IPv6 7 K LA
IPv6 U > 7 a—BNT RUAZEET 2HAIE, BHA V=T 2 —ABRET LM E R D
5 (fe80::X%vlanN D)
(AR RE]
no logging host
[AFTE— ]
rua—s\varz 47 b—va e —R
[FAA]

a7 O TH S SYSLOG —_"—D P 7 KLV AEZHIET D,
AT M) —8iF2 ThH 5D,

no I THEAT LI GIIHIMIREICR YD . @A TH R0,

[ EH]

SYSLOG #—/3—®D IPv4 7 KL A%, 192.168.100.1 IR ET 5.
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SYSLOG $—/X—D IPv6 7 KL A%, fe80::2a0:deff:fel11:2233 |Z5RET 5,

SWX232x (config) #logging host fe80::2a0:deff:fell:2233%vlanl

4122 0 VT DBAT —~ v bD

E

e

[EX]
logging format rype
no logging format

%5 A —4—]

type

(AR E
no logging format

[AS1E— F]

0y DT 4 —~< MNER

R

B

legacy

Ny B (A A DA T RA N
EORVIA 7 4 —~ > k

ryua—Sary7 4L —vgarE—R

[@iA]

SYSLOG H—R_R—~@HTHDA v =D 73—~y FaEBHET 5,

no TR TEITLT2HAI1E SYSLOG A v b=Vl X —8 (FA LAZ T RARN) 2505,

[FX B

SYSLOG A v =V D7 4 —<v e~y X —72 LIZRET D,

SWX232x (config) #logging format legacy

4123 7D7 7 )T A EDORE

[EX]

logging facility facility

no logging facility
8T A—F —]
facility

(R E]
logging facility local0

[AT1E—F]

a0 7 7T 4l

REME

0..23

facility fif

user

1

local0..local7

16..23

Ja—x\)ary7 4L — g E— K

[FiAA]

SYSLOG H— N —~EHTAHRA v =077 VF 4 fHEEET 3,

[/—

77 VT AMEOERSITIX, 4 SYSLOG — "—TME 1T,
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[ EH]
SYSLOG A v =YD 773U T 4% 10 ICRET D,

SWX232x (config) #logging facility 10

4.12.4 1 7 DHF L3 (debug) DFRE

E&y
logging trap debug
no logging trap debug

[FIHIEXE]

no logging trap debug

[ASE— ]

Ja—)ars7 47—y g — R

[RLBA]

debug L~ LD w7 % SYSLOG IZH /1T %, no B THEAIT LIGAIZH I LR,
debug LIV EHINZTH EREOR I NHIIENDT20, LEBRIGAEDOHZEMNT 5,
logging host =~ > N C SYSYLOG ¥ —/"\—|ZI#HAT 256, A A MZIZ 077 0 27 fllkzffrk L T 2 &
DEFE LV, T 740 MREXHI LAV,

Bl

debug L~ )LD 7 % SYSLOG (ZH /19 %,

SWX232x (config) #logging trap debug

4.12.5 v 7 O H J1 L)L (informational) DX €
[EFX]

logging trap informational

no logging trap informational
(R E]

logging trap informational

[AJIE— K]

rua—s\varz 47 b—va e — R

[FLBA]

informational L'~V & 7 % SYSLOG (ZH /13 %,

no FEXTHAT L2 GAIXHITI Lauy,

[/—}]

logging stdout info =~ > R T Y — LIZH I EE DL EMAEETH D,
[ E ]

informational L' ~~/L® w27 % SYSLOG |21 /19 %,

SWX232x (config) #logging trap informational

W

4.12.6 7 7 DT L~ (error) DX E

[EFX
logging trap error
no logging trap error

(AR E]

logging trap error
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
error L'~L O a7 % SYSLOG (2 /14 5,
no B TEIT LA I L2y,
[RXEH]
error L'~yLd 1 7 % SYSLOG (ZH 1T 5,

SWX232x (config) #logging trap error

412707 Day Y —VIHARE
EEN

logging stdout info

no logging stdout info

[FIHIER E]

no logging stdout info

[AJIE— K]

ryua—nNary7 4L —varE—R

[RREA]

informational L)L ® SYSLOG % = >V —/VIZH )19 5,
no B CHELIT LI=HAIEH I LAV,

[ EH]

informational L)L ® SYSLOG % = >V —/VIZH 19 5,

e

SWX232x (config) #logging stdout info

4.12.8 4 X FEfroa FH I ORE

[EFX]
logging event type

no logging #ype
[/NT A—F—]
type D WD ERET DA MR
REME
lan-map LAN < » 7

gﬁl(l

BA

(AR RE]

no logging event lan-map

[AJ1E— F]
Jsua—mnarz 4 b—va e —R

B

FRE LA Xy MEROr 7 E T 5,
no JEATHEAT LTcHaldn N 2777w,
(BB

LAN v v 7 ou 724303 %,

SWX232x (config) #logging event lan-map
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4129 7 DNY T T S
[EX]

save logging
[AS1E— K]
FEFpME EXEC E— K, ##4 EXEC £— R
[FA)
RAM hIZERE S /-ma 7 % 4T Flash ROM IZER1FT %
7 7 OFERITX RAM ETirbi, EHMICHEIT FlashROM I3y 7 7 v 7 LTWA R, Aa~wr Riokv, Tl
TRy I T v TTHIENTED,
logging backup sd enable =~ > R EINTEY , 2>2 SD I — RBFHA I TV 54, Flash ROM (ZIR7FT 5
EFRFZ, SD W— FRICHEL T D7 7 A W4 TRIF S 415,

/swx2320/1og\YYYYMMDD syslog.txt

EJ e
/swx2322p/1log\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > R3E{THFD4EH H
[ EH]
QT ORI T T EITH,

SWX232x#save logging

41210 B 7D SD I — Ry 7 7 9 T ORE

E&y
logging backup sd enable

logging backup sd disable
no logging backup sd

[F—U—F]

enable D BT DSDA— RN I T T EHGINCT D
disable D BT DSDA— RNy I Ty T EBERCT D
[WIHRRE]

logging backup sd disable

[AS1E— K]

Jua—)aryz 4 l—y g rEw—NR

[FHA]

17D SD W — RNy 7T v TORI « WML ERETS D,

A L7546, savelogging =~ R&FAT L2 L ZIZSD I — Nz u 7 Z2R4F7 5,
no TR CTHFEAT L =AM EITRE S,

SD 71— RAIZIZLL T D7 7 A W4 TIRIFE N D

/swx2320/1og/YYYYMMDD syslog.txt

EJAe
/swx2322p/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > R3E{THFD4EH H
(BB
BT DSDA— RNy 7T v T2 HIIT D
SWX232x (config) #logging backup sd enable
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4.12.11 v Z DY

[ER]

clear logging

[AF1E— R]

K EXEC £— K

[BLFA]

7 7 &ZHIRT 5,

[BRE ]

v 7 &ZHIRT 5,

SWX232x#clear logging

4.12.12 © 7 D5 PR
EE

show logging [reverse]
[F—T—F]
reverse L B EWIBICERT S
(ASE— ]
FEREHE EXEC £ — I, #7#E EXEC £— N
[FiAA]

AHERROEEIRILZ TRk LTz 0 V2R T 5, @EIIEERLAOE WL 006 r ZZIEICFERT 52, reverse 235
ESNIHE TV RT T %,

1 7 OERFHESIL 10,000 4 TH D, BABEBZ ZHEICIE, BERAOEWHONLHEEIN TN, &K
Bl Eowv 7R T 555121, logging host ==~ > }\“CE 7 % SYSLOG H—/N—[Z#AE LT, A A MITTERIFET
HILENRD D,

W4 2827 DL~ logging trap 2~ R THRTEFARETH 5,

[/—}]

o 7 OEEIT RAM ETiTbit, EHIMIZEEI T FlashROM IZ NNy 7 7 v XL TW5, BIREZY A ENRNy 7T S
INTWARWVa ZIIRFESNRVDT, o 72 REFELTEWEAIITFEI TRy 7 7 v 7T A0ERD D,

reload =2~ R 77— AT 2T DONXR—T a7 v 7RSIl 5BEBEITo7285E81F, e 72 RFLTWS
[B%E B
0 s ERRT D,

SWX232x#show logging

4.13 SNMP

4131 SNMP BHIA v —VDEEFBLEFA FOHRE
[EF=R]

snmp-server host sost_address type version version community

snmp-server host iost_address type version version seclevel user
no snmp-server host rost_address

no snmp-server host sost_address type version version community
no snmp-server host host_address type version version seclevel user

[PNT A =5 —]
host_address D OERIA v — U OEEN 1Py 7L IPv6 T R LA

IPv6 V> 7 ma—NT RUAZIRET H5EIE, A V2 —T7 = — AL IFET HLERH
% (fe80::X%vlanN D)
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type DA vyE—Y
R EME B
frans WA v E—U% 8Ty PR OSE MR R
P L) THIET 5
BEIA v EZ—% inform Y 7 = X MEX(L
informs BB S V)Y TIE(ET D, version H32c'E 72
T33O L EFHETED
version : SNMP R"—T 3 v
RIEME LA
1 SNMPv1 % {#
2¢ SNMPv2c % fifi H
3 SNMPv3 % {#i
community Ao =T 4 —4(32 LTLW)

version W1'E7-132c'D L FFETE 5
EAs, " EIL CHERTCWEE X, [l ", "IESFEICE ERAW

seclevel DA Y=V ORIEIBWTRO NS EXF 2 YT 4 —LL
version 3D & X DHIFETE D
REME B!
noauth FRREZR L - E5{E72 L (noAuthNoPriv)
auth FRED D« HF 5K 72 L (authNoPriv)
priv RiLd VY - K5k Y (authPriv)
user D A= —4(32 UFLIN)

version IN3'D L X DIHIEETE 5
S, " E/IE T THENTWEZ & &, Wumo ", " IESCTFEEICE s n

[FIEIE E]

L

[AJTE— K]

Ja—x\)ary7 4L —v g T — R

[FREA]

SNMP A1 A v B — DEREHREZHRET S,

Rk b —#iL8 THB,

no B CTHEIT LG EIE,. HERELRA NORELHIFRT 5,

[/ —}]

IPv6 V27 a—hNT RLATEHREL TWDEA, F—7 RLAICK LERDIEHA VX —T = —AZFEE LT
EXBINTHE, TRLREEHA VX — 7:~x®ﬁ#Abﬁ#WEéntk&&L TV A OB OFREN
T _CHI E?éﬂé@f(f DT L, BIZIE, "fe80:10%vianl" ZHEE LI EDREE D HIHEIZ. Bzl
"fe80::10%vlan2" DX EZIBINT S &, "fe80::10%vlanl" O EITT X THIER S, BINL 7= "fe80::10%vlan2" D%
E®$ﬁ%élkmﬁéo

Batl]

SNMPvl ZfEH L, b7 v 7 OEE % 192.168.100.11 IZFRET D, N7 v 7D 2 =7 1 —4 % snmptrapname
WZHET 5,

SWX232x (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname
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SNMPv2c ZfE L. @A v — DOEENE 192.168.100.12 ICERET D, WINZ A 7 % informs. WEED =
=7 4 —4 % snmpinformsname (45T 5,

SWX232x (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPV3 Z i L, @A v t—YO%E % 192.168.10.13 [IZRET D, WY A 7 % traps, =5 T DHHFOEF
UT 4 — L% priviZ, = —F—4% adminl \ZHET 5.

SWX232x (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4.13.2 VAT AEEIRFICBRH A v — U R EET D F TORMERE DORE
BV

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[R5 A—H&—]
sec ;. <10-600>

TEHRERF T (7))
[WIEIRRE]
snmp-server startup-trap-delay 10
[AFIE— F]
sa—s)var 74— a =R
[

VAT LAEEIRFIC, SNMP A A vE—Y (KT v ) ZFET D E CORERZRET 5,

VAT MBI, RS SEGE T D F TICAER Sz SNMP A A v — ik, SRR IEE SN D,
no P THEAT LI AIE, RELTHIRT 2,

[/—h]

FEEIER OFHAIBALG, & TIX, AFor Bl aniz2 A4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

(B EH]
VAT LAEEIRFIZ, SNMP BN A v —T E2 K59 D F TORERFMZ2 30 RICRET 5,

SWX232x (config) #snmp-server startup-trap-delay 30

4133 EETHBHAA v E—TVF A TORE
]

snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap
85 A —5—]
trap_type N7y T ORE
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BRIEME i
coldstart IR OFF/ON, 7 7 — L7 =7 FHE
warmstart reload =2~ 7 REATHY
linkdown NS E A
linkup Voo T v 7k
authentication FORIE S
temperature T A T R BRI
fan FAN [FH55028 1L, FAN {5 IE iy
12ms L2MS D= — = ¥ MR /e
errdisable ErrorDisable #f [/ fif FRIRE
rmon RMON 1 > kST
termmonitor Uit A AL Jen Iy
bridge iﬂ:yfyUHWHFﬁm/FﬁHVH

pAd
powerethernet PoE JRAEBZEAL., /" B o HH g
loopdetect Jb— 7Kg AR IR
all TATORT ‘y'f@iﬁo ST A 7 BT,
R RToO T v THENREIND,
[FIHR ]
no snmp-server enable trap
[AJ1E— K]
Jua—\)arz74 b —vasE— R
B

EETDH N Ty TommEA T EEET 5,

no IR THEITLICHAIE. bT v T2 EMICT 5,

[/—FI]

powerethernet X, PoE #5FExfIHE T /L TOAIEE A HE,

[RXEH]
coldstart b7 v 7B/ T 5,

SWX232x (config) #snmp-server enable trap coldstart

Ty T BN D,

SWX232x (config) #no snmp-server enable trap

4134 VAT LAV E T FNOBRE

[F=

snmp-server contact contact
no snmp-server contact

(/35 A — 5 —]

contact VAT AU E T N LUTRENT DAFRQRSS SUFLIN)

[N E]

no snmp-server contact
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[AF1E—F]
rua—)arz 4 L—va R
[BA)
MIB % %% sysContact Z iR E T D,
sysContact [T —fIZ, FHHFT OARTOEE L EZ LA L TBLEHTH D,
no B THAT L7 A1, REZHIFRT 5.
[ EH]
VAT LAY k% swx_admin@sample.com [ZEXET D,

SWX232x (config) #snmp-server contact swx admin@sample.com
4135 VAT halr— g VORE
[F=

snmp-server location /ocation

no snmp-server location
[/XF A—F—]
location VAT Au—va b LTS D455 SUFLIN)

[FIIER E]

no snmp-server location

[AJTE— K]

sua—)Narz 4l —yarsE'w— R

[

MIB Z#%% sysLocation % 7% €3 5,

sysLocation |3 —#HIIZ, HESRORELTTZ LA L TBEHTH S,
no JEA TIHAT L7213, REZHIFRT 5.

[ EH]

VAT Lnmlr— = 2% MainOffice-1F (IZEET 2.

SWX232x (config) #snmp-server location MainOffice-1F

413.6SNMP 2 =2 =F 4 —DHRE
[E=X]

snmp-server community community ro_rw

no snmp-server community community

[/XT A—&—]
community DA a=T 4 —432 LFUN)

WEAS, " EIT T THEATW & &, WD ", " ESCFEICE £
ro_rw T AR

REE Bk

10 WA L EE

rw FHEIAL AR
(WX E]
7L
[AJIE—F]

Ja—\)arz 4l b—varE— R
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SNMP 22 =2 =7 4 —%RET D,
B CTEbaIa=T 4 —0OKEIT 16 THD,
no B TEAT LG E, HEZI 2=7 4 —ZHIBRT 5,
[ E R
A LEEHAD a2 I 2 =7 ¢ —4 public R ET D,

SWX232x (config) #snmp-server community public ro
public 2 X = =7 4 — & HIRT 5,

SWX232x (config) #no snmp-server community public

413, 7SNMP B = —D/RE
BN

snmp-server view view oid type

no snmp-server view view

[/3F A—4%—]
view D B —4((32 LTFELN)
oid : MIBAZ7 Y =7 ID
type AL
BREME B!
include BELEAT7 Y27 b ID ZEHARICT D
exclude FBELIEAT Y27 b ID ZEEAR 50
N5
[FIEAER E]
L
[AJ1E— K]
Ja—nnarz 4 —ya rE'—NR
[FRHA]

SNMP MIB ¥ = — % ET 5,

MIB B 2—&l3, 77 RAELZHTTIBICEETOIMIB A7V 27 FOESTH D,

BKELTEX A MIB Ea—0FEKRKKIT 16 THD,

0id 7XT7 A —H—L type )XT A —F—DIT, FFEDA TP =7 NID LD MIB 7V U —2EHx%5 45,/ L
RN L EBWT D, 0id NT A —H—L type NTA—H—DfE 1 OO R —L LT, £4DMIB B 2—I|C
HNLTEEOZ P —2fBETHILENTE, TORRKEILE TH D,

O N —ZEE LRI, FREFNVEELEA 7V 2 M ID OF TEAEGERICH DL HDIF. LV FAORE
JEETIRELEAT V=7 FIDICHIST % ppe /35 A—F —BEESND,

n X TCa~vy FEETLEEASIE. MIB B = —%24lRd+5, =2 M —HEZOHIRIZTE o0,

(% EH]

internet / — R(1.3.6.)EL F A& T most E =2 —ZRET D,

SWX232x (config) #snmp-server view most 1.3.6.1 include

mib-2 / — F(1.3.6.1.2.1)LL F Z %7 standard &= —Z & ET D,

SWX232x (config) #snmp-server view standard 1.3.6.1.2.1 include
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4.13.8 SNMP )V —T7DRE
[ER

snmp-server group group seclevel read read view [write write view]

snmp-server group group seclevel write write_view [read read view]
no snmp-server group group

[F—TV—F]
read ORI N—=TIIHET D — = F A L ATREZR MIB B 2 — & 1RE T 5
write DRI N—TICET 22— RN EEIALFIRE/R MIB B 2 — % 18ET D
[/XT7 A—25—]
group LU= 432 SCFEL)
seclevel DRI N—=T IR T D=l ko bndEXa VT 4 — L
REME B
noauth AR L - 55k 72 L(noAuthNoPriv)
auth PaEd V) o« 5k 72 L (authNoPriv)
priv FRED D - B 5k & U (authPriv)
read_view DR N—=TIIFTR T S =P =0 G H L ATREZR MIB £ = — DA (32 ST L)
write_view DRI N—FIIATET D 2 — PR EEIALAEEZ: MIB B = —D4FI(32 LFLN)
[FIEIERE]
L
[AJIE— F]
ra—)ary 7 40— g F— R
[RiAA]

2= =T N—TEHRET D,

ZOATY R TRESND MIB E2—IClHENRVMIB AT V=7 b~DOT 72 ATEIESN D,
MIB t = —[J snmp-server view =~ > NI L > TERIND,

AT R —HiT 16 TH D,

no B Ca~vy NEFITLESGAIR. BEZ VT OREZHIRT 5,

[RXEHI]

a—HY—7 L —7" admins Z1ERL L. admins Z /L — 7R T D2 —% —d most B2 —~DTNT 7L ARG 2
60

SWX232x (config) #snmp-server group admins priv read most write most

2 —HP— TN —"7 users ZVERL L. users 7 )V— 7 D)@ T 5 2 —H —[L standard B = —~Di A H LT 7 & AR 5
2B,

SWX232x (config) #snmp-server group users auth read standard

4.13.9 SNMP =— ¥ —DFRE

[F=

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]|

NO SNMp-Server user user
[F—U— K]

auth CORRRET VY RLAERET D
priv MR LT VT Y XLAEHRET D

|71



2| avwy R 77 LA [ RST - EAIERE

[78T7 A= —]
user D — =432 CFELN)

2SN EIE T THEEATW & Bmo " IETRICE ER
group LTI 4(32 SUFLAN)

mieAS, " E IR THER TV L & WO " " IESCEFERICE Enn
auth OREET VT Y XL

RIEE B!

md5 HMAC-MD5-96

sha HMAC-SHA-96
auth_pass DORRRENRA T — R SLFEL B, 32 STFLI)

MY, " EIT T THENATW S X WEEO ", " IESCFRICE £
priv N R =N

REME 2 EH

des DES-CBC

aes AES128-CFB
priv_pass DOMFRENA T — R CFRL B, 32 SCFLIA)

MG, " EIT T THEATW & X, mEo ", " ESCFRICE £
[WIHIRRE]
L
[AJTE— K]
sa—\)varZ 4 S b—varEw— R
(@]

=Y —%RET D,
ARa<r ROV )V—T741X snmp-server group 2~ > N TEFRLTCARMEREL, Z/V—T7HECTHEL X2
T4 =L ULZR UT, BENAEORFEL RS THEMT 27103 AL LARRAY— RERET D,

B, BAEEITO TR BLOAREITH Z LIXTE R0,
AT MY —¥i316 TH D,
PRI B L OF ., 7TV XRABIOVIRA T — R, xff L7225 SNMP v % — 3V ¥ — il —H —FRE & —

SETBILERDH D,
no JERATa~r RE&FTLELEIE, fE2—P—DORELZHIRT 2,
[ AEBI]

a—H%—& L Cadminl Z1ELT D, PR V—7ORELFIR I NV—TTEDOLNIZEX 2V T 4 —L-ULIZE
YT, AL - B L T % 7 1 b 2 L(SHA, AES) & /R 2 U — R(passwd1234) 8 ET 5.,

SWX232x (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

2—H—L U Tuserl ZEkT 2, T NV—7ORELFIBI/NV—TTEDLNTEX 2V T 4 —LLIZAED
BT, BFE - BEBALTHEMT D7 1 b 3 /L(SHA) & /S AT — R(passwd5678) & & ET 5,

SWX232x (config) #snmp-server user userl users auth sha passwd5678

4.13.10 SNMP YV —R—~T IR TEBR7 54T O IP 7 KL IR
[

snmp-server access action info [community community]

no snmp-server access [action info [community community]]
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[F—TU—F]
community D Aala=T 4 —%EETD
[/XT A —F—]
action T RASCR T AEMEERTRET D
REME S
permit K E"FFRI"T D
info DT D IRETE IPVA/IPVE T R L AE R AR ET D
REME Erk]
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 FMbit)ft & D IPvd 7 K
A.B.CDM L A(AB.CD)Z T %
XX X:X IPv6 7 R L AX:X:X:X) &4 ET 5
XX BT Ry b A7 EMbit)fl & D IPve 7 K
XX:XXM VAKX XX X)EHRET D
any T RTO IPV4/IPv6 7 KL AZIRET 5
community oA a=T 0 —4((32 LFELN)
T ARMEEAT a2 =T 4 —
A2 =T 4 —DOREEBAK LTS AE. 77 BAFMFTTRTOII =7 ¢ —IZX LTl
Hans
MSEAS, "EITTHENA TV & & mEGo", "IESCFRICE ke,
[FIHIRR E]
7L
[AJ1E— K]
Ja—\)aryz 4 l—y g rEw—NR
[FAH]

SNMP $—N—=~DT 7B A% TDHT T4 7 MK % IPv4/IPv6 7 R L A THIRT %,
AKa<wy NIRRKRZAEEFTRENPARETH Y, LBITRESNTLOPEE L THEHAIND,
Kavy FERELESGE, B8 LIEREEMZ S RWT 78 23T X THEGT 5,
7L, Kavy REREL TWRWESIE, TXTOT7 78 REZFT5,

no A TIAT LA, faE LIEREZHIRT 5,

no 3. T community Z &l L7256, 657E L7 info DT X TOREZHIFRT 2,

no R TTRTONRT A—=F—ZHIELI256E. TXTOREXHIRT D,

[/—}]

Ko< RTOT 7 ZADHIRILX. SNMPv1l, SNMPv2c D7 7 & AD i &b,
SNMPV3 O 7 7 ¥ 2 ZI3J@H S,

[ EH]

SNMP #— R—=~D7T 7 & 2% 192.168.100.024 D& 7 A "B DBFFA[T 5,

SWX232x (config) #snmp-server access permit 192.168.100.0/24

23 2=F 4 —4'public' T7 7 & ARRE/R AR A b % 192.168.100.0/24 DT, 22 = =7 1 —4'private’ T7 7 & A A]
BEZR R A % 192.168.100.12 D AITHIFRET 5,

SWX232x (config) #snmp-server access permit 192.168.100.0/24 community public
SWX232x (config) #snmp-server access permit 192.168.100.12 community private
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41311 SNMP 2 X =2 =T 4 —DIFEHROETR

[EF=
show snmp community
[ASIE—F]
FHHFHE EXEC £ — R, H5H#E EXEC £— K
[FLAA]

SNMP = X = =7  —DIFRZFRT 5,

Al a=T 4%, TIVEAE—REERTD,
[BXRE B

SNMP = X = =7  — DIz £ T %,
SWX232x#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.13.12 SNMP t = — DB ENBDFET

[ER]

show snmp view
[AFTE— F]
FEFFHE EXEC £ — R, F#tE EXEC £— K
B!
SNMP b =2 — DR ENTERKRT D,
Ea—%, A7V=7 MNID, A4 Th2HERT D,
[ EH]
SNMP b = — DR EANRERRT D,
SWX232x#show snmp view
SNMP View information

View Name: most

OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.13.13 SNMP 7 Vv — 7 DHENBDFH R

E2v
show snmp group
[AJ1E— F]
FEHEHE EXEC £ — N, ke EXEC £— R
[Fi8A]

SNMP 7' V—T7 DR ENKEFRT D,

TN—T%, EX2 V74—~ b, GiAAAAE 2—, EXALAL 2 —2FKRT B,
[ E R

SNMP 7 —TF DFENE & ERT D,

SWX232x#show snmp group
SNMP Group information



Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.13.14 SNMP 2 —H¥F —DRENBE DR
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[EF2
show snmp user
[ASTE— ]
FEHEHE EXEC & — N, ke EXEC £— R

B

SNMP = —W—DHENE & L RT D,

TV ID, =W =4, FiETIHI7NV—T4,
[ EH]

SNMP 2 —HW— DR ENETEFTRT D,

SWX232x#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaecb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

LR A RTT B

4.14 RMON
4.14.1 RMON BEBEDFXTE
[ER]
rmon switch
no rmon
[SF A—F—]
switch : RMON #&REDE
R EM A
enable RMON #gEZ G2 T 5
disable RMON #RE A HELNIZ T 5
[FIEIRRE]
rmon enable
[AJIE— F]
Ja—\)nary7 4L —y g rFT— R
[RiAA]

VAT AE{RD RMON #EEDEHELZ R ET D,
no TE CTHEAT LTS A ITHIMRR EIC R 5.
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[/— 1]
Ao~y RTUAT AERO RMON #EN RN & L84, BLFO RMON 7 Vv —7 OBIENER & 72 5,
« A=y MEHEHRIV—T
. BEIN—T
s TI—LITN—T
s ARV INITN—T
ARawr Rix, 77 A X— b MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1)% IV TERET 5 = & M3 AlHE,
[3% 2 5]
RMON HREZ A 2T 5,

SWX232x (config) #rmon enable
RMON HERE & B0 4 5,
SWX232x (config) #rmon disable
4.14.2 RMON 1 —# X v MEEHMER I V— T ORGE
EEN

rmon statistics index [owner owner]

no rmon statistics index

[T A —5F—]
index 1 <1-65535>
A —H % MEFHEHR T V—T DA T 7 A(etherStatsIndex)
owner s A=Yy MEEHE#R 2 V— T O A — ) —4 (etherStatsOwner)
127 U7 LI
(G5 L7254 : RMON_SNMP)
(W E]
mL
[AS1E— K]
A =Tz —AFE—N
B

®GA B —T7 2 — AT, RMON O A —H v NEFHER I NV — T OREEZHNNCT 5,

Aoy RERE LSHA, HaHEROIENTTHIL, RMON MIB O etherStatsTable 2AHG T& 5 L 912725,
Fl—A H—T72—RIXT D, Ka~<wr FOREED ERIXZS THD,

no IR CTHFEAT LA IR, BE L IUE LI-HEHER A HIFRT 2.

[/ —}]

RMON HRETA — 1w MEGHEBRZ L — 7 OREL AT 272DI2IE, Ra~vy R T, Y AT LAREKT
& RMON BEREZ AT 2 MENH 5,

Aavr e EEEXLESA, Z2NE CIELERFEREZHIBR L O 2T, HENELRAT S,

VAT LARRD RMON BEREA NI L7356, HaHEMOWENR TSN D, TO#%, ¥ A7 LA4{KD RMON
RBEANZ LA, JAvE CIE LeREHERZAIBR L7z 5 2 C, BENELZFIET 5,

[BREH]

portl.]1 TRMON DA —H %> MEFHER I NV —T DORELZ AT D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #rmon statistics 1

4.14.3 RMON BRE T N — T DFRTE
EE

rmon history index [buckets buckets] [interval interval] [owner owner]
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no rmon history index

[T A—=F—]
index 1 <l -65535>

JEIE 7 V—"T"DA T 2 A(historyControllndex)
buckets 1 <l -65535>

J@IRE 7 — 7 D Jg FE LR R # (historyControlBucketsRequested)
(B L7=554 1 50)
interval 1 <1-3600>

J&IE 7 N— 7 D JE LR FR (FD) (history ControlInterval)
(Al L7=%55 - 1800)

owner o BT N—T7" DA —F—% (historyControlOwner)
127 352
(BWE L7=%% : RMON_SNMP)

[FIHIRR E]

L

[AJTE— ]

AH =T 2—RE— R

[FLHA]

KGA v H—T 2— AT, RMON DJEIE 7 V—T DR EEAIT 5,

Ao~y RERE LEZEA. RMON MIB O historyControlTable WNEfFCT& 5 X 51275, Ao~ RiREE,
L7-RME T, JBIEIEHROINEITTHIL, RMON MIB @ etherHistoryTable 23 HUfS CT& 5 X 912725,

fl—A U Z =T 2= AXT D, Ka~xr FOREHD ERIZS TH D,

no I THFAT LA IR, BE L WUE LI BREIE R A HIFRT 2.

[/—h]

RMON #§HE CIBIE 7 /L — 7 DR GEZ AT H720I21E, Ka~ v FIZMZ T, Y A7 L42{KTH RMON #REAL A
INCT DTN D D,

AKavy e EEXLESAG, SNECIUELERBEERAHIR L O 2T, HENELRKGT D,

VAT LAED RMON BERE A HELNIZ L7256, RIEFHMOINE R P sh D, TD%, ¥ A7 L4{K?D RMON ##
REAZAZNC L72ha, Tk TIER LICBIEERAHIR L2 5 2 T, HEIELHKT S,

[BREH]

portl.1 CRMON DJERET N—T DR EE AT 5,

5
i

SWX232x (config) #interface portl.1l
SWX232x (config-if) #rmon history 1

4144 RMON A XY N T )V—TDH/E
[EX]

rmon event index type community [description description] [owner owner]

e

no rmon event index
[/XT A—F—]
index 1 <1-65535>
ARV NI N—T DA T v 7 A(eventIndex)

type o A X MER(eventType)
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BRIEME i

log =7 Nt & S )

trap SNMP k7 v 7% k(E

log-trap 2 Z\ZFEk L. SNMP 7 v T EE(E
community ¢ 3 I 2 =7 1 —%(eventCommunity)

127 3T LI

type I3 "trap" F 721X "log-trap" D L FFEETX 5
description : A X2 kO (eventDescription)

127 3L

(G L7235 : RMON_SNMP)
owner AR NI NV—T DA —F —4% (eventOwner)

127 3CF-LAW
(B L7=3%55 : RMON_SNMP)

(AR RE]
L

[AS1E— K]

Jua—\)aryz 4 lb—y g rEw—NR

B

RMON DA R T N—T DREEAIT D,

Ka<wy REFEEL7Z%E. RMON MIB O eventTable NG TE 5 L5127, Ra~vy ROA XU N7 A—TD
FXEIL. rmon alarm =~ R CEHAT 5,

no B TIAT L7 5A 13, RIEMEEZHIRT 5,

[/—}]

RMON BEHECTA X2 R I A—T OREEFNCT H-0ICiE, Aa~r RIZMAZ T, Y A7 AR TH RMON BEEE
EHINCT HUERD D,

RMON @ SNMP | 7 v 7% %(ET 5846, SNMP O b7 v TEEORENMTOLTWDLEND D,

[BREH]

SNMP k7 v 7 DOFEEIT>THhHEH, RMON DA X2 NI N—TDOREEFINT D, A2 MERIL "log-trap",
FT7 T Daa=7 4413 Tpublic] &7 5,

SWX232x (config) #snmp-server host 192.168.100.3 traps version 2c public
SWX232x (config) #snmp-server enable trap rmon
SWX232x (config) #rmon event 1 log-trap public

4145 RMON 7 7 — A7 )L—TFDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner)

no rmon alarm index
[T A—5—]
index 1 <1-65535>
T T = LT IN—T DA T v 7 A(alarmIndex)
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variable o BRI MIB 472 = 7 | (alarmVariable)
interval o <1-2147483647>

W7V TR (DY) (alarmInterval)

type o B 7Y v 7R (alarmSampleType)
REME B
MBI & D Heig, o T L& VM
absolute E T %
delta FRRHMEIZ & 2 b, &y o 7 VAl & il
Yo TNEDEE L EWEE T 5

(B L7236 : absolute)

rising threshold . <1-2147483647>
EBR L &\ ME(alarmRisingThreshold)
rising_event index : <1-65535>

A X~ T v 7 A(alarmRisingEventIndex)
falling threshold . <1-2147483647>

TFR L %\ Ml (alarmFallingThreshold)
falling event inde : <1-65535>

x
A X hA T v 7 A(alarmFallingEventIndex)
startup o <1-3>
7 T —LOEMOPETHEMT H L ZME(alarmStartupAlarm)
REME S
1 R U & VME D 28 9 5 (risingAlarm)
2 TR L & WME D 2 119 % (fallingAlarm)
3 ERRUEVME, TRRL EVMEOM G 26+
% (risingOrFallingAlarm)
(B L2356 0 3)
owner LT T — AT N—T DA —F—4% (alarmOwner)
127 37 LN
(B L7354 : RMON_SNMP)
[WIHIRRE]
7L
[AJ1E— K]
rJua—)ary 74— g F— R
B

RMON O7F 7 — A7 V—T DREEHINZT 5,

variable \Z1X, RMON O7 7 — AT )V—TOEMIREMIB 47 V=7 N ET 5, variable 1%, etherStatsEntry(.
1.3.6.12.1.16.1.1.1)OMIB A7V =7 "D 6, AU EMEROMIBA T Y7 NOAKFEEREE, LD 3 DD
T Y AT E,

» etherStatsEntry. X.Y

* (etherStatsEntry T @ OID 44).Y

+ .13.6.1.2.1.16.1.1.1.X.Y

B 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. )R ET 5 %E. L FOWT IO TH I E HE,
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A A
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 44).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising_threshold £7-1X. falling threshold ® EH b DK%z ET DR AL ATRE, ZO%H. RENEM ST
WHRT A=ZIZIE, LUFOERRESN D,
s rising threshold O F{F
* falling threshold : rising threshold &[] UfE
s falling event index : rising event index & [F] UfH
o startup : 1(ER L 2 WEO LT %)
s falling threshold @ {5

s rising threshold : falling threshold & [F] UfE
*  rising event index : falling event index & [F] UfH
o startup : 2( PR L ZWMEO LT %)
Raw v RaEHE L7=%4E. RMON MIB O alarmTable 23S C& 2 X 912725,
no JTETHFAT L2 GE 13, REMAZHIFRT 2,
[/—}]
RMON HRETT 7 — L7 V=T DREEFINCT H720I121E, Ka~y RIgz T, ¥ A7 A2fKTH RMON HiE
BT DUERD D,
variable \Z¥8ET D MIB A7V =2 M, A —FFy MEEHERZ AV —TDOMIB A7V =2 b ThD, MROA
T I AR =Ry MEEHEBRZ VL — T DER SN T RWEGE, Kaxr NI —Ek 5.

A —H % v MREHER Z /L — 71X, rmon statistics =~ > NIZTIEMRATHE, RKa~r FTHEAL TS A — %y b
HEHER 7 N —TDBHIBR SN2 GE. Aa<r RLEIBREN S,

AR IDA T 7 ZE rmonevent AV N CRE LA VT v 7 A&fET D, Aa~v FCHEHALTHD
AR N NA=TRHIBRESNIZGE. Ao~y RLHIBRESN D,

rising_threshold ® L X\ MEIX., falling threshold D L X WMELL EOE T/ d T 72 6720,

AKavo Re EEEZ LSS, ZhETOV TV 7T —2Z2HIBR LIS 2T, BEY 7Y 72T 5,
VAT LAKD RMON #ieZ B2 L= e, o7 ) v 7 nthilfiansg, ok, v A7 A2k RMON e
EHMNCLIESA, SNETOV TV 7T —2%HIBR LTS 2T, BEY TV 7 E2RET 5,

[ E ]

UTDOEET, RMON D7 T — L7 —TFDREZHNT 5,

o HEEUISGHER MIB 47 2= 7 M., etherStatsPkts. 1,

o Y7V URIRIZ, 180 B,

o YTV TRERNE., delta,

o EBRUEVMEIX 3000, EFRLEWEE ER-72E & DA X2 MI 1,

o TRRUZVMEIZ 2000, FRLEWEZ FElS/ZEEOA X2 MIL,

SWX232x (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.14.6 RMON #REDIRFEFR
E&

show rmon
[AJTE— K]
JEHME EXEC £ — K., %M EXEC £=— F
BN
RMON HEHE DR ECIRRE R KR 5,
IFTOHEBENEREIND,
o VAT AEIRD RMON BEEEDKRE
« RMON HERED 7 —7 T L DR IE




o A —H¥xRvy MEEHERIN—T
. BEIN—T

s TI—ALITN—T

e AXVENITN—T

[BE B

SWX232x>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001

input packets 7, bytes 600, drop events O,
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multicast packets 4

output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.14.7 RMON A — %R v MREHER 7 L — 7 DIREFER

ESN!
show rmon statistics
[AS1E— ]
FHFiHE EXEC £ — N, %54 EXEC £— N
B

RMON A —H# % > MREHER 7 NV — T ORELCIREL R D,

LFOmBENRREIND,
s AT VIR

. WHBALHE—Tx—R
s input /N7 b

s output /X7 v K

B!
SWX232x>show rmon statistics

rmon collection index 1
stats->ifindex = 5001

input packets 7, bytes 600, drop events O,

multicast packets 4

output packets 17, bytes 2091, multicast packets 17 broadcast packets 0
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4.14.8 RMON JEE 7' /L — 7 DIRREFR R

[ER
show rmon history
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
[BA]
RMON B 7 N— T DR ERKREZFR T D,
PUF OB A SRR SN D,
s AT VIR
s RBAUH—T z—R
JEIENS W D PRFFEL
JE IR P A T B
A —F—4
[EAEBI]

SWX232x>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.14.9 RMON A X2 k 7 )L—FDIRBER T

[ER]
show rmon event
[AJ1E— K]
JEHHE EXEC & — R, ## EXEC ©— K
[BiFA]
RMON A 2 k7 =7 OFGERLRIEL BT %,
LFOEARKRSND,
AT I A

o A2 MOFHH
o A MR
N7 v TEGEROa =T 44
A~ b FATHY
F—F—4%

[FEH)

SWX232x>show rmon event
event Index =1
Description RMON SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.14.10 RMON 7 7 — A7 )L— 7 OIREER R

[EX]
show rmon alarm
[AJT1E— K]
FEHEHE EXEC £ — N, ke EXEC £— R
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[FiAA]
RMON 7 7 — A7 NV —T7 DR ERIREE KR T 5,
UTOHEANERSND,

« AVUT VIR

o T T—LDIRKE

o BB MIB A7 Y b
o YTV TRIE

o BTV TFER]

o HEME

o EFRL &M

« ERLEVWEDA X K

« TERLZWE

o FBRLEVWEDA X b

o BAWGT 7 — A

« A—F—4%

B!

SWX232x>show rmon alarm

alarm Index = 1
alarm status = VALID

alarm Interval = 15
alarm Type is Absolute
alarm Value = 0

alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.14.11 RMON A —%X v MREHERIN—T DIV Z—D I VT
[EX]
rmon clear counters
[AFTE— K]
Ao H—T 2—AF— R
B!
RRA B —T 2 —AD, RMON A —H Ry MEFHERIN—T DI o2 —% 7 VT35,
[BXE B
portl.1 ® RMON DA —H Ry MEiHEMIN—T DI 2 —% 7 VT T 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #rmon clear counters

4.15 TELNET ¥ —/\—

4.15.1 TELNET V— R_—DOE#FHB L OZ R — FEFOEE
BN

telnet-server enable [port]

telnet-server disable

no telnet-server
[F—Y— k]
enable : TELNET ¥ ——%HhzT %
disable : TELNET $—/"—Z 2§ %
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X A—5—]
port : <1-65535>
TELNET H— =D U A= 7 K— &S (AW L7E5HE @ 23)

[FIHIRR 2]

telnet-server disable

[AS1E— K]

ra—\var 747 b—va E— R

B

TELNET Y —_—%Fh2T 5, £/, VA=V TCP R— bEBERETHI LN TE B,
no FE CTELT LA I ELhCT 5,

[ EH

VA= 7 R— +3E 5% 12345 (2 L C TELNET — 3—% @3 5,

SWX232x (config) #telnet-server enable 12345

4.15.2 TELNET ¥ —_— DR EIREBOFER

[EFX]

show telnet-server
[AFTE— ]
¥iHE EXEC £ — K
[RAA]

TELNET H— "\—0OERN A TR~ T 5D, LFTOHEANERIND,
«  TELNET ¥ —/ X—BRE DA 2/ M%)

e YR=UITHR—bOFES

¢ TELNET % —/N\—~D7 7 A% §T5 VLAN f X —7 = — R
o TELNET % —/\—~D7T7 7 A %ZHIBET 57 4 V¥ —

[EXEH]
TELNET % — _— DB ER N A TR T 5,

SWX232x#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

R
il

4153 TELNET #—/N—~7 7 Z XA TEL5HK A D

&

telnet-server interface inferface
no telnet-server interface interface

[/NT A—F—]
interface : VLAN A & —T = — R4

(IR E]

7L

[AF1E— F]

sa—m\)var7 47—y arE—FR

B

TELNET #—/S—=~D7 7 ¥ ZZFFA[ 4% VLAN A V¥ —7 = — A &R ET D,
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no IR TEAT L7 AB1E, fELToA v X —7 = — A% HIBRT 5,
AKavy NImKSFETHRETE, &iE LIIHICHETT 5,
Aawy REBRELTWRWEAIX, R5F VLAN OAT 7 B A TE 5D,
[/—}]
telnet-server enable 233% € SNV TV WA, Ka~ 2 RigE L7220,
[ EH]
VLAN #1, VLAN #2 (2856t L TV AR A Ry 5H O TELNET — "=~ 7 72 A% F AT 5,

SWX232x (config) #telnet-server interface vlanl
SWX232x (config) #telnet-server interface vlan2

4154 TELNET ¥ —R—~T 7B RATEXBTZIFA T FDIP 7 FL RHI[E
B

telnet-server access action info

no telnet-server access [action info)

73T A —HF—]
action T RASGHCRT A EMEETRET D
R EMHE A
deny P S LAl ER O )
permit S Ui R
info DT DR IC IPVA/IPVE T R L AfE R AR ET D,
REE B
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbitfF & D IPvd 7 K
A.B.CDM L A(AB.CD)ZEET 5
X:X:X:X IPv6 7 R L A(X:X:X:X) &2 ET D
_— Y7 xRy b~ A7 RMbityfF& D IPve 7 K
XXEXXM LA XXX X) B8 ET B
any T RTDIPV4A/IPV6 7 R AZIRET 5
[F1HAE %]
L
[AJIE— K]
Ja—)arJ 4L — g F— R
[RAA]

TELNET = N—=~D7 7 B A ZFRTH7 747 2 MNuK%Z IPv4/IPv6 7 R L A THIRT 5,
AKavwy NIRRKSHFETHRENHRTHY . RIIRESNTZHLONEE L THA SN,
Kavxy ReiRE LTcya. Bk LR 2iMe S20WT 78 23T X THESR T 5,

2L, Kavy REREL TOWRWESIE, $XTO7 78 RX&2FFT 5,

no B TIAT L7 A 13, € LIEREZHIRT 5,

no JERT/RT A= —% B LI=Ga, TXTOXRELHIRT S,

[/—}]

telnet-server enable 233% € SNV TV WGE, Ka~ v RiEE L7220,

[ E B

192.168.1.1 & 192.168.10.0/24 D& 7 A > b 736 @D TELNET Y —/N—~DT 7 ¥ ADHEFH AT 5,
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SWX232x (config) #telnet-server access permit 192.168.1.1
SWX232x (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 X > k7350 TELNET Y —_R—~DT 7 ¥ ZA DL E LT 5D,

SWX232x (config) #telnet-server access deny 192.168.10.0/24
SWX232x (config) #telnet-server access permit any

416 TELNET 7 7 A4 7 k

4.16.1 TELNET 7 7 A 7 > b D)

[ER]
telnet host [port]
[/SF A—F—]
host U E—FARR M, £720E, IPv4 7 RLA(AB.CD), £721%, IPv6 7 K L A(X:X:X:X)

IPv6 V7 a—AnNT RLAEZRRETIHHAIT., BHA LV F—T7 =2—2ALEETHILEND

5 (fe80::X%vlanN D)
port 1 <1-65535>
T R — hEs (BIE LSS @ 23)

[FIHAE% €]

L

[ASTE— K]

et EXEC B— N

B

FEE LA A b~ TELNET THki7T 5,

[ EH]

IPv4 7 R 1A 192.168.100.1 DA A MZ, AR— FEH 12345 T TELNET ##c3 5,
SWX232x#telnet 192.168.100.1 12345

IPv6 7 K L A fe80::2a0:deff:fel11:2233 D7 A MMZ, A— h&F5 12345 ¢ TELNET ##i 7 5,
SWX232x#telnet feB80::2al0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 74 7 v s DEZL

[EX]
telnet-client switch
no telnet-client

[/3T A —HF—]
switch : TELNET 27 74 7 v b &EFNZT D080
R EMHE A
enable BT D
disable NS
(IR E]
telnet-client disable
[AJ1E— F]
ra—\)var7 47—y arE—FR
[FHA]

TELNET 7 74 7> & LCtelnet 2~ REEHTE S L5175,
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no IER THEIT LT84 1X TELNET 27 54 7 > N &z 5.,
[BXEH]

TELNET 7 74 7 > b &HHZT 5,
SWX232x (config) #telnet-client enable

4.17 TFTP Y —/\—

4.17.1 TFTP Yy —"—DEEE L O R — FEEZDOER

EN
tftp-server enable [port]

tftp-server disable
no tftp-server

[¥F—7U—F]
enable : TFTP = —ZHNZT 5
disable © TFTP h—"—Z NI T 5
[T A—&—]
port : <1-65535>
TFTP — =D U A= 7 R— &S (B LI5S 69)
[FIIRRE]
tftp-server disable
[ASIE— F]
ra—mpvar 74—y a e — R
[BLAA]

TFTP —N_—%HNT 5, £1-. VA=V I R— I NEEEIEETHILNTE S,
no JEX CHEAT L725A 13 TFTP Y — \— %2 Whiz 3 5,

[ EH]

U A= R— B % 123452 L C TFTP H— — % KH#7 5,

SWX232x (config) #tftp-server enable 12345

4.17.2 TFTP Y — _— DR EIREBOER

E&y

show tftp-server
[AJ1E— ]
F#HE EXEC £— R
[@iA]

TFTP — R_R— DR EWRIME TR T D, UFOBEANBERIND,
s TFTP Y — —¥BEDHZh/ S

e VA=V ITAR—FNDOFE

o TFTP —R—~DT 7 ¥ A% 0]+ 5 VLAN f X —T = — A

[BEH

TFTP Y — S — D EIRILE £ T D,
SWX232x#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3
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4173 TFTP r—N—~T JBRATEBHHRA D

R
il

[EFX]

tftp-server interface interface

no tftp-server interface interface
[73T7 A =4 —]
interface : VLAN A & —T = — R4

(IR E]

L

[ AT E— K]

Ja—x\)ary7 4L — g T — R

[FREA]

TFTP % —N—~DT 7 ¥ A% T5H VLAN A VX —T = —AZHRTET D,
no JERTEITLIEHEAITE. BE LA v A —T7 =2 — 2R & HIRT 2,
RKa=wy FidgK8MHETHETE, RELLIEIZ#EHET 5,

Ka<w REFRTELTWARWESIL, BRF VLAN OLT 7B ATE 5,

[ EH]

VLAN #1, VLAN#2 286 L TWAHRA NSO TFTP b — = ~D 7 7 B A& FFR][ T 5,

SWX232x (config) #tftp-server interface vlanl
SWX232x (config) #tftp-server interface vlan2

418 HTTP Y —/3—

4.18.1 HTTP Y — N_—DEEIRB L O R — FEFDOER

[E=]
http-server enable [port]
http-server disable
no http-server

[¥F—7U—F]
enable : HTTP — =% [T 5
disable © HTTP $—"—% T 2
[/3F A —&—]
port 1 <1-65535>
HTTP h— =D Y A=V 7K — &5 (B L7854 : 80)
(W E]
http-server disable
[AS1E— F]
ra—var 74—y a e — R
B

HTTP 4y — _—%FHihzT 5, /2. VA=V TCP AR— FMEBEIEETH LN TX 5,
no JEXCHEAT L2 GE 13 Ehic 4 5,

[BXEH]

Y A=V iR— b&5 % 8080 (2 L C HTTP V— —Z#d 5,

SWX232x (config) #http-server enable 8080
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4182 X 27 HTTP y—_—DEREEB L Ot R — P EEDOEFE
[

http-server secure enable [porf]

http-server secure disable
no http-server secure

[F—TU—F]
enable X 2T HTTP = =2 HT 5
disable ©oEF 2T HTTP — =% 23 5
[/XF A—%—]
port : <1-65535>
¥ 27 HTTP —"—D U A= 7R — hEE (B LIZ5E « 443)
[WIHIRRE]
http-server secure disable
[AJ1E— K]
ra—\)varyz4 7 b—va rE— R
[RLBA]

Y X 27 HITP y— =2 HWT 5, £z, VA= 7 TCP R— hESEZIEETHI LN TE 5,
no LN CHEAT LG G 13 hc 3 5,

X 2T HTTP Y — "2 G LG E, BobidY 7 b =TIl ko THTbiv b, 87740 v 7 &IZINLET
CPU fEH#EREL 725,

R ZRET 572D, ¥y v aR—FRRLAN Yy 72 PHBE) CHEHFIND Web X— V22—V —TT 7
T AT LFITRET DO FE LU,

[ E B

JA=2 7 iR— &5 % 8080 IZ L T =27 HTITP h— —%& 15,

SWX232x (config) #http-server secure enable 8080

4.18.3 HTTP —R_— DR EIREBOFET

[ER

show http-server
[AJIE— K]
F#HE EXEC E— R
[

HTTP $— —ORERN AR RT D, L TFOHEANRERIND,
o HTTP ¥ — —H&rE D A 2N/ %)

« HTTP ¥ — =D Y A= JR— hDF 5

« HTTP y—""—~D7 7 B A%ZFA[T 5 VLAN A L F—T = — R
o« HTTP Y —R—~DT7 7B RAEZHIRT DT 4 L H—

« B =7 HTTP % — N—HRE DA 2h/E%h

s Tl AUEALT T NEFRH

[ E R
HTTP % — —OZRERME TR T D,

SWX232x#show http-server

HTTP :Enable(80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec
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4184 HTTP —R—~T 7 B A TEX LKA NDORE

[EFX]

http-server interface interface

no http-server interface interface

[T A—F—]

interface

[FIEIRR E]
L
[AJTE— K]

VLAN A & —T = — A4

Ja—x\)ary7 41— g T — R

[@i ]

HTTP Y —"—~DT I B A%FF[T5H VLAN A VX —T = — A%

no JERTEITLIEHEAITE. BE LA v A —T =2 — 2 &R 2,
RKa<y FIxKS8HFETHRETE, RELLIEIZEAT 5,

Ka< v REHRE
(BB

RET S,

LTWARWEATL., 5F VLAN OLT 7 B A TX b,

VLAN #1, VLAN#2 12856t L TWADHRA RSO HTTP Y —R—~D 7T 7 B R &[T 5,

SWX232x (config) #http-server interface vlanl
SWX232x (config) #http-server interface vlan2

4185 HTTP ¥y —NR_R—~T IR TEB7FA T FDOIP 7 KU RHl[R

E&

http-server access action info

no http-server access [action info]

[/3T7 A—F—]

action

info

[FIEIER E]
L
[AJTE— K]

TR AR @R RET D

REM B
deny FEEHEST 5
permit FUEE"FA"T D
5ft: &+ B E(F T IPVA/IPVG 7 R L AERERET 5.
REME B
AB.CD IPvd 7 R L A(AB.CD)EEET D
F7T Ry hv A7 EMbiYFZ D IPvd 7 K
AB.CDM L A(AB.CD)ZEET D
XX X:X IPv6 7 R L AX:X:X:X) &2 4R ET 5
B YT Ry bR EMbityfF & D 1Pv6 7 K
XX:XXM L AKX X)EHEET S
any T XTO IPVA/IPV6 7 RV AEFRET 5

Ja—x\)ary7 4L —y g T — R
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[FEHA]

HTTP Y —/"—~D7 7 v AZFF T 57 747 MiiK% IPv4/IPv6 7 F L A THIRT %,

Ka<wy RIIRRKSHETRHRENARRTHY , LHICREINTZHLONEELEL THEAIND,

Kavy FERELELGE. B8 LIEREEME S R0WT 78 233X TG T 5,

L, Aavwry FERELTORWEAIE, $XTOT7 7B AEFAT 5,

no B TIFAT L2 GE 13, A& LIS E L HIBRT 5,

no BTN T XA —X — %KM LT-GA., T XTORELXHIFRT 5,

[/ — 1]

http-server enable © L < /I http-server secure enable 233 E S LTV WS, Ao~ NIIHEEE L7220,
REH

192.168.1.1 & 192.168.10.0/24 > 7 X > FixbH D HTTP —R—~DT 7 B A DI & FF AT 5,

SWX232x (config) #http-server access permit 192.168.1.1
SWX232x (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 X > k2350 HITP r—_R—~DT7 7 B 2D L5 LT 5,

SWX232x (config) #http-server access deny 192.168.10.0/24
SWX232x (config) #http-server access permit any

4.18.6 Web GUI DEERTE
EE

http-server language lang

no http-server language

[R5 A—&—]
lang D EmEEETS
RIEME B
Japanese H A
english Wi
(IR E]
http-server language japanese
[AJIE—F]
sa—s\)var 74— a s E— R
[@iA]

Web GUI O SFEAE R ET D,

no JECEIT LA 1E. FIHIRTEICR S,
[ E R

Web GUI @ gn zi’ gn ﬁ‘%.’)

SWX232x (config) #http-server language english

4.18.7 HTTP 4 ——Dna /A4 7 A AT 7 MNEFEHE DR E
(&

http-server login-timeout min [sec]

no http-server login-timeout
[73F A —4F—]
min ;. <0-35791>
ZA LT MG
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sec 1 <0-2147483>
2 A LT U NEEHEI(FD)

[WIEIRRE]
http-server login-timeout 5
[AS1E— F]
ra—nN"narz4 s b—varE—R
[BLFA]
HTTP H—/"—=~DT 7 E ANRRWGEICHBINIC e 77 U 5% TORMEHRET 2.
sec EME LI2G AL, 0 BDREIND,
no JEITIFAT LGB I3 IIER EIZ K 5,
[/— "}
RE ATRE 7 e/ M T 40
[ERE B

HTTP ¥—"—D X A LT 7 MR & 2 43 30 ISR TET Do
SWX232x (config) #http-server login-timeout 2 30

4.19 HTTP Proxy

4.19.1 HTTP Proxy #$EED AL

EEN
http-proxy switch
no http-proxy

[/NT A —=HF—]
switch : HTTP Proxy #§RE & AT 2 &)
REE ks
enable AN %
disable T D
(AR RE]
http-proxy disable
[AS1E— ]
sua—\)ar7 4 b—varE—R
[@ ]

HTTP —/X—® HTTP Proxy HHEA AN 5,
no FEX CFAT L= GA 13 mahc 5,

[ EH]

HTTP #—/X—® HTTP Proxy #EREZ AN 5,
SWX232x (config) #http-proxy enable

R
&l

4.19.2 HTTP Proxy BERED ¥ A A7 7 MR D

EEN
http-proxy timeout time
no http-proxy timeout [time]

[T A —F—]

time . <1-180>
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AA LT T T DHETORRM ()

[FIHEIERE]

http-proxy timeout 60

[AJIE— F]

Ja—N\)ary74JL—y g rFT— R

[RiAA]

L2MS == = F D Web GUI Z UG T2 L DX A LT U MR ZRET D,
no I TIAT LTG5 60 FPIZT 5,

[BEH

HTTP Proxy #E8ED % A4 L7 U MR % 2 53 ICRRET 5,

SWX232x (config) #http-proxy timeout 120

4.19.3 HTTP Proxy B8 REREBORTR

[FX]

show http-proxy
[AJ1E— K]
FikE EXEC E— K
[

HTTP Proxy #§REDOR ERIN A LR T D, LLFTOHEANREKRIND,
HTTP Proxy H&6E DA /%)

o XA LT U MEEH

[BREH]

HTTP Proxy #EE DR IR 2 EKRT D,

SWX232x#show http-proxy
Service:Enable
Timeout:60

4.20 SSH H#—,3—

4.20.1 SSH — N"—DEEHB L OZftR— FBEEOER
Ey

ssh-server enable [port]

ssh-server disable
no ssh-server

[F—T— K]
enable : SSH ¥ —_—Z [T 5
disable : SSH $r—/"—Z LT 2
[T A—%—]
port ;. <1-65535>
SSH ¥—/S—D Y A= R— hEH (B LT-HE : 22)
[WIHARRE]
ssh-server disable
[AJ1E— K]
ra—naryz 4l b—va E— R
[RLBA]

SSH == F{NT D, £lo, VA=V TCP R— MESEZEET 22 LN TE D,
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SSH H— "—ZHMZT A1, FANIHA A FEDIERR (ssh-server host key generate) 17> CTE L LENH 5,
no JERCTHEAT L7254 1% SSH ¥ — N — 2 Wahic ¥ 5,
[/—}]
SSHZ 747 v hinb a4 3 5850E, Falc—F—4 £ /3A T — ROXfk(username) % L TR < MLE N H
60
[BREH]
UA=2 7 R— FEHE% 1234512 LT SSH — " — % @4 5,
SWX232x#ssh-server host key generate

SWX232x#configure terminal
SWX232x (config) #ssh-server enable 12345

4.20.2 SSH ¥ — R — DR EIREOFR

[EX]
show ssh-server
[AJIE— K]
¥iHE EXEC £ — F
B
SSH #—"—DORERNE TR T D,
DTFoOmEENERIND,

«  SSH % — S—ne DA %)/

o YR=UITHR—bOFEE

« SSH H—/3—7K A N4

s SSHY—N—~DT 7 EALZFHFATHVLAN A L F—T = — A
« SSHH—R—~DT7 7 RAZHIBTEHT7 45—

[B%E B
SSH H— "— D RN E FRT D,

SWX232x#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface(vlan) :1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

R
A

4203 SSH Yy —N—~T J R XTI LHHRA LD

E&

ssh-server interface ifname
no ssh-server interface ifname

[/NT A —F—]
ifname : VLAN A V' F—7 = — A4

[P E]

L

[AFTE— K]

Ja—\)aryz 4 L—grE— KR

[FEHA]

SSH #—/N—=~D7T 7 ® A% T5 VLAN A L H—T =—ABRET D,
no B CTHEITLIZGAIE., HBE LA v X —T7 = — A% HIRT 5,
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Ka<wy NEIERSFETRETE, RELIAICHEHTT 5.
Ka<wy REFRELTHRWEATE, fR5F VLAN OAT 7 B ATE 5,
[BEH
VLAN #1, VLAN #2 (2865t L CW DR A RO SSH h—_R—~D7T 7 B A& FFa[T 5,

SWX232x (config) #ssh-server interface vlanl
SWX232x (config) #ssh-server interface vlan?

e
i

4204 SSH 4 —NN—~T J A TEXLI7TF7A T FD
E&

ssh-server access action info

no ssh-server access [action info]

[/XF A—&—]
action L TR ARMBICKT 2EMERfRET D
REHE B
deny FFEEE"T 5
permit P S Lt B M )
info DML T D EIETTIPVA/IPVE 7 R L AR ERET D,
REME B
AB.CD IPvd 7 KL A(AB.CD)EEET S
BTy bv X7 EMbit)ff XD IPvd 7 R
A.B.C.DM L 2(AB.C.D)X 5T 5
X:X::X:X IPv6 7 R L AX:X:X:X) &2 fRET 5
B Y7 xRy b~ A7 RMbiyff& D 1Pve 7 K
XXX XM VAX XX X)EHEET D
any FT_XTO IPVA/IPV6 7 RV AEIRET D
[FI3IER %]
7L
[AJ1E— K]
Jua—)arz 4 l—yarEw—NR
[

SSH TH#id %7 74 7 > MK % IPv4/IPv6 7 K L A THIRT 5,

Kawy NIERKSHFETHRENARRTHY , LBICREINTZHLONEEL THEHIND,
Kavy FaERELEGE, B8 LIEREETE S RWT 78 233X TG T 5,

7220, Ravwr RERELTOWRWESRIT, T XTOT7 278 AZFAT 5,

no A TIAT LA, faE LIEREZHIRT 5,

no FECTRT A — X — 2K L1256, T X CTOXRELHIRT 5,

[/ —h]

ssh-server enable =~ > RAFRE SN TWRWEEA, Ko~ RITHEEE L 720,

[ EH]

192.168.1.1 & 192.168.10.0/24 D& 7 A > b6 D SSH % —/N—~DT 7 ¥ ADHEFF AT 5,

SWX232x (config) #ssh-server access permit 192.168.1.1
SWX232x (config) #ssh-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 A "B D SSH Y —_"—~DT 7 B AD L EIERT 5,
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SWX232x (config) #ssh-server access deny 192.168.10.0/24
SWX232x (config) #ssh-server access permit any

4.20.5 SSH ¥ — N—7K 2 MEDERK

[EF2

ssh-server host key generate [bit bif]
[NT A—F—]
bit : 1024, 2048
RSA#OE v b E

(IR E]

2L

[AJTE— K]

et EXEC B— N

B

SSH —/X—®D7HR A s RSA§E L R A b DSA #BEZHRTET 5,

RSA $#1X bit /3T A—ZIZ L > THENMRTIHHROE Yy NMEEIET TE 5, DSA #1024 vy FO#EEAKT D,
[/ —H]

SSH % — —#EEAFI AT 25 81%. FAIIAR~ Y REFITLTHA MEEZERTOILEND D,
BEICARA FENRESNTVWAHRE TR~ REF(TLEES, 22—V —IZk L TRA MEZ T T 2 0G0 %
BT 5,

RA MEOARRIZIZ, BOREOREMB N GERH 5,

Ko< KL, SSH & —_"—DNEHOPHITDOHBFEITTE D,

[B%E B

2048 £ O RSA#EL | DSA 8% 4£EKT 5,

SWX232x#ssh-server host key generate bit 2048

4.20.6 SSH r— N"—FK X MO U T

EN
clear ssh-server host key
[AFIE—F]
F¢bE EXEC £— R
[FAA]
SSH #—/3—@D 7R A k RSA L R A |~ DSA #AHIBRT 5,
[/ — ]
Ko<y Rid, SSH = "—=REH)DOLAITDOHFEITTE D,
[EEBI]
RA R RSA#EL AR A | DSA S#EZHIBRT 2,

SWX232x#clear ssh-server host key

4.20.7 SSH Y — N—/ABRE D F R

[EF2

show ssh-server host key [fingerprint]
[F—TU—F]
fingerprint DOBHER R RRT D
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[ASTE— R
et EXEC B— R
B

SSH H— "—DRBAEZ R R 5,

fingerprint % — U — FZ8E L2 G A 13, AFEORE e, 7 A% —7 — b 2RRT 2,
[/—h]

PR DNy 2 T2 X AL, MDS & SHA256 DO )5 2 Frt 5,

[ EH]
NP E RN D,

SWX232x#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhF4mtoIJri+ujdAIfgr4hl/0w7J1lvc50eXyg
sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIii8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1Io0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM70fadd
9ySb6mj06Y/0k81L5gFhCHMGOGtqITKZsqb5VnPz8FYC8tls6/tpyrUab5aG2af/yTEaS5USBDYAucSS
wNIUG9alGo/8WIHiBJAM43207UPGTHWO/5nYEQUA44gmEPQrPGJ65GT8AAAAVAOPIEO0Jyei+4c5qWSFE
PXUgrLf5HAAABAQCNNPO+ZiWZcZwGabLxTGMczAjDySuwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGas
ARypDihpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC41ial0n81tMxW/EPwASgFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt 7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEIMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/i210//5GZTzkFKyEJUtWauHWEWSglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/gjYCJMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS2pDX5EWrwh PXXXXXXXXXX==

NBASEDHEEN 2 RS Do

SWX232x#show ssh-server host key fingerprint

ssh-dss
1024 MDS5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+---[DSA 1024]----+
| 2% o |
|=*=+. 0o
| E+X+ o
| o =
O X

|
|
|
.. . |
oo=.B.*.0 |
|
|
|

OO

E
+———— [MD5] —=——=---— +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrjMhOfWoWOBw7aAOXXXX
+-—-[DSA 1024]----+
| . +E. |
| o o |
| o X S |
| * =T |
| o B * . |
| + o . |
| B |
| X+.@ +o= |
|@*0.= o. |
+-———[SHA256] ————- +
ssh-rsa
2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:b3:24:17:XX:XX
+-—-[RSA 2048]-——---+
| |
looo® |
| *+. |
| |
| + |
| |
| E |
| B. |
| |
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+-——— [MD5] -=—---— +
2048 SHA256 : XXXXMkUuEbkJggPD68UoR+gobWPhgu7ggXzE81iUXXXX
+-—-[RSA 2048]----+
| ¥ o== |
| *o+= . |
| *=0. . S |
| ¥ 8 o o |
| + B * o |
| ==« |
| © |
| . |
|o = = |
+----[SHA256] -—-—- +

420.8SSH 7 5 AT v FNDEGRERORTE

[ER]
ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[73F A —4F—]
interval 1 <1-2147483647>
7747 AR (B AN L725E 0 100)
count 1 <1-2147483647>
7 AT v NOEFHEGRRR T U M (BIg LT8G 1 3)
[WIHIRRE]
ssh-server client alive disable
[AJ3E— K]
Ja—)ary 74—y g — R
(@]

T IAT v NOEFHEREIT D DENERTET D,

747 v MZinterval TERE LT-WHER CISEEZERTHA v —V%1%D, count THEE L7ZBIE7E TR LT
WWENRMhoTD, T ITAT v NEDEEFREYIY, By a BT 5,

no I TEFAT L7125 B I3AIIIER EIZ R D,

r]

421SSH 7 A7~ b

4211 SSH 7 A4 7 v b DiELHE)

[EX]
ssh [user@)] host [port]
[T A—=HF—]
user L UE— MR MCu 2o o BB B o — 4
host D UE— AR ML, 720, IPvA 7 R A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 U > 7 u—NT RUAZIBET 2HEIE, diiA v =7 =2 —AbRETLLERH
5 (fe80::X%vlanN D)

port ;. <1-65535>

A 2R — bET (B LIZES - 22)
[ E]
L

[ASTE— K]
et EXEC B— N
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[FEHA]
BE L72R A o~ SSH T T %,
user EME Lica, v/ A O —HF =L %FEH L TSSH Y ——~DT7 7 ERET 5,
WA o —F—Ta 7 A U user ZEME LT8E 1L root" 235,

[/ —F]
TR —TFEIFNE (~) D, TR =T IUFIITHICA SN E X TR s D,
ITENO T A —7F% 20T CAD LSS, 2 A —TLERS—R"OA T LTHERENS,

be_ 71% \—'fJL TTE ) j_ ]\()Z))]\jj éhﬁ_ﬁﬂ\ gﬁﬁ:}”lﬁ/\j L?%?‘%‘E%Fﬁ Léo

TR =T FIGT T 22T a (OB ANNENTZGE, A7 —TAJIO—ENRFRIND,
[B%E B

IPv4 7 K L& 192.168.100.1 DA A MMZ, 22— —%4 uname, H~— hFE 5 12345 T SSH B 5.

SWX232x#ssh uname@192.168.100.1 12345
IPv6 7 KL R £e80::2a0:deff:fe11:2233 D7 A MI, 2—H—4%4 uname, ~"— h&FEH 12345 T SSH £ 9 5,

SWX232x#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4212SSH 7 94 7 v~ s OAEZE
[

ssh-client switch

no ssh-client

[T R — & —]

switch : SSHZ 747 v MEAINIT 20ED
REME Bzl
enable BT D
disable BN D

[WIHIRRE]

ssh-client disable

[AJ1E— F]

ra—\)var 74—y aryE—FR

[FHA

SSHZ 947> hELTsshavwy REERATEL L 52T 5,
no JERTEITLEEAIZSSH Y 94 7> M EHIcT 5,

[B%E B
SSHZ 47 v EHMIT 5,

SWX232x (config) #ssh-client enable

4213 SSH R A MEBRDOZ VT
[

clear ssh host sost
[7XF A—&—]
host t UE— AR M, 7203, IPvd 7 RV A(AB.C.D), £72i%, IPv6 7 F L A(X:X:X:X)

[ASTE— R
ke EXEC £— R
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[FiAA]

SSHZ 547 k& LTH: L= SSH — R— DA ZHIRT 5.

[EE B

SSH R A ME#AZZ U 73 %,

SWX232x#clear ssh host 192.168.100.1

422 A — LA

4.22.1 SMTP A — VY — R—DRE

[EX]

mail server smtp id host host [port port] [encrypt method] [auth username password)

no mail server smtp id

[F—TU—F]
port

encrypt
auth

[/3T7 A —F—]

id

host

port

method

username

password

(AR RE]
L
[ASTE—F]

A=) —N—=DR— "B SERET H
W Bt HFREIEET D
SMTP mquT'f%jTjjlj‘/]“rﬁ%&%? j—é

<1-10>

A — L —"—1D

AL — =T KL A F72iX, FA M
IPv4 7 F L A(A.B.C.D), IPv6 7 F L A (X:X::X:X)

IPv6 V> 7 ma—T RUAZRET H5EE, A V2 —T7 = — AL IFET HLENH
% (fe80::X%vlanN D)

WA R4 (64 SUTLAAN, A IET &)
<1-65535>

A=Y — R — DR — FEFEWEEFX 25, method & LT over-ssl WEE SN TW AT
465)

oo

REM B
over-ssl WEAZKE 53 % (over SSL)
starttls (5 Z# W5 5{k3 2% (STARTTLS)

SMTP FRAETHEH T 52— —4
(64 SLFLAN, 2" |> &M A= 2 Z R EATET - EATLD)
SMTP FHGE T+ 5/ AT — |
(64 STFLIN, 2" | > &A= A Z RS FAEHT - AR S)

Ja—x\)ary7 4L — g E— R

[FLFA

A—VIERICHEN T 2 — =Rz ET D,

[/—HI]

SMTP SRFE&1T 9 BE.

AUTH LOGIN == > R&{#H - CTHRIAFEIT 9,
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SSL/TLS ®/3—< 3 > % TLSv1, TLSv1.1, TLSvI.2 {Z%H& LT\ 5,

AN —=R=DT FL AL LTIPv6 7 FLAZBEET D5, SSL/TLS (2 & D0 SALIFFIH TE 20,

[BXE B

A — LVE[EH—/3—IZ, smtp-server-test.com & X ET D,

SWX232x (config) #mail server smtp 1 host smtp-server-test.com

A —)ViEfE Y —/3— & LT smtp-server-test2.com Z$5 & L, W5k e SMTP RAEZ T D5 EZ1T 9,

SWX232x (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.22.2 SMTP A — /LY —_"—& DRIE
EEN

mail server smtp id name server_name

no mail server smtp id

[T A—F—]
id ¢ <1-10>
A — )L — 33— 1D
server_name D A= L4
(64 CFLIN, 2&BR < AT - FATE)
[WIHIRRE]
L
[AS1E—F]
Ja—N\)naryz4JL—y g rF— R
[RiFA]
A= NVEEIERT 2 — " —DLARTZRET D,
[BXEH)

A= VEEY— =D 4T & LT test_ mail_server 5% ET D,
SWX232x (config) #mail server smtp 1 name test mail server
4.22.3 A —)LEHIOD ) H—RE

[EFX]
mail notify temp-id trigger lan-map [#ype [type ...]]

mail notify femp-id trigger terminal
mail notify temp-id trigger stack

no mail notify temp-id trigger lan-map
no mail notify femp-id trigger terminal
no mail notify temp-id trigger stack

[F—T— K]

lan-map : LANw y ZIZET 54X M@y 5
terminal D UK RAEREICRE T 2 A XU M EREmT D
stack DAYy THEREICET A N P RlET S
[/3T A —F—]

temp-id ¢ <1-10>

A—) 77 L— K ID
ARy MEHRIERT 27 o7 L— N EEET S
type : LAN = v 72T 514~ h OFEA
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R EME B
hardware ENYN Y
loop J— TR
sfp-power SFP %yt L~V B
queue-usage E(E ¥ = — R
poe PoE #f %
snapshot AF v FTay b
12ms L2MS ¥ R — ¥ v —DEH
(IR E]
L
[AJ1E— F]
Jua—m\varz 4 b—va e —R
B

T LTERBED A R MEWRE A — VBT D72 DR EEIT I,

lan-map ZHEE LT pype #HET D &, $E L LAN v v FICBT 54 Xy MEFAEMEND,
type ZEME LT84 1%, LAN v v 72T 5T _XRTOA Ry b @EmEN D,

[/—}]

AH w7 HEREICEAT B4 X NEFNE, A Y v 7 BERRICHIIS LTV SR D 7,

Bl

A—=)T T L= #LIZLAN ¥ v TREREOA N2 b ) T —2RET D,

SWX232x (config) #mail notify 1 trigger lan-map

42024 A—NVEEOT S L— FREE—F

BN
mail template temp-id
no template
[/3T7 A —5F—]
temp-id ¢ <1-10>
A—=)VT 7L —hKID

(#1813 €]

L

[AFIE— K]

Ja—x\ a4 L— g E— R

B

A= VI HT T L — N ERET HE— RIIBITT 5,
T —hE—RNIBITTAZETCIFROEHERETHIENTE S, 77 b— MIREK 10 HAERK ATEE,
o A—JVIE[FEDZHET KRR

o A—JLEFOXREFELT KL R

o A—)LIEIE D4

o A= )ViRERHFLREMORE X MBEHOAFER)

Batil]

A—NT T L— kN #l OREE— RIZBITT 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #
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4.22.5 A —LEEDOH——ID OFE
B

send server server-id

no send server
[R5 X —5—]
server-id ¢ <1-10>
A—=NT 7L —hKID
(AR E
no send server
[AJIE— F]
A=NT T L—RFE—R
B
T2 A=Y — =D ID Z45ET D,

[RXEHI]
A— T L—F# THERATAA =LY —R— |2 —R—IDH#l ZEET S,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send server 1

4.22.6 A—NVEFDOEEBITLA—NVT FUADERE
[

send from address

no send from address
[PXT A —=F—]
address DORBEIRA—AT LA
(256 SLTLIA, FARKET L -@)
[FIAE ]

no send from

[AS1E— K]

A=) T T L—hE—F

[F A

EEITLA—NLT RLRAERET D,

[ EH]

A—)LT T L— b #l OFEETTA—/LT KL AT sample@test.com ZFEET 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send from sample@test.com

4227 A —)VIEEDWIA—NLT FLUADHEE
EEN

send to address

no send to
[PXT A —=F—]
address DS A— LT R
(256 SLTLIA, FATKT L -@)
(B3R ]

no send to
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[AS1E— K]
A—=NT T L—FE—FR
[FFA]
A —INT FUAZRET Do (K 41H)
[/—h]
ARERENTA N M@ Ogis & LT S 4L, FEEORAR L CHmagL & L TIEH 2,
[ EH]
A—LT T L— b #] DFEYEA—/LT R L A user@test.com ZHEET 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send to user@test.com

4.22.8 A —)VIE(E D4 DERIE

E&

send subject subject
no send subject

[/3F A—&—]
temp-id A= VIR ERF D4
(128 SLFLAN, 22 bR < AT - AR

(AR E

no send subject

[AFTE— ]

A—=NT T b—hhE—R

[

A —)VIRE D ZFRET D,

[/—}]

KRR EDBHEITLL T O & 70D,

s A X M@ : Notification from SWX232x
+ AFBAEEA : Certification publishment

«  FIERAEE AN : Certification expiration
B!

AT T L— b # DAV EEFEOIEL T "TestMail" 2 ET 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send subject TestMail

4.22.9 A =)V EFFDEHE OBRE

EEN

send notify wait-time time

no send notify wait-time
[/3F A —4—]
time 1 <1-86400>

EER DR D)

[ E]
send notify wait-time 30
[AFIE—F]
A=NT T L—FE—F
[FHA]

A Ry NBRESRD A —)VINERRIZIEE END T TOREREMAZRTET D,
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[/—}]
KEREITA X2 MBEID A — LR EF R S LTSNS,
[B% 2 5]
A—)LT P L— b #] DA —)LIEER BRI 60 BARET D,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send notify wait-time 60

4.22.10 FEBAERAEED X — )VERTE
EEN

mail send certificate temp-id

no mail send certificate
[/3T A—HF—]
temp-id 1 <1-10>
A—=)T 7L —hKID

(#1313 2]

no mail send certificate

[ASIE— K]

RADIUS 27 4 /' L— g »E— KR

[RAA]

RADIUS H—_—0D 7 FA4 T > MiEAEZEMT 2 & EIMEHT27 7 L— M D 2 f8ET 5,

RADIUS ¥—"—D 7 T4 7 FFFEBAEIL, RADIUS — _"—RED user I~ RTHRE LA —/LT R L A~k
4%,

[/ —F]

RADIUS #—_—D 7 T4 7 o FEEBAEZESFO X — /L AR

Certification is published.

Name : [£HI[] 3 user 2~ RO NAME 47> 3 > O%EE
Account : [ —H—4] 3% user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EH]
RADIUS % —_—=D 27 F AT > FiEAEEZ A — LV EMT 2 L EIMEHT L7 7L — M IDIC#] Z46ET D,
SWX232x (config-radius) #mail send certificate 1
4.22.11 FEAEBARE D A — VR E
EEy

mail send certificate-notify temp-id

no mail send certificate-notify

[/NT A —=HF—]
temp-id o <1-10>
A—)T 7 L— K ID
[FIHIRRE]
no mail send certificate-notify
[A1E— ]

RADIUS 27 4 7 L—3 a3 E— R
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4.22.

YR 77 LA RS - EIIRRAE
[FLHA]

RADIUS —_R—0D 7 S 4 7 v FFHES A — L@+ 5 L X\HT AT AL — M 2EET 5,

[/ —F]

RADIUS #—X—D 7 5 A 7 o FEFAZEO G MY FRiE

Your certificate will expire in [X] days.

Name : [£ (] % user 2~ > KO NAME 47> 3 v D% EE
Account : [ —H—4] 3% user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[BRZEH]
RADIUS —_"—0D 2V 5 4 7 FEEHEL A — LigH1 5 & x|

BEID A — VAT

HERT ST L— b

SWX232x (config-radius) #mail send certificate-notify 2

(]

12 FEAZFOEDHIRINEM S A IV T DORE

\Z#2 IR

ERAP

4.22.

[F2

mail certificate expire-notify day [day] [day]
no mail certificate expire-notify

[/XT A—&—]
day : <1-90>
BEBIREIN % @7 2 5% A7 B K
[(WIHIRRE]
mail certificate expire-notify 30
[AJTE— K]
RADIUS =27 4 ZL—y gV E— R
(@]

RADIUS #—X—D 7 5 A 7 o FEFAEOFSMIRYII & Fhi

WA AL 3 HETHETE 5,

[/—}]

day IIANNEFIZED ST, BIETERRIND,

Bl

RADIUS —/"—=D 7 T A T >~k EO A 0 FREIL 0 2 i i

SWX232x (config-radius) #mail certificate expire

A& 50 HRjE 10 H

-notify 50 10

(ZIEEY D B & E

ERAR

AR ET D,

13 A —VEEBHROER
[
show mail information [temp-id]
[NT A —=F—]
temp-id o <1-10>
A—=NT 7L —hKID
[AF1E— ]
F#HE EXEC £— K
[FHA]

FBELET 7 L— b ID DA —LEEHFREZFETT D,

T 7L —hID ZEWELEEAIT. 2 TOA—FEREFRT D,
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[ EH]
A—=)NT T L—hk#l DA —=NVIFREFRT D,

SWX232x#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : sSmtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.23 Yamaha Unified Network Operation Service (Y-UNOS)

4.23.1 Y-UNOS ¥REDRE
EEN

y-unos enable

y-unos disable
no y-unos

[F—VU—F]
enable : Y-UNOS #Bex BT 5
disable : Y-UNOS #He % #2029 5

(AR E

y-unos enable

[AS1E—F]
rua—arr g4 L—va E—R
B

Y-UNOS (Yamaha Unified Network Operation Service: % v s 7 —27 &4 LT /A AR LZ&#EET 55— 2) #EhE
BN E TSI+ 5,

no FEX . CHEAT LIRS ITWIIREIZRE 5,

[/—F]

Y-UNOS HEREIZIRST VLAN OB TEIWET 5, f£5F VLAN (2 IPv4 7 R L ARRE SN TR WA, #£5F VLAN
NY 7 BT L TOAIREETIE Y-UNOS BERE 215 1k 5,

Y-UNOS #REDH ML/ BEINITITRKR 1 B 2580165,
AL VDAL E . Aa~r NI TE 20,
(B

Y-UNOS H#EEZ AT 5,

SWX232x (config) #y-unos enable

Y-UNOS #¥HE A ST 5,

SWX232x (config) #y-unos disable

4.23.2 Y-UNOS HFHR DK
EEY

show y-unos
[ASTE— F]
FHE EXEC £— R
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[FEHA]
Y-UNOS IZBHT DR ERCAT — X ADERE R RT D,
KTRAFEIILTO LB,
+  Y-UNOS BEHE D% E(Y-UNOS)
+  Y-UNOS BEHE DK fiE(Status)
« Y-UNOS HHED IPv4 7 R L A(IPv4-Address)
« ASFVLAN O IPv4 7 KL AL ID £ 5
. RO —%
s BT /L4 (Model)
o U 7 L5 (Serial)
o 77 —AU=xT/N— 3 (Version)
¢« MAC 7 R L A(MAC-Address)
e IPv4 7 R L A(IPv4-Address)
s 7R A M4 (HostName)

Y-UNOS #ARE DR BE(Status) TIXLL FOWT i gE £aRT 5,

Status 208

Active Y-UNOS FERED ENE L T % IRTE

Y-UNOS BEREDNEIE L CTWVRUVNREE(A & v 7 BSREN A
BT 72> TWND) A Z v 7 Sl HEFE D 2

Inactive(stack enable)

Y-UNOS FEREMEIE L TUN 72V IRBE(SESF VLAN (2 IPv4

Inactive(no ipv4 address) T RUARREIN TRV, F2I3EF VLAN 8 Y >
I HET L LTND)

Disable Y-UNOS HERE DN ) 7R e

[ E B

Y-UNOS fE# 2 F£mrd 5,

SWX232x>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 V2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT Z2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.24 LLDP

4.24.1 LLDP #8e DAL

[EFX]
lldp run
no lldp run

(#1813 €]

L

[AJTE— ]

Ja—x\)ary7 4L — g E— R

B

AT AEET LLDP #EEZ AT 5,

no B TEIT LI-H8A1E. VAT ALK T LLDP ¥R 2 M4 5,
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[/—}]
AN— MZXx LT LLDP #Re 2 AT DT T O a~y RERET 2MERH D,
set Ildp enable =~ > K® fype (LLDP T— = > hE— R)TMEIZIEL U C txrx, txonly, rxonly Z 5% E 9 5,
e« Idprun(Zu— vy 7 47 Lb— g E—R)
s lldp-agent (f % —7 = —AF— R)
+ set lldp enable fype (LLDP =—3 = > FE— R)
[ EH]
LAN R— I #1 @ LLDP #REDEZIE 2 AT 5,

SWX232x#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX232x (config)#11ldp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1ldp-agent

SWX232x (11ldp-agent) #set 1lldp enable txrx

4242 AT ADOBEATDOHRE
B

Ildp system-description /ine

no lldp system-description
[R5 A —5—]
line LV AT AOBAST O TRN(255 SCFLAN)

(W E]

no lldp system-description

[AJ1E— K]

sa—\)varZ 4 S L—varyE—R

B!

LLDP BRE TR+ 5. v AT AOBHI L EHRET D,

no JEITIFAT LGB I3 EIZ K D,

VIR EOIE, A +7 7y —2v =T VEYay] Thd,
[FE B

VAT AOFHA % SWITCHI_POINT A 1295,

SWX232x (config) #11dp system-description SWITCH1 POINT A

4243 VAT ADELFROBE
[EX]

lldp system-name name

no lldp system-name
[NT A—=HF—]
name D VAT AOLAFRO LTS5 SLFLIA)

(R E]

no 1ldp system-name

[AS1E— ]
rua—s\varz 4 b—va e —R

[FA]

LLDP BRE CHET 5. v AT LDAFRERET D,
no A TIAT L7 A I3 EIC K D,

WIHIRE DL THFEA | ThH D,
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FXEAEIX LLDP System Name TLV [Z5%E S 415,

[BXEH]
VAT LD FRE SWITCHL 12T 5,

SWX232x (config) #11dp system-name SWITCHL

4244 LLDP =— = > P OVERR

[EFX]
Ildp-agent
no lldp-agent

[P E]

L

[ASE— K]

AR =T 2—AF— K

[FEHA]

LLDP =— = F2E L, LLDP =— = > FE— RICEBT 5,
no R TCEITLI-HEE1E, LLDP =—2 = > M & HIBRT 5,

[/—F]
LLDP =— Y x> FEHEIET AL LLDP =— Vx> NE— RTCRELEZa~<Y RLYIREN5S,
[ EH]

portl.]1 TLLDP =— = b ZfER L, LLDP =— = F&— NIIBATT %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #11ldp-agent
SWX232x (11ldp-agent) #

4.24.5 LLDP |Z k. 5 HEVR EREREDRE

[EFX

1ldp auto-setting switch
no lldp auto-setting

[R5 A—H—]
switch : LLDP {2 X % HERREMARE DR E
REfE B
enable LLDP (2 X % HERREMREZ AT 5
disable LLDP |2 X % B #s e 2 AT 5
[ E]
lldp auto-setting disable
[AS1E— K]
ra—\)vary7 47—y a e — R
[FHA

FEDY~ RN EET D LLDP 7 L—AIZ KD | AL v FOREL BEIICEE T 282 G207 5,
F72. power-inline disable delay =~ > NIZ X HfaEIF L2 A I 7 OdHBEREZ AT 5,

LLDP 7 L — A TIZLL T OFERED R E S D,

o 7 —ifilfH

* QoS

e IGMP AX—t' 7

« EEE
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+ RADIUS #—/3—7K A b
¥ N
no B THEIT LB AR EICR 5,
WA VB —T 2 — ADRIZRETE B,
[/— 1]
ARERE A+ 2 729121%, setlldp enable =~ > R C, LLDP 7 L — A% Z(ETE D&
[BEH
LLDP T & % HERREMREZ AT 5,

(T ORENDH D,

mm

SWX232x (config) #11dp auto-setting enable

4.24.6 LLDP 55— FORE

[EF]
set lldp enable #ype
set lldp disable
no set lldp enable

[73T7 A —=F—]

type D EZEFEE—F

BRIEME i
rxonly ZAEHHICERET S
txonly EEHHICHRET S
txrx EEBIOZEICHRET D

I

i

[FIH13R 2]

set lldp disable

[ASTE— R

LLDP =— = hE— R

B!

RRA B —T 2 —ATOLLDP 7 L —LDEZEE— RERET 5,
set lldp disable ®354 1%, LLDP 7 L — A& E5(5E L7V,

no FETIAT L2 GA X, MR EICR 5,

[RXEH]

LAN 7R— k #1 @ LLDP 5%(5E— R ZEHHAIZHRET 5,

SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1lldp-agent

SWX232x (11ldp-agent) #set 1ldp enable rxonly

4247 EHT7 RL ZAOEHEDORTE
&R

set management-address-tlv fype

no set management-address-tlv
85 A—2—]
type o EHET RV RO
R EM A
ip-address FHTY RLAZIPT RLARAETAH

mac-address BHT FLAZMACT RLALET 5
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(AR E]

set management-address-tlv ip-address
[AJ1E— ]

LLDP =Y = hE—F

B

LLDP T2, A"— FDOEFHT FL 2AOFIEZRET 5,

no JER CTEIT LIRS IR EICKE S,

X BB LLDP Management Address TLV [ZF%E &1 5,

[ EHI]

LAN R— bk #1 OFHT R AOFEEZ MAC 7 KL RAICERET 5,

SWX232x
SWX232x
SWX232x
SWX232x

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent

lldp-agent) #set management-address mac-address

4.24.8 EEAREH TLV ORTE

EEN
tlv-select basic-mgmt
no tlv-select basic-mgmt

[FIHIERE]

7L

[AS1E— K]

LLDP =—Y x> FE—F
[BLFA]

EE7 LU — LTEAEH TLV 21BN %,

no FEXCTEIT LA, BE7 L— 200 RAEHE TLV 26k<,
DA<y RTLLF®D TLV 28 LLDP 7 L— A ZEBME 5D,
<HAE P TLV>

(1) Port Description TLV : 78— k D& 5T

(2) System Name TLV : > A7 LD A4

(3) System Description TLV : 3 A7 A D#BH 3L

(4) Syatem Capabilities TLV : A7 A DHE

(5) Management Address TLV : R— FOEFEHHT FL A (MAC 7 RV RAETITIP 7 RLR)
[BREH]

LAN /R— h #1 T#(57 % LLDP 7 L — AIZEARE L TLV ZBINT 5,

SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #11ldp-agent

SWX232x (11ldp-agent) #tlv-select basic-mgmt

4.24.9 IEEE-802.1 TLV D E

EEN
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

(IR E
L

[AFTE— F]
LLIDP =— = hE— R
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[FEHA]

(% 7 L— AT IEEE-802.1 TLV ZiENI$ %,

no TR THFEAT L2/ 1E, 257 L— 24705 IEEE-802.1 TLV %[k <,
ZDa<y RTLUUTFOTLV A LLDP 7 L—AISBEMEN 5,

<IEEE-802.1 TLV>

(1) Port VLAN ID : 7"— k VLAN ID

(2) Port and Protocol VLANID : 7’1 | =/ VLAN ID

(3) Protocol Identity : R — h9 2571w h=a,Ld U X |

(4) Link Aggregation: U > 7 7 7'V i —3 = UAEH

(5) VLAN Name : " — k VLAN O£

[ EH]

LAN 7R— k #1 T4 % LLDP 7 L — A |Z [EEE-802.1 TLV ZiB N4 %,

SWX232x (config)#11dp run

SWX232x (config) #interface portl.l

SWX232x (config-if) #1lldp-agent

SWX232x (11ldp-agent) #tlv-select ieee-8021-org-specific

4.24.10 IEEE-802.3 TLV DX E
[EX]

tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[(WIHIRRE]

7L

[AJ1E— K]

LLDP =— = hE—
[FHA]

%{F 7 L— A2 [EEE-802.3 TLV ZiEN14 %,

no IR THFEAT L 728HA 13X, 257 L— 2405 IEEE-802.3 TLV % [#&<,
ZOa~wy RTLLF®TLV 28 LLDP 7 L— AZBIEL D,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h r T > = —3 3 » OH R — MEH
(2) Power Via MDI : PoE f& ¥k (PoE B&HE D & % 1 fd 0D 7r)

(3) Link Aggregation: U > 7 7 7'V i —3 = UAEH

(4) Maximum Frame Size : fixg K 7 L' — L% A X

[BXRE )

LAN 7R— b #1 Ti4/59 % LLDP 7 L — A2 IEEE-802.3 TLV % B9 %,
SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1lldp-agent

SWX232x (11ldp-agent) #tlv-select ieee-8023-org-specific

4.24.11 LLDP-MED TLV D& 7E
EEy

tlv-select med

no tlv-select med
[F13E% %]
L

[AS1E— K]
LLDP =— ¥ =¥ hE— R
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[FEHA]
(%7 L— A2 LLDP-MED TLV % B4 %,
no FEICHEAT L= HGA 1L, %4157 L—2420>5 LLDP-MED TLV % &<,
ZDa<y RTLUUTF®OTLV A LLDP 7 L—AISBEMEN 5,
<LLDP-MED TLV>
(1) Media Capabilities : 251595 LLDP-MED TLV O f#¥
(2) Network Policy : Voice VLAN % ##(Voice VLAN % E STV DR — hDH)
(3) Extended Power-via-MDI : §i57E PoE & #(PoE ¥§HED & 2 H§FE D 1)
[/ —}]
Location Identification TLV DfE 3 "Location" 3% STV 5,
[ EH]
LAN AR— k #1 T{E4 5 LLDP 7 L — A2 LLDP-MED TLV % 3BII1 %,

SWX232x (config)#11ldp run

SWX232x (config) #interface portl.1l
SWX232x (config-if) #1lldp-agent
SWX232x (11ldp-agent) #tlv-select med

42412 LLDP 7 L — ADEERIBOHRE

X

EEy

set timer msg-tx-interval tx_interval
no set timer msg-tx-interval

PS5 A — s
tx_interval 1 <5-3600>

LLDP 7 L — A 25[5 REIBR(RD)

(IR E]

set timer msg-tx-interval 30

[AJ1E— K]

LLDP =— = hE— K

[RAEA]

LLDP 7 L — A DOEEMFEZ R ET 5,

no FECHEAT LGS I3 WHIREICR 5,

[ EH]

LAN R— k #1 T&EET 5 LLDP 7 L — A DO EERFEZ 60 ISR ET 5.

SWX232x (config)#11dp run

SWX232x (config) #interface portl.1l
(
(

SWX232x (config-if) #11ldp-agent
SWX232x (1lldp-agent) #set timer msg-tx-interval 60

4.24.13 BHEEEHM O LLDP 7 L — AXERRORE

EEN
set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[/ A—%—]
fast_tx : <1-3600>

EH S B O LLDP 7 L — A E(E IR (D)
(IR RE]

set timer msg-fast-tx 1
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[AF1E— F]
LLDP =—Y = hE— ]
(LA

I O LLDP 7 L— A EHB 2% ET 5,

no B THEAT L= A IR EICR S,

I IEE IR & VXA — b OBEGEER BT L < Ao o T EZROHIF T, mEREMMBREROLL T3~y RICiE
WLLDP 7 L—AREE S5,

«  set timerx msg—fast-tx fast ix A E HIM O EEMRE) 2R ET 5,

* set tx-fast-init value : FEEEEHIMICEE T 5 LLDP 7 L — A DOEEZRET D,

(B EHI]
LAN F— k #1 TEHEEEHIRIO LLDP 7 L — AR ERIGEE 2 IR ET 4,

SWX232x
SWX232x
SWX232x
SWX232x

config)#1ldp run

config) #interface portl.1l
config-if) #1ldp-agent
l1ldp-agent) #set timer msg-fast-tx 2

42414 LLDP 7 L — A EXEELN O HIHIL T TCOEBBORE
[

set timer reinit-delay reinit delay

no set timer reinit-delay
ST R—&—]
reinit_delay ;o <1-10>
LLDP 7 L — ARE(EE 1R & BRI & C ORI (RD)

[ E

set timer reinit-delay 2

[AJ1E— ]

LIDP =— = hE— R

[FRHA]

LLDP 7 L — A EEEIEN L EHLE CORRM 2R ET 5,

no IER CHEAT LIS I3 MR EICE 5,

(B EH]

LAN AR— k #1 TLLDP 7 L' — A EEE 1) S L £ TORR 2 10 BICRET 5,

SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #11ldp-agent

SWX232x (lldp-agent) #set timer reinit-delay 10

4.24.15 $E SR IE MM DR (TTL) 2 B T 3 7D DORBORE
[ER]

set msg-tx-hold value

no set msg-tx-hold

[73T A =4 —]
value : <1-100>
PEER TR ORFFRER] (TTL) OE £ FHT 2 720 OFHL
(IR E]
set msg-tx-hold 4
[AS1E— F]

LLDP =—Y = hE— R
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[FEHA]
B M O RFFRER] (TTL) 2 /T 5 72D O FEE ZHET 5,
no G THEIT LB AITHIMREICR 5,
Z O EEIX LLDP 7 L— Ai%1{5 i (msg-tx-interva)IC R HE X1, 512+ 1 LCTTLE@EB) & 725,
TTL fE!l%. Time To Live TLV IZ5%E S 5D,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))

(B EHI]
LAN 7R— | #1 CTHEZSE R OREFRR (TTL) 25 H T 57200 % 2 ITRET D,

SWX232x
SWX232x
SWX232x

config)#1ldp run
config) #interface portl.1l
config-if) #1ldp-agent

SWX232x (11ldp-agent) #set msg-tx-hold 2
4.24.16 B HEEEH DO LLDP 7 L — A %EBBORE
[EFR]

set tx-fast-init value
no set tx-fast-init

ST A—5—]
value o <1-8>

BEEEHIRT O LLDP 7 L — AEEE %
[FIHARR E]

set tx-fast-init 4

[ASTE— R

LIDP =—Y x> hE—FK

B

EEEEIR O LLDP 7 L — AR EEE A B ET B,

no IR CEIT LIS 1R EICE S,

[RXEH]

LAN R— k #1 TEHEEESHMO LLDP 7 L— A EMEE 2 TR ET 5,

SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l
SWX232x (config-if) #1lldp-agent

SWX232x (11ldp-agent) #set tx-fast-init 2

4.24.17 R— BN CEHE CX DB ORKEFREHRORE

BN
set too-many-neighbors limit max_value
no set too-many-neighbors limit

[/3T7 A —F—]
max_value : <1-1000>
N— ML TEET & D O R R 6 5K
(AR RE]
set too-many-neighbors limit 5
[AFTE—F]
LLDP =—Y = hE— R
[FiAA]

AR— MR CEIHCTX AR ORRKERERTET 5,
no FECTHEAT LG A IIWIHIREIC B R S,
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R R OB BB T A B LV 5 4(E S1U7- LLDP 7 L— AR 5,

[/ —H]

a<w Y REBRETAHE, SHER—FNCTEYDOLLDP 7L — A5 (E LT L X|0—F, JE— MEBREEHT — T L0
7T EN5,

[ EH)

LAN /R— k #1 TR— (I CEH TX 2O RKEEE 10 ITHRET 5,

SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1ldp-agent

SWX232x (1lldp-agent) #set too-many-neighbors limit 10

42418 LLDP #ED A LV X — T = — A —FERTE

EEN!
Ildp interface enable type

lldp interface disable

[F—TU— ]

enable : LLDPFEREZ AZNICT 5

disable : LLDP f%REZ HEDNIZ T 5

[/3F A =4 —]

type DOEXEE—F

RIEME B

rxonly ZEHEAICRET D
txonly EEHERICHRET D
txrx EEBLORFICHRET D

[ASIE—F]

Ja—N\)aryz4JL— g rF— R

B

LLDP HEHE DA 20/ A 42T D LAN/SFP AR — MM —¥ERET 5,
HHBREOEAIT. ISEL7-LLDP 7 L — ADESZEET— RERET 5,

[/—F]

RKawr NxZa—~var 77—y a - — ROARETAEE,

B, AAT L NEI({A U F—T =2—ADLLDP RELX T H72HODH D TH Y | running-config [ZITFIR SRV,
[ E R

4T LAN/SFP 78— @ LLDP #fEZ HZhZ L, LLDP 7 L — A ZEZE e T — IR ET 5,

SWX232x (config) #1lldp interface enable txrx

42419 A V' Z— 7 = — ADIRERT

E&v
show lldp interface ifname [neighbor]
[F—T—F]
neighbor I s TAPNGRYAY; =Lk T N AR
[T A—=HF—]
ifname : LAN/SFP R— DA  HX—T = — A4,

BT HA B —T = — R
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[AJS1E—F]
FRFME EXEC £ — N, b EXEC E— K
B

ifname TIRE LizA ¥ —7 =—AD LLDP 1§ & £ ~T 5,
neighbor Z 57 L7288 13A v Z — 7 = — AT L CO AR O R A TR 5,

UToHEANERIND,
show lldp interface ifname DGH
© A UH—T 2= AROZ D

I

17

all

Agent Mode

7' U v ¥ — R(Nearest bridge [E &)

Enable (tx/rx)

EEE— NZEET— R (Y : 7JHE. N : A

Message fast transmit time

R W o LLDP 7 L — A RE IR (FD)

Message transmission interval

LLDP 7 L — L2415 HIFE (D)

Reinitialisation delay

AR IEER D & AT & TORFRI(])

MED Enabled

LLDP-MED TLV %12 O A %h/ 4%

Device Type

T NA A K A 7 (NETWORK_CONNECTIVITY [#7F)

Total frames transmitted

LLDP 7 L — A DEEHK

Total entries aged

TTIL WU EZENR 72 BT —T7 A 0LHIBRE N
FROEL

Total frames received

LLDP 7 L — A D% EH

Total frames received in error

LLDP 7 L — A DZ{FT T —4K

Total frames discarded

IS N7~ LLDP 7 L — A D3

Total discarded TLVs

¥#E X h7- TLV O

Total unrecognised TLVs

AR TE o7 TLV O

show lldp interface ifname neighbor D55

o AAEHEITH

Interface Name

ZELIEA V=T 2 — R4

System Name AT DGR
System Description AT LDFRA
Port Description AN— ~DFHH
System Capabilities AT LADRE

Interface Numbering

AEB—T 2 —ABEDOZAT

Interface Number

AR —T x2—AE=

OID Number

OID &=

Management Address

MAC7 RVAEIZFIPT RL A

«  Mandatory TLV D15 #

CHASSIS ID TYPE CHASSISID TLV @ % A 7 & fili
PORT ID TYPE PORT ID TLV D Z A 7 L fifi
TTL (Time To Live) T 17 0 O PR FFIRE ] (FD)

« 8021 ORIGIN SPECIFIC TLV DO1{E#H

Port Vlan id

A— K VLAN @ ID

PP Vlan id

7’1 =)L VLAN @ 1D
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VLAN ID AR— K VLAN @ ID
VLAN Name AR— K~ VLAN 04

Remote Protocols Advertised

HPAR—r D7 harol x b

Remote VID Usage Digestt

VID Usage Digestt fE

Remote Management Vlan

EHH VLAN O4 FR

Link Aggregation Status

Voo 77— g OFRMES

Link Aggregation Port ID

Voo 77 A=y g ViR— D ID

8023 ORIGIN SPECIFIC TLV DO{E

AutoNego Support

F— b Rr I m— 3 VHERED AN/ )

AutoNego Capability F— bR I m— a A[RE/REIE H
Operational MAU Type WEREELET 2Ly 7 AE—R

MDI power support PoE H¥REH AR — F D

PSE power pair PSE N\U —~7 —

Power class

PoE #a&& 7 7 A

Type/source/priority

PoE#EX A 7, V—A, BEE

PD requested power value

PD #2232k 5577 (0.1mW HAT)

PSE allocated power value

PSE #4523 4576 T & 28 /) (0.1mW HL)

Link Aggregation Status

Vo o7 7 )= g o OERER)

Link Aggregation Port ID

Vo7 7Y A=y g ViR— D ID

Max Frame Size

BR7 L— LA R

LLDP-MED TLV ®Of§#i (LLDP-MED TLV % %5 L72%;

GANCTRE D)

MED Capabilities

&l
LLDP-MED TLV OFfEfED 1) A b

MED Capabilities Dev Type

LLDP-MED A5 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID

MED Tag/Untag VLAN % 7 O 47 4

MED L2 Priority L2 O

MED DSCP Val DSCP DS

MED Location Data Format

MEFRHRDO 7 +—~ v b

Latitude Res FEEOSREE(R e B E Y M)
Latitude FEIE(B4 B b
Longitude Res TEEE D RBEA 2072 B E Y F )
Longitude G4 E Y R)
AT RS AT

LA—4—

YR As e
Altitude Res B DO HRE(CE 278 BT E v MY
Altitude FEEQGO B B
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Datum Tty I ¥
0: K E ot FRIHR (WGS 84)
1AL 7 A U Jr JIHR(NAD 83)
2:967 A U 7 IR (NAD 83) D - HAIBE: Fe KT
LCI length FLEEHRT —# DR E
What BINE AT
0:DHCP H— " — DT
17747 MlEbiinwe&ZE2 b5 Xy T —/ 3
ERIVA
2:7 747 hONLE
Country Code a—F
CA type CA (Civic Address) & A 7
MED Inventory Inventory 1&# U % k

NEEEEICEI L CTiX RFC 3825 &1

[BREH]
LAN R— h #1 ® LLDP {§# & £R~7 5,
SWX232x#show 1lldp interface portl 1

Agent Mode

Enable (tx/rx) 1 Y/Y
Message fast transmit time 1
Message transmission interval : 30
Reinitialisation delay 3 2
MED Enabled Y

Device Type
LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWX232x#

O OO OO oo

: Nearest bridge

: NETWORK CONNECTIVITY

42420 2TDA  F— T = — R TBIT HEEREOB#HF TR

[EF=
show Ildp neighbors
[AJIE— K]
FEREHE EXEC £ — N, FikE EXEC £— R
[
BTOA L F—T 2 —AIBIT LR OERE R TRT D,
(F~-E201T show Ildp interface ifname neighbor =2~ > R % £ )
[BREB]

Hafe L TV DR O E KT 5,
SWX232x#show 1lldp nelghbors
Interface Name : portl.l
System Name

System Description
Port Description
System Capabilities :
Interface Numbering Y
Interface Number : 5003
OID Number 3
Management MAC Address
Mandatory TLVs

: portl.3

SWX2320-16MT
SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)

L2 Switching

acd44.£230.0000
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CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id 1
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30

Power via MDI Capability (raw data)

MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0xO0

PSE allocated power value : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id H0)

MED Tag/Untag : Untagged

MED L2 Priority 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude 3
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

oNoloNoNoNoNololeNoNo]

SWX232x#

42421 LILDP 7 L —AL H U Z—D 7 V7T
EEy

clear lldp counters
[AJ1E— K]
¥5i#E EXEC £— K
[RA]
ATOR—FDLLDP 7L —Lh I E—% 7 ) 745,
[BREH]
LLDP 7 L —ALh T H—% 7 VT T 5,
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SWX232x>clear 1lldp counters

4.25 L2MS (Layer 2 management service) D% &
4.25.1 L2MS E&— R~DO#4T

[EFX

I2ms configuration

[ASTE— ]

Ja—sarz 4 b—yvar®— R

(@]

L2MS OB EZELTH 728D L2MS £ — FIZBIT9 5,

[/ — ]

L2MS &— Ripbru— a7 4 Jb—a = MR IS exit 2~ > FZlH L, F#HE EXEC £— RiC
RAIZTend 2~ REHEMT 5,
[BREH]

L2MS E— FIZBATT 5,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #

4.25.2 L2MS BEEDRE

E&

12ms enable
12ms disable
no 12ms

[F—7—F]
enable : L2MS Hrex T 5
disable : L2MS BéreE A L

(R E]

12ms enable

[AJTE— ]

L2MS E— K

B

L2MS HEREZE T 2 a0 ERET D,
no JE X CEIT LS ITVHEREICRE D,
[ EH]

L2MS #ERE 2 9%,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable

4.25.3 L2MS BEBED R EI DR E

[

12ms role role
no 12ms role

[/XT A—F—]
role : L2MS R D #&RE
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BEE B
Be FIc#se L7- SWX & U — X WLX302
manager VU —XDOFKE HH AT H L2ZMS < R —

¥—&L LTEMET S

N—B— Ty A —T f—)L, MMSv*
— VY —IIREINT- SWX v — X%
L2MS <= % — 3 ¥y — &LT@@#%%VA
MM DEHEIND L OEET D

agent

[WIERRE]

12ms role agent

[AJ1E— K]

L2MS E— F

[RLFA]

L2MS HRE A2 ] T~ D BR ORI 2R ET D,
no JIER CTHAT L7255 13 agent & L CTENVMET 5,
[/— 1]

ﬁ**y%? 7 NIZ L2MS (A A v FHlEHE) BEEZ AN L~ I —F =7 7 A ¥ —7 3 —/L L2MS =
F =T ¥ —ITEE STz SWX v U — XN EBGFE LT-GE. L2MS BERES IEFICEEL S8 A,

Fl—Fy FT =272, L2MS v 3% — Vv — L DN 1 B ERD X I LT 7E &,
[ EH]
L2MS #§fEx ~ % —V v — & L THERHT 5,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable
SWX232x (config-12ms) #12ms role manager

4254 L2MS =— = Vv N OEEARERE BB O R E
E&N|

agent-watch interval time

no agent-watch interval
85 A —5—]
time o <2-10>

B AR ] P B (D)
[N E]

agent-watch interval 3

[ASTE— K]

L2MS E— R

[REBA)

L2MS D= — = AR T H 7 L — AOEERMBRERET 5,

no I CTHEAT L7245 i@%&ﬁ 2R 5,

time % RERMEICRTE LTI2HE ., R 7 L— L OEEHE T D M3, MMS@I—V:/F%ﬁmLT#%L%BV
=Ty — #Mﬁﬁéifwﬁﬁwﬁ<@éoMw%méﬁﬁ_mﬁbt BITFO LY BRI L — LD
EHEIIEZ AN, L2MS O —2 = 2B LT D L2MS = 32—V ¥ — Nk 95 £ CORBNEL 2 5,
[/ —}]

L2MS DT— = > b OERUT LIMS Rv R — TV ¥ — & LTEIEL TV A HBEDHIT I,

[BXEH]

BRI R 2 5 RICRRET 5,
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SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #agent-watch interval 5

R
il

4255 1L2MS =— = v N O X T Ut Z W A RO
Ex

agent-watch down-count count

no agent-watch down-count
[T A—5—]
count : <2-10>
AV I]L: o REIEIE
(AR RE]

agent-watch down-count 3

[AJTE— K]

L2MS E— K

B

I2MS =— Y v B DA T L — 2 E2ZEET LA T Lzt 5 F TORR T L — L EEREERET 5,
no TC K THEAT L= A ITUIMRR EIC R 5.

BEHRT L — L% count TRELTFEFEEELTHLLMS =— V2 M OISE T L—LAEZELRWES., 4%
L2MS =— Y x> MMIF T v L= LT 5,

[/—F]

I2MS =— V= " EEHR L TWAR— IRV 7 X7 LEGAE, Ya~vr FORELV LRWE A I T T
L2MS ==V = "X T L LT Z LR d 5,

I2MS D= — = FOEEHIZI2MS v % —V v — & LTEWEL TWAIREDOHRITH,

[B%E B

2o e AT A e 8 B ET D,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #agent-watch down-count 8

4.25.6 VAR DB EHERE DR E

E&

terminal-watch enable
terminal-watch disable
no terminal-watch

[F—TU—F]

enable DR OEHEERE A AT S

disable D IR OEEREEE A AN LR

[FIHIER 2]

terminal-watch disable

[AFTE— F]

L2MS £— K

B

SR DOEPREREE H T D, BT D EEMICE Yy T — 7 NIFET DA EROTIGZ1T 9,
no JECTHEAIT LGB IE. WAROEHMEREN R LD,
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[/ — 1]
IARDEHILLIMS B~ R —Vy — & LTEEL TWDHEDRT I,
[BREH]
IR DE BEEREZ AN T 5,
SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable

(
SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #terminal-watch enable

4.25.7 S AR N i 0D B4 Ry ] 1] 8 DB E
[EX

terminal-watch interval time

no terminal-watch interval
ST A—F —]
time : <1800-86400>
IS ] Pl B (D)

[FIEIER ]

terminal-watch interval 1800

[AF1E— K]
L2MS E— K
[FLHA]

Xy MU —7 OUEREHRE TS T 2 REMEREZERET D, time ICRE LIERFENRIERT 2 & Ry MU — I E
T HUAROEHRE BIFT 5,

no B CEIT LA TR TEITE S,

[/— 1]

AR DE BN AR TIERWIGE, Ra~xry FOREICHAD LT, mWmARERORFIITHR,

[BEH]

Ui ANE D KA IR 2 3600 FHIZRRET 2,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager

(

( )
SWX232x (config-12ms) #terminal-watch enable
SWX232x (config-12ms) #terminal-watch interval 3600

4258 L2MS §fHl 7 L— A DEZIEHE
[

12ms filter enable
12ms filter disable
no 12ms filter

[FF—Y—F]
enable : L2MS O 7 L— A B EZETE RN
disable : L2MS OHIEI 7 L — A B IEZ(ETX D

[#IEIEXE]

12ms filter disable

[ASTE— ]

A B =Tz —AFE— R

[RLBA]

L2MS Ofilffl 7 L — L% EZET 2 ENERET D,

no I THAT LI A IE, L2MS Ol 7 L — L 2 X ZETE 5 L 912D,
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[/ — 1]
Ka<w R, LFDOA ¥ —7 2 —RIIRETE 20,
e VLANA U F—T x—2R
o FElA LH—T =R NESNTWDOYEA L F—T 2 — R
A L H =T 2= AN EBE SN TWDIWERA o H—T7 = — A%, WHRIEDOARa~ > ROREIHKE> TEET 5,
B, WHA L E—T 2= ABmMEA A —T 2= RNET HHEEIT, WA F— T = — 2O EITHIHIEIC
R,
Kawy ROFEICEHDL T, LTFTOWTNNDOFRMELZRTZ L T D5EEIEL, L2MS Ofilill 7 L — AW EZ(E Sz
W2 EnB D,
o STP 7213V —7HHMEREIC L - TA > ¥ —7 = — A Blocking IRKFEIZ72 > T D
« switchport trunk native vlan none =~ > R3GRE S 41 TV 5
o BB VA —T 2 —RIME SN TNS
[ EH]
portl.5 T L2MS Ol 7 L — L& EZF LRV E 52T 5,

SWX232x (config) #interface portl.5
SWX232x (config-if) #12ms filter enable

425912MS =— V= FOFEEDO Y > b
[EF2

12ms reset
[AJ1E— R
¥ibE EXEC £ — KR
B!
L2MS ¥ % — Y% —WNEH L TWVWALTOLMS T—V = 0 FEEH TN LA LT L2MS = — 2 = N OEREZ 0
VIET,
[/ — 1]
L2MS N~ R =V v —& L TEIEL TWAIEEDHRFETTE 5,
Ka<wr REFTTHEEHENTWEZILMS ==V 2> b HE % L2MS < % — ¥ ¥ — O & FRIREE) B4,
AKav s REFATLIERZRICHOLMS =— Y = > M RET 5% A I 71X, agent-watch interval =~ > F TR iE
L 7= BRIk 5,
B!
L2MS =— V= FOEHEHEZ Y N5,
SWX232x#12ms reset

4.25.10 L2MS DfEFRDOFTRA

[ER]

show 12ms [detail]
[F—TU— K]
detail G e
[AF1E— K]
FEHHE EXEC B — I, 45 EXEC £— N
[F ]

L2MS OBIERIEICIE LT, LR O #E #5775,
« L2MS B3 —Y vy —¢ LTEEL TV A 5E
o BFLTWVWALIMS =— = h D%

o HEL TS LIMS =—Y = L DIEHR
« MACT7 RLX

. B4
. BSR4




o R
o TV IHR—F
s WHINTWARE

« L2MS /3~ F—

o L2MS ¥ x—
o L2MS ¥ 3%R—
« MACT7 RL XA

avr R 77 LA | RSF - EAIERE

Ty —L LTEELTWT, detail Z467E L7-85d
o L2MS v 3x— ¥ v —DOE#

¥ T STV DR O3

Y — I S LTV DR OTE

o PERESNTVDAR— K

« IR ZFER LR

e WHLTWALIMS =T—Y = MO
o BHLTWALIMS =— = v FOEHR

« MAC7 RL X
. PEFEA

. B4

T

e VI 7y LTNHAR—F

o T oYL UHR—F
« KXY IR—b

s WHINTWAERE

o L2MS =— T = v MIEHR I TV DR DE
e IDMS T—Vx )y MIBERENTWDAIRDOBER (AL v FOEE)

e MAC7 KL XA

s HEFENTWAR—F

© TR ZFE R LR

o I2MS =—V v MIEHR I TV DIHAKEDIER (AP DHA)
. SN TV 5 SSID
Bagt STV B JE

© TR ZFE R LI

e IZMSAHATZ—Y v hELTEHEL TV DS
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o L2MS ¥ x—

[/ — ]
L2MS 2N E L TV R WA
detail DFfFEIL. L2MS 2~ % —

(B EH]
L2MS 723~ % —

SWX232x>show 12ms detail
Role : Manager

[Manager]
Number of Terminals

[Agent]

Number of Agents
[ac44.£230.00a5]
Model name
Device name
Route
LinkUp

Uplink
Downlink
Config
Appear
Number
[bcae.
Port

time
of Terminals
cbhad.7fb3]

Vx—E LTEMEL TV D 5HE

: 3
: None
: Tue Mar 13 18:43:18 2018

—IZEBLS LTV D N ED
X —DMACT RLAEHENTWOLEE

BHHIIRREN2 0,
Uy —L¢ LTEEL CTH%GE

DIRENTH D,

D L2MS THHROFEM A2 £~ T D,

)

: SWX2100-24G
: SWX2100-24G_7Z5301050WX
: port2.1

1, 3, 9
1

1

9

1127
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: Wed Mar 14 14:01:18 2018

Appear time

[00a0.deae.b8bf]
Model name
Device name

SWX2300-24G

: port2.1-3

SWX2300-24G_S4L000401

Route
LinkUp H
Uplink 3 A
Downlink : None
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : 0

42511 1L2MS D=— =V hav 7 4 JEROFER

[EFX

show 12ms agent-config [agent]
87 X —5—]

agent

MAC 7 R L A(HHHH.HHHH.HHHH), F72i1%, ##¥(portD.D-D.D)

KD IL2MS T— x> MR D MAC 7 RL A F-IIRIE 25 ET 5, AIEEITIA L2MS

T—Vxr MRRENRET D,

[AFTE— K]
JEHHE EXEC E— R, H## EXEC £— F

[FiAA]

L2MS =—¥ = hBEAR(SWX2200)D =1 > 7 4 THEH A FoRvT 5,

FIRNFEIFLUTDO LB TH D,

HH

LA

system-name name

Wz DA TR E

energy-saving mode

HERIERELMEN T 2SN ORE

led-brightness mode

LED DD FRFE

port-speed port speed

AN— FOBEFRER L OEEE— FORTE

e

port-use port mode

RN— b EE AT 20BN DORE

port-auto-crossover port mode

F— b7 v AF— =R Z T D G ORGE

port-speed-downshift port mode

HWEX T T MERREM T B0 ENORE

port-flow-control port mode

7 v —HlEEZER T 2 0B ORE

vlan-id vlan_register num vid

VLAN ID DR E

vlan-port-mode port mode

AN— F® VLAN 8{EE€— FORE

vlan-access port vlan_register num

T U AR— N DOERE

vlan-trunk port vlan_register num mode

77 R— FDOFRGE

vlan-multiple-use mode

~/)LF 7L VLAN T 2 B O E

vlan-multiple port group_num mode

~/)LF 7 )L VLAN O 7 )L —T DX E

qos-dscp-remark-type port type

DSCP V~—F 7 0ExHZ FROFE

qos-dscp-remark-class port class

ZAENT Y bDT T AT ORRE

qos-speed-unit unit

BRI R 21T 5 B oD B2 BAZ DR E

qos-policing-use port mode

ZERNT T4 T DORY T ELTI DEDPDOHRE

qos-policing-speed port level

ZAE NT 7 4 v 7 ORHIE DR E

qos-shaping-use port mode

EERNT T4 I DY =2 — L TEITIMNEDNDEE
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EHH G|
T T4 v OWIRORE
— U v IHEREEAE T 2 D E D ORRE
F=V TNy EEHT DR — FORGE

ri—{i
Il

qos-shaping-speed port level

141
il

mirroring-use mode

141

mirroring-dest port

mirroring-sre-rx port mode ZELEATy VeI 77— I D0 ENORE
mirroring-sre-tx port mode EETOHIry VeI TV I H0ENOHRE
A= L . R . _ ;
counter-frame-rx-type port counter type ngv bHG L ETHY L M o7 L= hORR
DEXTE
v . R . _ ¥
counter-frame-tx-type port counter type %LEZ VARG FTHT S DT ST L AOME
DEXTE
loopdetect-count count 1 &7 0 ON—T" 3584 Uiz &Il 2 BIE O E
loopdetect-linkdown action N— T3 ERE OEME DR E
7. \Ob‘ 2 4 S =t N =
loopdetect-recovery-timer time T%,L L &) Ay LT RRS L R TORT
DEXTE
loopdetect-port-use port mode N— TR BERE & S 2 R ORRE
poe-class port class K AR— N THAEFRER 7 T A D LIROFRE

[EXE B
ETOLMS =—V = MgRO a7 4 TIEREFRT D,
SWX232x>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlian-trunk 8 2 join
vlian-trunk 8 3 join

[00a0.de00.0002]

system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlan-trunk 23 2 join
vlan-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 K L Z72% 0020.de00.0001 O L2MS =— = > RO 2 v 7 ¢ Z1ERE T 5,
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SWX232x>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

PREM 1.23-123-8 D L2MS =— Y = > bR D a7 4 TG & FKRT D,
SWX232x>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlan-trunk 1 2 join
vlan-trunk 1 3 join

4.25.12 &R AP B T DR IE RO BRASHRE DR
N

wireless-terminal-watch interval time

o
i

no wireless-terminal-watch interval
[/RT A —F—]
time ;. <10-86400>
H A5 I3 1 T R ()

(R E]

wireless-terminal-watch interval 60

[AFIE— ]
L2MS E— R
B
AR AP B T OMRIEREZ BT T 2R EZRET D, time I[ZFRE LIZREM ST 25 & MR AP B FICAF(ET Dl
ROEHRZ BGT 5,
no JEATIFAT L7 A I3 EIC R D,
[/— k]
IARDERBEEL TORWES, Ra~r FOREICHEDL LT, WmARFEROBSIIITDR,
[BXRE )
Ui AR PR O G 2 3600 FIZiXET D
SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable
SWX232x (config-12ms) #12ms role manager
(
(

)
SWX232x (config-12ms) #terminal-watch enable
SWX232x (config-12ms) #wireless-terminal-watch interval 3600

4.25.13 4 X FEHBREDRE
[EFX]

event-watch enable

event-watch disable
no event-watch
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[F—7—F]

enable DoAY MRS AT D
disable DoAY MEERBRE AT LR
[WIERRE]

event-watch enable

[AJTE—F]

L2MS E— K

[

A X2 MR AN T 2 0B ERIET D, AROLEITEMIIC R Yy b U =7 RIFET D L2MS =—
= hDOA N MEROEGEIT I,
no JEATHEAT LI BIE, AN MEREREN AR E 72D,

[/ —}]
AR FOEHUIL2MS N~ 32—V v — L L TEIEL TWAIHBAEDRIT I,
[ E R

A X NERE A ENICT D,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #event-watch disable

4.25.14 A N> M MEER O BAG R ] ] R DB E
[E=

event-watch interval time

no event-watch interval
[NT A —=HF—]
time : <60-1800>
H AR I H B (7))

(AR E]

event-watch interval 300

[AFTE— K]
L2MS £— K
[FHA]

Py NI —JIZHFETDL2MS ==V = hDOA XY MERERET 2R EZRET D, time (3% E L 72K
PRETHE, Ry NI —JIZFETALIMS =— Vx> DA Xy MERETET 5,

no R A THEAT LI BB IIMHIBUEICR 5,

[/ — ]

A Xy MEHREENADTIE WSS, A<y FOREICHED LT, A4 X2 MEROTFIITOR Y,
[BXE B

B AR ERF I R B 22 60 BV ISR E %,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #event-watch interval 60

42515 12MS =— V= VOB uar 7 4 JTEEEFERT ANENDORE
EE

config-auto-set cnable

config-auto-set disable
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no config-auto-set
[F—U—F]
enable D LMS =—V v hoPrar T g SHREA TS
disable D LMS ==Y = FOE¥u a7 g SEREAMH L
[FIHIERE]
config-auto-set enable
[ASE— ]
L2MS E— R
[FiHA)
L2MS =— Y = & MESRRED B r a7 ¢ FHREEA T 2 0G0 &R ET 5,
Yuar 7 g JERENERD, L2MS T—2 = 0 b DY NAA v F ETITER AP OFRE(2 > 7 4 D)DMEIFES
NTWD DG, THEARED L2MS =—Y = FAAR y P U — 7 IZER S R, IRFSILTWVDORIE(T
T4 N HBEITHRIET Do
no JEATIAT L2 B I3 EIC R D,

[/ —}]
T — > h SWX2200 (25T A EDREIMIL. AZRE L ITEZR 2 <IThivs,
(B EH]

I2MS =—Y x> b ruar 7 ¢ JHRERHHET S,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #config-auto-set enable

426 A F v Fra v b

&2

snapshot enable

snapshot disable
no snapshot

[FF—7—F]

enable D AF v va vy MEREZADICT D
disable DR F T vy MERRERIZ LR
[FIEIE E]

snapshot disable

[AS1E— K]

Jua—\)aryz 4 l—yarsEw—NR

B!

AF v Fay MEREANZT S,

no R TEITLIZEAIL. AT v 7Y a v MERENES L 25,
[/ — ]

Aa<wr RiE, LMS Bv3—V ¥ —L LTEEL CWABADOHRETH D,
[ EH]

AF v Fay MEREANZT S,

SWX232x (config) #snapshot enable
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4262 A F v 7 a v b DHBHRICHARZE 0 D DENPORE
(B

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U— k]
except-wireless @ MESREHG S NI RIEHRZ 2T > 7Y 3 v FOREBSRRNHERNAT D,
(AR E
no snapshot trap terminal
IASE—
sa—s\var 74—y a e —R
[RLA]
I ARG A AT Y T gy FORBSHRICED D,

except-wireless 47 3 3 Y AHRE LI GAIE, BBERT 7 B AR A 0 M ICEREE N SN REHRIZ, ATy 7
3y FOLEBSHRN ORI SN D,

no R CEAT LA L, MREWRIZAT v 7V a v OGS L7 D,

[/ —}]

AKa<wr R, ~x—Yv¥—& LTEMEL. 7> terminal-watch enable =~ > R & snapshot enable =~ > R)EE
SNTWDLIGEDAHRFANTH S,

[ EH]

ARTEWME 2Ty gy FOHBRERIZED 5,

SWX232x (config) #snapshot trap terminal

4263 2 F v a v FOER

[#EX]
snapshot save [after-update]
[F—T—F]
after-update DRy MU OBRREE RS Lok, Ay T vay hELTRET S
[AJ1E— K]
FitE EXEC E— R
[
1AN7yf®z+yfv5y%%%f&wxaﬁéxfyfyayb774»%%ﬁ¢5
after-update 47" > g UINEEN WS, BIEYRA =V —PMRELTWDE Ry NI —7 OFEFREE AT v 7Y

avy 774V E LTRFET B,
after-update 47> a VINEENDGA. Ry MU — 27 OEFIREBOFEREEHICER LK, ATy vay b7
7ANE LTRITFT .

[/— 1]

after-update 47"V a UINEENDEA. Xy NT— 2 OFEFREEOERE BEFCEH T 5081 v b T — 7 ORI
Ko TIEFDE T T 5 F TR DN D568 08 5 5,

[BREH]

T U =7 OERUREEZ TR LI, AT v 7 vay N7 A NVERTFT D,
SWX232x#snapshot save after-update
4.26.4 2} > a v FOHIER
EEN
snapshot delete

[AJTE— K]
et EXEC B— RN
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B
A F v TFay NI ANEHIRT D,
[B%E B

AFyTvay N7 ANVERIRT D,
SWX232x#snapshot delete

427 77— LU =T EH

4271 77— U =T EHY A FORE

[EFX]

firmware-update url ur/

no firmware-update url

[T A—F—]
url DA TR LUNEA R E(255 SUFLI)
Ty —AU =T NEPILTVSD URL
(MR E]
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2320.bin
ElES
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2322p.bin
[AJ1E— F]
Ja—)ars 74—y g — R
(B
WEB == ZEIPNTND T 7 — AT =T 77 A N EfioTT7 7y —L U =T FHTHEEOF T v— RED
URL Z&ET D,

ANFERIZhttp://F—S—=D P 7 RV AHDHWVIEIHR A R/ AL” EWH A E B,

IPv6 7 R L ZADBEIE[IPv6 7 KL A]"D X 512" CH 5 %ENRH 5,

IPv6 V> 7 a—h)NT RLARAERET LA, A VX —T7 2 —ALEET DHLERH 5 (fe80:X%vlanN DT
2o

P R—=D R — FF G 80 LA DEEIL, “http//—/R—D P 7 KL ABH DT R A MR — FE /S A4” L
WH AT, URL OFIZFRET 2 ME RN H 5,

[ EHI]

T =AU =T DX 71— KA URL % http://192.168.100.1/swx2320.bin (2 ET 5,

SWX232x (config) #firmware-update url http://192.168.100.1/swx2320.bin
SWX232x (config) #

4272 7 7 —Ar U T EHTHEMRT S HTTP a3 —HP— N—DHRE

[EFX]

firmware-update http-proxy server port
no firmware-update http-proxy

[/3T A—F—]
server : AB.CD

HTTP 7' u ¥ o —H— =D IPv4d 7 KL A
server T [XeXXX]

HTTP 7 m ¥ —H— =D IPv6 7 KL &
(XXX X]D K D IZ[]TH O B B D

IPv6 Vo7 m—JnT RUAZRET D561, BHHA v 2 —T7 = —ZAbEETLLEND
% (fe80::X%vlanN DJEZE)
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Hf FE T IS KON RL (255 SCTRAY)
HTTP 7' =& &% > —%—/3—® FQDN
port ;. <1-65535>
HTTP 7u ¥ —Hh—_—D I 2= FR— &S

(IR RE]

no firmware-update http-proxy
[AJ1E— F]

ra—nR)ary 74— g 0 F— R
(@]

WEB = _—|ZEPNLTND T 7 — LT =T 77 A NEFoTT7 7y —L 07 BHTH5LEDOHTTP V¥ o —
P N—%RET D,

HTTP 7' B &% ¥ —H— =0 E IR TWRWEE, HTTP e X v — P — =2 RHEFICT7 7 — L7 = 7 HHN
1Thh s,

R— hES LI TRICRET HUNERH D,

no FEXCHEAT L=HA X, HTITP 7 % o —H— _—DFRELHIRT 5,

[BREH]

HTTP 7' & &% ¥ —H—/3—% 192.168.100.1(AR— b F 5 8080)IZ7% T T 5,

SWX232x (config) #firmware-update http-proxy 192.168.100.1 8080
SWX232x (config) #

4273 7 7 — LU = T BB DEFT

[EF=
firmware-update execute [no-confirm] [no-reboot]
[F—T— K]
no-confirm Ty — Ay = T B OMERE LR
no-reboot 7y — Ay = T BRI EEE L ey
[AJIE—F]
F¢HE EXEC E— N
[FLFA]

WEB = —(ZEPNTND T 7 — LU =T 77 AV EBEFITHOT7 7 — 2027 DV EVaraF=v 7 L,
EEWMZAETHNE 77— 727D a T v FEFETT 5,

LAVWEAIE " 2 ANTB0ERH 5,

no-confirm 5 ET 5 &, MERAETICI Y a T v 7E2ETT D,

no-reboot ZEETH L., VBV a 7 v FEITHRICHER LRV, RIEEERFICEFREDO 7 77— 7 =7 TRENT

60

[/— k]

firmware-updateurl =~ R CH¥ U — K URL #EHE TE 5,

firmware-update revision-down enable =~ > RZHET H LW BV a r~D) BV a X775 891
2%,

no-reboot & EHFIL, firmware-update revision-time =~ > R23HE SN TWEAETH ., FBERZICHES L2V,
[BEH

WEB ¥ —A—ZEINTNDE T 7 — LT =T 77 AN TT 7—L0 =T BHT 5,

SWX232x#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.05.01
New Revision: Rev.2.05.03
Downloading. ..

Update to this firmware? (y/n)y
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Updating. ..
Finish
SWX232x#

[EF2

firmware-update timeout fime

no firmware-update timeout

[/3T7 A —HF—]
time : <100-86400>

A LT T M)
(AR E]
firmware-update timeout 300
[AS1E— ]
Ja—\)narz4 b —vasE— R
[FAA]

WEB V— =5 77—y 2T 2 X oa—RT5L&04 A4 L7 0 NERZERET S,
no B CEIT LGS IR TIIRE S,

(B 2B

Try—hy =T HZyra—RKOXA LT 7 MEEZE 120 IR ET D,

SWX232x (config) #firmware-update timeout 120
SWX232x (config) #

4275 VY g ¥ DA
B

firmware-update revision-down enable

no firmware-update revision-down

(AR RE]

no firmware-update revision-down

[AF1E— F]

rua—s\varz 47 b—va e — R

[FAA]

WEB = —Z@B N TND T 7 — LAV =T 77 A VEfoTT7 7 —Lv =T HETLHEE, BEOY BV a v X

D%éw)t/a/m®77~AW17®)t/a/&?/%ﬁT?éo
n B TETLIEZGAIRI EY a v Ao 23 LRV,

[ E B

VeV a Ay eiFad s,

SWX232x (config) #firmware-update revision-down enable
SWX232x (config) #

4.27.6 77— = T EHHERER EDFER

EEN

show firmware-update
[AFTE— K]
F¢HE EXEC £— R
[FAA]

77— LU =T EHKREICE T 2 BHEORERN 2 RTT D,
UTOHEANPFERSND,
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o Xt u— R¥:d URL

s uF¥ i —H#——@ URL

e Bourua—FRDHA LT T N

e UEYVa s H UL

o WEEENED 77— zT IV EY g

o FHTHR O PR B

o RE oy JHERREO FIEB) T E

Bt

77— AU =7 WHKREOR ERNE R T D,
SWX232x#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2320.bin
http-proxy: -

timeout: 300 (seconds)
revision-down: Disable

firmware revision for next boot: -
reload-time: -

reload-method: Normal
SWX232x#

4277SD H— KMo DT7 7 — A7 = 7 BIFDELT

(BRI
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[FF—T— K]
no-confirm D 77— AU THFE SD I— RO~ T MEROMERE A Lz
no-reboot D 77— AT =T RIS EE L
sd-unmount D7y — Ay = T BN R AT SD A—NET v U TS
[AJ1E— ]
¥t EXEC E— I
B

SD H— FNICKEMENTWE 77— U 2T 77 A NVT T 77— LT =T B2 ETT D,
NI AL —ZRELROGEIX, SD U — FNICEESBRIFIRERY 7 — LV = 7 BFET 2 L B L SD 71— KD
~ 7 r MRIEBZAET 2 0 OREZ RO b D,

77— AU =T EEHTHHAE Y &, EHLAVEAE " ZANTIMERD D,

SD 1 — RO~y v MRIEZ T 25813 "y &2, T~ U » M 25HE " ZANT H0ER D 5,
no-confirm Z¥§E T 5 &, WRZETITSD I— RO~ v MREEEZAGEL 7 7 — L7 =7 W& 3174 5,
no-reboot ZFEET H &, VEY a7 v FETRICHEE LRV, REEBRHCEFRZEO 7 7 — L0 =7 TREIT
2o

sd-unmount Z45ET 5 &, MEREZETITSD A—FDT r~v L F&IT I,

[/—H

77— =T 77 AME, SD I — RD"/swx2320/firmware/swx2320.bin" & 72 1% "/swx2322p/firmware/
swx2322p.bin" 7 7 A N E BT B,

SDAI—FRANDTZ 7 —L0 T 77 A NEBEFATHO 7 7 — L =2T7 DY BV arFzy ZIITHRN,

SD 7 — K& A S22 A 1, FEEEIRFIC boot prioritize sd =~ > FOREICHEV SD H— FNDO 7 7 —AL 7 =
7 CEEIZh D,

TrwRLTSDA— RERVALTH Y 7 — A0 =7 BHITMHGET 5.

no-reboot & EMF (X, firmware-update revision-time =~ > RV E SN TWEHATYH., FBERZNICHEEE) L2,

[BREH]

SD—FHADT7 7 =L =T 77 ANTT 7 —b 7T BHT 5,
SWX232x#firmware-update sd execute

Update the firmware.

Current Revision: Rev.2.05.01
New Revision: Rev.2.05.03
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Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

SWX232x#

4278 7 7 — LU = 7 B OFREIRZ DORE
Ey

firmware-update reload-time hour [min]

no firmware-update reload-time

[XT A —=F—]
hour : o <0-23>

77— = T O FEE R A (RF)
min o <0-59>

77 —A0 =7 O REEIRZ(5))
[AFTE—R]
rsa—)vary7 41— g F— R
[@iA]

T =AU =T WG OFECL ST 7 — AU = T AL ERET D,

n R TETLELGER 7 7 — AU =27 HHEZICHESH L CH 7y —2 v =7 @M 5,
[B%E B

T —AhU =T EHOBEERIELE AM 1:30 IZRET 5,

SWX232x (config) #firmware-update reload-time 1 30
SWX232x (config) #

42719 A Z vy JRERF D7 7 — LU = 7 HHIC K 2 HEBIHEDRE
[ER
firmware-update reload-method method
no firmware-update reload-method
S5 A— B
method DA BRI T v — AT = TR K D E R
REHE B
normal %;4) YAAL T AU N—= Ay F IR
sequential gj"} YAA T A=Ay FNEREE
(AR RE]
firmware-update reload-method normal
[AF1E— ]
rua—\varz 47 b—va e — R
[

ALy JHERREED 7 7 — L0 =T BN K D BB k2R ET D,

normal DG, AA VAL T « A=A v F HFRICHERIT 5, sequential DA, A A AL v F & ik
FETH, AVAN—2AA, v FE2HEHTHZETEATOFR Y N =7 —E R THEN WL IICH 7 7 —2 T
=7 AT 5,

no JEATHEAT LB A 3AIHIEICR 5
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[/— 1]

Kasy RIERZ v 7 BERED A 2R D B 48 7E FIRE,

[BREB]

77— AU =7 BENC K D FE)EANEREEEBNICERET D,

SWX232x (config) #firmware-update reload-method sequential
SWX232x (config) #

428 A Z v J

4.28.1 A ¥ v JHEEEDRE

EEN
stack switch
no stack
[XT A —=F—]
switch LAYy VRO EE
RIEE B!
enable 2By JHEREE AT D
disable ALy I EREE TN D
(AR E
stack disable
[AS1E—F]
Ja—mnarz4 7 b—va e —R
B

A By T HERE R AN E T IT ST D,

no JE TIAT LGB I3HIIER EICE D,
[/ — 1]

RKa<wy REAZ v 73S TORILTTE 5,
SD #— FIZ{R47 L7 Config TEB L. Z0O#% SD #— K& T v~y b LERECAT v FEETFT 5 ETT—
b,

B!

AL I EREE AT D,

SWX232x (config) #stack enable

ALy TR E AN T B,

SWX232x (config) #stack disable

4282 A& v 7 ID OER

[EFX]
stack stack id renumber new_stack id
[P5 A —F ]
stack_id o <1-2>
EEMBDA L N=ZA v FOAL v 7 1D, fAHELRWID ZfE LIZHAIETT =122
new_stack_id o <1-2>
EHBED AL v 7 1D
(R E]

L
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[AFTE— F]
Ja—x\)aryz 41—y g T — R

[FRHA]

BELIZA V=L v TF DA 7 IDZEET S,
[/ —F]

Kavwy RERAEZ 7 TORFETTE 5,

AKawy RIEAY v 72 BNRE LGB DR EITTE D,

HOoBHBEDAY 7 ID DARERETE S,

SD 71— RIZfff L7z Config TEEI L, ZD% SD W —F&7 o~y » FLIZREBTRa~y FEETTLETT—
LD,

[ EH]

AH 7 ID:l DAL NR—=AA v F % ID2 ICEET 5,

SWX232x (config) #stack 1 renumber 2

4.28.3 A ¥ v JIFHROFR
[

show stack
[AJTE— K]
JEHEME EXEC £ — R, %M EXEC £— F

[BFA]
AR TICEHT ARESRCAT — X ADEREFRT 5,
FKRNFITLTO LB,
o ALy U FEREDFRE (Stack)
« HEHDAZ > 7 ID[EETE](Configured ID)
« BHOA% 7 ID[#EAE](Running ID)
s HEOAT—H A(Status)
« HEORAX v 7 R—KTHi9 IP T KL AD#iPH(Subnet on stack port)
o AH v JHERFED MAC 7 K L A(Virtual MAC-Address)
© AUNR=ZA v FHONEH
« A% v 7 ID[EHE]ID)
o BT /L4 (Model)
e AT — X A(Status)
« 1z—/(Role)
s U 7V (Serial)
« PP MAC 7 K L A(MAC-Address)
o Ry IR— T EOER
s A H—7 = — A% F(Interface)
e AT — X A(Status)
AUN=AA y FED AT —H A(Status) TIZLL FOWT Nz RRmT %,

Status S|

Setting AUN—=AAL v TFMTAY v I BRERT DI DITHE
RERTEZIT > TV DIREE,

Active AU NR—=AA T TAH v 7 BFRER I LTV DIREE,

PEENFEAEL, LS NZAA v FROHEIR L T D

Inacive &
Lk
RiE

AL TREREMAERNTEN, AL NR—=AA v F L xrIT T
Standalone —Ya AN, 1 B TEHLTWAIREE, E#jL T
MH—FEH ALYy 7 PRSI TV RNWT & ZRT,




A R 77 LA RSE - AR | 141

Status 2585

AB  TRERENE NN, AV NR—Af v F Lxarx

Standalone(separated) —Ta BRI, 1 A TEH L TWDREE, &L T
MOHAL 7 PRSIV TN Z & &2 RT,

Disable A Z oy 7 BEREDN R TR BE,

[/ —}]

Ka< FIEAZ v 7 I TORIATTE D,

[ EH]

ALy IIERERRT D,
SWX232x#show stack
Stack: Enable

Configured ID HE

Running ID 3 A

Status : Active

Subnet on stack port : Auto-ip

Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial MAC-Address

1 SWX2320-16MT Active Main S000000000 00a0.de00.0000
2 SWX2320-16MT Active Member S000000000 00a0.de00.0000
Interface Status

portl.15 up

portl.16 up

port2.15 up

port2.16 up

4284 AH v 7 R—BFTES IP 7 FLUADOHFFHRE

[ER
stack subnet NETWORK ADDR
stack subnet auto-ip
no stack subnet

[T A —=F—]

NETWORK ADD : A.B.CD
R

IP 7 K L AZE[# (A.B.C.0)

(IR RE]

stack subnet auto-ip

[AJ1E— K]

ra—n~pvar 74— g T — R

[FHEA]

AKa~v s REAZ v 7SR TORIATTE 5,

Kavwy FEAZ v 7GR THENT 5 1P 7 U AZEMERET D,

NETWORK_ADDR (Zi%, %7 % v I 255.255.255.0 23 EE CTHH SN D, auto-ip DA A F v 7 T Auto IP
BRERMER S D,

no FECHEAT LGS 3R EICR 5,

AKavy RZEoTHRESNZIP 7 RVRZEMIL, A% v 7 R— bSO R— R TIHEHTE 2R,

Ko<y ROBEZEEICKMEE57-DICITHESHNLETH D,

AB s VRO IP 7 R AL TR UNT A—F — 2R ET DH, BIigDNRTA—X—5FRELTHE. A¥ Y
I BEZRIE CIE LWBRIE DN TR0,
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[ EH]
AH 7 HR—=FDIPT KL ADOHFHE L T"192.168.101.0" % ET D,
SWX232x (config) #stack subnet 192.168.101.0

4285 AU N—ZAA o F~DYET—hra A

E&

remote-login stack id
[XTA—=H—]
stack_id Co<12>

AL 7 ID

[FIE )
L
[AFIE—F]
F¥HE EXEC £ — K

B
AL THERR T, AA VAL 9 TFNHI/ESNTEA L NN=ZA, v F~VET—bua s A5,
VE—bhal A T 5 BT a7 MIAZ v 7 IDBfFTESH TR RIENS,

[BXE B
AA VAL v TFNH A N—=AAL v FAD2)~V E— b s A T 5,

SWX232x#remote-login 2

SWX232x-2>

429 AV 2 —)b

4291 A7V 2 —)VDRE

E&

schedule id time date time template_id
schedule id event event template_id
no schedule id

[/XT A —HF—]
id c<1-10>
AV a— VK
date T <1-12> £ 7203 */<1-12> £ 7213 sun, mon, ..., sat F721L *
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event
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H/R

R DR EH] RENE

1 1 H

1,2 1AHE2H

2- 2AMPB 12 AET
2-7 2AHMBLTHET
-7 1LHM®HTAHET
* F A

H DRREH] RENE

1 1 H

1,2 1HE2H

2- 2HML12AET
2-7 2HMBTHET
-7 IAMBLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANS&RAET
-fri HIEH 2 OARREHET
* (3!
<0-23> F721F * 1 <0-59> £721F * 1 <0-59>

IRF: 53 B (B D FEE 1374 W& 7T RE

DR TE B RENE

12 12

12,13 12 Kf & 13 FF

12- 12 Bg 5 23 K E T
10-20 10 F§2 5 20 RFE T
-20 0 BE/ D 20 BEE T
* I

5y DFREH] RENE

30 30 47

15,45 1545 & 455y

30- 30 305 59 E T
15-45 1553735 4553 % T
-45 05375 4553 % T

(=35
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REMHE LA

startup EE Lz L X

sd-attached microSD I — RZT Z v F L& &
template_id ¢ <1-10>

A a— VT L— hNRE
(18I E]
L
[ASTE— K]
Ja—x\)ary7 4L — g T — R
[FRHA]
time ZHHA L CAZ P a— L ERE LA, HE LA o L E B ESNTATF YV a— AT 7T L—h
IR ENTWAT 7o a »2FE(TT 5,
event L CAZ P a— L aBRELTBEE. BBELIEARY IRRBELXICEEIN-AFa—LT T L—
MIEERENTWAET 7 v a v &2 ET4 5,
no X TEIT LA, BELZID DRV a— L EHIERT 5,
[/ —F]
BEED A ¥ 2 — )V RRIFFZNCEITEINDHA. ID O/NSWENSIEICEITEIND,
HOBECHTLEAZRBEIETRET D Z EITTERN,
BWOREZEAM LIZSHE. 00 DERE L-HA LR UHREICRD,
A H LR OBE T & O REPIEE R IC L 2 RIEEE T 5 Z L8 TE 5, 727 LIPS0, % ]
WFFRESC" I LD R EE T D Z LIETE vy,
Bal]
AR D 0,12,1221,2223 65 & 9 BICAF P a— LT L—h# 2FTTHRAT Va2 — L #l ZRET 5.

SWX232x (config) #schedule time */mon -2,12-14,21-:0 1

4292 AV a— T — FDOMBASTDORE
B

description /ine

no description
[73F A =4 —]
line D OPRAEHTER L OYEATES(64 XFLN)
R a—)VT 7 L— OB
(AR E]
no description
[AFTE—F]
Ay a—NT S —hE—F
[BFA]
AV a—NT T L— FOBRRALERET D,
no B TEITLIESAIL. A7 Y a—nAT 7 L— OB EHIERT 5,
Bl
AV a—NT T b= #LICHAERET D,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #description Get tech-support
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4293 A7 T a—NT T L— NOFNESHORE
EEN
action switch
no action
[XT A —=F—]
switch DAY a— VT T L— NORE
RIEE B!
enable A a—NVT T L— NERNIT D
disable AT a—NT T L— NERINIT D
(AR E
action enable
[AS1E—F]
Ay a— VTS L— =R
B

AT a— VT T L— N EAEITESCT D,

Ko< RTdisable ZH5ETH2L T, NI HT—DEINCLDT 73 arDETEHIEDDHZENTE D,

R TET LEEAIE, AP a—nAT o L— N2/ T 5,

[ EH]
2R a— )T T L— N #1 RN T A,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #action disable

424 27V a—NT T L— FDORE

[ER
schedule template template id
no schedule template

[NT A —=F—]
template_id ¢ <1-10>
AT a— VT T L— &R
(AR E
mL

[AS1E—F]

sra—nar 74— g rE— R

[@iHH]

AT a T T U NERIET HE FICBATT 5.

R TETLEEAIE. BELEAF a—LT o L— N2k T 5,

[EEH]

AP a—)VT T L— kN #l BRET HE— NIIBITT 5,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #
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4295 AP a— LTS L— hDawy REFTFD
[EF=]

cli-command id command

e
i

no cli-command id

[/3T A —HF—]

id ¢ <1-20>
avy NES

command o oavw RN

(AR E

2L

[AJIE—F]

AV a—NT T L—hE—F

B

ATV a—/VHERED U T—plEE L7 & XTI N S a vy RERET D,

no B TIAT L6, HBELIEE SO a~r REHIRT 5,

[/— 1]

FICAZ7 Y 2—nT 7 L— M cli-command 2> R & script 2~ 2 ROW TR E SN TWDHEE . script 2+
v RIREEATE ., cli-command =< > RIZEIE L 720>,

B Da~y FEBRELESG., a2~y RESN/NSWINBIRICETIND,

BEOa~ FERELESRS., 2~ RRBRPTETZ I =l o/t LTHEY oa~y NIFE TIN5,

N U =B L2 T, F#ME EXEC £ — R Ca~ v RRETESND oD, avr FIZX - T et — N2
BT L0 av s bbby TRETDILNERD D,

BREZERGT HHEIIRED write 2~ > REFETTHLERD D,

BWMECa~y RERETDHZ LT &, Plzidf ¥ —7x—2L LTPortl.l DASE— RIZADEE, int
portl.1 Ti%72< | interface portl.l & FLilk 32NN H 5,

UToa~<y RIZFEITTE R0,

backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, clock TiFE 5 2~ > K, cold start,
copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update
execute, firmware-update sd execute, logout, ntpdate T#iE %5 =~ 7 I, password-encryption, no password encryption, ping,
ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template, no schedule template, show

ThhE D 2~ K, ssh, ssh-server host key generate, stack ThiE 5 =1~ > N, no stack ThiE % =1~ > R, startup-config
select, no startup-config select, system-diagnostics on-demand execute(* 1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[BREBH]
AT a—)T 7 L— ~#l O3~ RE S #1 12 copy tech-support sd =~ > R&B T 5,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #cli-command 1 copy tech-support sd

4296 Ay Va—NTF T L= DAY T N RITORE

[EF
script ref’
no script
[XT A—=HF—]
ref DR VT R T A NDSIR

BEE B
sd microSD 51—
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[FIHIER E]

no script

[AJ1E— ]

AV a—NT S L—E—FR

B

U A —EERFO R 7 Y T FEATOR R R ET D,
no W CTHFEAT LI GEIE. A2 V7 NETEENZLET,
[/ — ]

AV a—/VKERED b U A —3EE) L7 & X microSD #— RN O/FE4: /schedule/script.txt (ZFal & 40TV 2 305
BI% I 100 47 E Tavy e LTETT 5,

RIUCAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2+ 2 RO NERE STV DA, seript 2+
¥ RMRFELTEN, cli-command =< > RIFEIE L7220,

cli-command =~ RCEITNEZEIESN TS o~y NIZFETTLZ LITTE R0,
[B%EH1)
AT a—=T T L—h#l TAZ VT NETEENT D,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #script sd

430 7 H—

4.30.1 7 —D I 2T AEEE
[

buzzer switch

no buzzer

[73F A—&—]

switch D TV AT AREEAITT DD
B B!
enable TH =V AT ARECHINT D,
disable TH = AT MREE BT D,

[WIHIRRE]

buzzer disable

[AJ1E—F]

ra—s\)var 74— a R

[FiA]

TH =P AT WREEANETITENCT D,
no JZ:TIAT LIZGE IR E IR D,
[BREH]

TH =V AT AREEZHANTT D,

SWX232x (config) #buzzer enable

T AT MR R ENCT B,
SWX232x (config) #buzzer disable

4302 7Y —D N H—RE

[EX

buzzer trigger trigger type [trigger type]
no buzzer trigger trigger type [trigger type]
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[NT A —=HF—]
trigger type D I —=D MY H—
FY H— B
temperature RE SRR —21 57,
fan 7 7 RERHRC T — 25T,
poe PoE #& EE il (I FL 5 R HHIRR I 7 — 2 1B 5 9,
loop Wffﬁ%éﬁjh%kykﬁﬁyxfﬁy
XTI =R —ZIB LT,
sfp SFP Yt L~ L 7 — IR 7 — 25 5,
startup EEGE TRICTF =267,
o SD #— R~ N7 v~y M7
— &G 5T,
all ERET_TE A TRIET D,
[WIEIRRE]
no buzzer trigger all
[AFTE—F]
ra—nR)ary 74— g 0 F— R
B

EED M) T—%2FHT 5,

no JERTHEAT LIS BIHMEED Y H—2H\hic+ 5,
poe I% PoE & EEXHIE 7 /LT DA FEATATHE,

[BXRE )

B 2 BT 5,

SWX232x (config) #buzzer trigger startup

4.30.3 7YV —EFWR o~ ROEST

E&
beep buzzer beep type

[73F A —5F—]

beep_type D7 E O
i CLs
system-error VAT AT
port-error R—Frxo—3F
startup EEE
sd-mount SD—FK~v v hE
sd-unmount SDA—R7r~=y s Mg
mute S a— METH
unmute X =2 — MEERE
find-switch (oA v F 2T OFEGTE

[AJIE—F]

¥t EXEC B— RN
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(B9
T —ER Y FERTT S,
Vel

(DAL v FH#HT) ETHE, VATALATZT—F, A— =7 —FICAL I3 ERY KL CHBIMIZEILT S,
AKavwy RETHF =R I T —REHTH AT AREPAN T 2— MR EGH THIUIEHATE 2,

Flo, Ra~vy FEBICTF—ERE > TWALRHIIEFIT 7 — &2 5,

[BREH]

A= =7 —F &R T 5,

SWX232x#beep buzzer port-error

4304 I = — FELT
[E=]
mute buzzer
[AJ1E— ]
JEHFME EXEC E— R, 54 EXEC £— R
[
L a— EEGT S,
[/—H
X =2 — VAR IRHE T buzzer disable =~ NI K > TT W= X7 ARENENIZ R > 72356, I 2— MIFER
Shd,
Ao~y RiEar 7 JiciEShEd A,
[BXRE )
L a— b EEGT S,

SWX232x>mute buzzer

4.30.5 I =— NMER
EEN

unmute buzzer
[AJ1E— K]
FHFFHE EXEC & — I, it EXEC £— I
B
R a— MERT D,
[BXRE )
R a— MRS,

SWX232x>unmute buzzer

4.30.6 7 —EHROFRR
ER

show buzzer
[ASE— R
FEHFHE EXEC & — R, R EXEC E— K
[RFA]
TYP =D ECKRIEE LR TRT D,
[ EH]
TP —DOFRERCKREERTT D,

SWX232x>show buzzer
System : Enable
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Mute : Disable
Status : Standby
Enabled trigger

4307 [ZDAA o F BT ) BRERRLE

: Startup SD FAN Temperature Loop SFP

[ER]
find switch start sec method [method]

[/NT A—F—]
sec o <5-3600>

[(ZDAA v TF2ET | KR
method s Hk

IRT A= — Gkl
buzzer [ZOAA v TF oY) OFRITETT IV —%
e LET,

led F& 4 CA— b LED & S S F 9,
[AFTE— ]
ke EXEC £— F
[FiFA)
FBELIEHEFET TR v F2FET] BRELFTT 5,
[/—F]

TH— AT WRENEY Th -7 .

Ra— FRFTSN TV LHERIET Y —2Rb LEREA,

F7-. BAED LED & — R23 OFF £— RIZ/2 > TV AHEA . LED 2580 x84,

(BB

TH—L LEDIZE Y 10T ToDRA v F52EET | HresHIET 5,

SWX232x#find switch start 10 buzzer led

4308 [Z DAL v F 2T BeEEL

[
find switch stop

[ASE— )

¥i#E EXEC £— K

[FFA]

(ZDAA v TFH#EHT) WReaiF 175,
[ EH]

(ZDAA v FH2ERT] HWReaiF1bT 5,

SWX232x#find switch stop

4.31 PR FEA—

(]

4311 R A MG DHRTE

EEy

hostname /ostname
no hostname [hostname)

[78T7 A —=F—]

hostname

Hf SIS KON RE (63 SUTFLLR)
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RA
(AR E]
hostname SWX232x
[ASIE—F]
Jua—nN\)arz 4L —varE—FR
B

KA ML ERET D,
Ko< RTCHRELEFRA iZa~vr R7ar 7 e LCERT S, SNMP 77 & A A[REZZR AT, MIB 2%
sysName Offi & L CHEMT 5,

no I TIFAT L2356 13 E 2 IHWIEIZ R
[ EH
RA N4 % "yamaha" |2 ET D,

SWX232x (config) #hostname yamaha
yamaha (config) #

4.31.2 VA7 LDOHIES)
[EFX]

reload [stack-member ID]
restart [stack-member ID]

[F—T— K]

stack_member RS y JRERRIEIC, HEBISEDAY v 7 AUN—RIREEM LG, BAX vy T AV
AN—NEEET S

[78F A—F—]

ID o <1-2>
AL 7 ID

[ASIE— K]

F#E EXEC £— K

[

VAT LA HREEIT D,

[/—h]

%ﬁ¢® RE(T =T a7 o DY EEE O Em&—b7/7:/74wﬁ)ﬁﬁénfw %6, s

CEVEENREN 25720, MBS U T, reload 22~ KX restart 2~ > RFE{THIIZ, copy running-config

startup-conﬁg g~y R write 2~ R, F/oidsave 2~ RE2FE(TTH L,
stack-member 47T = T A K 7 BEREDN G ZhIF D A FE E Rl RE,
[ EH]
VAT AEFEET D,
SWX232x#reload
reboot system? (y/n): y
4.31.3 REDOHHIL
[ER]
cold start
[AJ1E— K]
¥iHE EXEC £— F
[FEHA]
TR D% E CTHEBIT 5, SYSLOG b AIHI T %,
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[/ —H}]
v REFHCIL S 0 — K AT 5 BE8 b 5.
BRSNS A D — EMREORIE I, Aavy FEEAT5 2 LB TE E WA, filb > CHEL AT — KEEH
T LERD Y ET,
RS
REETIMET 5,

SWX232x#cold start
Password:

4314SD I—FD~y k
[EX

mount sd
[AJTE— K]
JEHEHE EXEC &— R, ¥# EXEC E— R
[@iA]
SD #— FD~< vy NMLUBRZFEITT D,

SD #— FHFEAFFZIZEIIMIZ T > b EN D7D EITT DM E TRV, unmountsd 2~ R TT <o h&h
TWAGRICFEITTHILERD D,

[/ —}]
SD #— RiE7 >~ v MREDGE, HHTE 220,
[BXEH]

SD 71— &~ > hT 5,
SWX232x>mount sd

431.5SD I—FDT7 <~ k
[EFX

unmount sd
[ASE— K]
JEHFHE EXEC ©— K, ##E EXEC £— F
[FREA]
SD 1— RFDO7 v~ » MURA ST 5,
RKa<r REFTL7e0->7 0 WebGUI Ene 7 o~y MUEEZILTLRWTSD I— K& SD 2 a vy hbik
WA, —#8 OS ETIEEOEENH L5505 5,

[/ —H]
SD #— RiE7 = MREDGE., HHATE 220,
[RXEHI]

SD/i—FK&E7r~v 2 15,
SWX232x>unmount sd

4.31.6 F1H] LED E— FOHE
B

led-mode default mode

no led-mode default
[/NT A—F—]
mode . MIHALED E— K
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BRIEME i
link-act LINK/ACT £— K
poe PoE E— K
off OFF £— F
[WIHRRE]
led-mode default link-act
[AJ1E— K]
Ja—N")naryz4JL—g rF— R
[RLBA]

WM LED & — F&&RET 5,

$:7/k%£ﬁ¢é&\mmbt% RCLED 2380795, F£7o. =7 —2%4 L STATUS £— RIZBIT L2
BTH, =7 —fFHRITRE L7 LED £— FIZK 2,

no B CHEITT D &, WHIRTIZR D,

PoE & — R PoE {8 E X T T /L TOD I FELT Al HE,

[ E B

W3 LED £ — K% OFF € — NIZRET D,

SWX232x (config) #led-mode default off

4.31.7 LED E— FDOFER

[ER]

show led-mode
[AJ1E— K]
FEFFHE EXEC £ — R, F#tE EXEC £— K
[
LED E— RO EIKEEELTT D,
UToHEAZRRT D,

o WM LED E— FOETE

e HU{ED LED E— ROWLEE

(B2 EHI]

LED £ — FORERCKREEZFR T D,

SWX232x>show led-mode
default mode : off
current mode : link-act

431.8 "— F =5 — LED JREEDFE R
&R

show error port-led

[AJ1E— K]
e EXEC E— R, %M EXEC £—

[EA]
ITT—NRELTHDER—FDOID LUTOT T —HEHRE2F T 5,

HHE A
loop-detected (blocking) N—THRH L TTryF 7
loop-detected (shutdown) Jb— 7 LU C shutdown H

sfp rx-power error (low) SFP &2 L~V N IE R & 0 KT
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HE B
sfp rx-power error (high) SFP Z e L~ VN IER & L EF
poe error (port limit) PoE R— F U X » MZ XV #EER L

PoE AT ALV 2 v MC L VHRESEIE £/ H— AR
v RIC L BHaEMmIE

poe error (PD error) PD = 7 — M L CHAEMF L
[ E B

N— D27 —REBEEKFT D,
SWX232x>show error port-led

poe error (system limit)

ID error
portl.1l poe error (PD error)
portl.2 loop-detected (blocking)

4.31.9 VAT MMERONY I T T

E&

backup system
[AJ3E— K]
FiHe EXEC E— R
[

ARDOLL TR ER SD H— R~z —3 5%,

s RF—NT v T T4 TH-#1 LENOITHBET D IE#R

+ startup-config select =~ > R DX ENE

* boot prioritize sd =~ > N D% EE

«  boot auto-apply =~ > K DR EIHH

SD 71— R ® "/swx2320/firmware" 7 #+ /LA 12 "swx2320.bin" BFEELTZBE. Ny I T v T TN FIZae’—3 5,

SD 71— KA~ b SR TWAHAICKRY FITTE 5,

[/—F]
SD B—RIiZNRXy 7 T v 7 ENT=T7 7 A4 MIREB L OHIBRZITHDRVWZ &,
[B%E B

VAT LERONS Y T T FETT D,

SWX232x#backup system
Succeeded to backup system files and firmware file.

4.31.10 VAT AMERDO Y A +T
[ER

restore system
[AS1E— ]
Kt EXEC E—
B
SD 71— KRNIy 7T v 7 LIZv AT MEREARE~Y A NT T 5,
SD =KADY I T 9T T NHCT 7 =LY =T 77 ANVPHELIZGE, EOT7 7 A Ve TT7 7 =40
=T DEFHIT I,
U2 hT7 %, BESNITHOILD,
SD 1 — R~ FSINTWDLLEICIRY FEITTE 5,
[/—}]
2By JEERENA RN G . Ra~y RIIEHTE 20,
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[XEH]
VAT DEREREASY AT TS,

SWX232x# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.05.01

New Revision: 2.05.03

Update to this firmware? (y/n) vy

Unmounted the SD card. Pull out the SD card.
Updating...

Finish

Succeeded to restore system files.

SWX232x#
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R

A V¥ —T = — A

5.1.1 FEBASC DX

el

[EX]
description /ine
no description

[73T A =4 —]
line DA ST LU R (80 SLFELI)
KR B —T = — ATKT DA
(AR RE
no description
[AJ1E— F]
A H =T =2—AF—F
B
WHRA 2 —7 == AT L TR EZRET D, no JEARTIIT LIGEIE, S CZHIRT 2,
B!

LAN R— R #1 [ZTEBA LR ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #description Connected to rtxl210-router

512 %y hE TV

EEN
shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[FHEA]

MBRAVH =T 2—A% vy N L TER LWL 1295,

Kavwy RIRRESNTA =T =—AF, B Tb ) 77 v 7 L2,
no B CTEIT LG AIE, HBA LV A —T 2 —RAEFEHTE DL 125D,

[/—}]

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%E Al e,

FRERA A —T 2= AER G L TAa v FERE LEHAIR. TOA v F—7 2 — A ZFTBT 54 TD LAN/
SFP R— FDRENEE I D,

Bl

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #shutdown
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e
i

[EX]
speed-duplex type
no speed-duplex

[XT A —=F—]
type DOBEHE - BEE-NXAT
BEHE - BEE—FFA T B!

auto F— I m—g9
10000-full 10Gbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half

(R E]

speed-duplex auto

[AFIE—F]

B =Tz —AE—F

[FiAA]

WEHE L BET— FE2RET D,

no I CTHEAT L= E IR EICE D,

[/—H]

RKa<w FIZEDABRELEEZITH &, BFA v X —T 2 —ANR—WFHIZY v 7 X0 T 5,
A=z~ FIZLAN/SFP R — MZDHEETE b,

type 12 auto ZHEE L72HA, A— hRxIvm—va V¥ A TOFRETAH—hxrITvo— 3 THR— T HHlE

IATERETE D,
AN— MEBNC & o TRRIE RTREZRIBE M EAB(E T — N3R5, BRE ATRE R B E I E/WEE— NIZLL T O Y

BERE - BfEE—F&2A4 7 LAN A"— b SFP+4— b

auto o o
10000-full X o
5000-full X .
2500-full x .
1000-full x .
100-full o i
100-half o i
72%, SFP+AR— RZ SFP € ¥ = — /L& L. 10000-full Z#57E L7254 1213 1000-full & L CEMET 2,
[BREH

LAN 7R— b #1 Oi@ {5 HE /BT — K% 100Mbps/Full I ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #speed-duplex 100-full

5144 — I 2—a A TORE

E&

negotiation fype [type..]
no negotiation

[2XT A —%&—]
type D EBEXAT



158| 2~ RU 77 LU A | A & —7 =— A

WEFAS 24 Bf
10000-full 10Gbps/Full
5000-full 5Gbps/Full
2500-full 2.5Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half

[WIHIRRE]

negotiation 10000-full 5000-full 2500-full 1000-full 100-full 100-half
[A1E— ]

A HE—=T 2 —RE—F

[

F— b= g 0 TCHR—NTIDEEXA TERET D,
no TERTEAT LTS ITWIHIER EIZR 5,
Ko< KIZLAN R— MIDHBRETE 5,

[/ —F]

Ka<w o RZLBHRE E%ﬁok Weh R —T 2 — AN—IFZ Y v X T,
WEHEEMEET— FREICA— I vm— g VUARREESN TV D HE, AERITEMEL ¥ A,
[BRZEH

LANAR— M #l DA — b A T—3 9 U TCHR— M 515 % A 7% 1Gbps/Full & 100Mbps/Full IZF%ET %,

SWX232x (config) #interface portl.1l
SWX232x (config-if)negotiation 1000-full 100-full

5154 — MRz — g VORBFHRER

[E
show interface negotiation [ifname]
ST A—F—]
ifname : LAN/SFP R— DA Z—T = — A%, BIRFHIBA LV F—T = — A0 R LT 2,
BRTHA LV H—T 2 —A
[AJ1E—F]
FEREME EXEC £ — N, b EXEC £— F
B
AV B=T 2= ADF— b RAVT—V a VOFERERTT D,
UTOHEHPFEREND,
HH BB
Interface AU H—T 2 — R4
Nego F—hFrAT— g O/
Link Advertisement :JE': ];X v — g Y AR— M2 IBE R

[BREH]
F— bR IAv =g COEREERT D,
SWX232x#show interface negotiation

Codes: Nego - Auto-negotiation
All - 10000-full, 5000-full, 2500-full, 1000-full, 100-full, 100-half
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portl.1l Enabled All
portl.2 Enabled 10000-full, 5000-full, 2500-full, 1000-ful, 100-full
portl.3 Enabled 100-full, 100-half
portl.4 Enabled All
portl.5 Enabled ==
portl.6 Enabled ==
portl.7 Enabled ==
portl.8 Enabled ==
5.1.6 MRU % &
Ey
mru mru
no mru
[T A—5—]
mru 1 <64-10240>
ZIEFREIR R 7 L— L A AERET DEITMBETH D Z L)
[FIEIEXE]
mru 1522
[AF1E— ]
AH—T2—AE— R
[AA]
ZAZAREIR IR 7 L— L A e ET D,
no JTER CHEAT L2 & I3 HIR EICK D,
[/ —}]
A=< RIiE LAN/SFP 7R — M DB TE FIHE,
[ E B

LAN A"— k #1 @ mru % 9000 /XA MIFRET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #mru 9000

517780 X,/ A FL— | HEPHIBIERE

[EX

mdix auto action
no mdix auto

[R5 X — & —]
type © Zu R/ AN L— NABHBIOEE
R EM A
enable 7 A/A N L— N BEPHEBIZ AT D
disable 7 m A /A S b— ~ BEPHB & EIC TS
[WIHIRRE]
mdix auto enable
[AS1E—F]
f o H—T 2 —AE— R
[RLBA]

JaA/A NL— NBBPEBIZ AT D, AT D EBEICKER T — T VG2 A (A N L— NEiE7

r ) et L, A mYIC R ET S,
no JEAUTHEIT LGS

1T, BEPEBIZEZIZ/2 Y MDI & 725,
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[/ —F]
Ko< R LAN A— MO LR EFHE,

ARa<w FIZKDRELTEITI &, YA VX —T = —AR—FFICY I X T 5,

Batl]
LANKR—F#l D7 1 A A~ L— O HEPHBIERE 2 802 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #mdix auto disable

5.1.8 EEE &% &

EEN
eee action
no eee

[R5 A =& —]
type : EEE O@j{E

%
R
o

%E

B

enable

EEE ZE%Z9 5

disable

EEE Z#3hiz 9%

[FIEIER E]

eee disable

[AF1E— F]

Ao H—Tx2—AF—FK

[FHA]

44 % J1H¥%BE Energy Efficient Ethernet(EEE) % A 029 5,
no BN CHEAT L7256 1%, EEE BT 725,

[/ —h]

A< Rid LAN AR— M2 D% E I hE,

RAavU FICROREELZIT) &, YA =T == AR 7 X T 5,

B&il]
LAN 78— k #1 ® EEE 28127 %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #feee enable

5.1.9 EEE )5 Al B2 RRT D

[EX

show eee capabilities interface ifname

[T A—F—]

ifname : LANAKR—hDA v F—Tx— R4
FRTDHA LV H—T 2 —RA

[AJ1E— F]

HHrtE EXEC £— N, $§# EXEC £— F

B

BELEA VA —T 2 — AN EEEIZHISE L TWANE I nEF T 5,

UTOHEANRERSND,

HH

{lf

AL

interface A H—=T 2— A%
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HAE

B

EEE(efficient-ethernet)

H & 73 EEE (2% hts L TN B 235 0>

Link Partner

KA BEE (XS LTV D G hs

[/ — P}

S BEE STV AR WS I, EEEICKHE L TWARWEFRENS,

[ EH)

LAN R— k #1 @ EEE %S A B A2 FRT 5,

[cHAEEAY EEE (2566 LTV B354

SWX232x#show eee capabilities interface portl.1l

interface:portl.1l
EEE (efficient-ethernet) :
Link Partner

yes (1000-T, 100-TX)
yes (1000-T, 100-TX)

[t 873 EEE (256 L TR WSS
SWX232x#show eee capabilities interface portl.1l

interface:portl.1l
EEE (efficient-ethernet) :
Link Partner

yes (1000-T, 100-TX)
not enabled

5.1.10 EEE X7 — & R fERE R RTH

[
show eee status interface ifname
[NT A —=HF—]
ifname : LANR— DA U F—T = — A4
RRTHA L E—T 2 —A
IASE— K]
FFrHE EXEC E— R, %§# EXEC E— N
[BLAA]
FRE LA v H—T7 2 —ADEEE AT —X A% FR7T 5,
UToOHEANERIND,
HE B
interface A UH—T 2 — R

EEE(efficient-ethernet)

EEE B s

Rx LPI Status

ZAEMOEESE— FOIKEE

Tx LPI Status

EEMDOEESE— FOIKKE

Wake Error Count

TI7—=hvr b

(B E B

LAN 7R— ~ #1 ® EEE A7 — % Z % KT 5,

[EEE &) D 555]

SWX232x#show eee status interface portl.l

interface:portl.1l
EEE (efficient-ethernet) :
Rx LPI Status 3
Tx LPI Status
Wake Error Count

[EEE 2N B DGE

Disabled
None
None

0

SWX232x#show eee status interface portl.l

interface:portl.l
EEE (efficient-ethernet) :
Rx LPI Status 3
Tx LPI Status
Wake Error Count

Operational
Received
Received

0
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[EEE B HE N 2OEEIE— R~BITH OGS
SWX232x#show eee status interface portl.l

interface:portl.l
EEE (efficient-ethernet): Operational

Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE A% 2HENE— FABITL TV L5 E]
SWX232x#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

5011 R"—FIF7—1) VTORE

&3]
mirror interface ifname direction direct
no mirror interface ifname [direction direct]

[F—TU—F]
direction D T T 4 v I OERITRERET D
[/XT A —F—]
ifname : LAN/SFP R— hDA v X —T = — A%,
N7 4w HIT7— VT E—T =R
direct D NI T 4 v OB W
NF 74 v 7 DERG B!
both ZAFM & FAF R D 7
receive A
transmit EE 1
[FIEIEXE]
7L
[AJ1E—F]
B =T 2 —AF— K
[RLBA]
RBA L H—T 2= A A=T 7 —R— b ifname T =4 —7— k& LT, direct CREINTZT 7 4 v %3
T—=V 745,
no A TIAT LG AR, I 7=V 7 OREZHIRT 2,
[/— k]

AKza< 2 RiZ LAN/SFP R — b DL 3% E Al BE,
A=T 7 —HR— MCRETE DA Y H =T =— AT 1 DD,

B&il]
IANR—Fr#l ZA=T77—R—Fr L LT LANR—F#A OFEZET L —LE LANBR— M #5 OEETL—L0%53
=V T35,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #mirror interface portl.4 direction both
SWX232x (config-if)#mirror interface portl.5 direction transmit

51,12 8—F I F7—1 T OIREFRR
EEN

show mirror [interface ifname]
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[F—TU—F]

interface D RRTHEER— N ERET D

[P35 A—%—]

ifname : LAN/SFP R— "D A vV H—T = — A4,
FoRT DEHRA— b

[AS1E— K]

JEFEME EXEC £ — N, Fi#E EXEC £— |

[BLFA]

R—=hrIT7—=V UV TORELFR T D, interface ZEME L72BEIL. ETCOERR— M TIRERRRIND,
1 OOBEMRFR— T L2, UTFTOHEERFRIND,

HH A
Monitored Port R — DA L H—T 2 — R4,
Sniffer Port AT 7 —IR— DA K —T = — AL
Direction cNZ 7 4 v ORI

[REHI]

IT—V IR NDOEREEETRT D,
SWX232x#show mirror

Sniffer Port Monitored Port Direction

portl.1l portl.4 both
portl.l1l portl.5 transmit

5113 A V' Z—7 = — ADREEHE R

[ER]
show interface [ type [ index ] |
[2XT A—&—]
type LA —T 2 —REA T
AV EBE—T 2 —RFZAT e
port WA B —T = — R
vlan VLAN A > Z—T =—R&
sa ABT 4 TimBA A —T =2 — A
po LACP #HEA v X —T = — A
index L AT v I AR
AV HF—Tx=z—R1ID Z6H
S.X WA o H—T 2 —AD AKX v 7 ID(S), &£
' RIZHIF SN B X)) EHRET 5,
<1—4094> VLANID Z&8E ¥ 5,
B ABT Ay T v —T 2 — A KT H
<1796 feiE 5.
<1—127> zMTﬁﬁ4V5%7:%X§%%%ET
[AFTE— F]

JEHFHE EXEC ©=— K, f5# EXEC £— K
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[FEHA]

ifname THRE LTA 2 —7 = — ZADREZ R RT D, ifname ZEME LTHEIX, B2TOA U F—T7 = —ZADIKEE

NI D,

LFOBmBENRREIND,

HE B

Interface AU H—T 2 — A4
U v AT —H A $%2 (shutdown I
IR 2R T D)

Link is + shutdown % & ¥ : (by shutdown)
o AR— b= T —HRHE : (by err-

disable)

. A v H —7 = — AFERI(Ethernet,
Hardware is

VLAN 72 &)
HW addr WIEIMAC)7 R L % %1
Description A E =T 2 —ADFAL
ifIndex AVE—T 2 —AA VT v I AKWT
MRU Maximum Receive Unit $%4

ARP % A L7 7 FEFREI(ARP = |

ARP ageing timeout U — R %3

Speed-Duplex WEIHE, 5T — FOBEM L B

TEIREE %1
Auto MDI/MDIX Auto MDIUMDIX A %h/#E%h %1
IP7T FLR/ATE X3P T FL
IPv4 add o 4
v address AREROLRERSND)
IP7u— RK¥%x 2 b7 KL & %3 (IP
broadcast

7 KL AREBOLFTSND)

A FR—FDE—R
Switchport mode e access: X772 L
« trunk: ¥ 7 &

AN 7 ans ) 7ok
Ingress filter * enable : 5%
+ disable : #E%)

ZAEARER 7 L— XA T
c aAll: BTHOTL—LEZFE Y
Acceptable frame types HHEEARZ2 L)

+ vlan-tagged only : VLAN % 27 Off
W27 L= AD G

27 L7 L—A% 5 VLAN ID

s ZTRLAFA— FOLE:

switchport access vlan =~ > R C
HiE L7- VLAN

Default Vlan . BT ER— N OBA AT
7 VLAN

o XU ER—PNTEITFERT Y
kD HZAGERE D56 - None

o ARFEERF : vianl

HM A H—T 2 —ADFTE LTV

Configured Vlans % VLANID & &
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HHE B
packets ZAF Ry MR K2
bytes ZAF A MK X2
input multicast packets ZE~NVTFF v A MRy K2
drop packets 2‘5%5;*)771@% L7230y M
packets EEANT Y MICXR2
bytes EEANA M2
multicast packets EEYNVT X v A MRy MICX2
output N CEa R o wer e
broadcast packets ;‘ R7B— FX ¥ 2 bty MUK
T Ray T LIEE Ty MK
drop packets 2.3%5

NKIMFLA o —T = — ADIHFRR

SQLYPA L H—T 2 — A, AV H—T = — ADIHER

I VLAN A V' H — 7 = — ADIHFR

KAFHA L X —T 2 —ABIOPVLANA VH—T 2 —ADFPHIL. FOA L EZ—T 2 —RIZBLTWLYHA
H—T = — 2D/ IME % T

X5 T — v Ry IRE G AEICEEOE R, BARGEICIIZEOEROAERINET,

Batl]
LAN R— |k #1 OREEZERT D,

SWX232x# show interface port 1.1
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description: Connected to router
ifIndex 5001, MRU 1522
Speed-Duplex: auto(configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 8 1
Configured Vlans : 1
Interface counter:
input packets : 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895

multicast packets: 628
broadcast packets: 0
drop packets : 0

VLAN #1 OREZFRT D,

SWX232x#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ifIndex 301, ARP ageing timeout 1200
IPv4 address 192.168.100.240/24 broadcast 192.168.100.255
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
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5114 4 V¥ — 7 =— ZADIREDOE G TR

[EX]
show interface brief

[AFTE— F]

FEHFHE EXEC E— N, R#ME EXEC E— R, =747 L—2a U EF—F

[FEEA]

AU B —T 2 —ADREE S ETRT D,

UTOEENRFRREND,

EHH B!

Interface AR —=T 2 — A%

Type A B =T = — AFHRI %2

PVID 77@L7V~A%m5WANm
%2
A v FHR—FDOET— K %2

Mode + access: X772
o trunk: ¥ /&

Status Vo RAT—H4A
Voo 2y DER

Reason + AD: shutdown % &
« ED: R— b= 77—k
« PD: LFiLISb

Speed EEHEE OBERRE X2
FrE T DB aA v ¥ —7 = — ADF
Bl %1
. . = o, I A N —

Port Ch S): AZT 4 v iAo X —7

= — A

e (P):LACPmEiA v F—T =z—R&
g DimBiA v ¥ —7 =—AD ID

Description A B —T = — ZADFIASC

KIWHRA L H—T = — AD IR

2P A A —T 2 — A TP A —T = — ADHEIR

[ EH]
A UH—T 2 —ADREESHTRT D,
SWX232x#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate ,
ED - ErrDisabled, PD - Protocol Down,

PVID - Port Vlan-id
AD - Admin Down

Status

Reason

Speed Port Description

Ch #

Ethernet Type PVID Mode
Interface

portl.1l ETH 1 access
portl.2 ETH 1 access
portl.3 ETH 1 access
portl.4 ETH 1 access
portl.5 ETH 1 access
portl.6 ETH 1 access
portl.7 ETH 1 access
portl.8 ETH 1 access
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Interface Status Reason Description

vlanl up == ==

vlan2 down PD =0

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up = 1g =

5015 A F—T =—ZAD V&> b
[EX]

interface reset ifname
87 X —5—]
ifname : LAN/SFP AR— h £ idimsilA 4 —7 = — A
Vey boA 0 2—7=—2

[AF1E— R

¥5HE EXEC E— K

[BiFA)

BELIEA V=T =2—R2& kY bt 5,

[/—h]

RRA L H =T 2= 2DV U IREEZVEY L, V7 ZHELT D,
B, Uiy MIEW—RFIZY 7 XD U RRET D,

FRERA X — 7 = — AR LTV D LAN/SFP AR — MMZIFFEATTE 0,
Bl

LANAR—Fr#1 2V &y bT5

SWX232x#interface reset portl.l

5116 7L — LUV F—FRKmR

[EX]
show frame-counter [ifname]
[73F A —%&—]
ifname : LAN/SFP R— hDA v X —T = — A4,
RRT DA H—Tx—A
[AS1E— ]
FERFHE EXEC £— . %5 EXEC £— F
[RLBA]
ifname CTIRELTcA LV Z—T =2 —ADT L—LA T —IFEWREFTT D, ifname ZEME LIZHEIX. &2TOA
X —T 2 — ADWERERTT D,
UTOHANRERSIND,
HH B
Packets EE/ZEANT Y MK
Octets EE/ZEX 7T MR
Broadcast packets Tr— R¥x R MRTy NEER G
Multicast packets ~NF X A MRy PEERZEK
Unicast packets 2=Fy ATy MRERZEK
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HAE

B

Undersize packets

T HE = A XNy NEAGE(64 AT T MR D /S
7 b)

Oversize packets

FH— A Ry N R(EH(523 A2 T v FELED
VAT I

TIT A Ny NEZIEH(64 A7 T v B AT CRC

Fragments REHETHB /v 1)

Tabbers “/‘:’V{*\“*/\"/T v NZE$(1523 47 7 > RLLET CRC
INEE Tl 537 v FK1)

FCS errors FCS =7 — "7 v MM

RX errors ZETI7—H

TX errors EETI—H

Collisions a Y AR

Drop packets 5’:/‘; F:E Y 7 LTSREN T > MR Ny 7 i &
DZAGTERD ST/ M2

64octet packets 64 47 7 > NREDO/NRT v MEZEE

65-1270octet packets

65~127 47 T v NED/RF v MEZEE

128-2550ctet packets

128~255 427 7 v bED/Nry MESZERK

256-511octet packets

256~511 427 T v MED/XT v MEZEE

512-1023o0ctet packets

512~1023 &7 7 v NEDO/r v N EZERK

1024-MAXoctet packets

i

1024~ KA 7 7 v FECR)D/Nr v M EH

ulll

M1 KA 2 —Tx2—AD MRU IZIKE L TEET 5,

K2 T =V Ray TRHAMRGEEICEEORR, B SIC3REOHROAZIRSNET,

(BB

IANR—F#1 DT L —A BT X —%FrT 5,

SWX232x#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets
Octets

Broadcast packets
Multicast packets
Unicast packets
Undersize packets
Oversize packets

Fragments
Jabbers

FCS errors
RX errors

Transmitted:
Packets
Octets

Broadcast packets
Multicast packets
Unicast packets

TX errors
Collisions
Drop packets

Received and Transmitted:

cdoctet
65-127octet
128-2550ctet
256-511loctet

packets
packets
packets
packets

84
6721
8

76

(@]
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512-10230octet packets : 0
1024-MAXoctet packets : 0

5017 7V —b I/ Z—D7 V7T

[ER]
clear counters ifname
clear counters all

[F—TU— F]
all DR TOA B —T 2 —ADT L —L I I E—F 7 VT T 5

[PXT A —=F—]

ifname : LAN/SFP R— M FE7-IEGmEA v X —T =2 —ADA VX —T = — A%

KBDOA B —T 2 — R
AT E— K]
Kb EXEC E— R
B
AV EBE—T2—ADT VL —LH I E—% T VTT5H,
ifname FIE LG EIE, £DOA v —T=2—ADT L—L 02 —% 7 ) TT 5,

ifname \ZFBRA VX — T = —AEEE LG EX. TOA VX —T7 = —RIZFTET 5L TD LAN/SFP R— D7 L

— LA VT T 5,

[BREBH]
LANR—h#l DT VL —L AT B —% 2 VT T 5,
SWX232xf#clear counters portl.1l

5.1.18 SFP E = — /L DIREEFR R

[EX]
show ddm status
[ASTE—F]
HHrtE EXEC £— N, $§# EXEC £—
[

SFP & ¥ 2 —/LODIRIEZ FRT D,
1 SOOI B X LT SFP AR — b Z & ICHEE, EIREIE, FIREIEAF RSN D,

HH B
Temperature TV 2 — /LINEIEE(C)
Voltage HEIEAE(V)
Current I (mA)
TX-Power FIED TR (dBm)
RX-Power K D IR L (dBm)

[XEH]
SFP &Y 2 —/VOIREE LT 5,

SWX232x#show ddm status
Temperature High Alarm High Warning Low Warning

Interface (Celsius) Threshold Threshold Threshold
portl.25 42.7 100.0 85.0 -40.0
portl.26 = = = =
portl.27 40.7 95.0 90.0 -20.0
portl.28 Unsupported Unsupported Unsupported Unsupported

Voltage High Alarm High Warning Low Warning

Low Alarm
Threshold

-25.0
Unsupported

Low Alarm
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Interface (V) Threshold Threshold Threshold Threshold
portl.25 3.37 3.62 3.46 3.13 2.97
portl.26 = = = = =
portl.27 3.34 3.89 3.70 2.89 2.70
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

Current High Alarm High Warning Low Warning Low Alarm

Interface (mA) Threshold Threshold Threshold Threshold
portl.25 4.0 16.0 15.0 2.0 2.0
portl.26 = = = = =
portl.27 6.2 17.0 14.0 2.0 1.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

TX-Power High Alarm High Warning Low Warning Low Alarm

Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -5.4806 0.4139 0.0000 -10.7058 -12.2184
portl.26 = = = = =
portl.27 -5.4714 -1.9997 -1.9997 -11.0237 -11.7392
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

RX-Power High Alarm High Warning Low Warning Low Alarm

Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.26 = = = = =
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

51.19SFP £V 2 — VDS L~ NVEHROFRE

[EX]

sfp-monitor rx-power action
no sfp-monitor rx-power

[T A—F—]
action SFP £ 2 — /LD L~ LR OB E

REME B
X0 L D= ¢ J I/%’i 75 z
enable SFP E ¥ = — /LD L~ LB 2 A5 %))
T5
. TV a2 — )LD LU M|
disable SFP & ¥ 2 — /L DEZ S L~ VR 2 S
+5

(IR E]

sfp-monitor rx-power enable

[AJ1E— K]
ra—\)varZ 4 b—varEw— R

[RLBA]

SFP ¥ 2 — /LD LNV AR ET D,

[BEH]

SFP & ¥ = — /LD L ~OVEER 2 2T 5,
SWX232x (config) #sfp-monitor rx-power disable

5.1.20 HEF = —DFEHAREROREC AT L)

EEy

tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate
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[78T7 A= —]
action D VAT AERORE X 2 — OB ARERORE
RIEE B
VAT DEEDOFEEF 2 — O REH &
enable T2
. VAT LEEDFEF 2 — O REN &
disable I
[WIHIRRE]
tx-queue-monitor usage-rate enable
[ASIE—F]
sa—m\)varZ 4 S —varE— R
B

VAT AEEROERF 2 — O RGN E R E IS T 5,

no IR CHAT LI & I3 IR E IR T,

[/ —h]

EEX =2 —OFEHEEMAZENNCTHOITIE, Ka~vwr RIIMAT, AV F—T72—ATHLEEF 2 —DOFEHE
EREZBNCT D0ENH D,

[ EH]

VAT AR TERF = — O HREHE EhIZT 5,

SWX232x (config) #tx—-queue-monitor usage-rate disable

5121 EEF = —DEHBEFROREAL v F—T = —2R)
B

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[T A—F—]
action OB U H—T == ADKREF 2 — O HRERORE
RIEE A
HBA VB —T 2 — ADKEEF 2 —DfEH
enable SERREANCT B
: MEA B —T =2 — ZADEEF 2 — D
disable R NS
[WIHARRE ]
tx-queue-monitor usage-rate enable
[AS1E— F]
A E—Tz—RAE— R
B

WRA U H—T 2 —ADEEF 2 — O HRER 2 G2 E 238NI 5,

no I CTIAT LI EBI3HIRR E ISR T,

[/—}]

A< Rid LAN/SFP 7R — NI D HERE Al HE,

PAEFX 2 —DFHREREZ AT H720I001E, Ka<r FITMA T, Y AT ARKTEHEEF 2 —Off R
EHINCT HMERD D,

[ E B

LAN R— k #1 O%[F % = — O RER 2 T3 5,
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SWX232x (config) #interface portl.1l
SWX232x (config-if) #tx-queue-monitor usage-rate disable

5.1.22 EfEF¥ 2 —DEHREHRDORERT

[EX]

show tx-queue-monitor
[AJIE— K]
HHrtE EXEC £ — R, %5#E EXEC £— |
[FiA]
KB F 2 — D REROBRE 2 RTT D,
FRNEITLTDO LB,

o VAT LBRIKRDOEEF 2 — O HFEEGORIE
« LAN/SFP 7R— h Z &L OFGE
o A UH—T = — AL (port)
»  LAN/SFP 7R — bk O[5 ¥ = — O R EEHL DO F% E (usage-rate),
[B E ]
EEX 2 —OFEHEEHORELRTT D,

SWX232x>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

52V 077V F—v gy

521 AFT 4y VERBEA U F—T = — ADRIE
[EX

static-channel-group link-id

no static-channel-group

[/3F A—&—]
link-id o <1-96>
ABT 4 TR v A —T = — A
[AS1E— K]
A B =T z—RAE—F
B

S RA VB —T 2 — A% link-id CHRELIZAZT 4 v VimBiA v F—T = — AR EH 5,

o R TET LGS, B A v E—T 2 —RAEART 4 v I v —T 2 — AR S5,

[/ —H]

A< KIZ LAN/SFP 7R — NI D H3% & Al RE,

AL T A I ERA B —T = — ADFLE LR\ link-id /2% L C, LAN/SFP R— h & fT@ S 25 41%, Hiizlc A
AT 4 VimBiA A —T 2 —ANERI D,

ABT 4y ViAo H— T 2 — AN LIRS H 2R R, FTBT 5 LAN/SFP AR — BN ELS 7 o 2381, A¥ T+
v JEA A — T = —ADNHIBREN S,
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1 ODART 4 v VA VX —T 2 —ATHKK 8 DD LAN/SFP AR— F 2B S5 Z LN TE 5,
BEICFEL CWDAET ¢ v Vil A v H—7 = — A ﬂLT%EéﬁéFAilAwa? NeAXT 4w
B A —T 2 — AT, LTOREZET—HIELZ L, REVERDIGHITTTI—LRD,
« VLAN OFE
* QoS D KT A KNE— RNEE(T 74/ K CoS fH, MBS %5 Te)

IR T 4 7 imBA o H — 7I—x#$méﬂé A%, LAN/SFP AR — b @D FERENAZ T 4 v 7 #dEA
VE—T 2 — ZADHEHREE D,

LAN/SFP R— h &2 AKX T 4 v Vil A v X — 7 = —RAZFATR S E 5 &, MSTP O ENYIMBREMICR S, £,
ABT 4 VA o H =T 2= ADBPHE L2 A S MSTP Of%E RN HIHRR EEICR D,

1 D LAN/SFP "R — s ZEEOFERA v X — 7 2 — AZFTR S5 Z LTk, no B THIBSHTHH R
AR A —T = — RIS ES 2 &,

X EH

LAN R — M #1 ZRAEZT 4 v Vg VX —T7 = —ZA#5 IZATE S 5,

SWX232x (config) #interface portl.1
SWX232x (config-if) #static-channel-group 5

522 ABT 4 v TEREA VE—T = — ADIRERT

E&

show static-channel-group
[AJTE— K]
JEHHE EXEC £ — R, F#kE EXEC E— R
[FLEA]

ABT 4y Vi VB —T 2 — ADREERTT D,

FAET DAL T 4 v TiwEA VA —T 2 — AT LIZUTOHEANREREIND,

© RET 4 v Ui L H—T == A

e B— NARZ U AMRED/L—L

« FIBLTWS LAN/SFP AR— F DA U X —T = — A4,

72— RRZ 2 ZRERED L— LI DT, port-channel load-balance =21~ > KD fype /3T A — X —HMHD Z L

(B EH]
ABT 4 Vi, =T = — ADIREEEIRT D,

SWX232x#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

S wWwN

523LACPSHBEA L X —T =2 —ADHRE
[EF=

channel-group /ink-id mode mode

no channel-group
87 X —5—]
link-id ¢ <1-127>
LACP i A o Z—7 = — A&7
mode o BEfEE—FR
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mode B!
LACP % ACTIVE £— R CHBESH 5,
active ACTIVE &— R, sfmsgasioxt LTH%

HIZ LACP 7 L — A% 3%E1 5,

LACP % PASSIVE F— R CHSfES H 5,
PASSIVE &— K CiX, *fmssmn o5 LACP

passive T —ALEZZELEBEAEIZOHLACP 7
— LT FET D,
[AFTE—F]
AHF—Tz—AE—NK
[FBA]

RGA B —T = — A% link-id THEE L72 LACP #Bif v ¥ — 7 = — AR S H D,

no FERTEITLIEHEIE, R A 2 —T7 2 — 2% LACP Bl Af v X — T = —2AMBLHIEEE 2,

[/— 1]

A2~ 2 Ri% LAN/SFP 7R — RZ D B3 & FlHE,

LACP f@#iA % —7 = — AT LAN/SFP AR — b & T @ S 7- 55518, M7% LAN/SFP 78— K I lacp timeout long 733%

ESIND,
F72. LACP#@#liA v % —7 = — AN O RIR S E 72561, Mi% LAN/SFP AR — k@ lacp timeout =~ > N ODFXED
HikRE N 5,

LACP #¥A v # — 7 = — ANELE L72 W link-id \2%F L C. LAN/SFP "— F Z @ S ¥ 285815, #7212 LACP #
A =T 2 —ADREREND,

LACP #HiA v X —T7 =2 — AWM B IR &5 %, FTE 325 LAN/SFP iR — F 3L 72 o 72385615, LACP #H#l» v
H—T x—ANYIEEN 5,

1 oD LACP#HBIA v & —T7 = —ATHK 12 D LAN/SFP R— 2B SHH 2 LN TX 5,

@3 % LAN/SFP 78— 8728, 8 O F TIX LACP Bl A v Z — 7 = — X ICHIFFIC A B L, 8 D& B X /=432
TITPEER A {2 TORER— 2 5,

WEE— R HED LAN/SFP AR— MI LACP V > 7 7 7 U 7 — 3 st L7ew, (FT@IXAIRE7Z 2% LACP U
YO T V=g LTEEIZLZR, )

WBIEHE N2 D LAN/SFP AR— R 3F— LACP #hiFiA > ¥ — 7 = — AR L TWA A OEEITEEE Y
TV = a COFREIEAFET D, FEMIT lacp multi-speed 2~ REZZMD Z L,

BEICIEAE LT 5 LACP i A X — 7 = — A 2% L C LAN/SFP iR — b ZFE & ¥ 58541, LAN/SFP iR— h &
LACP A v # —T7 2 — AT, UTORCA2ETHIEDH L, RENBRIERITI=T LD,

¢ VLAN OFE

* QoS D kT AME—RNRET 74/ b CoSi, AN— MELELZGTr)

H7-12 LACP f A v 2 — 7 = — AN ER EN DA 1E. LAN/SFP AR— F D EEEd% & 7% LACP aflh A v 4 — 7 = —
ADARE &2 D,

LAN/SFP R — F % LACP #¥E A v — 7 = — R TR &E 5 L. MSTP OFENVIHHREMEIZR D,

F72. LACP Bl A L X —T7 2 —AMBHIR L7284 6 MSTP O ENIHIZR EMICERES,

1 2® LAN/SFP iR— M 2B DOHFA o F — T = — A TR SE 5 Z LT HER W,

no I THIE I THE R AHEAN VX —T =2—RIZATEIED Z &,

B&il]

LAN 7"— |k #1 % ACTIVE F— R TLACP A v X —7 = — 2 #10 IR & ¥ 5,

SWX232x (config) #interface portl.l
SWX232x (config-if) #channel-group 10 mode active

524 LACP 3 A v ¥ — 7 = — ADIREFR
[EX]

show etherchannel [ifname]
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[R5 A—%—]
ifname : LAN/SFP R— DA Z—T =— A4,

LACP ##iAf v F — 7 = — A&l L TWDHA v F—T = — R
[AF1E— K]
M EXEC £ — |, ¥5# EXEC £— R
[FiA]

ifname B L2 E6. LACP G v 4 — 7 = — ZADIREE R RT 5,

TEET A LACP #iiA v ¥ — 7 = — AT L IZU TOHEERE RIS,

o LACPi#iA v ¥ —7 = — R4

o TI— RXT o RBERED L— )L

« FIBLTW2S LAN/SFP AR— h DA U X —T = — A4,

17— RNT 2 ABEBED L— U2 DU TlE, port-channel load-balance =1~ > RD type /X7 A —X —ZBDOZ L,

ifname ZFE LT234E . LACP iwBlA v ¥ —7 = — 2 Z K LT\ %, LAN/SFP R— h DRREZ FIRT 5,
IFTOHEENFERIND,

HH FiHA
Etherchannel portN.N LAN/SFP 7R — R4
Physical admin key W BRAY 70 R % 351 97 B #(bandwidth,duplex,mru, VLAN
RERL > B VERK)
LACP 7' |k =1/l Receive machine 3% 28 # DR HE
e "Invalid"

* "Initialize"

*  "Port disabled"

+ "LACP disabled"
*  "Expired"

e "Defaulted"

* "Current"

Receive machine state

LACP 7’12 k =1/L Periodic Transmission Zf 28 5D IR TE
e "Invalid"

*  "No periodic"

*  "Fast periodic" (1 #>[H@ TE(E)

+ "Slow periodic" (30 F>IFE TiE1E)

* "Periodic"

Periodic Transmission machine state

LACP 7 & | @1/l Receive machine ZfE 4 DR HE

+ "Detached"
Mux machine state +  "Waiting"
+ "Attached"
+ "Collecting/Distributing"
fitt FARRE
Selection * "Selected )
+ "Unselectedic"
+ "Standby"
Information LUF DF % 2 Hi(Actor B4y B &, Partner X [4HTF)
Aggregator ID LACP L D75 ID

Information TIZLA FDIHAERNFR RS D,
HE B
LAG LACP VAT L ID(F'F7AF VT 4, MACT RL X)
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HE B

Admin Key LACP DIt & 72 % IDGREEAR — R =)
Port priority LACP 7" — MESEE

Ifindex A B =T 2 —AEKE

Timeout Timeout fE("Long"=90 #, "Short"=3 #})
Active LACP EifEE— R("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 < 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[ E 5]

LACP##HEA v X — T = — ADRREEE T 5,
SWX232x#show etherchannel

% Lacp Aggregator: polO0

% Load balancing: src-dst-mac

% Member:

portl.1l
portl.2
portl.3
portl.4

LACP #H A v #—7 = — A ZHERK LT\ 5., LAN/SFP iR— F DIRREA FoRT 5,

SWX232x#show etherchannel portl.1l
Etherchannel portl.l

Physical admin key

Receive machine state

Periodic Transmission machine state
Mux machine state

Selection
Information Actor
LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001
Port Priority 32768
Ifindex 5001
Timeout Long
Active 1
Synchronized 1
Collecting 1
Distributing 1
Defaulted 0
Expired 0

525 LACP V2 F AMBEEEDRE

3
Current
Slow periodic
Collecting/Distributing
Selected
Partner
0x8000, 00-a0-de-11-11-11
0001
32768
5001
Long

CORr P

E&

lacp system-priority priority
no lacp system-priority

[2XT A —&—]
priority <1-65535>
LACP 3 AT MBS
INSUWNE EBIE D E W
[FIHAE% E]

lacp system-priority 32768
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
LACP v AT MEFREZFHTET D,
no FEX CHEAT L2 GE TR E 2 W HIEICRE T,
[/—F]
LACP @A v #— 7 = — A%t itan L 8t SNV 6. AT AMESFEREE 2 bhlie U T, SR EEDS @\ 7 I ME 2
Hz6n5,
[ EH]
LACP ¥ A7 LMEFEE % 100 125X ET D,
SWX232x (config) #lacp system-priority 100

5.2.6 LACP 3 27 MBI EDFRT
B

show lacp sys-id
[AJ1E— K]
JEHHE EXEC £ — K, #5#E EXEC £— K
[FEHA]
LACP o 27 LMEJEE L LACP 27 A ID 237 5,
IFOHEBENFREIND,
s LACP v A7 AMEJEEE(0x THE D 16 XD
« LACP A5 A 1D
[/ —}]
LACP o A7 LMMES L, lacp system-priority =~ > R CTHETE 5,
LACP AT L ID X, MACT RLAMBARIND,
[ EH]
LACP DY AT MEFEZFRRT D,

SWX232x>show lacp sys-id
% System 0x8000, 00-a0-de-e0-e0-e0

527LACP BEEV LI/ T7 7V F—2 9 VOBRE
[EF=]

lacp multi-speed switch

no lacp multi-speed

[/3T A—HF—]
switch s BREY) oT ) A= a UISBED RS « EEERTE
R EE A
enable %ﬁ&uy&7795%vay%ﬁﬁmﬁ
disable %ﬁ&vy77fuf—yay%ﬁﬁmﬁ
[FIHIRR 2]
lacp multi-speed disable
[AJIE— K]
Jua—arr 4l — g E—FR
[RAA]

LACPICRITAEFEEY 7 7 7V F— g U HEREDER) - BhERTET 5,
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no JE THAT L7235 A 135 E 2 I =T,

[/ — 1]

FOREY o 7 7 P a U ISERIOSE OEE

o BHREE@F— N EFTOTRCOFBRR— FNE@BEHEICHELLT T 77 4 71275,

o B— RARTURITRTOFEA— & [EZIZH D,

o KRN R DBERHEEZZ T ANLRWGS, B s iRl CTHBA— MO~ EAMHAICAZH L, B
PERARERATBR— NEeT 7T 47 &9 5,

FIRE) o T )= g UINESIOBEA OEE

s FIBAR—INATERINZY 77 v LIER—F R UCBEHREDOR— NORET 77 4 712 5,
o BEEENALRLIMOR—NMIAZ XL DEE LTS,
s F—bhRIVE—Ta VITREINTWDOIGAE TR A— M TR T = — g > LR E R CiEE

WEDR— NOIRET 7T 4 72T 5,

o BONCU I T v LTER—= MR ET) v Z 7 Lzl &, LACPiw#iA v X —T =2 —A b Y v 7 Z 4
5,

[ EH]

BEEY o T 7 = a v EAMICRET S,

SWX232x (config) #lacp multi-speed enable

528 LACP ¥ A A7 7 FOFRE

E=y
lacp timeout duration
[8F A—F—]
duration D AALT Y NERET D
duration e

short ZALT Y NE3IRWETS
long AALT T 90 ET 5D

IAAE— K]

A H—Tz—AE—F

[BLAA]

LACP # A L7 U b &R ET %o,

[/— 1]

Az~ RILLACP #flA % —7 = — R ZFTE L T % LAN/SFP 48— MMZ D HERGE I,
LACP f@#iA % —7 = — AT LAN/SFP R — b & T @ S 7- 5515, Y% LAN/SFP 78— K I lacp timeout long 735%

ESIND,
F72. LACP#@HiA v % —7 = — AN ORI E 725651, 2i% LAN/SFP AR — k@ lacp timeout =~ > NODFXED
HIBRS D,
LACP ZA L7 7 k&, SRR 5D LACP 7 L — LA Z[E TERDSTEBAICE T L& BT ETOR
Ma#7,

F72. LACP Z A A7 7 FOBEILLACP 7 L — LIZKH S LTRSS IE B AL, 5218 LI X mggas i Ism S
72-LACP A L7 7 D 1/3 DI TLACP 7L — A% KETH LR D,

HE D LACP 7 L — ADFEEMMEIL. MEEENHELNTL D5 LACP 7 L—ANIZEM ST 5 LACP # A A
7 MIKLET 5,

Batil]

LAN AR— |k #1 ® LACP Z A L7 W7 b % short \IZFRET 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #lacp timeout short
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529LACP 7 V—L U Z—D7 V)T

[EX]

clear lacp [/ink-id] counters
[78T7 A —=HF—]
link-id 1 <1-127>

LACP f#lif v ¥ — 7 = — A&

A= K]
Rt EXEC E— I
[BFA]

LACPDZ L—L AT 2 —% 27 VT35,

link-id % 8Ws L= 5813, fFET D22 TOLACP A v 4 — T 2 —ADT L—L A0 =% VT T 5,
[ E 5]

ETOLACP#HEA L X —T 2—ADT VL —L AT E—% 2 VT T 5,

SWX232xf#clear lacp counters

5210 LACP 7 L —AA DUV X —DFRR

[EX]

show lacp-counter [/ink-id]
[T A—=HF—]
link-id o <1-127>

LACP i A v ¥ —7 = — A&

[AJIE— K]
HHrHE EXEC £ — R, frkE EXEC £— F
[FEEA]

LACP D7 L — LN T H—%FKRT D,

link-id AW UT235813, FETDHETCOLACP A v X —T 2 —ADT L—L A7 U X —%FRmT 5,
FiJE L Cu\ 5 LAN/SFP AR— h T &2, LFOHAENRFRIND,

o EZ[FEENZLACP 7 L—A4

o EZEENT- Marker 71 h LT L— A

s EZEFEINEZT—TL—A

[BREH]

ETOLACP /A L H—T 2 —AD T L—A AT Z—hFKRwT 5,

SWX232x#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.1l 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

52.11 @ — RARZ U ZARED /L —/LDORE
BN

port-channel load-balance type

no port-channel load-balance
[P35 A — & —]
type DR B — T 2 — A B WD DT DD — L
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type LA
dst-ip 565C IPV4/IPV6 7 R L A
dst-mac 5649 MAC 7 R LA
dst-port %i 5 TCP/UDP 7R — &5
sre-dst-ip E{F 03 KL O%E S IPvA/IPV6 7 R LA
src-dst-mac EETTB L U%EE MAC 7 R LA
sre-dst-port {503 L O%E e TCP/UDP R — R &5
src-ip X{E 70 IPv4/IPv6 7 K L A
src-mac EFEILMAC 7 FLA
src-port %{5 ¢ TCP/UDP R— h &5
rx-if ZEAH—T =2 — A
[FIEIEXE]
port-channel load-balance src-dst-mac
[AS1E—F]
srua—\varz 4 b—varE' -
[RLBA]

02— RRT  AREDRES A VX — T = — A B RDDHTZDDN— NV ERKET D,

ZE L7 L—ANO L2J/L/LA fERAEEH L, SEENREIND,

BB, FEALE—T 2 —AEEE LTSRS, W L= EZE LA v ¥ —T7 = — AT L DS NRE X
Nnod,

no G CTHEIT LI BB TIIREICRE 5,

[/—}]

Ka<wy RIET AT LEEOREL 25,

IPV4/IPV6 /37 R TiE7eWNW T L— ADEEIEL, RESN TN — LB LT, B#EXB L U%% MAC 7 KL
A TENHRE A VA — T = — ANRET B,

[F% 5]

0— RRT L ZBERE T, 21508 L UBESE IPVA/IPVE 7 R L A& JTCICHEEGA v & — T = — A A RET 5 X 9 IR E
T 5,

SWX232x (config) #port-channel load-balance src-dst-ip

5212 LACPHREA v X —T7 =2—Z2D 71 s a/)LREFR R

EEV

show etherchannel status [/ink-id] [summary | detail]
[F—T— K]
summary L BERE SRR
detail L FEMEROR
[NT A—=F—]
link-id ¢ <1-127>

LACP f@Bi A v & —7 = —AFK =

AHE— K]
FEFEHE EXEC & — |, ###E EXEC £— K
[@iA]

link-id THE LT~ LACP ##HFRA v ¥ — 7 = — ADREEEFRT 5,
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link-id %78 Ws L7= & &3, 2TO LACP il A v ¥ —7 = — ARBERTT D,
summary & & L7285 13 R R LU, detail 2457 L7235 B 135K~ T 5,
summary &, detail HE0E L7c & X1, summary BEEINTZ D LT D,

IFOmEENFERIND,
HAE S
Aggregator LACP @A v #—7 = — XA
ID LACP i1 v % —7 = — A LR ID
LN > e ° S 1] <
Actor LAG g\ﬂ HE?DLACP v AT LID(FT7A 4 VT 4. MAC T
KL )
Admin Key B4y H& D LACP $#0D7t & 72 5 IDGREER— F 7))
Status Voo T 7Y F—=arDAT—H A("Not
ready"/"Ready")
Partner LAG xﬂiﬁﬂ’l‘ﬁ%’i@ LACP VAT L ID(FF7A A4 VT 4, MAC 7
KL %)
Partner Key xtrfHF O LACP $# 0t & 72 % 1D
Link count T — X B(E AR — NE/AEE ATRE e AR — Mk
Link Hipk 9% LAN/SFP A" — h —EGEEIZLL FOR)
Link [ZIZLL FOHE R R RSN D,
fE RRR B
"Unselected" LACP fil# 7 = k= /Li@fE .
"Selected" LACP 3 %h7%, LAN/SFP AR— k& L GEIR LT,
"Standby" ;ACP DEZNTE, LAN/SFP AR— k& L, AR —hE L
Synchronization 7 7 7 A
"no" Synchronization 7 7 7 2335 TUM 720N,
"yes" Synchronization 7 7 27 7335 T\ 5,
fEAPIRRE & . Synchronization 7 7 77226, U > 7 7 v 7 L7 LAN/SFP AR — K DIRAEN DD,
.. Y277 7 L7 LAN/SFP 33— b
N Synch t i
{5 AR EE ynchronization DIRHE
Unselected no LACP #|# 7' v b 2 /v@fEH,
LACP 23 %072, LAN/SFP AR— h &
LCEIRLIZ, Voo T 70—
Selected no S L LTHRAEDD, xTvT
— g U
Standby o LACP 23F%h72, LAN/SFP R — |k &
L CEINL, RN — b ERE LT,
LACP 3G %h7, LAN/SFP /R— k &
LCER L, Voo 77—y
Selected ° . B
s yes 22 b LTRABNTT — 2 @F
REL o7,

[BREH]
LACP i A v % —7 = — ADRAEZ TR T 5,
SWX232x#show etherchannel status summary

Aggregator pol
ID 4601
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Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1

SWX232x#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.l Selected Synchronized
Aggregator po2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0002

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized

portl.3 Unselected Synchronized
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized

5.2.13 LACP R— MEXE DR E

yes

no
no

no

[EA
lacp port-priority priority
no lacp port-priority

[/XT A —F—]
priority 1 <1-65535>
LACP R— MBS
NS SR E
[WIHRRE]
lacp port-priority 32768
[AJ1E— K]

A H—T 2 —AF— R
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[FEHA]
LACP RN— MEEEZHRET D
no B CTEIT LG E TR E %TJJB;W R,
[/ — 1]

UKP A X —T7 = — AT D L&D LAN/SFP R — A 8 OF TIL LACP il A > % — 7 = — A |ZHiky
ICHRRBI, 8 DEMA T T OV TIFREF AT A TR — &2 D,

Z D& 9 7plE, LAN/SFP 7R — b CEIENAML SR S AT, EEIEMLO SN DN LIRALN D,

ERNEN DFM G AL, LLTFO#@Y Th b,

1)LACP 7" — MEEN/ NS WEREL SN D,

2)LACP R— MERENRFE U THIUX, £ > F—T = —AFZIN/ NS WERELEIND,

SFP " — N 2B SE 254813, LACP A — MEELEEZMOFR— MLV /NS BRETILERD D,

[BRZEH
LACP R— MELE % 1024 ITERTET 5,

SWX232x (config-if) #channel-group 1 mode active
SWX232x (config-if) #lacp port-priority 1024

5.3 7n— FEREE

5.3.1 AT AL TO IEEE 802.1X FRIEREDHRE
B

aaa authentication dotlx

no aaa authentication dotlx
[F13E% %]

no aaa authentication dotlx

[AS1E— K]

Ja—)arz 4 lb—y g rEw—NR

B

AT LAR T IEEE 802.1X #¥GiE & AN

no FEAXTHEAT L= A 1, /XTAJ&{ZIKT IEEE 802.1X FRAEZ #ENZT 5,
FRFEIX. radius-server host =~ K CiRE L 7= RADIUS — _— &7 5,
[/ — D}

EPRIZ [EEE 802 1X FRAE AT 570121t fE A % —7 = —ATH IEEE 802.1X iGiE & AT A MNEN D
%, (dotlx port-control =~ )

[BREH]
VAT LAKRTIEEE 802.1X @ik & b3 %,
SWX232x (config) #aaa authentication dotlx

532 VAT LAEETD MAC FREEHSEE DR E
[EX]

aaa authentication auth-mac
no aaa authentication auth-mac

(AR E]

no aaa authentication auth-mac

[AFTE— ]

Ja—ar 74—y g rsET— R
B

A ;_Aé{z’g-’c MAC [FIoS niE%ﬁ)‘jJ —9)—




no I THEAT L2

2A) 2
RICMA.

[/— "}
BRI MAC RRREZ 3 5 72
enable =~ > )

[BE B

184| A~ RU T 7 LU A | A ¥ —T = — A
i VAT LE ﬁi"(‘ MAC mhuﬂz;&‘ﬁ)‘ﬁ ﬁ—éo
IZ. radius-server host =~ > N Ci%E L 7= RADIUS YV — —%fF 55,

j:\ i‘j‘%/( \/5‘_‘7I‘—XVC¢) MAC uunﬁ%ﬁ)‘ﬁ ?‘5%%7535)50

‘\/X?A/fﬁif MAC 3 [ nft%fﬁ)‘jjﬂﬁﬁ—é

SWX232x (config) #aaa authentication auth-mac

533 VAT ALK TO Web FRIFEERED

(auth-mac

[F2

aaa authentication auth-web
no aaa authentication auth-web

(R E]

no aaa authentication auth-web

[A1E—F]

Jga—)aryz 4 lb—y g rEw—NR

B

VAT LARKT Web §
no I CEAT L7255
FRRENE.

[/—H]

FBZ Web 5BiEE T 5728

enable =~ > )

(B EHI]
VAT LEET Web

A uﬁ%ﬁ)‘j]

radius-server host =~ > K Cj

I, ®EBA L H—T 2 — AT Web

i /XTAiﬁgf Web punm%ﬁyj‘] ‘é—é

X TE L7 RADIUS r— _—%fEHT 5,

AREZ AMET D,

SWX232x (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X iR 0 EfEE— K

E

%“:‘i

RAEANCT B LERD D,

(auth-web

EEN!
dot1x port-control mode
no dotlx port-control

[/XF A—&—]
mode IEEE 802.1X #BiEDEEE— K
BfEE— K LA
IEEE 802.1X F¥3F® Authenticator & L CTEH{E
auto
15
=Ju
force-authorized IEEE 802.1X FRAEDFRFEH 78— MI[EERX
ET5H
. IEEE 802.1X FRAEDARFIFEAR — b I [E E R E
force-unauthorized
15
[FIH1ER 2]
no dotlx port-control
[ASE— F]

A H =T 2 —RAF— K
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B
%A v #—7 = — A% LT, IEEE 802.1X FREFEREDEIEE— RE R TET 5,
nERTa~vy REETLEEAIE. X8R A % —7 =—ZD IEEE 802.1X ZRIFHEREIT RN & 72 5,
[/ —H]
ARza<> RKIZ LAN/SFP A — b B L OGHHELA v Z — 7 = — RIZDO AR E T HE,
Bail]
LAN 7R— k #1 . IEEE 802.1X FZFFHSRE D ENMEET — R % auto IR ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X FBFEDARFRIER— b TOERERIEH DR E
BN

dotlx control-direction direction

%l

no dotlx control-direction

[73F A =4 —]
direction DORWEEAR— N TONT y NMREEIEEZ R E
RSB B

both BEERAE & bEET D,
in AR DHWIES D,

(R E]

dotlx control-direction both

[AJ1E—F]

A HE—Tx2—AE—NK

[FAA]

XA A —T = — A% LC, IEEE 802.1X REED KRB D7 v MNREEELZ L E 4 5,

no JER TEIT LA, WIHIREICR S,

both ZHEE L TWAHEE., V7V M O ZIELE Ny FEIEL, hOR— 6 7 b hoEEREIN
TWAHA L H—T 2 —A~DT 10— RF ¥ A MNTLFFx¥ R M7y SHREET 5,

nZfHELTWDIGE, YU B I OZELEAAT Yy NOBEWFEL, MOR— s 70 I hOEkES
NTNWHA L H—Tx2—A~DT 1 — KX v A MNTLTFXHr A Ty MNIEET S,

[/ =1
Az~ R LAN/SFP R— b B L UGHEEA v ¥ — 7 = — A D BG& ETTHE,
WGA L =T == AT, KA NE— FEVATYT Y A hE— RICRE LI25A MAC BE & 0P L 745

X, BEIMICin &2 5,

RGA L H—T 2 —ATH AN VLAN OFREEZ L TWDHEAIT, Ao~ NORERBERNESD L 25,

Ka<wy ROBREXZERT L L. BERRETVIHIREIZRE S,

ARa<wy REFEHT L2023, SR A v ¥ —7 2 —ATHR— MRS H N T 20N H D, (dotlx port-
control =< R)

Bl

LAN R — k #1 ORBFER— b TO/T » NEEENEE ZAF O MEFEIZT 5

SWX232x (config) #interface portl.1l
SWX232x (config-if) #dotlx control-direction in

BRE

1l

5.3.6 EAPOL /X% v b OFEERIE D
EN

dotlx max-auth-req count

no dotlx max-auth-req
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[$F A—%—]
count o <1-10>
EAPOL /37 v b Dl Ki&(E [E1%L
(AR E]
dot1x max-auth-req 2
[AJ1E— ]
A HF =Tz —AE—F
B

RHA B —T = — ATk LT, EAPOL /37 v R ORI DK KIEZ % ET 5,
no B Ca~r REEITLELAEIE. PHRTEICED,

[/—}]

A< RIX LAN/SFP R — M K OGREEA v ¥ — 7 = — RO HG% E FhE,

ARa<y REFEHAT 7201203, WA v ¥ —7 2 —ATHR— MNBIHEREE AN T D20 ENH S, (dotlx port-

control =< R)

(B EHI]
LAN 7R— K #1 T, EAPOL /X7 v b DO EERIEE 3 IR ET D,

SWX232x (config) #interface portl.1
SWX232x (config-if) #dotlx max-auth-req 3

E

X

5.3.7 MAC FiFFERED

EEy

auth-mac enable
auth-mac disable
no auth-mac enable

[F—Y—F]

enable : MAC Aty nﬂﬂ:}% é’ﬁ@ﬂi'ﬁ«%’)

disable : MAC BiERE 2 T 5

[F1H13R 2]

auth-mac disable

[AJS1E— K]

B —T 2—AF—FK

B

KRA L H—T 2 — ATk LT, MAC BEEEZ AT 5,

no ﬁ/ﬁ(%?ﬁ‘ [/7; 757{:[\\ i f: Fi\ disable 7&? L/fx_ j: MAC Aicy DE%EXJJ —a—
[/ — ]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AIZDO AR E HE,

EBRIZ MAC REALEFEHT A7 0101, VAT ALK TE MAC RIALAENCTALENRSH 5,

auth-mac =< R)

[ EH]
LAN 7R— |k #1 @ MAC 3RS RE 2 BT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth-mac enable

5.3.8 MAC FEERF D MAC 7 RL RAERDORE

(aaa authentication

[

auth-mac auth-user type case
no auth-mac auth-user
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ST A—5—]
type o B EFEE
B EME i
hyphen XX-XX-XX-XX-XX-XX
colon XX XX XX XX XX XX
unformatted XXXXXXXXXXXX
case D ORXF - N ERE
REE B!
lower-case /NI F(a~A)
upper-case KILF(A~F)
(AR 2
auth-mac auth-user hyphen lower-case
[AF1E— F]
rua—s\varz 47 b—va e — R
B

MAC BN ri?)l/\wc\ I DEH# ﬁiﬁﬁﬁ“éi—"ﬁ:—% « N U— ]\@ﬁ?iﬁ%’jﬁﬁ”fé

MAC F8RETIE, 7 U B FDOMAC T RL A%k a2 —H—4 - X2TU— K& LM L RADIUS $— R —~G8FE%
Rk 5,

no JERTEAIT L2 HE 1T, FIHIREIZRE D,

[/ — ]

Ko<y REMHHATH720120F, W8 A X —7 = — AT MAC iBiHEREZ AN T HHLENH D, (auth-mac
enable =~ > )

[ EH]

MAC FBREIZEAT 5 MAC 7 RLAERZ A 7 L, KLFICEET S,

SWX232x (config) #auth-mac auth-user unformatted upper-case

53.9MACHIEDRAZ T 4 v 7 BREFDHE

[ER]
auth-mac static enable
auth-mac static disable
no auth-mac static

[F—TU— K]

enable LR T 4w I BEEANCT S

disable ORET 4y I BREE TS

[FIHAR E]

auth-mac static disable

[AJTE— K]

A H—T2—AE— R

[FEHA]

MAC FRFHERE T, FBIEZ RA LY T U B FOMAC T RUAZFDBICAAT 4 vy h ) — & LTS
5o

no IERTHEAT L=, F72i3, disable ZF5E LI2HE1X. A¥ T 4 v 7 BEE DT 5,
[/ —}]

AKa< 2 KIiZLAN/SFP R— B L OGHELA v ¥ — 7 = — AT DA E T HE,
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RKa<y F‘@&E%%Ea‘éc‘: AR AR I TP HA R e
WE . MACFRFEIZFDBIZA A FI v/ b —¢L LTZ@E%%@“%;%:&;m—“)Vﬁ‘&% LT T NOXGE TR DN,
Ko<y RENFIZIAZT 4 v 72 N —L LTRETHT2DXRHN L 725,

clear auth state =~ K, F72/%. auth clear-state time =~ > R T, AX T 4 v 7 BGGRAHER)EZ 27 )V 7452 &
NTE B,

Kawy REERT L0100, %A v % —7 = — 2T MAC iR REA AN T 5 48235 %,  (auth-mac
enable =~ > )

Bl

LAN 7R— k #1 O MAC FBFED A X T 4 v 7 B a AT 5

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth-mac static enable

5.3.10 Web FRIFERE DR E
EEN

auth-web enable
auth-web disable
no auth-web enable

[F—T— K]
enable . Web BN nE*g% b%ﬁézjﬂz—g—é
disable © Web RGEHERE 2 BN T 5

[WIHIRRE]

auth-web disable

[AF1E—F]

A HF—=T 2 —AF— R

[

KIGA 2 —T = —ATKF LT, Web BAEZFENITT D,

no JTEITHAT L72GE . £721, disable 245 E L7256 1%, Web @iE & BN 5
[/ — ]

A== R LAN/SFP R — b L UGHELA & — 7 = — AT O HBUE A HE,

FERRIC Web iREEAEH T H72DI101F, AT AR TEH Web il AT 548035 5, (aaa authentication
auth-web =~ > R)

< /VFH TV b RS TIE Web iBFHEREZ BNCTHZ LiIxTE R A,
7 A~ VLAN E OfFRIZTE 8 A,

[RXEHI]

LAN 7R— k #1 ® Web RIHEREE AT 5,

SWX232x (config) #interface portl.l
SWX232x (config-if) #auth-web enable

53.11 "A FE— ROHRE

[EX]
auth host-mode mode
no auth host-mode

[/XF A—&—]
mode CR— FERREOEMEE— R
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BEE— K 24 B
1 R—=FH720 197V 7’7/ ~ D B85 &
single-host PP 28— R T, RONCHRAEZ /S A LTz

YTV N DHEF T D

I R—= b+ EHEY Y h o bo@EEE
#TTé%%FT BAIOY 7Y B b

p={1]

multi-host PAEZR NAT D L A UAR— M T 7
Uy MIRRIEZITH 2 < THLIRE N THE
A
VA= h b7 O BHY 7Y 7 b OMlfR %
multi-supplicant AT HE—RTH TV A MEITEED

FFR - R ARET D

(AR E

auth host-mode single-host
[AJ1E— F]

B =T z—AE—FR
(@]

i¢%4 ‘/?_‘73:_;( yjd‘ L/T T wu thE@%jJ'f/E:E‘— }‘ %m‘ﬁjﬂé

no JERTEAT LA 1%, MIWEREICR S,

[/ —}]

A< RIZLAN/SFP iR — F B L OGHEEA v X — 7 = — AT D% E W HE,

Ka< o RORTEEEE TS &, FRERREIZHNIREICE S,

~NWVFH TV N E— RTHAF v 7 VLAN ZRHT 2546, 7V B> FHALT VLAN Z2f5ET 25 2 &E23H]
HEo

VIVFHRANE— RTHAF I v 7 VLAN ZFHT 256, 2EFBUBEOY U 2 MIRPIOT 7Y 1 kv
A L7 VLANID 23 &S b,

Ko<y REMHATH70120F, A8, X —7 2 — A THR— NRGHEREEEZ AN T LN H S, (dotlx port-
control =< > N, auth-mac enable =~ > K, auth-web enable =~ > )

[ E B

LANR— M #l vV FH TV I ME— RICEET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth host-mode multi-supplicant

5.3.12 FREENEF DR E
B

auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order

[F—T— K]

dotlx . IEEE 802.1X §8ES X
auth-mac © MAC FBRES
(IR E]

auth order dotlx auth-mac

[AFIE—F]

A B =T x2—AF—F

(@]

T uunﬁj%é N uunﬁﬁt%ﬁffﬂ% fou]//?l:l\ uunﬁ%ﬁﬁ*glléﬁ% ﬁéﬂ—é‘%)o
no B THEAT L2561, W EICR S,
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[/—}]
ARza< > RIXLAN/SFP A" — FEB X OGHELA ¥ — 7 = — AT D B E P HE,
Web #RAEIE. AR TIZBIFRZ: < Web FREEHE [ C ID/Password %ffﬂjj L7z & EIEREEARAT 9,
IEEE 802.1X #8ilF. MAC 58, Web #BGED R E D MERh 7055 DOFRFESF RILFEE S 7z,

RKa<wr FEFHT LD, A v F—T7 2 —ATH— ]\munﬂ% EX AT H2MENH D, (dotlx port-

control =~ > N, auth-mac enable =~ > K, auth-web enable =~ > )
[ 2 H]
LAN AR— k #1 OFRGESADNEE Z . MAC 8k -> IEEE 802.1X FEREDINEE TIT 9 & 9 ITHRET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth order auth-mac dotlx

5.3.13 FERIE DR E

[EX]
auth reauthentication
no auth reauthentication

(IR E]

no auth reauthentication

[AJIE— F]

B =T 2 —AF—FK

[@i ]

ﬁ%%y&~7iax ﬂbf Y7 S OFEIEZ AN D
no JEATHEAT L2 ﬁmﬁ%ﬁ% (29 %,

KERE 2 AT Lf:/ﬁa . REICEE LT v s A eI FRRRET D,
FHBFEDOMFRIX,. auth timeout reauth-period =~ R CEE TX 5,

[/— 1]

A=< RILLAN/SFP A— B L UGREA v ¥ — 7 = — AT D HGHE Al g,

IEEE 802.1X FRFEMRF L, FHRBRED X A I v 7127 B &, 7Y B2 MIEAPOL X7 v b EEEFEL T 22— —
IS L. RADIUS %—/ S —ZRBGEE R Z21T 9,

MAC FEFERFIX, ﬁmﬁ@w’ /m BHE. VY TUHLFOMACT FL2Ea2—H—4% BLON, RAT—FR

L Efﬁ L T RADIUS H— 33— |3 nftg;k%f—f Do

K:?/I\%ﬁﬁﬁ?‘ék 2%, x¢%4’ /5~7:c~7\“6‘ﬂ<~]\muuﬂ%% 7'5:75% \-ﬁ‘éd‘é\gﬁébéo (dot1x port-

control =~ > N, auth-mac enable =~ > N auth-web enable =< > )

B&=l|
LAN R— k #1 OFEIEE /I

SWX232x(conf1g)#1nterface portl.l
SWX232x (config-if) #auth reauthentication

53.14 #1453 v 7 VLAN ORE

E&

auth dynamic-vlan-creation
no auth dynamic-vlan-creation

[WIHIRRE]

no auth dynamic-vlan-creation
[AJ1E— ]

A F—Tz—AEF—F
[

KRA o H—T 2 — AR LT, ¥4 F v 7 VLAN 2 Hh2T 5,
no B TEITLIZEAIE. #4722 v 7 VLAN #Bghiz4 5,
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XA F w7 VLAN BENRA ¥ —7 =2 —ATiE, RADIUS %— =ML I5E S 7B MHAE (Tunnel-Private-
Group-ID)% & & 12, FTE VLAN Z#hiIC AR T 5,
[/—}]
ARz~ R LAN/SFP R — M X OGREEA v ¥ — 7 = — A2 D HG% iE 7 HE,
ARa< FOREEZEETDH &, FBABIREBIIPHIREICRE S,
~NAFY TV hE— RTHAF v 7 VLAN 28T 256, 70 U2 FHALT VLAN 28T 5 2 & 23]

=8
VIVFHRANE— RTHAF I v 7 VLAN ZFHT 256, 2FBUBEOY U > MIEPIOT 7 12 kv
FA L7 VLANID 2N S b,

ARKa<r REFEHT L2000, SR A V¥ —7 2 —ATHR— MRIHERRE H T 2 0E N H D, (dotlx port-
control =~ > N, auth-mac enable =~ > K, auth-web enable =~ > )

[BREBH]

LANR— |k #1 T¥ A F I v 7 VLAN 22T 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
B

auth guest-vlan vian-id

no auth guest-vlan
[73F A —5F—]
vian-id 1 <1-4094>
7" Z I VLAN H1? VLAN ID

(R E]

no auth guest-vlan

[AT1E—F]

A H—T 2 —AF— R

[FHA]

KRA L H—T = — AR S AV T WD YT U T o ERRFBRE, & D WIE, R D & TR 55 A b VLAN
ZIEET D,

no B TEIT LB AL, 7 A b VLAN OREZHIFRT 5,

[/ —}]

A~ RIX LAN/SFP R — M L OGREEA ¥ — 7 = — AT D Ha% iE I 6E,

Kawy ROBEEZERT L L. RARIRETWIHIRREIZRE 5

Ka<wr REERTH0120E, A v F—T 2 —ATHR— MliHEEEZ AT 2 LENH 5, (dotlx port-

control =~ > N, auth-mac enable =~ > V)
AKav NliE, Web iBRERNFRR L ERETEEEA,
[BXEH

LAN 7R— [ #1 T/ Z s VLAN #10 24577 %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth guest-vlan 10

5.3.16 SREERHEZ O IEHIB DR E
[#FX]

auth timeout quiet-period time

no auth timeout quiet-period
[/XT A= —]
time : <1-65535>
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WRERI S, ) At & D(E 2T D BIFI(RD)

(AR E

auth timeout quiet-period 60
[AJIE— F]

A HF—Tz—AEF— R
B

KIRA U H—T 2 — R LT, FRAERIE OFBREM LI 238 ET D,

no JEATIAT L7256 13, PIHRREICRE S,

FRREIIEHARI IS ZAE Lie /Ny MEIT_CEEET %,

[/ — 1]

A= FIXLAN/SFP R— B L UGREA ¥ — 7 = — AT D HGIE e,

ARKa<wr REFHT L7200, SR A v ¥ —7 2—ATHR— MRS H T D20 E N H D, (dotlx port-
control =~ > N, auth-mac enable =~ > N, auth-web enable =~ > )

[ E B

LAN 7R — b #1 OB OFIE % 300 (ZRET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout quiet-period 300

5.3.17 BRGEER DR E
EE

auth timeout reauth-period time

no auth timeout reauth-period

85 A— 5 —]
time 1 <300-86400>
Y7V 2 b OFERAEHREED)
(AR RE]
auth timeout reauth-period 3600
[AS1E— ]
A HE—=Tz—AE—F
[@ ]

WHGA L H—T 2 —RZK LT, ¥ 7V B NOFRGHRERET 5,

no X CTHEAT LA 1, MR EICR S,

[/—}]

A< RILLAN/SFP A— B L UOGREA v ¥ — 7 = — AT DB R E 7l g,

Z!K:-’\?/ I\%{iﬁﬁ‘j‘éf: Wi, XTJ'%4' VA —T 2 —ATHR— ]\mhnﬁ*g%ﬁb\ RSN ﬁmunﬁ% %ﬁ’?ﬁﬂlﬁéd‘é\g#
$» %, (dotlx port-control =~ > K, auth-mac enable =~ > K, auth-web enable =~ >~ K auth reauthentication =
<2 R)

[ E ]

LAN 7R— b #1 OFREGERROBE % 1200 ISR ET 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ — N—2{KkD 5B HIFE O E
[EX]

auth timeout server-timeout time

(s

no auth timeout server-timeout
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[NT A —=HF—]
time : <1-65535>
FRIE LRI D RRAE Y — /3 — 2 b DIREAF IR (F))
(AR E]
auth timeout server-timeout 30
[AJ1E— ]
A HF =Tz —AE—F
B

WGA LV H—T 2 — ATHR— FNBAEZAT 9 & T D, RADIUS ¥ — N—24K) 5 DIREFRF LRFE & 5 ET 5,
no FEICHEAT LA, WIHIRTEITRE D,

[/—}]

A=~ R LAN/SFP AR — b KL OGRERA ¥ — 7 = — ZZDHFRE Al HE,

AR ENEI

(radius-server timeout =~ > N

PLEICT 2R S 5,
Ka<wr REERTH-0120E, JHBA v F—T 2 —ATHR— FiHEREZ AT A2 HENH 5, (dotlx port-

control =~ >~ K, auth-mac enable =~ > N auth-web enable =~ > )
[ E 5]
LAN A— b #1 OFFBIEERITH T 5 RADIUS — A—2KDISEFF B 2 180 FHIZRIET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout server-timeout 180

D

TEAE) % (radius-server retransmit =~ > KO EfE + 1) x (RADIUS ¥ — —#)

5319 97V B bFnB R LERORE
Ev

auth timeout supp-timeout time

no auth timeout supp-timeout

[/3T7 A= —]
time 1 <1-65535>
Y7 T2 R s OISERFBREEI(FD)
(IR E]
auth timeout supp-timeout 30
[AJIE— F]
B =T z—AF— R
[@i ]

KGA L H—T =R LT, A= FAEEAT) L E DOV TV B MpbDINERF BRI ZRET 5,

no FEXCTHEAIT L72HE 1R, WIHIERTEIZE S,

[/—}]

AK=a= > FIELAN/SFP A— h B L UGHEA ¥ —7 = — AT D HFHIE Al s

ARa<y REFHAT 701203, W5, v X —7 2 — A THR— NBIHEREE AN T D2HENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > N auth-web enable =~ > )

[BEH

LAN AR— | #1 D% 7V 712 b5 OIRER LI & 180 IR ET S,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout supp-timeout 180
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5.3.20 RADIUS #—/X—K R FORE
B

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—U— k]
auth-port : RADIUS $#—"—OF8FFH UDP " — N&E S A2 ET D
timeout : RADIUS $— =~ DERIZ 2 I BRI ] 2 5 E T 5
retransmit : RADIUS #— S —~DER XA AR ET 2
key : RADIUS #—"\— L OMWERIHEHT AV — RERET D
[NT A —=F—]
host i IPv4 7 RV A(AB.CD) £7213 1IPv6 7 F L A(X:X::X:X)
IPv6 U7 =T L RAZRETDH A1, SHA v 7 =7 2 =2 bRETOLER D
% (fe80::X%vlanN D)
port 1 <0-65535>
FBRE] UDP AR — h % 5 (A ISR IWIHIME D 1812 23 5)
time : <1-1000>
WNE R R (7)) (48 W& B 1 radius-server timeout =2 < > NEREFIHIME 5 EHZHE D)
count : <0-100>
PSR R 5 (A1 B (44 WS RE LT radius-server retransmit =< 2 RERTE (FIHME 3 [B)IZHE D)
secret DORARHTI KON 7 A= R EREARLE(128 XTLN)
WA /AT — REMEEED radius-server key 2~ > REREIZHE D)
[FIHR ]
7L
[AS1E—F]
sua—\varz g4 b—varsrE' =R
[RLEA]

RIS —/S— Y A MY — =& BT 5,

RRT M) =T 8 TH D,

no B Ca~y FEFETLIEGEIL. ELIE—"—Z3iE— 13— U X kW 6HIERT 2,

[/— 1]

FEMEIL, (radius-server timeout =~ > K DX EfH) x (radius-server retransmit =~ > KO EME + 1) x (RADIUS H
—/X—%%) OfE73, auth timeout server-timeout =~ > NOFREMENIZ72 5 X ) ICHHET HILENH D,

LLDP H #h5% EHEHE CTa% i & 417= radius-server host =~ > KORREIZIE, —FFRBRETHDH Z &2 KT
"dynamic"4 7 v a UM SD, "dynamic"A T Y g UM STV DA, write 22 REFEITLTH A
— b7y T a7 4 FITRFESRRY,

[BREH]

IP 7 1A 192.168.100.100, J&GEAFFEERFR] 10 B, ZOREFEEEL S [l & UTRRREY —/3— U X MIBINT 5,
SWX232x (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 N1 A 192.168.100.101, FEFEM UDP AN— b 1645, LA /SA T — R'abede" & 7dilk—/3— U X MIIBINT 5,
SWX232x (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

11— ) RADIUS H—/N—ZFHREY —"— U 2 MIBIT 5,

SWX232x (config) #radius-server host 127.0.0.1 key secret local
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5.3.21 RADIUS ¥ —— 1 BH - 0 OEEELEBERORE
[EFX]

radius-server timeout time

no radius-server timeout

[XT A —=F—]

time : <1-1000>
SEORISE R (7))

(AR E

radius-server timeout 5

[AS1E—F]

Jsa—n"narz4 7 b—varsE —NF

B

RADIUS ¥r—— 1 EH 720 OB BB 2% ET D,

no B Ta~r REETLESAIE. FIEREICKE D,

[/ —}]

radius-server host =< > RN CH — —[EH O ERISEFHFFH AR E IN TV AHEA. radius-server host =< 2 N
DEENHED

=L
AR EAIE I

(radius-server timeout =~ > K DR EH) x (radius-server retransmit =~ > K DOFZEME + 1) x (RADIUS H—/3—%)
DOAEAY, auth timeout server-timeout =~ > KO EMNIZ/2 D KX O ICHET LM ER D D,

[ EH]
RADIUS H—_— 1 B5H 72 DISEFR LR Z 10 FICERET D,
SWX232x (config) #radius-server timeout 10
5.3.22 RADIUS Y — N—~DERF AR DRE
[E

radius-server retransmit count

no radius-server retransmit
[/XT A —F—]
count : <0-100>

SR AR EEK

[WIHRRE]
radius-server retransmit 3
[AJ1E— F]
Ja—)ars7 47— g — R
[RLBA]
RADIUS #—/"—~DERFEEE R ET 5.
no B Ta~y REET LS. HIHEREICR D,
[/— k]
radius-server host =~ > R TH — " —[EHF O ERFIEFEEDRE STV 554, radius-server host =1~ > RDEX
D,
[EXE B
RADIUS H—/3—~DERFEEHZ 5 B ET S,

SWX232x (config) #radius-server retransmit 5
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5.3.23 RADIUS — _"—FHLF/RZAT— KD
[EX]

radius-server key secret

e
il

no radius-server key

[7NT A—F—]

secret D HHEARART—F
FAFBETEBLO, 7 A= 2R EAFLS(128 SLFLIRN)

(AR E

no radius-server key

[AJIE— K]

Jya—n")narz 47—y arE—R

[FEBA]

RADIUS H—/3— L OGRS T 2 H AT — RERET D,

no X Ta~r FEETLEEA. PIHREICZHED,

[/ =}

radius-server host 7~ > K CH— R—EHFDOLFE AT — KPR EENTWAHEA . radius-server host =< KD
RIEITHE D

[ EH]

RADIUS #—_— & D /2T — K& L Tabede" R ET 5,

SWX232x (config) #radius-server key abcde

5.3.24 RADIUS ¥ —/N—4£E F #i| R O % E
[

radius-server deadtime time

no radius-server deadtime
[T A—F—]
time o <0-1440>
RADIUS H—N— i i IR (43)

[WIHIRRE]

radius-server deadtime 0

[AJ1E— ]

Ja—N")nary7 4L — g F— R

[

RADIUS $—=/R—=~DERN T A LT 7 F LIz &, %4 — =DM 2 il 9 2 B 2 BE 1 5.
no A Ta~r REFTLELGEIE. MIMREICR D,

[BXE B

RADIUS Y — X —{E IR 2 1 231C3ET Do

SWX232x (config) #radius-server deadtime 1

5.3.25 RADIUS Y —/ N—|Z@ %015 5 NAS-Identifier BYEDEXE

EEy

auth radius attribute nas-identifier /ine
no auth radius attribute nas-identifier

[/XT A—F—]
line DORRBISCTH(253 SCTFLA)
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NAS-Identifier )@ & L CERE T HEE DO LFEF|

NAS-Identifier JEM: & LU CRENT 2EBE DO UFH R ET D
NAS-Identifier Bt & L CilA L, ZREZHIBELZGA BN ZEIET

o

[WIEIRRE]

no auth radius attribute nas-identifier

[AS1E— F]

sua—nNNnarz 4l —varsE'w— R

[BLFA]

R — FREREHEAREIZISV T, RADIUS H—/3—|Z
RIEZ L2381, RADIUS H—/3—|Z

Al

no R T A~ L K& FAT L4
[ EH]

i *}j%ﬁ;&iﬁ‘ g-)j:ééo

RADIUS Y—/N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] 2+t > F9d 5,
SWX232x (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 R— FRIEERDOFR

E&

show auth status [interface ifname]
[F—T— K]
interface
P85 A—F—]

ifname

BEDA LV H—T 2= ADEROIREFRTD

AR —=T 2 — R4

TR T DA H—T =2 —R&

[AF1E— F]

FEHFHE EXEC = — K,
[

A — b RBFERHED
Bl

R— FRREE#R A FTT D,

SWX232x#show auth status
[System information]

802.1X Port-Based Authentication

MAC-Based Authentication
WEB-Based Authentication

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period

HikE EXEC E— R

E&E%ﬁ?\\ »TO‘J:U\EEAE(DWUHE(H( ExFKRT D,

Enabled
Disabled
Enabled

Not configured

(port:1812)

Auto (configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec
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MAX request : 2 times

Supplicant timeout : 30 sec

Quiet period : 60 sec

Controlled directions : Both (configured:both)
Protocol version 3 2

Authentication status : Authorized
Clear-state time : Not configured

Interface portl.4 (down)

802.1X Authentication : Force Authorized (configured:-)
MAC Authentication : Disabled (configured:disable)
WEB Authentication : Enabled (configured:enable)
Host mode : Multi-supplicant

Dynamic VLAN creation : Disabled

Guest VLAN : Disabled

Reauthentication : Disabled

Reauthentication period : 3600 sec

MAX request : 2 times

Supplicant timeout : 30 sec

Server timeout : 30 sec

Quiet period : 60 sec

Controlled directions : In (configured:both)

Protocol version : 2

Clear-state time : Not configured

5327 47U By MEROFRT

[ER]
show auth supplicant [interface ifname]

[F—T— K]

interface L EEDOA A —T 2 — ADIEROI T FERTDH

[/XT A —F—]

ifname DA HE—T 2 — R
FRTHA A —T 2—A

[AFTE— ]

FHE EXEC £— K

[

A= RBREIZB T 7Y h o MERERRT D,

[ E ]

LAN A R—F #1l OV 7V v MEREERT D,

SWX232x#show auth supplicant interface portl.l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authenticated 1 802.1X
5.3.28 FEHER DFR

EN

show auth statistics [interface ifname]

[FF—TU— K]

interface O BEDA B —T 2= ADRHERO 2 E FRT D

ST A—F—]

ifname LA UH—T 2 — R

TR T HA A —T =2 —R&

[AJTE— K]
FEFFHE EXEC £ — N, F5#E EXEC £— K
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[BL)
A NRAEC 3 557 v h OREFRE TS 5.
[BE B

LAN "— | #1 OFGFHEREZERRT 5,

SWX232x#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455
Transmitted frames 11
EAP Request ID 3 A
EAP Request 3 9
EAP Success 1
EAP Fail 0
RADIUS packets:
Received packets : 10
Access Request 3 0
Access Challenge 3 9
Access Accept H
Access Reject : 0
Transmitted packets : 10
Access Request : 10
5.3.29 SEEHERDZ U T
[E]
clear auth statistics [interface ifname]
[F—TU— K]
interface D EDA =T 2= ADHHERO BT )T
[T A—F—]
ifname LA H—T 2 — A
TR T HA U H—T = —R&
[AFTE— ]
HHE EXEC £— R
[BLBA]
N— FRREICB T 237 > P ORGEHE#REZ 7 U T T 5,
[BREBH]

LAN R — h #1 OftiHERzZ 7 U 73 %,
SWX232x#clear auth statistics interface portl.1l

5.3.30 RADIUS ¥ — N\—REFRDFT

[EX]

show radius-server
[AJTE— K]
¥ikE EXEC £ — F
[RA]

RADIUS % —_"—{ZBT D EFHE R RT D,
FRREY—/N— U R MIEER L Th 5 RADIUS H— "— D EGWM(T—/S—4R A b, 38FEH UDP A— &5, JLf
NAT— R BRG], ZOREEEEL, T — S — ISR 2 RRT 5,
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[ EH]
RADIUS #—"—IZT L EFHRERRT 5,

SWX232x#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5

Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3

Deadtime : 0 min

5.3.31 Web FFERIIE DY ¥4 L7 hE URL OFE

[F=

auth-web redirect-url ur/
no auth-web redirect-url

[/3F A —&—]

url DOCPARET B XOCEATRE (BK 256 X
VXA L7 Mo URL

[FIEAER E]

no auth-web redirect-url

[ASE— K]

Ja—nary7 4 b— g F—NR

[FHA]

Web FRAERIh#IZ) X4 L2 95 URL 2F6E7T 5,

no IERCHEAT LIHAILERREE DO Y ¥ A L 7 MEREZ NI T 5

[/—F]

"MEEAZURL ZIEETH I EIXTEEHA,

(B EH]

Web SRAERLEI% DV # 4 L 27 MEIT hitp://192.168.100.200 ZfEET 5,

SWX232x (config) fauth-web redirect-url http://192.168.100.200

5.3.32 FBEERED 7 VT

[FX
clear auth state [all] [interface ifname] [supplicant mac-addr]
[F—U—F]
all D BRTOY TV FORGEREE 2 VT T D
interface DREDA =T 2= R R SN TWA YT Y v NORBERIREEZ S VT T 5
supplicant D BEOY TV NORGEREE S VT T 5
[73F A —5F—]
ifname o AUE—T 2 — A
7T A A =T 2R
mac-addr :  hhhh.hhhh.hhhh (h 1$ 16 #%%)

4D MAC 7 R L%
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[AF1E— F]

¥ EXEC £—

[FEA]

BTV FOREFEREE 7 VT T 5,
[ E B

LAN A— M #1 ICHER SN TN LY TV v S ORBGERIEER 7 V)V T3 5,
SWX232xf#clear auth state interface portl.l

M
llll

5.3.33 BRIEIREED 7 U T4 HEZ DR E(T AT b)

ﬁu
&

auth clear-state time time
no auth clear-state time

[/NT A—F—]
time o <0-23>

PRERIEE 7 U T 9 DA
(AR 2

no auth clear-state time

[AFTE— F]

Jua—n"pparz 4 J—yarE—FK

[REA]

VAT ABRICY Y > N OFGERIEE 7 U T T HRR AR ET D,

no IERCTHEAT L1413, RABIRIEE 7 U 7T 22 O E X HIFRT 5,

[/ —h]

A B =T 2 —ACRIEIRELR 7 U T DRFLNHREINTWDEE., A ¥ —7 = — R TRE ST BEL) CRRGE
RREDZ VT AT D,

[BXE B

VAT LRETY Y A FORBFEREE 7 U T D& 12 FRICRET D,
SWX232x (config) #auth clear-state time 12

5.3.34 FRELIRFED 7 U T AL DR E(A v H—T = —R)
[ER]

auth clear-state time time

no auth clear-state time

[/3T7 A —F—]
time 1 <0-23>
RERIEE 7 U T T DA
(R E]
no auth clear-state time
[AFIE—F]
B =T z—AE—F
[FAA]

RRA R =T 2 A ZZH TV B FORBGRIRRER 7 U T DA 2% ET 5,
no ﬂ%iﬁ:f%?ﬂt L/fli}%lfl N nLnE*H( %7 ) YTéﬁ%*U@EEE%ﬁ B%—g«%)o

[/ —F]

Ko< RIiZLAN/SFP R — B L OGREA v ¥ — 7 = — AT DHFHE Al HE,
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SHEA B —T 2 A AT Y AT LRI
7 CEERIRBED 7 U 7 %2179,

BB
LAN R— | #1 |

FORERRE A 7 U T 9 DRI D3RR

&‘@Léﬂf_qj—7)j\7/ I OFGIE '{jq Ex )7'34%)5#3‘2”% 12 dee

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth clear-state time 12

5.3.35 Web &

SREERE A A X ~A AR 7 74 VOERE

IERTE

ESINTHNTH, Aavr FTR

ESh

E&

copy auth-web custom-file all src_config num dst _config num
copy auth-web custom-file filename src_config_num dst_config_num

[F—U— ]
all
[/XF A—&—]

filename

src_config_num

dst_config_num

[AFTE— F]

K¢t EXEC £— F
[ﬁ%]
Web ## AN
[/—F]

4T D Web 8

SRIE

BEDAY~A ZAHT7 7 A V2 ab—T5

FARET R LA S

Web uun

WE I AZ~A XA T 7 ANDT 7 A IVE

abt’—gEDar T 4 T EKE

FEE LA

0-1 AR = NT v Farr 4 VEeE
sd SD /71— K
av'—enar 7 4 IFEKE

X EME B!

0-1 AR = NT v TFarr 4 J&e
sd SD 71— K

SD J1— Kb A A v F~ Web 72

startup-config/web-auth/ |

%5,

[ EH]
ﬂE.VC@ Web & FoN

B AL ~A ZADT 7 A N a —F 5,

BHEHAZ~A RAHT7 7 ANV Ea—F 55515, SD 1— RN /#fE4/
KT 7 ANERE LT IEEN,

SD 1 — R~ S TWRVREETIX, SD #— RN® Config # X RIZL TARa~v L REETTHE=T—L

SWX232x#copy auth-web startup-config all sd 0

5.3.36 Web 3EEEE N A X~ A X7 7 A4 VOHIER

BEHAZ~A A7 7 ANVESD HI—RKNWHAX— T v T a7 0 7 #) ~abt—3 2%,

[EX]

erase auth-web custom-file all config num

erase auth-web custom-file filename config num

[F—TU— F]
all

ﬂi‘( ) Web HION

B AZ~A X7 7 A VEHIBRT S
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[78T7 A= —]
filename : fﬁﬁﬁiﬁl?%i@*ﬁgﬂ%
Web ZREFHEME I A X~ A AHA T 7 A ILDT 7 A IV
config_num - N A
RIEE A
0-1 AL —=NT v Tar7 4 J&s
sd SD #— R
[AF1E— F]
F#HE EXEC £— R
[RLBA]
Web iBGEME I A 2~ A ZARD T 7 A VW Z2HIRT 5,
[/— 1]
2)673— KA T 2 F S TWZRUVIRRETIL, SD 71— FN® Config ZXf 4 L TR~ REFITTHEZT— &
[EXE B

logo.png &= A X — KT v 7 a7 0 7#0 INHHIBRT 5
SWX232x#erase auth-web startup-config logo.png 0

5.3.37 EAP /XA R )L—DHRTE
[EX)

pass-through eap switch

no pass-through eap

[T A—F—]
switch : EAP /XA X L—DE)E
REME B

enable EAP /RA A NV—H BT 5
disable EAP /S A Z )L — &2+ 5

(AR E

pass-through eap enable

[AS1E—F]

Jsua—n"narz4 s b—varE —NF

B

EAP /XA AL —DA N/ EH %00 B 2. EAPOL 7 L — ADERE A K ERET D,

disable Z45€ L7=3& 1%, EAP 7 L — A Zf#E+ 5,

no JBRCTHEAT LA . F72134. enable 45 L7-8A 1%, EAPOL 7 L — A% EEET D,

[/ — D}

802.1X FBRHEEEN B R 72 A v X — T = — AT DWW TIIFRAERERE Z 8 5C L, EAP /XA A)L— DR E T Sz,
[ EH]

EAP /XA A — % 2§ 5,

SWX232x (config) #pass-through eap disable

|

54R—hEXa YT 4—




204 2~ R 77 LA | A B —T = — Al
5418 — X2 )T 4 —HEORE

[ER
port-security enable
port-security disable
no port-security

[FF—T— K]

enable DR X VT BT AENCTD
disable D R—bEeFa VT LT D
(AR E

port-security disable

[AS1E—F]

A HE—=Tz—AE—F

B

RIGA A —T 2 — R ZH LT, R—bExa VT 4 —HEEEZAEDICT D,

no FECHEAT L72GE. £720d, disable ZHEE LG E1E. HRA VF—T =2 —ATHR— X =2V T ¢ —HiE
NS 2,

[/—}]

A~ FIXLAN/SFP A" — 3B XL OGREEA ¥ — 7 = — AT D Bk iE I hE,

A= hEXa U7 o —HEEEZ AN LIERER T, BEINTW Wi RITIEI N D,

B!

LAN R—h #1 DR — X2V 7 0 —HiEEZ AT D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #port-security enable

5.4.2 ¥ MAC 7 K L R Zé%

[EX]

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—T— K]

vlan : VLANID %457

[RF A—&—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)
5D MAC 7 R LA

action :© mac-addr 56D 7 L — LI 5 EE
R EME B!
forward L TSESE )

ifname : LAN/SFP A"— M E70idGmBilf v 4 —T = — X
MROA VB —T 2 — AL,

vian-id o <1-4094>
%4 VLAN ID

(B E]

2L

[AFIE—F]

Ja—\)aryz 41—y g T — R
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[RLBA]
R—bhteFa VT4 —52FNNILI2FR— N THEEZFFAIT 5 MAC T RLAZBET D,
no B TIAT LI a I, BiaHIRT 2,
[BREH]
MAC 7 K L A 00:A0:DE:00:00:01 %, LAN 7R— k #1 OFFA[ 7 KL A & LTHERT 5,
SWX232x (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 %2 U T 4 —BEXFEOBIEDORE
(&)

port-security violation action

no port-security violation

[R5 A—&—]
action A= bEX 2 VT —EREOBE
#fEEe— F B
discard RV ANE
shutdown R—ha vy MU
[WIHIRRE]
port-security violation discard
[AFIE—F]
A H =T x2—RAE—F
[

SNBA v H =T 2= AWK LT, A= bFa )T —BXFOIET 7 a L 2RTET D,

no B CTHEAT L= E 1, MR EIZR S,

[/ —F]

shutdown E— R Ty v v F & U &Nz — F&EIRSE 535 A1E. no shutdown =< > K& HW3,
ARK=a<> RIZLAN/SFP iR — F B L UGHEEA ¥ — 7 = — RO HFHE IHE,

[ EH]

LAN R — [ #1 OEXGEOEEEZR— N T AEET B,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #port-security violation shutdown

544 R—htF =2 Y7 1 —fHEROFR
[

show port-security status
[AJ1E— K]
Kt EXEC £— R
B
R—hEXa2 T 4 —FREETT D,
[BREH]
R—rEFxa U7 —FREERT D,
SWX232x#show port-security status

Port Security Action Status Last violation
portl.l1 Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
portl.4 Disabled Discard Normal
portl.5 Disabled Discard Normal

6

Disabled Discard Normal
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portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal

5.5 = F —& HE%HE

5.5.1 errdisable JREED> & > B BhE (HHSRE DR E
[

errdisable auto-recovery function [interval interval]

no errdisable auto-recovery function

[F—T— K]
interval © BEE IR O E
[/RT A —HF—]
function : errdisable DJRK & 72 HiiE
REME A
bpduguard BPDU ' — FE&RE
loop-detect Jb— 7K R RE
interval : <10-1000000>
HEME IR % £ TORRHI(FD)
[FIHIRRE]

no errdisable auto-recovery bpduguard (BPDU 74— RHERE)

errdisable auto-recovery loop-detect interval 300 (/L — 7f& HIF%EE)

[ASIE— K]

Ja—n_"par 74— g rET— R

B

=T — R HBEREIC L o T errdisable JREEIZ /R o 7o & X ICHBEIICIEIB T 2HEREZBNC LT, BENMEIRT 5 £ CTOR
MZERET D,

interval 241 L7255 1%, 300 FBERE SN D,

no A TIHAT L7cA s, BEME IR N RN L 72 D,

[/—}]

Ao~ REFEITTHREIIC BPDU #— REEREIZ £ - T errdisable {RFEIZ 72 > 72 LAN/SFP 7" — k Cid, &[e] BPDU %
B L7z & S ICREDOEENR KR I N D,

L)

BPDU 7 — R C errdisable RFEIZ 72~ 7- L X O HENMEIHZ A 202 L. EIHEFEZ 600 P27 5,

SWX232x (config) #errdisable auto-recovery bpduguard interval 600

JL—7 1 C errdisable IKBEIC /2 o 7= & D HENEIH 2 M5,

SWX232x (config) #no errdisable auto-recovery loop-detect

5.52 = 7 —RIIEOH#ET
EEy
show errdisable
[AJT1E— K]
FEHEHE EXEC £ — N, ke EXEC £— R
[RAA]
=T —RRHEREDIE R A2 FKRT D,
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DTFOHEENERIND,
o errdisable JREED & O HENVE H DA DG D
o errdisable JREED A L H —T7 = — 2B L O T —Z Wil L7-f%EE
[ EH]
=T —RRHEREDIE R A2 RRT D,
SWX232x>show errdisable

function auto recovery interval
BPDU guard disable
Loop detect enable 300

Port-security disable

port reason

portl.1l BPDU guard

portl.7 Loop detect
5.6 PoE

5.6.1 PoE A8 EEMEREDRE(T AT L)
B

power-inline switch

no power-inline

[/3T A —F—]
switch i VAT AERD PoE R EEMERE DRXE
REMHE B
enable VAT LERD PoE #aERKREZ AN D
disable VAT LEROD PoE S EMETEZ ENICT D
[WIHIRRE]
power-inline enable
[ASTE—F]
sa—\)varZ g L—varyE—FR
[

VAT LEIRTO PoE AR EMRED G « B ZFRET D,

no FECHEAT LGS I3 WHIR EICR 5,

[/—}]

A< RiL PoE fEEXHGET /L COHRELTAHE,

AT LR D PoE A MR AN/ > T T hH, RIOR— h T L ITHRERENEDIZ SN TV DG, £0
R— NI EHREN R D,

[ E B

VAT LARRTO PoE M EHREZ AN T D,

SWX232x (config) #power-inline enable
AT KWK TO PoE FGEMRE &2 HENIZ T D,

SWX232x (config) #power-inline disable
5.6.2 PoE #5EBHESREDREAL vV H — T = —R)
EEN

power-inline enable
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power-inline disable [delay time]
no power-inline

[¥F—TU—F]
enable DR A v H —T = —AD PoE MEHEREEZ AT D
disable D WA ¥ —T = — A D PoE MEMREE T D
[T A =5 —]
time : <1-3600>
fa s 1k F T OBRIER (7))
[WIHIRRE]
power-inline enable
[AS1E— ]
A H—T 2—AE—FK
[

XRA o H—7 =—AD PoB AGBKRED A L) « M ZRET D,
no FE R CTIAT L A IR EITRE S,
faElE L E CORBLERFMEZRE LTS E, a~v f\%ﬁﬂ%?ﬁﬁ?ﬁ#ﬁﬁ( &7 (2 power-inline disable 237% & S5,

F7-. LLDP (T X %5 A B EHHE(ldp auto-setting) 2> A 2072355, Fa S ILBIE IR E D ¥~ R AP (2% LT
WMEEIEOX A I v TRmmEind,

[/—}]

K< RiL PoE HERIGE T L TOHRFIELTAHE,

PoE R— RIS Clda~ v RIATZ T — L7 5,

A H =T 2= A= FTHEERENEDNT/R > THTH, LITOSAIFHEE SR,

© VAT LERD PoE MEMREN TN o> TV DS

MAR— RNV ¥ v b7 IREET B EITM T 5,

FeEIE IR TP TR B A L T\ DT, T =7 a7 4 7 E Tl power-inline enable & L THibi 5,
[BREH]

portl.1 T? PoE faEMEREZ AT 5

SWX232x (config) #interface portl.1l
SWX232x (config-if) #power-inline enable

portl.1 T® PoE #3EEHERE 2 HEZNIZ T 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #power-inline disable

5.6.3 PoE iR — K OFHATORE

[EFX)

power-inline description /ine
no power-inline description

[R5 A—HF—]

line D64 UFELN DTS
[FIHIERE]

7L

[AJTE— K]

A H—T 2 —RAE— R

[

PoE 7R — MTHERET 5 PD #ESS DAL # R ET D,
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[/— 1]
K< R PoE #a X E T /L CDHET A HE,
FXTE L 72 @A LI show power-inline =~ > K CHE/R S5,
[ E B
portl.1 (28T 5 PD #EEZR O] & L CT"AP1" 2% ET 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #power—-inline description AP1

5.6.4 PoE " — N DIEBEILEDORE
EEN

power-inline priority priority

no power-inline priority

[NT A —=F—]

priority D kR
RUEME id
critical X
high =
low &

[WIHIRRE]

power-inline priority low

[AJ1E— F]

f o H—T 2 —AE— R

[RLBA]

KGA VA —T 2= ADIBEE R ET D,

AR — h OB E IR FTEEE T EIRE LRl 725581, BEIEO b - & IRWAR— b ~DfaEEIEIET 5,
no I THEAT LI B IIHIIRRE IR 5,

[/—}]

A=< R PoE 5 ERIGSE T /L COHREITAHE,

HHFEMESLFE 1S show power-inline =~ R CH/RI N5,

[BREH]

portl.5 DFFEEICIE % high(F)IZT D,

SWX232x (config) #interface portl.5
SWX232x (config-if) #power-inline priority high

W

5.6.5 PoE 7~— K @ Continuous PoE DX E
E&N|

power-inline continuous switch

no power-inline continuous
[R5 A—5—]

switch T XA 2 — 7 =— A D Continuous PoE DX E
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R B

xfGi A X2 — 7 = — A @ Continuous PoE 1
L AT D
A v #—7 = — A O Continuous PoE

enable

disable [ I
(IR RE]
power-inline continuous disable
[AJ1E— F]
B —Tz—AE—FR
[@ A1

*fGA v H—7 = — AP Continuous PoE #EFED A% « MEh AR ET 5,

Continuous POE NF ML SR — FTIET7 7 — AU = T iR reload 2~ & 7R EIZ LD AL v FOFEB)K T
bR — h~DFGE LT D,

no I THEAT LI B IIHIMIRRE IR 5,

[/—}]

A< NI PoE fafEXHIE T /L T O HEIT A EE,

PoE R— MRS CIT A~y REITZ T — L7 %,

Continuous PoE 7% & !d show power-inline =~ > R TR I D,

Bl

portl.2 @ Continuous PoE # HZhZ 7 5,

SWX232x (config) #interface portl.2
SWX232x (config-if) #power—-inline continuous enable

5.6.6 T — RNV RORE

&

power-inline guardband watts
no power-inline guardband

[T A—=HF—]
watts : <0-90>

T— RN ROEW)
[WIHIRRE]
power-inline guardband 7
[AFIE—F]
sa—\)varZ 4 S L—varE— R
[

A=A REFET 5,

= Ry RiZ, REOREFEILZR SToDIZRET 4G ReE ) LRI L TO~—2 0 Th D,
AR ATRETE N3 — KX RELF & 22 o 72854, PoE 78— MIHT-IC PD BESR 2 Bt L CHEBE SN2,
OW ZHE L7=Ha. F— KXy RIZEEL 720,

no G CTHAT LI EITHIMR EICR 5,

[/ —F]
Ko< RiL PoE #EXR ST T L TOHRFELTHHE,
[ EH]

H— KN RZ& 30W 2T 5%,
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SWX232x(config)#power—inline guardband 30
H— RN REBNZT 5,

SWX232x (config) #power-inline guardband 0
H— R R EYBE ISR,

SWX232x (config) #no power-inline guardband

5.6.7 PoE fAEIF M DOFIR
[EX]

show power-inline
show power-inline interface ifname

87 A—5—]
ifname : PoE AR— |
[AFTE— F]

FHHFHE EXEC £ — R, #5H#E EXEC £— K
B

PoE 7R — F Dfg B EZ FRT 5,
ifname ZIEET D &, $FED PoE RN — b OFFEMIEREFKRT B,

[/ —}]
AKa<> RiL PoE SERIGTE T /L TOHRFELTAHE,
[BXEH]

PoE #nEl M a £ 5,

SWX232x#show power-inline
PoE Status
Available Power : 250000mwW

Used Power : 41500mw
Remaining Power : 208500mW
Guard Band 3 7000mwW

Operation Status: Enable

PoE Interface

Interface Admin Pri Continuous Oper Class Power Max
Description
(W) (W)

portl.1l Enable High* Disable Powered 4 12000 29536* APl
portl.2 Enable Low Disable Standby n/a 0 90000 n/a
portl.3 Enable Low Disable Powered 5 6800 45000 n/a
portl.4 Enable Cri Enable Powered 8 22700 90000 n/a
portl.5 Enable Low Disable Standby n/a 0 90000 n/a
portl.6 Enable Low Disable Standby n/a 0 90000 n/a
portl.7 Enable Low Disable Standby n/a 0 90000 n/a
portl.8 Enable Low Disable Standby n/a 0 90000 n/a
portl.9 Enable Low Disable Standby n/a 0 90000 n/a
portl.10 Enable Low Disable Standby n/a 0 90000 n/a
portl.1l1 Enable Low Disable Standby n/a 0 90000 n/a
portl.12 Enable Low Disable Standby n/a 0 90000 n/a

* - Assigned by LLDP.
portl.l DFFEFHEFTT D,

SWX232x#show power-inline interface portl.1l
PoE Status

Available Power : 250000mwW

Used Power : 41500mw

Remaining Power : 208500mW
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Guard Band : 7000mwW
Operation Status: Enable

PoE Interface portl.l

Powered device type : AP1

PoE admin : Enable

Continuous PoE : Disable

Priority : High*

Powering status : 4-pair single

Detection status : Powered

Current power consumption : 12000 mW

Powered device class : 4

Powered allocated : 29536 mWw*

Powered pairs : Both (Alternative A and Alternative B)

* - Assigned by LLDP.
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o=
Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 ERED
[

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAZEEREEZ AT D
disable © MAC 7 R L APEBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—\varz 47 b—va e — R

[FAA]

MAC 7 R L 2B EED B/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

[ E B

MAC 7 N L 2 EEEREZ AT D,

SWX232x (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LNFD)
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jsua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI A I3 IR EIZK 5,

[/ —F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND E TORHE
EDOMT, BENELDEAEND D,
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[BREH]
A FIv Iy M) —DZ—T T2 A L% 400 V2T 5,
SWX232x (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DHIR

E&y
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address : MAC7 FLAZIRET D
vlan : VLANID #f8ET 5%
interface DA E—T 2 —AERET D
instance D MST AV AF U AZFRET D
[78T7 A —=HF—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[ASIE—F]
¥EHE EXEC E— K
B

MAC 7 RLVAT =T Vinb XA F Iy 7w M) —&HIRT 5,
F—U—RFEBEELLHEE. HERMH—B Lz P =R EHIRT 5,
XF—U—REHRELLRWEEIL, &2 TOXAFIv 72 N —%HIBRT 5,
[BAEBI]

MAC 7 R L Z730020.de11.2233 DX A F I v 7= Y —%HIERT 2,
SWX232x#clear mac-address-table dynamic address 00a0.dell.2233

614 RFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id]

[F—T— K]

vlan : VLANID #fiET 5%

[/XT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

XHERDO MAC 7 KL A
action : mac-addr 56D 7 L — A% A EME
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RIEE B!
forward HRIET D
discard WEET S
ifname : LAN/SFP AR— b E721E5mEA v ¥ — 7 = — ADAH]
KROA R —T x— A
vian-id 1 <1-4094>

*5:D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 4L — g — K

[FREA]

MAC 7 VAT —TNVIZAXZT 4 v 72 b)) —%5E5kT 5,

action \Z forward ZRE LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% RELE
A B —T = — A THEET B,

action |2 discard ZEZELT-HA51F. ZELE-MACT RLABIWRVLANID IZ—H L7-ZE 7L — L%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7281, VLAN#l BNRESND,

[/—F]

action \Z discard Z 3R E LA, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LIXTE R0,
mac-addr \ZLLTF O MAC 7 RL A ETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff.ffff

«  0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

« 3333.0000.0000~3333.ffff.ffff

o fFFf.£EFF.FEFF

[ EH]
0020.de11.2233 560D 7 L — A% LAN AR — b #2 [ZH&E9 5 K 9 B4 5,
SWX232x (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

E&N
show mac-address-table
[AJ1E— K]
JEHME EXEC &— R, H##E EXEC &— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHEENERIND,
e VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o T2 MU —OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWX232x>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 R L AFDAHAEKRT 5
[R5 A—&—]
ifname DRI DA H—T = — ADLHI
LAN/SFP AR"— M E 72 dia A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9 % VLAN ID
[AT1E— K]
FERFME EXEC £ — N, F#bE EXEC E— I
[FHA

FDB = F VIZHFHFINTWS MAC 7 RL A A FRT D,

HEVFEICE VBRSNS AT I v I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
s,

[ E B

FDB = F V2B SN TWS MAC 7 RL A A F R 5D,

SWX232x>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
Jua—saryz 4 S L—varE—K
[
VLAN A V4 —7 = —ADREHAT ) 128h D VLAN E— RIZBATT 5,
[/ —}]

VLAN E— b7 a—n\ a7 4 7 b—va rE— NICRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHRAT 5,

[B%E B
VLAN £— RIZBIT7T 5,



o~ KU 77 LA | Layer 2 #fE

SWX232x (config) #vlan database
SWX232x (config-vlan) #

622 VLAN A UV Z—T7 = —ZADRE

1217

EEN!
vlan vian-id [name name] [state state]
no vlan vian-id

[F—TU—F]
name : VLAN OA4HIZRET 5
state © VLAN OIREEZFRET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ONEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REHE B
enable T U— LERET D
disable 7 L— A EEEE LR
[FIHIERE]
mL
[AJIE— K]
VLAN &— K
(LA

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT LA IL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %4 M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 70 VLAN ID)DSE%E S 5,
state 4 M L7-855 1%, enable BEREIND,

disable Z45E L7285 A1%, Mi% VLAN A V¥ — 7 = — A~OFEIX L THIBRE L E T,
[/—}]

BEIZ name WRTE SN TV 25 VLANID 2% L T, name Z &M L TARa~ > RERELEZHEIL, BEICRE
% name DFEFEFINIRN,

vian-id \Z#3D VLAN ID Z#$8E 7, 7277 L., #H3?® VLANID 2T LI-8451%. name ZFEETH N TE 2

A
BEIRET DHE. UTFTO LY, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ T EIRT 5585 2-4

+ VLAN#2 & VLAN #4 Z38iR3 B586: 24

[ EHi]

VLAN #1000 % Sales &\ 4B CiX €T 5,

SWX232x (config-vlan) #vlan 1000 name Sales

6.2.3 77 A _X— | VLAN OF&RE

[EX]
private-vlan vian-id type
no private-vlan vian-id type
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ST A—F —]
vian-id <2-4094>
vlan 2~ R TREIN TS VLAN ID
type 77 A ~X— K~ VLAN OFjl]
REME B
primary 774~ Y —VLAN
communit EHLH Y —VLAN(Z R 2 =F 1 —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHAERE)
L
AT E— ]
VLAN E— R
[BA)

vian-id % 77 A4 ~X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 4 X— b VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —}]

3227 4—VLAN ¢ LCRETDHE, 774~V —=VLAND Va2 I ABAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T 2 — R LIFWETE AN, oI a2=7 4—VLANEB LT A Y L — bk VLAN
WATBT A A v X —T 2 — AL ILRECTEX L 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDHBBETLHIENTES
N, AI2=F A —VLANBLORT A YL —F VLANIZFTBTAMDOA v 2 —T = —RA LI TBETE L5,

Bt

UFD7Z A4 ~X— K VLAN Z&ET D,

+ VLAN#100: 77 A <1 — VLAN

« VLAN#101:® 4> 4% U —VLAN(Z X = =7 (— VLAN)
« VLAN#102: &> % U —VLAN(Z 2 = =7 ( — VLAN)
« VLAN#103: 5> % U — VLAN(T 4 Y L— b VLAN)

SWX232x (config-vlan) #vlan 100
SWX232x (config-vlan) #vlan 101
SWX232x (config-vlan) #vlan 102
SWX232x (config-vlan) #vlan 103
primary

SWX232x (config-vlan) #private-vlan 101
SWX232x (config-vlan) #private-vlan 102

( )
( )
( )
SWX232x (config-vlan) #private-vlan 100
( )
( )
SWX232x (config-vlan) #private-vlan 103

community
community
isolated

624 774~ — VLAN IZXTBEHZ U — VLAN OFERE

EEy

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan v/an-id association

[F—U—F]

add f57E L72 VLAN % BEE#AHT 5

remove fAE L7z VLAN OB 2 HlRT 2
[/3T A —F—]

vilan-id <2-4094>
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7°Z A4 < VU — VLAN [ZEE XL TVW5 VLAN ID
2nd-vian-ids o <2-4094>

v h &Y — VLAN IZFRE STV 5 VLAN ID
HEIRTET2HE. UToX oz, """ 2k« L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FLAA]

FFGAX—=FVLAN DT A<V —VLANIZX LT, B XU —=VLAN(T A YL —KVLAN, 23 =2=7 (—
VLAN)D BEAF T &3 ET 5.

add Z$8ET D Z & T vlan-id & 2nd-vian-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTEITLeHAIE. 774~ Y — VLAN ~O B 1T 2§~ THIFRT 5,

(B EHI]
UFDOTZ7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 774 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: &% >4 U — VLAN(7 A Y L — k VLAN)

SWX232x (config-vlan) #vlan 100

SWX232x (config-vlan) #vlan 101

SWX232x (config-vlan) #vlan 102

SWX232x (config-vlan) #vlan 103

SWX232x (config-vlan) #private-vlan 100 primary

SWX232x (config-vlan) #private-vlan 101 community

SWX232x (config-vlan) #private-vlan 102 community

SWX232x (config-vlan) #private-vlan 103 isolated

SWX232x (config-vlan) #private-vlan 100 association add 101
SWX232x (config-vlan) #private-vlan 100 association add 102
SWX232x (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNEFTRLA— NDFRE

[ER
switchport mode access
(IR E
switchport mode access
[AJ1E— K]
B =T 2—AE—R
[FAA]
WHEA o Z—T 2= ZAOR— MEEZT 7 E AR — MTRET 2,
[/— ]

ARza<> RKIZ LAN/SFP R — b B L OGHELA v Z — 7 = — R IZD AR E FTHE,

B VA =T 2= AR E L TRa~v L RERELZGAIL. ZOA X —7 22— A ZATET 5L TO LAN/
SFP iR— FDORENEE I ND,

— MR E T 7R — I BT 7 AR — MIEE LA 1L, switchport trunk allowed vlan =2~ > KO E
k & UN switchport trunk native vlan =~ > KO E 03 #1H] umﬂ )j:q Do

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET %,
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[ EH]
LANR— M #1 27 7B ZAR— MNMCERET S,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LA— M)DFTE VLAN DRE

&

switchport access vlan vian-id
no switchport access vlan

[T A—=HF—]
vian-id 1 <1-4094>
FTJE 9% VLAN ID
(AR E
switchport access vlan 1
[AJIE— ]
A HF—Tz—AE—F
B

RGA B —T 2 —ANT 7 AR — L LTHTET 5 VLANID #ET 5,

no TR THAT L 2B IR E TR 5,

[/—}]

Az~ RiX switchport mode access =~ > R23FRE S 4L TV 5 LAN/SFP AR — B L OGRELA v ¥ — 7 = — R |ZD
TR TE AT HE,

PR AT 2= AERGE L TR RERE LIZEAIEL, TOA V4 —T = — AR T 52 TD LAN/
SFP R— FORENEE I D,

R— b ERZ N7 7 R—MIEFELEGAF, Ao~y FORENYIHIRTIIR D,

[ E B

LANR— R #l N7 7 £ AR — b+ & LCHTET 5 VLAN Z VLAN #10 (23R ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport access vlan 10

627 b7 R— METFHER— MNDORE

[EX]
switchport mode trunk [ingress-filter action]

[¥—T—F]

ingress-filter DA T AN E—DOEEEREET S

[/NT A—=HF—]

action AT AV E—DEME
R EE Bl
enable AT A NE—ETHT D
disable AT 4 NB—F TN D

[WIHARRE]

L

[AJ1E— K]

A H—T2—AE— R
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[BLHA]

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
e EDH, T L—LEEEET D,

AN T 4 W Z =BG IRGEIE, TRTOT L— L ZiRET 2,

[/—}]

A~ RIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D HG& iE I hE,

WA S H =T 2= A MR L LTAa v RERE LIEHAE, €O I =7 =—RITPET 22TD LAN/
SFP R— FDORENEE SN,

R— MNEPET 78 AR— Kb T 7 R— MIEFE L75ATL., switchport access vlan =~ > K OF% E 23 F) 5%

EIR D,

NZ 7R —FE LTHTET 5 VLANID i, switchport trunk allowed vlan =~ > R CEET 5, /2. XA 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CIET 5,

[ E ]

LANR—F#l & h T 7 R— MIRET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport mode trunk

628 b7 AR — MNEZ T FHEAR— N)DBTE VLAN DR E
E=N

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids

no switchport trunk

[¥—7U—F]
all ©ovlan A< RCREINTNDTRTO VLAN ([ZFTE S H 5
none 2 TOVLAN MOk ESE 5
add © HEE L VLAN B SH 5
except © $5E L7 VLAN BISh o, vian =< > RTRIE SN TNDTXTO VLAN IZFTE S5
remove © HE L7 VLAN B g &5
[T A —5&—]
vian-ids 1 <1-4094>
vlan =~ FCRRIE STV % VLAN ID
BEIEET 256, UTO L2, """ EEHT 2 &
« VLAN#2 7»5 VLAN #4 & TZRIRT 58545 2-4
« VLAN#2 & VLAN #4 % ®RIR9 5355 2,4
[FIHIERE]
7L
[AF1E— K]
A H—T2—ZF—R
[RLAA]

KB H—T 22— AN NT IR —bE LTHIET S VLANID 2% ET 5,
no B TEIT LA, FiET 5D VLANID AT _RCHIBR SN THR— MEJINT 7 AR— MIEE IR D,
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[/— 1]

A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD

Fr R E W] e,

MEA S H =T 2= A MR LTAa~v Y RERE LIEHAE, TOA I =7 =—RITPET 22TO LAN/

SFP R— M DRENEE S5,

N— MEREZT 78 AR — MIER LIELGEIE, Aa~xr FORENPVIHIREICRE D,

all £7213 except ZH5E L Tk L7 A 1T, ZOHKIZEE L7z vlan 2 v ROWNENFIIKMEIND,

all £721% except #FHE L TRE LIZGAIL, LTORELITI &, FEV OFFE L TW\% VLANID % add THEL

TEREICETEIND,

« remove ZHHE L CHTE L T\ % VLAN ID ZHIbk L7256

« switchport trunk native vlan =~ > R CHTE L T\ % VLANID #f5& L 7= 56

except ZHHE L TR E & 1T > 7%, add 257 L TERAF L CU 7= VLAN ID (IZFTE & B 72854013, FTE L T\ 5 VLAN

ID % add THE LIcREICEH SN D,

remove Zf5E L 72 ICHTIE L TWVRW VLANID 24587 5 & =7 —I1272 5,

A=< K & switchport trunk native vlan =~ > RORREIL, %AaEEL LD,

o ARz~ RTHTE S 7 VLANID %457 L T switchport trunk native vlan =~ > RZ3&%E L7246, HBELE
VLANID 706 iE S 55,

« switchport trunk native vlan =~ > R CEE I LT\ 5 VLAN ID Z45& L CHTIE & ¥ 72354, switchport trunk
native vlan none 235X & S 115,

switchport trunk allowed vlan add =~ > RC, vian-ids |Z"-"°"," & A GO THRE L7-HA. v 3—2 3 U (Rev.

2.00.08 LRI T & a~ v REREICKKT 5, fRE LT, EFRICHBETE R R REND 5, EER :

switchport trunk allowed vlan add 101,103-105)

[ E ]

LAN R— R #1 & F 7 7 A— MIFRE LT VLAN# (IR EH 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport mode trunk
SWX232x (config-if) #switchport trunk allowed vlan add 2

629 NI U I R— MNETHRER— MDRAT 47 VLAN ORIE
EE]

switchport trunk native vlan vian-id

switchport trunk native vlan none
no switchport trunk native vlan

[FF—TU—F]
none : AT 47 VLAN Z8hc 32
ST R —2—]
vian-id 1 <1-4094>
vlan =< FTREIESHLTWD VLANID
(IR E]
switchport trunk native vlan 1
[AJ1E— F]
B —Tz—AE—FR
B

HRA B —T = —ADXAT 47 VLAN ZHET 5,

none ZRE L72H AL, 21T 4 7 VLAN BRI 25, ZHICK VMRS VX —T =2—ATIE, ZIELE¥ 77
L7 L—ARET 3,

no IERCHEAT LI A& I3 EICK 5,
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[/—}]
Az~ RiX switchport mode trunk =~ > R E X TV % LAN/SFP AR — M B L UOGREEA > ¥ — 7 = — R {ZD
TR TE AT HE,
WA S H =T 2= AR E LTARAT Y FERELIELGEIE, £OA ¥ —7 =—AZFTE T 542 TD LAN/
ﬁPﬁ~%@&E#%Eéﬂé

— MNEEZT 7 AR — MIAE LIZGEIE, KRa~vy FOREVBYIHEREICRE 5,
21§:l‘?/ K & switchport trunk allowed vlan =1~ > RO EL, 7rEEBILL 25,

+ switchport trunk allowed vlan =~ > R CHJE St7- VLANID #f8E L CARa~ > RERELHE, BELL
VLANID 6B S® 65,

« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHE X 72454, switchport trunk
native vlan none 73 5¢ E S 415,

[ E 5]

LANAR— b #l & b7 2 7 R— MIRELTHRA 7 47 VLAN IZ VLAN#2 Z B ET 2,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport mode trunk
SWX232x (config-if) #switchport trunk native vlan 2

6.2.10 77 4 _X—  VLAN O 7R— FNERI DR E
EEN

switchport mode private-vlan port-type

(]

no switchport mode private-vlan port-type

[/XT A —HF—]
port-type DAR— L o#EE
B EME B!
promiscuous 7' I AHAR— |
host RA RR—
(WX E]
7L
[AJ1E— F]
A F =Tz —AEF— R
B

KRA B =T == ADT T A ~_— | VLAN OR— MEJlZRET D,

no JEATHEIT LG G, HBRA U F =T 2= RAIWESNTWND T T A ~X— b VLAN OREZHIFRT %,
[/—}]

A 2= Rid switchport mode access =~ > R3ERE I AL TV % LAN/SFP 78— MMZ D HEXTE AIHE,

Mz T, L FDA > ¥ —7 =— AT promiscuous & i% & TX B,

© FIZVIHR-PELTEMELTVD AV F—T =2—R

o WA H—Tz—R

B!

LAN R—h #1 270 I AN AR— b, LANR— h #2 R A FAR— MIRET D,

SWX232x (config) #interface portl.1l

SWX232x (config-if) #switchport mode private-vlan promiscuous
SWX232x (config-if) #exit

SWX232x (config) #interface portl.2

SWX232x (config-if) #switchport mode private-vlan host

6211 75 4 _X— F VLAN ODFR A hAR— FNOHRE
EE

switchport private-vlan host-association pri-vian-id add 2nd-vian-id




224| 2~ KU 77 L A | Layer 2 #&HE

no switchport private-vlan host-association

[¥F—T—F]
add 7T 4~=U—VLANIZXT 5l &V — VLAN 2% ETH
[73T7 A =5 —]
pri-vian-id . <2-4094>
774~ Y —VLAN & L TREIN TS VLAN ID
2nd-vlan-id . <2-4094>
T H ¥ Y —VLAN & L TREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AV H =T z—AE— R
[FLEA]

MPA LV HE—T 2 —ANT T4 _X—=KVLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZXREL T, &F
&Y — VLAN ZBEfT T 5,

no WK TEIT LGS, JBA L H—T =2—ANKRAFR—=F L LTHIBT S 774~ — VLAN OREB LNk
H &Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— h & LT E X TV 5 LAN/SFP AR — MM 2D &
B E P HE.

pri-vian-id & 2nd-vian-id I, private-vlan association =~ > R CEHEfT T LN TV DHMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN HE. Ao~y ROREIX
HikRE N D,

[3% 2 5]

HA B =T 2= AZLNTFDT 7 A ~X— k VLAN 2R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &> % U — VLAN #103

SWX232x (config)# interface portl.l

SWX232x (config-if)# switchport mode private-vlan host

SWX232x (config-if)# switchport private-vlan host-association 100 add 101
SWX232x (config-if)# interface portl.2

SWX232x (config-if)# switchport mode private-vlan host

SWX232x (config-if) # switchport private-vlan host-association 100 add 102
SWX232x (config-if) # interface portl.3

SWX232x (config-if)# switchport mode private-vlan host

SWX232x (config-if)# switchport private-vlan host-association 100 add 103

6212 54 _X— K VLAN D712 I A H A FR— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add 774 =VU—VLAN I HEH &Y — VLAN Z%ET 5
remove : 774 ~=VU—VLANIZxT D&l &Y — VLAN ZHIkRT 5
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L CixE & TV % VLAN ID
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2nd-vlan-ids o <2-4094>
®H XY — VLAN IZEE SN TS VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 254 2-4
« VLAN#2 & VLAN #4 8R4 254 2,4

[FIEAER E]

L

[AJTE— K]

A H =Tz —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN % E LT, EH % U— VLAN
& BT B,

R TCET LRSS, MBA v —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X&) — VLAN OBBEN T 28R 5,

[/ —H]

AR 2= RiZ switchport mode private-vlan 2~ > KT/ 12 I A AR — bk & LTEHE I TS LAN/SFP 7" — b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTDOAS LV HA—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWAAS L H—T = —2R

s mEA A —Tz—R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBIHEAT T SN TWAMENRD S,

MEA AT 2= RAERHRE L TR RERELEZEAIL. 204 0 —T7 x—RAZATRT 542 TD LAN/
SFP R— F DBRENEE I ND,

switchport mode private-vlan =~ > N CR— M ORI T 1 I AN AR — FSMIRE SN2 HG. KAa~v s Fo
BREITHIBRE D,

23 a2=F 4 —VLAN T, BHOT I AL AR— M L TEEMITAZENTX S,

1 OD77A4~VJ—VLANIZX LT, D70 IADAR— MR ETE D,

TAVL—RFVLANHNOA VX —T 2— R, 1 ODOT 0 I AHAR—KEDOBENARERTZD. 1 OOT A VL
— M VLAN BRI b5 7 2 AH AR — I 1 DD,

Bail]

LANAR—F#l 270 I AHAR—F L LTEWEESE T, 774~V —VLAN#100 % EL. BH % U—VLAN
#101, #102, #103 ZBAHEFHT 5,

SWX232x (config)# interface portl.l

SWX232x (config-if)# switchport mode private-vlan promiscuous
SWX232x (config-if)# switchport private-vlan mapping 100 add 101
SWX232x (config-if) # switchport private-vlan mapping 100 add 102
SWX232x (config-if) # switchport private-vlan mapping 100 add 103

6.2.13 "1 A VLAN D& E
B

switchport voice vlan fype

no switchport voice vlan

[T A—F—]
type AT
R EME B
<1-4094> VLAN ID
dotlp TIAFVT 4 BT T —LEEATS
untagged 2T LT U— BT
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[FIHIER E]
L
[AJIE— F]
AL H =T z2—AF—F
[RiAA]
RAAVLAN OREET D, 77 EAR— MIRELTZHEA L F—T 2 —ADHRETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANLANID (2 0 T, CoS EAEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— k #1 7R A A VLAN & LC VLAN #100 [Z3%ET 5.,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDRE

[EFX

switchport voice cos value
no switchport voice cos

P87 A—g—
value o <0-7>

BRI CRR E T 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHERET D,

LLF D & &2 LLDP-MED CHEEGigas |Z5% & 2 4 5,

o HWIR— FTARAAVLAN BEEIN TS,

o 4WR— T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7R— b #1 THA A VLAN & L CHHTXE CoSE%E 6 (IR ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E

E&

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN ' L—F DEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7LV VLAN 7 /L—7 1D
BEERET 256, LLTOLHic, "R a2 &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[#IEIRE]

7L

[ASE— F]

Ao H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI NN—=TZIRE LB, #8A v ¥ —7 =— AT, v/ F 7L VLAN 7L —7 730
CA v H—T 2= AMORTEETE S, ML VLAN TH, w/LF 7L VLAN 7 L—T7R3E S 45, @B T/
|

MBS L =T 2= A VI TV —va Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no B THEAT LG EG . PIMIREICRK D,

[/—}]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V r—va w2 —T7 o — AR S5 KR — O~ /LF 7L VLAN 7 —F 3R —IZT D0 E
Nd 5,

~/WVF TV VLAN Z—7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y NI LT 7L
VLAN 7 )V— T RE DB Z T IR0,

~IVF TV VLAN 3 EL TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—DT a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7L —7 #10 \IZ3&ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport multiple-vlan group 10
SWX232x (config-if) #exit
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6.2.17 <)V F )L VLAN 7V —TF DL ETOHE
EEy

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id 1 <1-256>
~/VF 7V VLAN 7 /v—7 ID
name PR AEHTR LA S(G2 XFURN)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥¢xxxx (% 4 70 7 /L —7" 1D
[AJ1E— K]

sua—\arz 4 b—varE' =R

[RLBA]

~/VF 7V VLAN 7 V— T4 E R ET D,

no JZTHAT LG EIE, FIHMEICR 5,

FXTE L7-4HilZ. show vlan multiple-vlan =~ > K CERI 5,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZRNCHRET S,
SWX232x (config) #multiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B RERE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch : VT TV VLAN ZERED YMPI 7 L — A GiEERE O B
REE B!
enable IR EE AN T D
disable TrIEEE 2 3 5
[WIHRRE]
multiple-vlan transfer ympi enable
[AS1E—F]
rua—\)arsr 4 L—va E—R
[FLBA]
~NF TV VLAN RERFIC, ¥~ EERT 7 2 2ARA » FOEFET L—LTHD YMPL 7 L— LBl SE 50 E
IMERET D,

BHOY~ N NERT 72 ARA L NBNEL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —EHsREE 7~
ITHHRLAN = b — T — A FIH LI-WIEA, ANCT 08N’ H 5,

no I CTFAT LGB EICR 5.

[ E B

~/LF 7L VLAN @ ERF O YMPL 7 L — NGB HE % Mshic 5,
SWX232x (config) #multiple-vlan transfer ympi disable
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[EFX]

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN H# & FRT 5
[/3F A —&—]
vilan-id <1-4094>
#7795 VLAN ID
[ASTE— K]
JERFHE EXEC & — R, %7 EXEC £— F
B
F8E L7~ VLAN ID Ol A2 FRT 5,
IFTOHEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — L HHEET 2 D05 D)
State « ACTIVE: #5157 %
« SUSPEND : #5315 L 72\
VLANID IZFFB L CWAB A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE—h)
e (O): FTUIR—=MNEIFER=])
[ E B

2 VLAN 1§ £ T 5,

SWX232x>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
ITOEANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4% Y — VLAN @ VLAN ID
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HAH GIL]
th 4 Y — VLAN O
TYPE » isolated: 7 Y L — I VLAN
e community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS U H—T = —R
[ EH]

7'Z A X— k VLAN Oz &R 5,
SWX232x>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 ¥ /VF )L VLAN 7 /L—FREBROFET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 v — T D E KR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLVF 7LV VLAN 7 /L —7" 1D

[AJ1E— K]
FFeHE EXEC & — N, %4 EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWDL I L—TFTRTEFRRT D
YMPI 7 L — LB BBEE DR EIRRE b £ T 5,

[ E B

~ )L F 7 )V VLAN 7 )L— T DR EREE FTT D,

SWX232x>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUPO0001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3STP(A =27V U —7u1 Fa)l)

E

e

63.1 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)ary7 4L —yg T — R



o~ KU 77 LA | Layer 2 BfE | 231
[RLBA]
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—h]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWX232x (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (D)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[

RSB IERF M 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—}]
Ka<y FOREITLLFORMEEZMT-TLERD D,

2x (NE—H A L+]) S KT — VU T = 2 x (IRRIRERFRH - 1)
kT — 3 JWEfE]IZ, spanning-tree max-age =~ N CHETX 3,
NE—Z A DIFIZ 2T, BETDHZLIFTERY,

[F B

HR IR AR 2 10 ICERET D,

SWX232x (config) #spanning-tree forward-time 10
633 ZRT—V LV JIREDORE

EEN

spanning-tree max-age fime

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR E
spanning-tree max-age 20
[AJ1E— F]
Jua—\Nnarz 4 b—va e —R
[BLBA]

RRT—V U TRHERET D,
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no JETHEAT LI G IIHIMIRRE IR 5,
[/—}]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VhEZEETIRHET 2R TH D,
RKa<y ROBREIIUTORMEM=THEND D,
2x (N —H A Lh+1) S RRT—V 0 ZHEEE = 2 x (EREEERRE - 1)

Sin==d

HADS I IEIF[#] 1T, spanning-tree forward-time =~ R CiXETX %,
=LA NI 2T, BETLHZLIETTERY,

[B% E 5]

KT — 0 T 2 25 IICRET D,

SWX232x (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT7 A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—FR

[FHA

TV VT ITATYT 4 ZBET Do BEN/NSWIE EBILEDE,
no JE A THEAT LI B3I EIZR D,

[/—HI

MSTP DAL CIST(A > A X v A #OWIKT HRIE & 72D,

[BREH]

TV TTTAXYT 4 & 4096 (ZKET D

SWX232x (config) #spanning-tree priority 4096

635 AV E—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y Y —OEE
B EE B
enable ANR= T Y —H [T D
disable ANR= I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

AU H—T2—AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JE X CTEIT LTI HEITHIREICE 5.
[/ —F]
Ko< RIiZLAN/SFP AR — B L OGHELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET DL LILTE 2R,
[BXEH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree disable

636 A EZ—Tx—ADY 7 EATORE

E&
spanning-tree link-type #ype

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV NY—=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB —T 2= ADY) I B A TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — M B L OGHEEA ¥ — 7 = — AZDO AR E HE,

FELA X — 7 = — RZFTB LT D LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &GaBli A ¥ — 7 = — AT S A1E. M5% LAN/SFP AR — MIXfT 2K~ RORED,
PR EITR D,

[ 2B

LANR— R #1 DU 7 ¥ A 7% shared IZERET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree link-type shared

3|

637 AV EZ—Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V v 7 OEE
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REMHE B
enable BPDU 7 A V2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U THERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—h]

A~ RIX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D Ha& iE I 6E,

FRERA X — T = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET D2 LT TE R0,

LAN/SFP AR— F ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR a~ 2 ROBREN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHZT 5,

SWX232x (config) #interface portl.1
SWX232x (config-if) #spanning-tree bpdu-filter enable

63.8 14 —7 = —AD BPDU H— KOHE

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —F—]
guard : BPDU #— FO#EE
BRIEME B
enable BPDU — &/ 5
disable BPDU % — N &8N 2%
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FFA]

WA v H—T = —AD BPDU H— RERET D,

no FECHAT LG A& IFWIHIRR EITR 5,

[/—}]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFFHE [ HE,

LA A —T7 2 —AZHTB L TCWA LAN/SFP iIR— MIF L TARa~ > RERET B Z LT TE R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S ¥ 725613, Hi% LAN/SFP A — NIt AR~ ROBREN,
VIR EICR S,

LAN/SFP 7"— k23 BPDU 4/ — RIZ & > T shutdown S 17285E1E, HUi%A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TIT L L THIATE S,

S ¥ — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — A% L T shutdown
o< R&ESLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree bpdu-guard enable

639 AL F—T 2 —AD/INAITA FMDERE

a2 KU 77 LA | Layer 2 #RE

1235

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/XT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—AD Y 7 HEIIEC T, LTOEEFEHT 5,
YT 3 RRA= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

WHBA L —T =— AD/NRAAR N ERET D,

no G CTHAT LI BB IIREICRE 5,

[/— 1]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%E Al He.

MEA A —T7 2 —AZHFB LTV A LAN/SFP AR— MIxf L TARa~ RERETH I LITTE R,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ 45 AR~ ROFTED.

*)]:H;LJX/E \—)j:%éo
e
LAN B— k #1 &322 2 F % 100000 2 ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree path-cost 100000

RIE

(]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[P35 A =& —]

priority 1 <0-240> (16 D%k
TIAFY T 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =Tz —AF— R
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[FEHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
AK=a<> FIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = — RZFTE LT D LAN/SFP AR — MIXf L TARa~ Y RERET L Z LIFTE 2R,
LAN/SFP R — M &Galli A ¥ — 7 = — R S 75A 11X, M5% LAN/SFP AR — MIXT 2K~ ROBRED,
WIHIEREIZR D,
REH]
LANR— N #1 OTTAF VT 4 % 64 1THET D

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree priority 64

6311 A LV F—T2—ADT Yy IVR— FNOHRE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

A B =T z—AEF—FR
[@i ]

MHBA VA =T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= IR IR 5,

[/—}]

Az~ RIiX LAN/SFP R — M X OGREEA ¥ — 7 = — RO Hg% iE 7 HE,

FEEA v H —T7 = — AR LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTE 720,
LAN/SFP 7R — h Zi@BlilA ¥ — 7 = — AZFTE S 7285615, 4i% LAN/SFP AR — MIktT AR a~2 ROREN,
WM EIZR 5,

REH

LAN R—F #l x> VR— MIT 5D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree edgeport

6.3.12 ARN= 7Y Y —DIRREFR R

EN
show spanning-tree [interface ifname]
[F—U—F]
interface DRI THAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGmBl A v ¥ — 7 = — A D4
FRT DAV H—T 2 —RA
[AS1E—F]

FEHHE EXEC B — I, 43 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, BTOA ¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y ) —Ta k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N—bFR—= b DA B =T 2 =2 T v 7 AEKE,

Root Port N—hFrT7T Vo TPDEXIF0 EERRIND, MmBlf X
—7 == ADOHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFFTERRIND,

Bridge Priority TV ITIAFVT 4

Forward Delay b= 7Y ¥ ORRIERFERE R EE

Hello Time N— TV DO m—F A LREM

Max Age =TV VORRT— T 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U T ¢ (16 #EECHE 4 M) & MAC 7 RL AT SN D

Bridee Id TV VA, TV T T A AT ¢ (16 EHIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu = BPDU Otz =)

last topology change

BRIC MR —F = o UNFRE LT B

Ifindex A E =T 2—=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A > H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A MREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DK

Designated Port Id Designated 7~— k @ ID

Priority ABE—=T2—=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU v OTTAF
U T ¢ (16 #EECHE 4 M) & MAC 7 RLATHERR S D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 #EEIETA
441 & MAC 7 RLATHER S D

Message Age Ay — Ui

Hello Time Na—2 A LNFEE

Forward Delay i 1O AL PR [ R i

Forward Timer

FEBROHRERIE & A ~—

Msg Age Timer

A B —T x— A7 BPDU ODIEREAEET HX A ~—,
WIHARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 O AE D M E D95
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HE B
Hello Timer AE—=OFFIHEAT D24~ —, 012722 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOfEE— R(N—T 3 V)
Received A5 L7 BPDU DX A
Send KET5HBPDU DK A
Ty VR — N O EM & BIIEDIRRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ N *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A H—=T7=—ADBPDU 7 4 L&V THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BIAE DR AE
. A B=T=2—=ADY 7 ZA T OFREMEBAEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
Bl

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWX232x>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27V J—® BPDU OFEERDOFER

[EX

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface DRRT DA AT 2= RERETDH



ST A—F —]

ifname

[AS1E— F]

FEHRFHE EXEC *E— K, F#E EXEC £— K

[FRA]

A= 7 U —@ BPDU OFEFHERDF R T D,
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LAN/SFP iR — F E 72 1350HA v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. &2 TCOA UV H—T7 2 —ADIRERFRRIND,
Batil]

LAN 7"— k #1 ® BPDU OfieHE R A2 R =T 5,

SWX232x>show spanning-tree statistics interface portl.l

o o o A0 o° A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

OO wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KD VT
EEN

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBAE—T o —AERETD

[XT A —=HF—]
ifname : LAN/SFP AA— M E 70 idimBllf v ¥ — 7 = — A D4
IIVTTHA B —Tz—2A
[ASIE— K]
F¢HE EXEC E— R
[BiA)
STP AT — RCTEIEL T\ Ad v ¥ —T7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA X —T7 =—ADREN T VT b,
[/—H]
STP ® BPDU %#%(5 L1=HA. ZIELicA v ¥ —7 = — AL STP AT — RCEIfET 5 L 912/ b, L, £0D
#% STP ® BPDU 2%f5 L72< /oo Th, Y%A v X —7 =— AL STP AME— FTEMELKET 5, 2D X9 RGE
WCARa<w REFEITTH I LT, STP AT — R LilEE— R~NRET LN TE 5,
[BE)
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWX232x#clear spanning-tree detected protocols interface portl.l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)ary7 4L — g T — R
[FREA]
MST A LV AZ L ARLMST U — 3 VOBREZITI 12O MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—N)Lary 74 7 b—y g 0 — RORAICIT exit 2~ RE2fEH L., ¥ HE EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEH]
MST &— RIZBITT 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #

6.3.16 MST A ' A X ADAERR
[

instance instance-id

no instance
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[78T7 A= —]
instance-id ¢ <1-15>
A VAL AID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AZ A& AT 5,
no FECTELIT LA L, MST A v A X U A& HIBRT 5,
[/— 1]
MST A A% ADA[LE VLAN & OB T X, instance vlan 2~ > R TRET D,
[BEH

MST A v AZ A #]1 KT 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN DR E
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

35 A—%—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
[HIHARR E]
mL
[AJ1E— ]
MST &£— R
[RLBA]

MST A A X A 2% LT VLAN % BEfHT 5,

no JERTEIT LT=HA1E. MST A » A& v A2k % VLAN OREEAT T 2 HIRT 5, BIRL7Z/E%E, MST A > %
B R xﬂ/flf)% VLAN 23 BEAT T HTWARWEA L, MST A v 2 &% v 2 &It 5,

ERENTWRWMST A v AZ AR ELESEAIE. MST A V AX V ZADAERBITHON S,
[/—F]

o> MST A > A% o AR 5 Cuvd VLANID 25895 Z LT TE R0,

(% EH]

MST A > A K o Z #1 12 VLAN #2 % BIEfF T 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTFAF VT 4D
[EX]

instance instance-id priority priority

no instance instance-id priority
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[78T7 A= —]
instance-id ¢ <1-15>
A AL A ID
priority © o <0-61440> (4096 DIE4K)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
B

MST A LV AZ L ADTIZAF VT 4 HBRET D,

BIED/ NS WZEELRENELS . MST AV AX U ARNOIL— KT Y v DI272 5 alietE i m < 72 5,
no JERCTIAT LA I3VIIR EITE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 |ZHET D,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #instance 2
SWX232x (config-mst) #instance 2 priority 4096

63.19MST J —T 3 VADRE

[EFX
region region-name
no region

[T A—F—]

region-name DO ATIECT R X OVEMAEE (32 SUTFEEAN)
V—Ta U4

[ RE]

region Default

[AS1E— K]

MST £— I

B

MST U — a3 VAERET D,

no FECHAT LG A IIWIHIR EICR 5,

[BREH]

MST VU —2 a v 4 % Testl IZEXET D,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #region Testl

6320MST V — a3 DY EY g VBEORE

[EX]
revision revision
35 A—%—]
revision 1 <0-65535>
VEeva & e
[WIHIRRE]

revision 0
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[AF1E— K]
MST E&— K
[BLAA]

MSTVU—> a3 EYa v BELXRET D,

no B TCEIT LA ITVHBREIZR S,
Bail]

MST VU —Ya3>Dlela rBEra 2R ET S,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #revision 2

6321 A VH—T =2—RIZKTDHMST A VARH LV ADEE
[ER]

spanning-tree instance instance-id

no spanning-tree instance
[73F A =4 —]
instance-id ¢ <l-15>

AERENTWS MST A VA Z 2 ZAD ID

[FIEAE E]

L

[AJTE— K]

A B —T 2 —AF— R

B

KBA L E—T 2 — AWK LT MST A v AZ LV AERET D,

no JERTEITLTZHEIE. MST A VA X U ADREZHIRT 2,

[/ —F]

Ko< RKIZLAN/SFP R— F B LI OGHEA v X — 7 = — R IZDO AR IE T HE,

A A — T 2 —AZFTB L TCWA LAN/SFP AR — MIXt L CTARa~ L RERETHZ LITTERU,
LAN/SFP R— F 3B A & — 7 = — A ZFTE S ¥ 728815, Mi% LAN/SFP R— Mt 5 AKa~ 2 FOREN
’Jﬁ)jﬁ;quX/E \—)7:'%60

B EH

LANR—F#1 ICMST A >V AR VAR ZHRET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree instance 2

63.2MSTA LV AEZLVRIZBITAA LV EZ—Tx2—RADTFF3AF VT 4 DHRE
[E=]

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[/XT A —=F—]
instance-id o <1-15>
WRA L H—T 2= ATRE SN TND MST AV AHX L AD ID
priority 1 <0-240> (16 Df5%R)
TIAFVT 4 E
[WIEARRE]

spanning-tree instance instance-id priority 128
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

MST A VAR L AZBITDRBA LV Z—T 2 —ADTTA XV T 4 ZRET D,

no JER TFEAT LB A I3 EICE S,

[/—}]

A=z~ RIXLAN/SFP R — M B L OGREA ¥ — 7 = — AT DB E AT HE.

A v H — 7 = — AT LTV D LAN/SFP AR — MIxt L TR~ RERET H Z LIETE 720,

LAN/SFP "R— M & A ¥ — 7 = — R ZFTE S 5A 1, Y% LAN/SFP AR — NI4T 5 AKa~ 2 ROREDN,
MR EITR D,

Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT 4% 16 IZRTET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree instance 2
SWX232x (config-if) #spanning-tree instance 2 priority 16

63.23MST A VAZVARIZBITFTAAVHF—T =2—AD/NAIARA D

R
frl

&

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[T A —4&—]
instance-id o <1-15>
WRA LV H—T 2= RATRESNTND MST A LV AX L AD ID
path-cost : <1-200000000>
IRA 3 A ME
[WIERRE]
AVE—=Tx2—ADY) I HEEIZE T T, LFOEEFEHT 5,
Y7 HRE INA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMEA X —T7 = — A, FTB LTS LAN/SSFP AA— h DU v 7 HEZ G LA JtIc, S22 X MESRE
Do
[AS1E— F]
A4 =T x—AF— R
B

MST A VAR LV AIBITDHHMBA VA —T 2= AD/NAT A NERET D,

no IR CELIT LIS ITHHRTIIRE S,

[/ —}]

A~ FIXLAN/SFP A" — M B X OGRBEA » # — 7 = — AT D Ha% iE P hE,

WA X — 7 = — ZICHTE LT D LAN/SFP AR— Mt L TR~ Y RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o # —7 = — AIZTE SE728613. H% LAN/SFP AR — MIxd o AR a~ 2 ROBREN,
IR EIZR D,

[ EHi]

LAN R—k #1 D MST A > A X > Z #2 D/8ZA 3 Z k% 100000 [Z#ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree instance 2
SWX232x (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — ¥ 3 VfFROFE R
[EX]
show spanning-tree mst config
[ASTE— F]
FERFHE EXEC E— K, fHEEXECE— K, f v H—T = —RAE—F
[BLFA]
MST U —2 a » OFBIE®REFRTT D,
[FE B
MST V —2 a » O#BIE®REFRTT D,

SWX232x>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 DO FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERET D
[/NT A—F—]
ifname : LAN/SFP AR — M E72iEfml A ¥ — 7 = — ADAH]
RRT DA H—Tx—A
[AF1E— F]
JERFHE EXEC E— R, FFMEEXECE— R, f V¥ —T7 = —AE—F
[

MSTP DIE#R = FrT D,

HHFIIMST A v AX AL VLAN BEX S V¥ —7 = — AT IE#RE R RT 5,
detail Z¥EE LT EIE. A1 v F—T7 2 —ABLUMST 1 A X ADFMME R E FKRT D,
interface ZEGME L7-BE1T. T _XTOA v Z—T7 = —ZADERNFERREIN S,

[/—F]

ifname |2, A U H —7 = — AT LTS LAN/SFP AR — R Z4RET 5 Z LixTE 0,
(B EH]

MSTP OIH#H = FK T D,

SWX232x>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£2300110
Default: CIST Reg Root Id 8000ac44f2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)
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LAN A"— bk #8 ® MSTP DFEMIE %z £RxT 5

SWX232x>show spanning-tree mst detail interface portl.8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AERDFIR

[E
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA =T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2 ZD 1D
ifname : LAN/SFP AR — b E72IE5mBA ¥ — 7 = — ADAH]
TRTAAL L H—T 2 —R
[AJ1E— ]
FEFFHE EXEC T — R, $EEXEC E®— R, f V¥ —T 2 —ZAE— R
B

FRE L MST A v AX V ADIEREERT D,
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interface M L72HA 1L, FEE LT MST A V AZ U ARREINTNDTRTOA V¥ —T = — ZADIERPER
Sho,
[/—H]
ifname \Z, FHEREA X —7 = —AIZFTE LTV D LAN/SFP AR — R & HET 5 Z LT TE 20,
[BXEH)
MST A VA X U R #1 OIF#HELRRT D,
SWX232x>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L —7BRHBEREDRER AT L)
[E=]

loop-detect switch

no loop-detect

[/NT A —=F—]
switch D VAT AEERON— TR RE DORRE
RIEE B
enable ZX?AéW®w~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AS1E—F]
Jya—nnarz 4 —ya rE'w—NR
B

VAT ABRERON— TR HEERE A E T IX NS T B,

no JIER CHAT LI & I3 IR E IR T,

[/ —}]

VAT ABIRTANR= 7Y ) —iie L L — TR HsRE R O T & B,

N—THRHEREE AN T H7201I00F, Ka~r Rz T, £ v ¥ —7 =—ATHL—7 e A0+ 2

VENH D,

N—THRHERERENEDRBETH, LTDA V¥ —7 =2 — AT — TR REIZEE L 22\,

o ANR=2 7YY —HEREDENEL TV 5 LAN/SFP AR — b, 7272 L. Forwarding 78— I Tl LDF OEZA(E %17 9 72
B, AP KV L— T NRE LA, — T RERSRE DN EIET B,

e X7V 2IHREDI T —R— M & LTCEIEL TVW% LAN/SFP AR— k

o BMERA X — T = — RTEFE STV D LAN/SFP AR — b
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[BREH]
VAT AR TA—T R AT D,
SWX232x (config) #loop-detect enable
VAT ARR T — TR RE A T D,
SWX232x (config) #loop-detect disable

6.4.2 )V —TRHEREDRE(AL vV X — T =—R)
Ev

loop-detect switch

no loop-detect

[/XT A—F—]
switch DR A —T 2 — ADNL—TRHRE DR E
BEME B
KA KB —T 2 — AD L — T B
enable T B
. KB A B —T = — ZAD ) — T H G
disable T
[ 2]
loop-detect enable
[AJIE— K]
A H =T 2 —RAF— R
B

KGA LV H—T 2 — ADN—TIRHSRE A A F TN T B,

no I TIAT LGB I3 IER EIZ R T,

[/ — 1]

A< RIZ LAN/SFP iR — b2 DB % E 7 HE,

W;T@ﬁ%%%ﬁﬁﬁﬁékbmﬂ\KHVVFKWZT\Vx?Aé%f%»—f@ﬁ%%%ﬁ@ﬁ?é%%

NhH5,

N—THRHEENT DR GATH, LTFDA V¥ —7 =2 — AT — 7R ERIZEME L 7220,

o AN=2 7YV —EEEDENE L T % LAN/SFP AR — b, 7272 L. Forwarding " — kGl LDF OEZAF %179 7=
B, REBEEIC L L— T 0RE LTSRN, — T REERENEIET 5,

e X7V UTHREDI T —R— & LTEMEL T\ 5 LAN/SFP R — h

o FMERA X — T 2 — RITF STV D LAN/SFP A7— |

A= 7 ) —FERE(STP)E L OVL— 7 M S RE(LPD) DR AR REIZ K LT, EB L OEEN BN D ELLT

DFEITRT,
A BE—T 2 —A
LPD #% LPD A%
STP #%h STP H% STP #%h STP A%
STP %) - - - -
LPD %}
STP H%) - STP - STP
AT A
STP #%h - - LPD LPD
LPD H%)
STP A% - STP LPD STP
[ E B

LAN &"— |k #1 O —FHiHBsREE BT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect enable
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LAN R— k #1 O)L— 7R HESRE 2 2 IC 4 5,

SWX232x (config) #interface portl.l
SWX232x (config-if) #loop-detect disable

6.4.3 )L — 7 HRHKFD Port Blocking DEXE
EEN
loop-detect blocking switch
no loop-detect blocking
[/3T A —HF—]
switch DR A U H — T = — AD Port Blocking D% E
REMHE A
%G A o H# —7 = — A D Port Blocking %A
bl "
e T %
disable ®RA o H—7 = — AD Port Blocking %
2l e
[WIHIRRE]
loop-detect blocking enable
[AJ1E—F]
A HE—T 2 —AE— R
(@]

RIRA B —T 2 — AT, N—T %M L7285 O Blocking BN F 721303 5,
no IR CHAT LI & I3 IR E IR T,

[/—F]
Ko< RIZ LAN/SFP 7R — MZ DB 3% E Al BE,
Bl

LAN "R— |k #1 T/L—7 Z M L7=8A12 Blocking 5 X 5127 %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect blocking enable

LAN 7R— b #1 TL—7Z /i L7284 12 Blocking L2V X 91235,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect blocking disable

6.4.4 Port Blocking D)\ — 7f#{ % —E Il CHERT 5
EE

loop-detect blocking interval interval

no loop-detect blocking interval
[73F A —4F—]
interval 1 <10-3600>

Jo— T IRIHRERE O BRI (BD)

(IR RE
L
[AJIE—F]
Jua—nmNnarz4 s b—va e —R
(@A
HE, V=T E SN D & BIEEIZ Blocking 13RS D,
Zoavy RERETDHE, —EMBETL—7PHE SN T D0 MRS DL 2125,
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Jo— T MR STV IUE Blocking & fREBRT D23, L— 7 DMEHE ST RITAUR, FEZE ORI ARE T H £ T
Blocking Z #5725,
no JEATHEAT Lo alE, AIMIRREIZRE T,

[/— 1]
Port Blocking JREED R — RV > 7 Z72 LI=354 . Port Blocking (XRIRFICHEER S5,
[BEH

Port Blocking ¢ /L — 7 fig{i e 78 o M WEREM 2 300 FICRET 5,
SWX232x (config) #loop-detect blocking interval 300

645 V—7HRHKED I Y b
[F=]
loop-detect reset
[A1E— ]
K EXEC E— K
[FA]
BTOA VB —T = —ADNL—THHKEZ ) £y T 5,
[/— 1]
Ravy Fid, VAT ARKOL—TRISEDSH RGN OBFEITT 5 2 LB TE S,
[BRAEBH]
N—TRHIREE )y N5,
SWX232x#loop-detect reset

6.4.6 /v — 7R HHEEE DIRFEFT

EEN!
show loop-detect
[AS1E— K]
FEFrHE EXEC E— N, %4 EXEC E— N
B

J— TR HHBERE DR E IR E A KT D,
KRAEFTLTDOLEY,
© VAT LABKRON—T SRR DR E
+  Port Blocking ®/V— 7 eFR O M FREFRE# ("auto" F 7213 "N seconds")
« LAN/SFP R— h T L O/v—T7 R ok aE
o AV H—T x— A4 (port)
« LAN/SFP 7R— k DL — 7R HEERE D% i (loop-detect), /L— ZHHHESREDSENE L TW DAL, ()BT 5 Sh
%)
«  Port Blocking D&% i K f&(port-blocking)
o JLb—T7 O HKRE(status)
[BREH]
I—TRHREDOREAZF T 5,
SWX232x>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = —-————=
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(*): Indicates that the feature is enabled.

6.5DHCP AX—t° v

6.5.1 DHCP R X—t' 7 DA RERE (VAT b)
[EX

ip dhep snooping switch
no ip dhcp snooping

[/XT A =5 —]
switch i VAT AARO DHCP A X — B J SRR DR E
REME 38
enable VAT ARRD DHCP A X — B> JHEHED
REZHNT D
disable AT LAED DHCP 2 X — ¥ 7 BERED
WRIE 2 BT D
(IR E]
ip dhcp snooping disable
[AJIE— K]
Ja—nNLrary7 4 S L—ya e q—R
[FLAA]

AT LAEKD DHCP A X — ' ZHEREDRE & AN £ 1213\ T 5,

no JZ N THAT L1213 E IR T,

[/—H

DHCP A X —E > ZHREA AT H720DI21E, A~ FIZMA T, VLAN A »Z—7 =—ATH DHCP A X —
VL THREE AN T D MR H D,

S 512, ip dhep snooping trust =~ > K C DHCP ' — =2 SN TWDLR— MR ET DLERDH D,
[FRE B

VAT AERTDHCP A X— ' e AT 5,

SWX232x (config) #ip dhcp snooping enable

VAT AAERTDHCP A X — B Z i 2 Mo 5,

SWX232x (config) #ip dhcp snooping disable

6.5.2 DHCP A X—¥' L 7 DHR/EERE (VLAN)
[EFX]

ip dhcp snooping switch
no ip dhcp snooping

ST A—F—]

switch XA A —T 2 —AD DHCP A X — ' FTHEBED R E

X EE FLEA
w5t A v 2 —7 x—AD DHCP AX—tE L

bl N 4% E = ]
e THBEDBREEBIINTT D
disable st A v H—7 =2—AD DHCP A X—t

JHEREDBE & WM D
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(AR E]

ip dhep snooping disable
[ASIE—F]

A B—=T2—AE—F
B

KA 7 —T7 = —AD DHCP A X — b o Ve DR EZ AL E 1213 EHICT 5,

no I TIFAT LG A I3 IIER EIZ R T,

[/ —}]

RKa<w KIZVLAN £ VX —7 2 — AZDOIHRETE B,

DHCP 2 X — b JHREZ AN T H1-0DI21E, Ao~y Rz T, Y A7 ALK TEH DHCP 2 X — b L JHfe
EEMNCT DHERNH D,

S 512, ip dhep snooping trust 7~ > K CDHCP ¥ — —2EFH SN TWDHR— NERETLHILERD D,
[ EH]

VLANI T DHCP A2 X — b JHBE AR H N T D,

SWX232x (config) #interface vlanl

SWX232x (config-if) #ip dhcp snooping enable

VLANI T DHCP A X — b JHRE &2 5029 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip dhcp snooping disable

6.53 DHCP A X— b FDR— FNERIRE

BN
ip dhcp snooping trust
no ip dhcp snooping trust

(IR RE]
L

[AS1E— K]
A H =T 2 —AF— R

[FiFA]

no FECHEAT LG & I3WIHIR EICRE T,

FTEREE Tl3 4 _XTOAR— 2 Untrusted R — MR ES N TS,

[/—F]

ARK=a<> RIZLAN/SFP R — F B L UGBS v ¥ — T =2 —RAZOHKRRETE 5,

LA U H — 7 = — AZHFE LTV B LAN/SFP iR — MIERE TE 22\,

Trusted " — F TIZ DHCP /X7 > b D7 4 V2 U T RfToT | B S 1172 DHCP — =N SN T\ DR —

MIRET D,

Untrusted ?R— h CTix, A RO DHCP /X7 b7 4 L Z YV THBENEITIND,

+ DHCP % —/ 3= 53%E &5 DHCP X7 » k& ifZET 5,

s NAUT 4T T —=HR—=RZMAC T RLARBELINTNT, DOBERA VX —T 2 — AL TR DA ¥
— T 2 —AMBZE L IP 7 R L AfEHER (DHCP RELEASE) BLXWNIP 7 FL A E#EMHHHEE (DHCP
DECLINE) %35 5,

« MAC 7 FLARRBIEDNEZIDEE. DHCP /N7y hOEEITLMACT RLAL IV TA T hN—Ry =77 RL A
(chaddr) ZLEfE L., —EH L72WEAIT %% DHCP /Y7 v 23 5,

« Option 82 NAX DA, DHCP 7 74 7 > b5 L7z DHCP 3% MZBEIZ Option 82 1 #AMF 5 ST
5 & xE, Y% DHCP X7 vy F B EE 5,

B&l|

portl.5 % Trusted " — MIFEET 5,
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SWX232x (config) #interface portl.5
SWX232x (config-if) #ip dhcp snooping trust

6.54 MAC 7 K U R RRIEDO B Zh/ELIERE
BN

ip dhcp snooping verify mac-address switch

no ip dhcp snooping verify mac-address

[R5 A B —
switch © MAC 7 KL ARGEOKE
RUEME id
enable MAC 7 R L ARRGED R EZ AT D
disable MAC 7 R L ZAFREEDRR E % N3 5
(AR E
ip dhep snooping verify mac-address enable
[AS1E—F]
Ja—N)naryz4JL— g T — R
B

Untrusted R — F TZ{E L7~ DHCP X7 v FDEETLMACT KL AL 7 FA T hoN— R =77 FL A (chaddr)
B L, —EHLARWIEEITIYE DHCP X7 v N 2 iFET 5,

no JEATHEAT L7255 E IIHIRE TR T,

Bl

MAC 7 R b ARRGED X IE & TN %,

SWX232x (config) #ip dhcp snooping verify mac-address disable
6.5.5 Option 82 DA Zh/ENRE

[EF2

ip dhcp snooping information option switch

no ip dhcp snooping information option

ST A—F—]
switch : Option 82 DFXE
RIEE B!
enable Option 82 DR E X AN T D
disable Option 82 DFXE Z T 5
(AR RE]
ip dhcp snooping information option enable
[AFTE— ]
rua—s\varz 47 b—va e —R
[FAA]

DHCP /37 v @ Option 82 [§H DA, AL, HIFROGR/IERORREZAT I,

no JEATIHAT L7 A I3 EIC R T,

Option 82 A ZN DA, Untrusted 78— K CDHCP 7 7 A 7> b 225545 L7z DHCP /¥4 » K Z Option 82 {&# %
5L,

DHCP #—/3—/»5 DHCP 7 74 7 RuTD R Y 73~ k@ Option 82 fE#H & HIkk L TliET 5,

Option 82 {H#HUZLL FD & B0,

*  Remote-ID
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« T 74N BT, KD MACT RLUARFESND,
* ip dhcp snooping information option format remote-id ==~ > "G, Remote-ID |ZAT-E DX FH] (4 5875
FOCEATE ) 25752 &M TE D,
* Circuit-ID
© T 74/ bETIE DHCP 7 74 7 F75 DHCP /N7 v b %5 L7Z VLANID & A & ¥ —7 = —AFK G HT
Fahb,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > NC, Circuit-ID O ¥ %, DHCP
2 7 AT RhyEB DHCP 237w h&%{5 L7z VLANID LR — FEBIZETR T 52 LN TE 5,
*  Subscriber-ID
o T 74/ NTEHME IR,
« ip dhcp snooping subscriber-id =~ > RC, %5 — k@ Subscriber-ID I LE D LFHN AR ET H Z & T

Ihad,
F 72, Untrusted 8 — ~ TREIZ Option 82 fE# 3 5- & 4172 DHCP /N7 v b & 55 L7=84 . £ ® DHCP N7 v b &
IS 5,

ip dhep snooping information option allow-untrusted =~ > K C, Untrusted 78— R |Z331F % Option 82 % 7 ¢» DHCP /¥
Ty FOEREEFFAIT L ENTE D,

[ EH]

Option 82 DFE & HELNZT D,

SWX232x (config) #ip dhcp snooping information option disable

6.5.6 Option 82 ff % /34 v k ® Untrusted 38— hZ{SZFAIRE
[E=X

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIEIERE]

L

[AJ1E— ]

ra—varz 4 b—va e — R

[FAA]

Untrusted 78— k C Option 82 1§ # 23+ 5- & 4172 DHCP /37 v b OEEEE G T D,
no G CTIAT LI B I3 E IR T,

[ EH]

Untrusted 78— k C Option 82 #7231 5- 4172 DHCP /X7 v b DEEEEH{ T 5,

SWX232x (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 ™ Remote-ID DEXE
[F=

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XCFSIZ4EET D

hostname : REMOTEID 2R A " R ET D

[/XF A—F—]

remoteid D AREOSITH CEA TR L OAFL T 63 SUFLAN)
[FI#AER E]

L
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

Option 82 @ Remote-ID (ZAEE D LT Z 5425 Z LN TX 5,

72120, fEBEOXTIN" 2 ED D Z EIXTE RN,

no I TEIT L7285E 1. Remote-ID IZAKED MAC 7 KL ANfTHE S5,
[/ —F]

AKa< RIZVLAN A VX —T = —AZDIHRETE D,

[BX EH]

Remote-ID (ZEE DO XFH & 595,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip dhcp snooping information option format remote-id pcl

E

e

6.5.8 Option 82 @ Circuit-ID @
[ER

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhep snooping information option format-type circuit-id

[FF—7—F]

vlan-port : Circuit-ID type 0 VLAN ID, Module( X % v 7 1D), R — b&EFEEHT 5
string ¢ Circuit-ID type 1 fEE O CFHNZHEHT 5

vlan-ifindex . Circuit-ID type 2 VLAN ID, ifindex % 4%

[T A—F—]

string D AREBOFA] CEATE TR X UEAREE 63 SUTFLIN)
[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex
[AFTE—F]

A H =T 2—AE— N

(LA

Option 82 @ Circuit-ID THEAT 2 1EHREZEET 5.

vlan-port Zf5E L7284 1%, DHCP 7 A 7 k6 DHCP /87 v b %55 L7 VLANID &, A ¥ v 7&K, H—
FNEBEMNET D,

string ZF57E L7261, EBEOXTHN 2535, 2720, [EROXTFINI" " EEDDH T L TE R0,
vlan-ifindex Z¥6€ L7=54&1%. DHCP 7 A4 7> +736 DHCP X7 v h&Z{EL7- VLANID &, f vV H—T = — R
BEEftET 5,

no FECTEAT LG AR, VIR EIZE S,

[/ —F]

Ka<w L RIZVLAN A VX —7 2 —AZDBHRETE 5,

B&l]

Circuit ID {2 DHCP 7 5 A 7> k)25 DHCP /37 v b %55 L7z VLANID & HR— NEEZf 535,

SWX232x (config) #interface vlanl

SWX232x (config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port
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6.5.9 Option 82 ™ Subscriber-ID DF% &

[EA
ip dhcp snooping subscriber-id subid

no ip dhcp snooping subscriber-id

ST A—F—]
subid L AR CEA TS L UCEA LS 50 SUFLLN)
(AR E]

2L

(AHE— K]

A =T z—AE—F

(B8]

®EER— k@ Subscriber-ID (ZATE D SLFHN(1~50 LT EHET D, 7272 L, LFHNI" " EEHDH T LT TX 0,
no FECTHEFT L725A 1%, Option 82 1E#(Z Subscriber-ID 235 S #1720,

[/ —}]

A~ R LAN/SFP AR — FB L OGRS v 5 —7 = — AZOARETE D,

PR U H — T = — A |ZHTE LT D LAN/SFP AR — MIRE TX 720,

[BREH

portl.1 @ Suscriber-ID % ET 5.,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #ip dhcp snooping subscriber-id a room

6.5.10 DHCP /X7 v FZfg§ L — MHIRDERE
E&N|

ip dhcp snooping limit rate /imit

no ip dhcp snooping limit rate
ST A—F —]
limit : 10-125

1 ¥ & 72 0 |25 15 AIRE7R DHCP /3%~ X (pps)

(AR E]
mL
[AFIE—F]
Ja—N\)aryz4JL—yg rET— R
[@iA]
VAT LR T ST IZZEAEEZ: DHCP N v MIERET D,
ZfE LV — b bRz L6, %5V — M &Z# A 728 DHCP N7 v MIMEET %,
no B TIHAT L72HE1E, DHCP X7 v FDOXAE L — MR ZAT D720,
[BE B
VAT LARD DHCP /N7 v b E2{g L— K % 100pps IZEXET D,
SWX232x (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP /34 v MRZER; SYSLOG ) OB RN/ ESRNRE

[EFX]
ip dhcp snooping logging switch
no ip dhep snooping logging
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[78T7 A= —]
switch : DHCP /N7 v MEFERF SYSLOG ) DR E
BIEE FiEA
DHCP /{7 v MFERFZ SYSLOG (ZH 9
enable 2
disable DHCP /37 v MEFERFIZ SYSLOG IZHi /1 L
VAR
[FIEIER E]
ip dhcp snooping logging enable
[AJTE— K]
Ja—\)ary7 4L — g E— R
[FREA]

DHCP /™77 v MRRHERF I HEEE &2 SYSLOG (ZH 1§ %,

no JE A THEAT LI B3I E IR T,

(B E B

DHCP /3 MFERFIZ SYSLOG (2 /)35,

SWX232x (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— bV 7DV AT AREFHROER

EEN
show ip dhcp snooping
[AJIE—F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
DHCP A X — VB> 7V Dy AT KR EE R ETT D,
B!
DHCP A X —E L VDI AT AR EMRETRTT 5,

SWX232x>show ip dhcp snooping
DHCP Snooping Information for system:

DHCP Snooping ServicCe ........oo... Enabled
Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ................ Enabled
Rate limit ......uiiiiiiiinneeennnsn 100 pps
LOggInNg v v i et ittt ettt ettt Enabled

6513 DHCP AX—E L T DA VB —T = — AR EHEROER

EE=N
show ip dhcp snooping interface
[AS1E— ]
FHFiHE EXEC £ — N, %54 EXEC £— N
[
DHCP AX—¥ T DA v ¥ —T7 2 —AREEREEZRT D,
[BXEH)
DHCP AX—¥ T DA v H—T7 2 —AREFEREE T 5,
SWX232x>show ip dhcp snooping interface

DHCP Snooping information for vlanl:
DHCP snooping ... Enabled
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Remote-ID ....
Circuit-ID ...

Interface Type

Trusted

Untrusted a_ room
Untrusted b room

00a0.de00.0001
vlan-ifindex

Subscriber-ID

DHCP Snooping information for vlan2:
Enabled

DHCP snooping

Remote-ID ....
Circuit-ID ...

Interface Type

Trusted
Untrusted C_room
Untrusted d room

yamaha
vlan-port

Subscriber-ID

DHCP Snooping information for vlan3:
Disabled

DHCP snooping

DHCP Snooping information for vlandé:
Enabled

DHCP snooping

Remote-ID ....
Circuit-ID ...

Interface Type

yamaha
torakusu

Subscriber-ID

Untrusted e room
Trusted

6514 XA T 4 VT T —EZR—ZADFKR

&

show ip dhcp snooping binding

[ASIE—F]

FEFFHE EXEC £ — N, 454 EXEC £— K

[@iHH]

NA VT LT T—ER=R RSN TnWbd=r ) —fEHwERT-T 5,
= M) —ERIZLULTO LY TT,

« DHCPZ A7 > 55 DHCP A v & —T %% L7~ VLAN ID

e« DHCPZ 5AT7 v "B DHCP A vt —V5ZE LA v F—T = — A FHR
e DHCP V7 79A4 7 FOMACT KL A
e« DHCPZ75A4 7> FDIPT KL X

o U — 2
[ EH]

NA VT AT T —=HR=ZADONEEFRT D,

SWX232x>show ip dhcp snooping binding

DHCP Snooping Bindings:

Total number of bindings in database:

VLAN Interface

1 portl.l
1 portl.2
2 sal

2 portl.10

MAC address

0000
0000
0000
0000

.1111.2222
.3333.4444
.5555.6666
.7777.8888

4

IP address

6.5.15 DHCP A X — ¥’ 7 D HERFE TR

Expires (sec)

259170
112000
100000
infinite

[EX

show ip dhcp snooping statistics

[AT1E—F]

FEHEHE EXEC & — N, ¥k EXEC £— R
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[FiFA]
DHCP A X —t v 7 OfEHEME £ T 5,
A B =T 2 —AT LT, %G L2 DHCP /N7 v b EEFES 1172 DHCP X7 > RO AERRT 5,
[/—}]
DHCP 37 v b E L — MBROEREIC L » THRIES N7 v NI T > b ERR,
[ EH]
DHCP A X —t"> 7 Okt da #ornd 5,

SWX232x>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 A T4 TT—FR—ZADI VT
[ER
clear ip dhcp snooping binding
[AJ1E— ]
kiHE EXEC E— R
B
NA T AT T—=ER=2 %7 VT 5,
[EX )
NA T AT T—=ERX=A %7 VT T 5,
SWX232x#clear ip dhcp snooping binding

6.5.17 DHCP A X —E' > JO#FHEHRD 7 U 7
[EF2
clear ip dhcp snooping statistics
[AFTE—F]
F¢HE EXEC E— K
(LA
DHCP A X — V> 7 OfgattEma 27 V71 %,
[BREH]
DHCP A X — V> 7 OigattEma 27 V7T %,
SWX232x#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pv4d 7 RL ZADHRE

EEN
ip address ip _address/mask [secondary] [label fextline]

ip address ip _address netmask [secondary] [label textline]
no ip address ip_address/mask [secondary]

no ip address ip _address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A5 —]
ip_address : AB.CD
IPvd 7 RL A
mask o <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AFTE—F]
AU H—T2—AE— R
[

VLAN f ' Z—T7 2 —AIZX LTCIPVE 7T RL A E Xy AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T =2—R |2, 534 <V —T RLREZ1fHé, B F)—T KL 2% 44
FTRETE D,

VAT LR TE ET%@E%T%VXiWk8@iTT%é
THF) =T RLAZRETHEDIZIE, OO T T4~ =T RLALZRETDHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIERT 5,

TH A =T RLAZRELTWDHIREET, 774~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACE— T %y hOIPVAT RLAZEIN Y THZ LITTEXR,
Batl]

VLAN#1 IZIPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip address 192.168.1.100/24
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712 IPv4 7 F L A DFR

[EX]
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
[REA]
A H =T 2—RED IPv4 7 NL A &EKRT 5D,
FRNEITLTDO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L CTERT B,
e ip address dhep =~ > NIZ X STEHNZ IPvA 7 RLADRRE SV TWHEEIL, IPvd 7 KL ADH{IZ "*" %

ML THRRT 5,
« ip address dhep =~ > REAFRERZIT IPv4 7 R L ANTRIE AL TORWEFE (T — S sE %)L, "searching" &
KT D,

« ipaddress =~ R23EXE LTV 2 WA 1S "unassigned” & &R T 5,
- PEEORE
« T—HX U I EORKE
A B =T 2= AR E LRI FDOA 8 —T7 2 — ADEREY, B LT-SAIZIPvE 7T L AEZRETEX 5L
TOA U H =T 2= ADIEREFTRT D,
[/— k]
FBELIA L E =T 2—ARIPVAT FLAZEID S THONRNS D THLIGEITTT —ITR D,
[BREBH]
ETHOVLANA v HA—T 2—ADIPv4d 7 KL A B R RT D,
SWX232x>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
[

ip address dhcp [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #—/"—DHKRA N ERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— R

A B =T 2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP % — = bft5E X7 1Pvd 7 KL A% VLAN A » Z—7 = — R LT
BRET D,
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DHCP Y — _—%$5E T 5 &, Discover/Request A 1 — 2 HostName 47+ a > (A7 ara—K12) &40
THILENTE D,
IPv4 7 RUAZEAF L72IRRE T noip address =~ > REZETTHE B LTWEIP T RLADRRKA vE—V%
DHCP #—/"—Zi%k %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no I THEAT L72HE1%, DHCP 7 74 7> hOREZHIFRT 5,
[/ — 1]
DHCP H—/3—Zxf L CERT 2D U — AW 72 REE CREE &35, 7272 L, EBRIZY — X S5 HifHiX DHCP
—N—DRENNEATT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KOFREDIT ) MBI SN D,
Ko<y FaEHFELTSH DHCP H— 23—/ 5 [Pvd 7 R L ZANEG TE 204, Auto IP H#RENS A 4)72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,
AL JRERENB MO AR v 7R — FTAuto IP BEREZEFH L CWABAE, Ko~ R TE 220,

B&l|
VLAN #1100 [Z DHCP 7 A4 7> M X > TIPv4 7 L A&t 59 5,

SWX232x (config) #interface v1anl00
SWX232x (config-if) #ip address dhcp

714 DHCP 27 547 F DIRBDOERT
[EFX]

show dhcp lease
[AFTE— K]
FEFRFHE EXEC *£— K, F#E EXEC £— K
B!
DHCP 7 74 7 v hOWREER T H, LFTOHERRRIND,
« DHCPZ A7 e LTEIELTWDA X —T = — X
o EDYTHNIZIPVE T KL A
o U—2HR
o U — ZIERFRIIR
o U — AHBUSHIR
« DHCP % ——%
« DHCPA7v a & L CHSGL-EH
« Xy bhvRZ
s TITHNITF—bLT A
o U — XIFRH
+ DNS H—/3—
« DHCP % —/3—1D
s KAA U4
[/ —}]
A By TR AE N GG, Ka~vr RIdEHTE 2R,
[ EH]
DHCP 7 7 A4 7> b DIREEFIRT D,

SWX232x>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:

subnet-mask 255.255.255.0

default-gateway 192.168.100.1
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dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BREDFRE
[F=
auto-ip switch
no auto-ip
[/XT A= —]
switch © Auto IP #EEEDENE
R EE B
enable Auto IP HEREZ AT 5
disable Auto 1P HEREZ EZNIC T 5
(IR E]
auto-ip disable
[AJ1E—F]
A H =T 2 —AF— R
[BLFA]

VLAN A > Z—7 = — AR LT, IPv4 U 7 a—H L7 R L A(169.254 xxx.xxx/16) % HEIAE KT 2 Auto 1P BEHE
B+ 5,

Auto IP FEAE(Z. ip address dhep =~ > RZFRE%IZ, DHCP B — 3= 5 [Pv4 7 R L ANEE TE R WAIZ DA
Fred 5,

Auto IP BEREIZ. 1 DD VLAN A > Z— T = —RICOBENTHZ LN TE S,

no B CHEAT LG & I3 EICRE T,

[/ —F]

IPv4 V7 a—T RUARRE LTZ%IZ DHCP — =025 IPvd 7 KL ARG TE =546 1Pvd U > 7 o —
HIVT R A%BEHEEL T, DHCP ' — =00 HE Lz IPvd 7 L AT 5,

ALy THEREMN B NINDOAL v 7 R — T Auto IP BEREAfEH L TW O 56, ARa~vy NIIEHTE 20,

[ EH]

VLAN #2 @ Auto IP #RE % 02T 5,

SWX232x (config) #interface vlan2
SWX232x (config-if) #auto-ip enable

7.2 IPv4 R B

7.2.1 IPv4 BRI R E
EE

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number]

ip route ip_address netmask gateway [number]

ip route ip _address netmask null [number]

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]]

no ip route ip_address netmask [gateway [number]|
no ip route ip_address netmask [null [number]]

[¥F—U—F]
null Ty FEBEETICEET D
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ST A—F—]
ip_address : AB.CD
IPv4 7 KL X
TIFNIT = T oA ZRET DL X1X0.0.00 £T5
mask o <1-31>
~ A7 By MK
TIHNVIT = =2 ZHETHLEIT0LTD
netmask : AB.CD
7 RLAERDOR Y b~ R 7
T AN DT U2 A ZIRET D L E130.0.00 £ T5
gateway : AB.CD
T—=HFT=ADIPv4 7 FL A
number 1 <1-255>
EELEREE (RRESERIEF OB ERLIESE D
TED/ NSV EBIE D m,
(AR E
mL
[AJ1E— F]
Jua—N\)arz 4L —varE—FR
B

IPv4 DFHIREEE 2B IN3 5,

no IR CHEAT LA 1, H5E LI-REZHIBRT 5,

[ EH]

TI7ANVNTF— U =A% 192.168.1.1 LT 5,

SWX232x (config) #ip route 0.0.0.0/0 192.168.1.1

BV DN 172.16.0.0/16 DIFED 7 — N7 = A % 192.1682.1 L35,
SWX232x (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
(BRI
show ip route [ip _address[/mask]]
[/3T7 A =4 —]
ip_address : AB.CD
IPvd 7 RL A
mask 1 <0-32>

v A7y M (B LTESE  32)

[AJIE— R]

FEREHE EXEC £ — N, ik EXEC £— F

B

IPv4 #5157 (FIB: Forwarding Information Base) % #1795,

IPv4 7 R L RAEERE L2551, FIB ONEEZ T XTRRT D,

IPv4 7 RLRAETIIFRy NU—2 7 FUVRAZIEE LTS E, 5siEnEn D & —ET 2T b Y —OFEME# %
TR D,

[BREH]

IPv4 BRIA R 2§ ~TRRT D,
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SWX232x>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 58 CD/X 7w b &% D & S IHEH SN 2R &2 FRT D,

SWX232x>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R DOE R
[ER]
show ip route database
[ASIE— K]
FFrHE EXEC E— R, %M EXEC E— I
[BLFA]
IPv4 #% 13 (RIB: Routing Information Base) *3/R~9 5,
[ E 5]
IPv4 REERERRT D,
SWX232x>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
8 *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

724 IPv4 BRBERICBF SN TVLIRET L ) —DHY <=V —DFER
E&N!
show ip route summary
[AJ1E— K]
FEHFHE EXEC & — N, kg EXEC £— R
B
IPv4 #%#% 7 (RIB: Routing Information Base) IZHEk SN TV ORI N —DH~ ) —%2RKR-T D,
[BREH]
IPv4 RRERICBEEE SN TV DRE= M) —DHh~ ) —%2RKR-T D,

SWX232x>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3
Total 5

7.3 ARP
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7.3.1 ARP 7 —7 VDFRR

[EX]
show arp
[ASTE— F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[BLFA]
ARP ¥ ¥ v ¥ a R RT 5,
[BREBH]
ARP X v v v a2 B RRT5H,
SWX232x>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

7.3.2 ARP T — 7 )V DiHFE

&y

clear arp-cache
[AJ3E— K]
Fike EXEC E— R
[
ARP X ¥ v a7 U715,
[BXRE )
ARP X v a% 7 VT T 2%,
SWX232x#clear arp-cache

733 M ARP = N U —DRE

&

arp ip_address mac_address interface

no arp ip_address

ST A—F—]
ip_address : AB.CD

IP7 FLA
mac_address :  HHHH.HHHH.HHHH

MAC 7" KL A
interface : portN.M

WA B —T = A A
GILLE 9|
L
[AJIE— K]
Jua—n"narz4 s b—varE —NF
[@iA]

B 7L —7 ARP = MU —&1ERRT 5,
no B THEITLIZEEIE, HBE L= MY —%2HIRT 5,

[BREH]
portl.1 ([ZHERE SN2 IP 7 R LA 192.168.100.100, MAC 7 K L 2 00a0.de00.0000 D #5H ARP = ~ U — & Bk
60

SWX232x (config) #farp 192.168.100.100 00a0.de00.0000 portl.l
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E

e

73.4ARP ¥ A LT T ~D
EEN

arp-ageing-timeout time

no arp-ageing-timeout [time]
[73T A =4 —]
time 1 <1-3000>
ARP = b U —{REFRER] (7))

(18I E]

arp-ageing-timeout 300

[ AT E— K]

A H—T 2 —AF— R

BN

KR VLAN A X —7 = —RA|ZE1JH ARP = R ) —fRFFRFZ A E T 5, Z ORFINICZE S0 > 72 ARP
= b —3HIBRES D,

no IR CEIT L=84 15, ARP = F U —Wff % 300 P2 T 5.,

[RXEHI]

VLAN #1 ® ARP = ;U —{REFEERT % 10 7ICEE T 5,

SWX232x (config) #interface vlanl
SWX232x (config) #arp-aging-timeout 600

735ARP Z A ATV REED ARP U 7 = X FEEFRDORE
E=N

arp-ageing-timeout request mode

no arp-ageing-timeout request

[/3T A —HF—]
mode 1 ARP U 7 =X NEEFR
REME Gzl
unicast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
A M=%y X THEETD
broadeast ARP # A L7 7 FHFIZIEES % ARP U 7 =
AhE7R—RXy A NTHEETD
[WIHIRRE]
arp-ageing-timeout request unicast
[AJ1E— ]
=T 2—AE—FR
[
KEEVLAN A 7 —7 = — A 2BV T ARP £ U — ORI T L7 & SICHET 5 ARP U 7 A hDJ5
KERET D,
no JZ N THAT L2 G B3I E IR T,
[BXE B
VLAN #1 @ ARP = b U —DOPLRFFRFE T L7z & EITXETHARP UV A &7 0 — R¥ v X N THET
50

SWX232x (config) #interface vlanl
SWX232x (config) #arp-aging-timeout request broadcast

7.4 TPv4 B &t
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7.4.1 IPv4 BR%E3R TE
[ER]

ip forwarding switch

no ip forwarding [switch]

[/3T A —HF—]
switch © IPv4 /N7y N DERERRE
REE B
enable IPv4 /37y N OERE A GINZT D
disable IPv4 /Xy |~ DRRE & N T 5
[WIHIRRE]
ip forwarding disable
[AJ1E—F]
sa—\)varZ 4 b—varE'— R
[RLBA]

IPv4 /3y S DEREE BN E T2 13T 5,
no TC K THEAT L= A 1T EIC R T,

7.4.2 IPv4 BRIEGR EE DK IR

(&=
show ip forwarding
[AJ1E— F]
FEHFHE EXEC &— R, %54 EXEC ©— N
[FLFA]
IPv4 /X7 > N DEREREE FT D,
[ E B

IPv4 /X7 N DEREERTE & RonT 5,

SWX232x>show ip forwarding
IP forwarding is on

7.43 MTU DR E
EE

mtu mtu

R

no mtu
[/3T A =4 —]
mtu 1 <68-9216>

KEATRER RN T R A X

(AR E
mtu 1500
[AJIE— F]
AP =Tz —AF— K
[FiHA]
VLAN A > % =7 == AP HIRE AR/ T v b YA XD/ KEMTU E) 2 & ET S,

AR EETE 7 v b BIOARREN L3 BV —T 4 )T 537 v SRR LD . KRGS L2 5%
(AA v F o N)THAL—F T L—ATBHN R D,
IPv4 ~ v % —® Total Length 2 MTUEZ X /37 v h& L3k 5356, IP 77 7 A RSN TEEIND,
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IPv6 ~ > % —® Payload Length 7% MTU fEZ#8 2 5737 v F & L3 553 256G, ICMPv6 = 7 — NGk S LT/ 7
v MIEFEIND,
mru 3% RCRESNIA =Y 7 L= ARICNE LY A XD/ MIS—T 4 VT ORGLIRDTD, Vv
R7ZV—LEN—T 47T 55810 mu 2~ FNCZEARRA — 7 L — LR EARET ILERH D,
no FECHEAT LG & I3 WHIR EICRE T,
[/— 1]
A=y RIXVLAN A v ¥ —7 = — A LD IR IE Al HE,
MTU 1%, WIHMEZBRONTRRKTT DL TRRDEEZRET DI LN TE D,
ipv6 enable 3F%E S 7= VLAN A > % — 7 = — A Tld, MTU D% E AT RERIPH T <1280-9216> & 725,
MTU fE78 1280 £V &/ S FHE SN TS VLAN A % —7 = — A2 LT ipv6 enable 2~ RZHETH 2
LIETERY,
[BEH]
VLAN £ V4 —7 2 —ZA#1IZFTBTH LAN AR — h #1 &, VLAN A ¥ —7 = — 2 #2 |ZF1/& 7 % LAN A" — h #2
G, 10240 N FETOT ¥ v AR7 L—A%FH L. MTU % 2000 NA MMZT 5,

SWX232x (config) #interface portl.1-2
SWX232x (config-if) #mru 10240
SWX232x (config-if) #interface vlanl-2
SWX232x (config-if) #mtu 2000

7.5 IPv4 BiiERET
7.5.1 IPv4 BiERER
&3]
ping host [repeat count] [size datalen] [timeout timeout] [source ip_address]
[F—VU—F]
repeat D OETERERET D
size D ICMP 7= # i DR S(NA MHRADERET D
timeout o FEATEESY D Echo U 7 = A M EHE LI OINER B ZRET 5
source : ICMP "7y FOREITLT FLAZRET D
[/3T A —H&—]
host : ICMP Echo % #{5 9 250 5L
BRA N, F21E, 588D P 7 L A(A.B.C.D)
count DOEATEE (AEELE%A 0 S)
REE Bl
<1-2147483647> FRE LB TT %
continuous Crl+C MAN END ETHFEITZHR Y IRT
datalen . <36-18024>
ICMP 7 — X5 DR S(N b)) (Bl L7255 56)
timeout ;. <1-65535>
INERBIFR] (B L7258 1 2)
FZ{TEI¥K % continuous (2 L2 AIXEH SN D
ip_address : AB.CD
IPv4 7 R LA
[AS1E—F]

¥EbE EXEC E— K
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[FiAA]
ICMP Echo Z#57E L7278 A MZi%H L, ICMP Echo Reply D& A 15,
ISERBIUR, FOEEFERT D, A~ FORTRICHREMEREFTT 5,
[ EH

IP 7 FL 2 192.168.100.254 55 CIZT — & ¥ A X 120 /A b, FEITEIFIL 3 Bl CHOIRMER

SWX232x#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms
128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

Z1T 9,

7.5.2 IPv4 BRI
[EX]
traceroute host
[/XF A—&—]
host D R A RER T Dt
RA N, F2E, 58580 IPvd 7 R L A(AB.C.D)
[AJIE— K]
FiHE EXEC £— R
BN
FBELIZARA b CTORKIERERRT D,
[BX EH]

192.168.100.1 & TORBEHEREZIT 5,

SWX232x#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1) 30 hops max

4
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms
2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms
3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms
4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms
5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms
6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.61IPv6 7 KL A&

7.6.1 IPv6 DR E

[EX

ipv6 switch

no ipveé

T A =5 —]

switch : IPve OENE
R EME A
enable IPv6 ZHNZT 5
disable IPv6 % RN T 5

[FIH1ER 2]

ipv6 disable

[AJ1E— K]

A H—T2—AE— R
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[FEHA]
VLAN A v # =7 == LTIPV6e Z AN LY 7 m—V T RL 2% BERET D,
IPv6 (I K 8 HlETD VLAN A > ¥ —T7 = —ATHNITHZ LN TE 5,
IPv6 Z 2N L7236, BIET 28E b RIFRFICHIBR SN D,
no TR THFEAT L= A IR EIC R 5,
[/—}]
HEFYE Sz 7 a—A7 R AL, show ipv6 interface brief =~ > KN CHGRTZ 5,
A Gy VRN ARN IR G, Ra~y FIIEHTE 20,
Bl
VLAN #1 @O IPv6 #H 2T %,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ipv6 enable

7.6.21Pv6 7 K L A DFXE

[EX]
ipv6 address ipv6_address/prefix_len

no ipv6 address ipv6_address/prefix_len
no ipvé address

ST A—F —]
ipv6_address X XXX

IPv6 7 R LA
prefix_len o <1-127>

IPv6 7'V 7 4 v 7 AR
AFE— K]
B =T z—RAE—F
[FHA]

VLAN A VX —T = —RIZKLTIPV6 7 RLAL T LT 4 w7 ARERET D,
IPv6 7 K L A% ipv6 enable =~ > FAFE XN TS VLAN A ¥ ¥ —7 = — R ICHRETH 2 L N TE 5,
ARz~ FiL, ipv6 address autoconfig =~ > KL Tx %,

IPv6 7 RL AT 1 DD VLAN A v X —7 =— AT, Fa—"L7 RLARAREZGINESHETE, Vo rn—
ANT R A% IHRETE 5,

VAT LR TRETE L IPV6 7 FLATRKEHETTHL(HBICEH Y B THNDY v/ r—HLT FLA
%l-%%<)o

no B TIAT LG AT FEE LT IPve 7 RLAZHIBRT 5, IPv6 7 R LA ZIEE Lo 1256 1%, 22T O IPve
7 KLU ARA REEFZL)EHIBRT 5,

[/—}]

BEOA =T 2—AZ[—HTFy hOIPV6 7 KL AZEI D Y THZ LIZTE A0,

2By JRERRPEN GG, Ka~r FIENTE 20,

[ E B

VLAN#1 [ZIPv6 7 R LA L LT 2001:db8:1::2 23X ET 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ipv6e address 2001:db8:1::2/64

7.631Pv6 7 KL A®D RA BE
[

ipv6 address autoconfig
no ipv6 address autoconfig
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[FIHEIERE]
7L
[ASE— R
Ao HF—T 2 —AF—FR
B!
RAZEH LT, VLAN A VX —7 = —RAIZIPv6 7 KL A ZERET D,
RA [T ipv6 enable =~ > RVEXE AL TV D VLAN A U ¥ —7 = — RATRIE
Az< > RiL, ipv6 address ipv6_address/prefix_len =~ NEffHTE %,
no I THEAT L= A 15, RA O EEHIBRT 5,
[/— 1]
ALy JHREENA R 26, Ao~ v RIIEMATE e,
[ E ]
VLAN#1 12, RAZHHLTIPV6 7 RLAZEET 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ipv6 address autoconfig

7.6.41Pv6 7 K L A DFER

THZENTE D,

[ER
show ipv6 interface [interface] brief

[/3T A= —]

interface : VLAN A VX —T = — A4,
RRTHA VA =T = —R

[AJIE— F]

FEFFHE EXEC & — N, %54 EXEC £— K

B

A UH =T 2= AFEDIPV6 T KL AERRT D,
e IPVv6 7 RL- X
« IPV6 7 RUAMERE SN TORWIEA T "unassigned" & 725,
. WEEORE
« T—HUUIEORE

AUH =T 2= AERELIEHERTOA ¥ =7 == ADFHE, AR LIEEAIEIIPve 7 F L ANRE S L2

TOA v HZ—T 2 — ADEREFERT 5,
[/—F]

BELEA V=T 2—ANIPv6 7 RLAZE DL THNRNWHEDTHAGEIT= T —I22 5,

ARGy I REREN AN Y E . A~y R T 220,
[EXRE )
ETHOVLANA v H—T7 =2—ADIPv6 7 KL RAEERRT 5,
SWX232x>show ipv6 interface brief

Interface IPv6-Address
Link-Status
vlanl 2001:db8:1::2/64

2001:db8:2::2/64
fe80::2a0:deff:fe:2/64
vlan?2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64
down
vlan3 unassigned
down

7.7 IPv6 % B FE

Admin-Status

up up

up

up




o~ KU 77 LA | Layer 3 FEHE | 273
7.7.1 IPv6 ERAUREBEERE
[ER]

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé6 route ipv6_address/prefix_len [null [number]]

[F—U—F]
null sy M EREREETICEEET S
X A—5—]
ipv6_address D XeXeXeX
IPv6 7 R LA
T AN N = U oA ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DERETE) &5
prefix_len o <1-127>

IPv6 S L7 4 v 7 A
TIFNIT = oA ZRETHLEIT0LTD
gateway D X XXX
TF—h 7 =ADIPv6 T KL A
IPv6 V> 7 a—NT RUAZIRET S & XX, A ¥ —T7 = —ALEET HLER D
% (fe80::X%vlanN D)
number o <1-255>
EAERE (REERIFOMEIAERE) (EIELZSE 1)
EDV/NSVIE R E W,
[AJ1E— K]
Ja—n)ary 47—y rF— R
[
IPv6 D FFHIREHE 2 BT 5,
no LA TIAT LA, faE LRI 2 HIFRT 5,
[/ —}]
TITHNIT = U oA DFFEIT, RAICKDEELY &, FURKIC L OREDNREBILEEND,
2By VRN ARG G, Ra~y FIIEHTE 20,
[ EH]
0 JEA% 2001:db8:2::/64 DG D — N7 = A % 2001:db8:1::1 & T 5,
SWX232x (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1

T 7 H ) N — R T = A &R VLAN #1 0 £e80::2a0:deff:fe:1 & 3%,
SWX232x (config) #ipv6 route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 BRiER DFIR
[EFX]
show ipv6 route [ipv6 _address[/prefix_len]|
[73F A =4 —]
ipv6_address DX XXX
IPv6 7 R LA
mask : <0-128>

IPv6 'L 7 4 v 7 AR (AW L7854 1 128)
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[AJJE— K]
it EXEC E— R, %M EXEC E— I
[
IPv6 #51%5% (FIB: Forwarding Information Base) % /"7 5,
IPv6 7 R L A %AW L7235E1E, FIB ONKEETXTRRT D,
IPv6 7 RLAXEIRy FU—2 7 FLAZRE LG E., 5UENREND & —BT o= U — 0 R %

KT D,

[/ — 1]

2By JHERENA NG G, Ra~r IR TE 20,
(R H]

IPv6 HRIER T N THRRT D,

SWX232x>show ipv6 route

Codes: C - connected, S - static

Timers: Uptime

::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08
2001:db8:1::/64 via ::, vlanl, 00:01:10

2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:22 58 CD/Nr y haED & XA SN RKEF T D,

SWX232x>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl

S
@
S
©

7.7.3 IPv6 fREER DEKR

[EX]
show ipvé6 route database
[ASTE— F]
FEFrHE EXEC E— N, %54 EXEC E— N
B
IPv6 #%#% 7% (RIB: Routing Information Base) # #7795,
[/—}]
ALy JHREENA R e e, ARa~ v RIIEMATE e,
[BEH]
IPv6 IR 2 R D,

SWX232x>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn

7.7.4 IPv6 BREERICBHEIN TWVWEIRK= N —DY <) —DFER

EEN
show ipv6 route summary
[AJTE— K]
FFrHE EXEC E— N, %74 EXEC E— N
[@HA]

IPv6 f%#3% (RIB: Routing Information Base) ([ZBFFIN TV ARKE = ) —DHh~ U —2FRT 5,
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[/ —F]

AH - TR BEN LGS, Ao~y RiEfEHTE RN,
[B%E B

IPv6 REF DOV~ —%2RRT 5,

SWX232x>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor %% v ¥ =

E

e

7.8.1 #HJ Neighbor ¥ ¥ >~ 2= ) —D
[EFX]

ipv6 neighbor ipv6_address interface mac_address interface

no ipv6 neighbor ipv6 address interface

[73T A =4 —]
ipv6_address DX XXX
IPv6 7 R LA
interface : vlanN
VLAN A > % —7 = A 24
mac_address : HHHH.HHHH.HHHH
MAC 7 R LA
interface : portN.M
MBS B —T = A A4
[AJ1E— ]
Ja—x)ary 74—y g — R
B

Neighbor ¥ ¥ v ¥ =2 [TFF= 2 U —Z BT 5,

no I THEAT LI EIE, FaE LRI b Y —ZHIkRT 2,

[/— "}

AL VERENANLG G, Aa~r NI TE 20,

[ 2B

VLAN #1 L® portl.1 iZ& %, IPv6 7 K L A 2001:db8:cafe::1 ® MAC 7 K LA % Neighbor ¥ ¥ v ¥ = [ ET D,
SWX232x (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.1l

7.8.2 Neighbor ¥ ¥ v ¥ =27 —7 /L DERR
[ER

show ipv6 neighbors
[AJTE— K]
FEFHE EXEC £ — N, ke EXEC ©— R
[FAA]
Neighbor % ¥ v ¥ 27— 7 )V ERKRT B,
[/ — ]
ALy TN A Y6, Ao~y R TE 20,
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[BREH]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
SWX232x>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22ff:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 /VDHEE
[E]
clear ipv6 neighbors
[AJE— F]
F#HE EXEC £— R
[RLBA]
Neighbor ¥ ¥ v > =227 U745,
[/—H
AL VERENANRG G, Aa~r NI TE 20,
[EE )
Neighbor ¥ v v 2% 7 V735,
SWX232xf#clear ipv6 neighbors
7.9 IPv6 HEik T4
7.9.1 IPv6 HRIEERE
(&=
ipv6 forwarding switch
no ipv6 forwarding [switch]
% A —F—]
switch : IPv6 /X7y N DERERE
RIEE B!
enable IPv6 /N7 N DEREZFNCT D
disable IPv6 /377 | DRR% Z SN2
(IR E]
ipv6 forwarding disable

[AFIE— K]

Jua—\)arz4 g b—varsE— R
[RLEA]

IPv6 /X7 N DEREEF N E 335,
no T THEAT L= A 1T EIC =T,

7.9.2 IPv6 B5ikiR E DFK RN

(&=
show ipv6 forwarding
[AF1E— ]
FEFFHE EXEC £ — N, 454 EXEC £— K
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[REA]
IPv6 /X7 v N DERERR E & FnT 5,
[ E B
IPv6 /37 N DERIEERTE# T 5,

SWX232x>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 BRERERS

7.10.1 IPv6 BEHESR

(BRI
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address]
[ZF—T— K]
repeat COETRE AR ET D
size © ICMPV6 7 —Z iy DR S (A MHfD 2R ET D
timeout DO FHTIEHUY D Echo U 7 = A R & X(E LIt R DISER DR 2R ET 5
source : ICMPv6 /X7y RDIREILT RUAZRET D
[73F A =5 —]
host AR M, E£720E, IPve T R U AKX XX)
ICMPv6 Echo % %57 % 565%
IPv6 Vo7 m—JnT RLUAZRET D5G13, BHA v 2 —T7 = —ZAbIEETLHLLEND
% (fe80::X%vlanN DJE)
count DTS (BB LTCSA 0 S)
RUEM B8
<1-2147483647> FERE L7 EIERAT 3 5
continuous Ctr+C MANENDETHFEATZMRY KT
datalen 1 <36-18024>
ICMP 7 — X DR S(3 b)) (Bl LI=35E : 56)
timeout 1 <1-65535>
INERFDIFH] (B LI5S 1 2)
FATIEEL % continuous (2 L7 & XA D
ipv6_address DX XXX
IPv6 7 R LA
[ASE— F]
F¢HE EXEC E— R
B

ICMPv6 Echo ##57E L7274 A MMZEH L, ICMPv6 Echo Reply 2325 531 TCL 2 D& FD,
EOLNTEEDL, TOEA2FETRT D, A~y RN TT5 LHEAHKEEREETT D,
[/—}]

2By JRERPAN GG, Ka~r FIEHTE 20,

Bl

fe80::2a0:deff:fe11:2233 58 CIZ BB 21T 9.

SWX232x#ping6 fe80::2a0:deff:fell:2233%vlanl
PING fe80::2a0:deff:fell:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
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64 bytes from fe80::2a0:deff:fell:2233: seg=1 ttl=64 time=4.760 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

--- feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 ﬁ%ﬁ%\
[EX]
traceroute6 /iost
[/XF A—&F—]
host D R E R T Dt
RA NG, FT20X, 58560 IPv6 7 R L A(X:X:X:X)
[AS1E— K]
¥ikE EXEC E—
[FHA]
FEE LA A N E TORKBIEREFRT D,
[/ —}]
2By JRERRPAN GG, Ka~r FIdEHTE 20,
Byl

2001:db8:1::2 £ TORKMERETT D,
SWX232x#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 0.413 ms 7.681 ms

711DNS 7 A7~ b

7.11.1 DNS ~DOfW &b HREDRE

E&

dns-client switch
no dns-client

[R5 A—HF—]
switch : DNSZ 747 hOEE
REHE B
enable DNS 7 ZA4 7 v b EHNZT S
disable DNS 7 A4 7 v b &N T 5
[WIHRRE]
dns-client disable
[AS1E— K]
ra—\)var 74—y aryE—FR
[FHA

DNS ~DW &b ERE A B FE I 13T 5,
no TERTEAT L2 A 13RI T 5,
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[ EH]
DNS ~D W& b HEREE BT 5
SWX232x (config) #dns-client enable
7.11.2 DNS % ——U X N DR E
E&y

dns-client name-server server

no dns-client name-server server

85 A—F—]

server : AB.CD
DNS $%—/3—®D IPv4d 7 KL A
X:X:X:X
DNS #—/3—®D IPv6 7 F L A
IPv6 U7 m—)T FLUAZIRET D513, FHA v 2 =7 = — AL HET HLLERH
% (fe80::X%vlanN D)

[WIHIRRE]

L

[AJTE— K]

rua—)arsz 4 S L—va E—R

[BLFA]

DNS H— 3=V X MZH— =% BT 5,

P N—IH R IMFETHEETE D,

no B CHEIT LI=HAIE. FEE€ L7z — 3—% DNS —"—1 X kG HIBRT 5,
[/ —F]

ip address dhep =~ > KiZ L 5 T DHCP #—/3—75 DNS — 13— U 2 N ZRfG L6, Ka~ > RORENE
fEnd,

72720, Ko< RFIZX D DNS — 3—1U 2 N OBEEN 3 R OHAIEL, A5 3 % TU A FKREIZ DHCP
PR =B HS L7= DNS — "= U 2 K& BT 5,

[ EH]

DNS r—/3— 1 2 MZIP 7 F LA 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 #1B/19 5,

SWX232x (config) #dns-client name-server 192.168.100.1
SWX232x (config) #dns-client name-server 2001:db8::1234
SWX232x (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

TA13T 7V b AL VA DRE
[EFR]

dns-client domain-name name

no dns-client domain-name name
[/XF A—F—]
name R AAL K (K 256 3CF)

(AR E
L

[AFTE— F]

Ja—x\)aryz 4L —ya T — R

[FEHA]

DNS WAL HIRIZERATA2T 740 h RAAL VA ERET D,
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no B CTEIT LB AIET 740 b KAAL VA EHIBRT D,
[/ — 1]
ip address dhep =~ > RIZ K 5 TDHCP #— =007 7 4V N RAAL VA(ET Y ara— RISEEE LY
a. RKa~vr FROREMBELEIND,
dns-client domain-list 2~ K THB KA AL VUV A M BREESNTWVWBEEHESIT, Ra~v  RCHRELET 74V M KR
AA %, BEOL ipaddressdhep =~ 2 RIZ K> THBEREESINTZT 740 b RAA U4 & 7eu,

Bl
T 7 4V kKA A 4 % example.com ([ZFRET D,

SWX232x (config) #dns-client domain-name example.com

T1LABERERAAL U R NORE
B

dns-client domain-list name

no dns-client domain-list name
[2XF A—&—]
name D FAA 4 (K256 XXF)

[FI8AE% €]

L

[AFTE— K]

Ja—x\ a4 L—g EF— K

B

DNS BWEDOEIFHZEHAT 2B RAAL U X NI FAAL V4 %BNT 5,
BMBERAAL YA NMIK6MHETRAL UV EBETE D,

B TETLEEEIE, FFELEFAAS VA EZREBERAAL Y X L HIRT 5,
[/ —F]

RKa<w RTHZERAAL VA MBRESINTWV DA, dns-client domain-name =~ > R CHREL7ZT 74/ b K
AA 4, BEOYN ipaddressdhep =~ > NIZ K> THERESNTZT 7 4/ b RAAL CAITMH S0,

[ E ]
R A A 4 examplel.com, example2.com ZfR5E K A A U 2 MZTBEINT 5,

SWX232x (config) #dns-client domain-list examplel.com
SWX232x (config) #dns-client domain-list example2.com

711.5DNS 7 54 7 v MEBOER

[ER]
show dns-client

[AFTE— R
JEHHE EXEC ©=— K., %54 EXEC £— K
[FEHA]
DNS 7 A 7 v MEREF T D,
FRANFIZUTO LR,

HE B

DNS Client is enabled DNS 7 4 7 v NN E%)

DNS Client is disabled DNS 7 Z A 7 > b ML)
Default domain TITHINKNRAL 4

Domain list MBERAL LY AL

Name Servers DNS #—/"—U 2 MIP 7 R LX)




o~ KU 77 LA | Layer 3 FHE | 281

[ EH]
DNS 7 74 7 v ME#ERRT 5,
SWX232x>show dns-client

DNS client is enabled

Default domain : example.com

Domain list examplel.com example2.com
Name Servers 192.168.100.1 2001:db8::1234 feB80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP Client.
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HE
IP = /L F % ¥ A ~MEIHE

8.1IP v /L FF ¥ R MEAKFRE

8.11KRAD~NLFF¥ A7 L —LADOUHEFTEDORE

[ER]
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME i
discard (€ B pra)
flood 79T TTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—\)arz 4 L—va rE R
B
MAC 7 RL AT =T IR SN TNRNY LT F X 2 N7 L— LOBRHEEZRET D,
Bl

KD NVTFF ¥ A NEHIEIET D,
SWX232x (config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)

E&

12-unknown-mcast mode
no 12-unknown-mecast

[/$F A—5—]
mode DI TF XY AR T U— AN T 1E
REME S

discard e )

flood T7I99T 4T TD
[F1EIER ]
L
[ASE— K]
AR =T 2—AF— K
[FRHA]
VLAN A v Z—T7 = —ATZELI-MAC T RL AT —TILZBEEESN TR LTFF ¥ A N7 L— DU
EEFRTET D,
no WX CTHEAT LGS IR EICEY . VAT AREKORMO~ LT X v A F 7 L— LN FIEOREITHE D,
[/ —F]

A~y RIZVLAN A ¥ 5 =7 = = RIZDHRETE 5.
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Ko<y RIZV AT AEBEORMO~ILFX¥ A N7 L— MU HEORE L VELEESN D,

[ EH]
VLAN #1 T%fE L7= MAC 7 RV AT —T VZBEIN TV W LT F v A N7 L—AEHIET D,

SWX232x (config) #interface vlanl
SWX232x (config-if) #12-unknown-mcast discard

813V v rua—hN~<NFF¥ A N7 L —LDERERE
B

12-unknown-mcast forward link-local

no 12-unknown-mecast forward link-local
[FIHIER 2]
L
[AJ1E— K]
Ja—pary7 47 b—vg =R
B
12-unknown-mecast discard Z5X EL TWA L&, Vo 7o —hL</LFF ¥ AT RLADT L — A ZEEECis
ET 5,
no B THEAT LA, € LIEREZHIRRT 5,
[/ —h]
RKa<wr RicBITA, Vora—hA<LFXy AT RUVRZLLTO®&EHAE T 5,

» 1Pv4:224.0.0.0/24
» [IPv6: £102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTEIESNTZ, ZOBXBREEND 2T 4 T EFHRAALTEGAITE
BIAYIZ 12-mcast flood =~ > RIZEXH X b,

(B EHI]
Vo 7ua—An=LFXxx AT RLADT L—LERMOZILF Xy 2 b & L THESTICIESET S,

SWX232x (config) #12-unknown-mcast discard
SWX232x (config) #12-unknown-mcast forward link-local

814 ~<v/NLFX¥ AT L —ADEELERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr

[/3T A—HF—]
ipv4_addr : AB.CD
IPv4 v~ /VF X A N7 FLA

[FI8AER €]

L

[AFTE— K]

A HE—T 2 —AF— R

B

VLAN A VA —T7 2 —ATZE LT~V F XY XA MBREOT CHENEELZIPVE~ILF XY A RNT RLADT
V—L%ET7 Ty T 4TI D,

Ko<y RV AT LAEET 100 HE TREN T B,

n R TCET LEEASIE. BELEIPUM VLT XY A T RLADOBREEZYIET 5,

/2. IPVA L TF XY AT FLAZEK LEEHEIE., TRTCORELHIGRT S,
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[/ —F]
RKa< L RIZVLAN A VA —7 2 — A ZORBHKETE D,
Ka<w RTHESINEZIPVM v LFXRY AT RLAZIGMP A X —VE L T OXSRINE 72D,
Bl
VLAN #1 TZAE L2355 IPv4 7 KL AN 22400251 D7 L —AL% T w75 4 735,

SWX232x (config) #interface vlanl
SWX232x (config-if)#12-mcast flood 224.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEEDE D), BHRE
EY

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—=HF—]
time . <1-30>
IGMP/MLD 2 = V) — & {515 H IR (7))
[WIERRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—)arz 4 b—y g rE'w—NR
B
AR 7Y =2 LD AR U—ETREC, 72U 77— IGMP/MLD 7 = U — % (53 2 BREOBIE 2 3% E
Do

no JERCEIT LA IR EITR 5,
IGMPMLD AX—¥E 7 L A= 7Y ) =2 LRI, PR Y —ERICL > T AT X v X MBEES—FF
PN 2 Z ERNH 20, AREEZ AT VEZ oMM 28T 52 LN TE S,

A LIS EIEL, MR Y —ER 2T 5 &, fE SN 72& L IZ IGMP/MLD 7 = V) —Z %57 5,
BN LIS EE, PR Y —ZEE)NH > TH IGMP/MLD 2 = U —Z 45 L7220,

[ AEBI]

AR w = WD IGMP/MLD 7 = U =X E 2 AN L, FFbIFfZ 5 FICBET 5,

SWX232x (config) #l2-mcast snooping tcn-query enable 5

AR E =KD IGMP/MLD 7 = I —i(5 & Whic 4 %,

SWX232x (config) #12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1IGMP A X—Vt° L 7 DOEZL)/ HWEhRE
E=N

ip igmp snooping switch

no ip igmp snooping
[NT A —=F—]
switch : IGMP A X —E» 7 OEfE

R EM B!
enable IGMP A X — b 752 /M T 5

disable IGMP Z X — b 7 Z i+ 5
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ip igmp snooping enable
[AJ1E— ]

U HF =T z—AFE—F
B

A2 —T 2 —ZADIGMP A X —E > VOBHWEEZZRET 5.
no JIER CTHAT L7258 13 IR EICE D,

[/—}]

AKa<w L RIZVLAN A Vv Z—T =2 — AZDHHRETE 5,
[ EH]

VLAN #2 ® IGMP 2 X — ¥ > Z 2 B+ 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping enable

VLAN #2 O IGMP 2 X — 2 7 2851 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping disable

8.22 IGMP A X —t° > V& @iB DR E
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[EFX]
ip igmp snooping fast-leave
no ip igmp snooping fast-leave

[FIEIEE]

L

[AJ1E— ]

A B =T 2—RAE—F

[RLBA]

A B =T 2 —ADIGMP A X — ¥ 7 @dfiiiR =A%,
no B THITT % &, IGMP A X — ' 7 @ iR 2 4 %,
[/— k]

AKawy RIZVLAN A VX —T7 = — R ZOHRETE 5,

Ko< Rk, LAN/SFP /R— MIBEE DB A SRR SN TWD VLAN f V¥ — 7 = — A TITEME L7z &,

Batil|
VLAN #2 O IGMP A X — &> 7 &l ik & Az 3 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & Mz 4 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping fast-leave

823 v /NLF X ¥ 2 M —F —DEERFLEDRTE

[EFX)

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
ST A—F—]
ifname . LAN/SFP R—FDA X —T =2 — A%
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RETHA X —T z2—A
[FIHEIERE]
7L
[AJ1E— K]
Ao H =T 22— AF— K
B!
< IF X ¥ R hL—F =D STV D LAN/SFP AR — k2 i9ICiRET 5,
no A THATT H L, HELEFET S,
[/— 1]
Aa< U RIZVLAN A VX — 7 2 —RAZOHGFETE 5.
ZE L7 LAN/SFP R— M, A FF ¥ A ML —F—RNEFEINTND L, LI — =5 IGMP LE— k%
Zf{54 5 &, BT L7 LAN/SFP iR — MZHEET D,
[B% E 5]
~NNF XX A M—F— OGN E LT LAN R— b #8 23R ET 5.

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping mrouter interface portl.S8

ST F ¥ X FL—Z — DR S LAN AR — k #8 44T,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping mrouter interface portl.8

8.24 7 = U — X GHEREDERE
(&

ip igmp snooping querier
no ip igmp snooping querier
[WIHIRRE]
L
[AJ3E— R]
A HF—Tz—AEF—R
(@]
IGMP 7 = U —iAEHRAEZ AN T 5.
no I THITT 5 &, IGMP 7 = U — X EHERE & T2 T 5,
[/ — ]
ARKa<wY FIZVLAN A V' F—T7 = — R ZDHHEETZ D,
AREREEZ AN LIEEEIP T FLVAEZEE S5 AHRIZIELWIP Y FLATZ 2 Y =2 EF LA 25D T
BEToZL,
(& E B
VLAN #2 OEEHEREZ ANICT 5,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping querier

VLAN #2 OREHERE 2 HE2hI2 45,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = VJ — % EEIREORE
EEN

ip igmp snooping query-interval interval
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no ip igmp snooping query-interval

ST A—F—]
interval : <20-18000>

U = Y — (R RIRRCED)
[ E]
ip igmp snooping query-interval 125
[ASE— K]
AP =T =2 —AEF—F
(B8]

IGMP 7 = ) — DA EMREZRET .

no JEXTHATT 5 &, IGMP 7 = U — DGR 2 PR E IR T,
[/—}]

A< RIZVLAN A VX —7 2 —AZDOBRHETE 5,

[BREH]

VLAN#2 O 7 =) —ik {5/ % 30 ICRET D,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping query-interval 30

VLAN#2 © 7 =V —%FHRE 2 YHEICE T,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /4 v s ® TTL {EMFEEEREDER E
[E=]

ip igmp snooping check ttl switch

no ip igmp snooping check ttl

[78T7 A —=F—]
switch : IGMP /%% - @ TTL fERFEREAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check ttl enable
[AJIE— F]
AP =T 2 —AF— K
B

IGMP /37 b @ TTL fERGERSREZ R ET 5,

no I THAT LI ITHIMR EICR 5,

B LTIZHAIE, IP~y X —O TTLERARIE( LS 72 IGMP 237 v bk Zili#E9 5,
BN LG aIE, My P ERBEEET, TTLEA 1 ICHIE L Tk T 5,
[/—}]

Ao~V RIZVLAN A VX —T 2 — A ZDOBHHFRETE B,

[ E 5]

VLAN #2 T IGMP /3% > @ TTL {ERFERERE 2 A0 5,
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SWX232x#configure terminal

SWX232x (config) #interface vlan2

SWX232x (config-if) #ip igmp snooping check ttl enable
VLAN #2 C IGMP /%% > k@ TTL fERRGEHERE & B2 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check ttl disable

8.2.7IGMP R— gV DBRE

[E=
ip igmp snooping version version
no ip igmp snooping version

3T A= —
version o <2-3>
IGMP R— 5
(AR E]
ip igmp snooping version 3
[AS1E— ]
AV HE—T2—RAE—NK
[FAA]

IGMP D/X— 3 VBB ET 5,
no X THEITT 5 L. IGMP N— 3 > AW E(VIIT R T,
[/ —}]
ARa<2 RIZVLAN A VX — T 2 —AZOHRGFKETE B,
BREL I HNN—2a VD IGMP X7y F&%ZE LI2GE. LFOEEL 85,
o V2 ERERE

s V372 —mZELLSGE. V272 —& LTk

« V3LR— EZELELGE, IKE
s V3 RERF

s V202 —%XZELELE, V272 —L L TR

« V2 UR—bFEZELESG, V3 LAR— e LTHE
[ EH]
VLAN#2 TIGMP R—V g V% 2 ITHRET D,
SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping version 2
VLAN #2 T IGMP /N—¥ g > Z fIHEIC =,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping version

8.2.8 IGMP L :"— NIMSEE DR E

[EX]

ip igmp snooping report-suppression switch
no ip igmp snooping report-suppression

35 A —5—]
switch : IGMP L R— ~#ihiHse
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BRIEME il
enable EER) ] N B3
disable )] N 73
[WIHIRRE]
ip igmp snooping report-suppression enable
[ASTE— F]
A H—T 2 —AF— K
B

IGMP L 7R— MfilHRE A2 3 ET D,

no JE TIAT LGB I3 EIZE D,

BT LIBGAIE, 318 L7z Report A v E—X Leave A v E—UNOELEREZ L L2, F/IBEOA v E—T%
~NVF Xy A R —H—R— F~EET D,

BN Lo a i, %15 L7z Report A v E—UX Leave A vE— TV EZFR~Y /LT F v A ML—H —R— h~HZkd
50

[/—F]

ARKa< RIZVLAN A V¥ —7 = — R ZDHFEETE B,

[B%E B

VLAN #2 T IGMP L 7R— FllEgEE 2 A 230ic 3 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~hIHERE 2 50123 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping report-suppression disable

8.2.9 VL F ¥ ¥ R hL—F —H— b ~DF — F A OB E
[EX]

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[/NT A—=F—]
switch DT E R = = b O T — SRR A
REE Bk
enable BN D
disable N5
(IR E ]
ip igmp snooping mrouter-port data-suppression disable
[AJIE— ]
A VB =T 2 —AE— R
[RLBA]

VN F XX A ML—F —R— b ~DF — F LI RE 2 R ET 5,

no IR CHAT LGB IR EICK b,

B LTEBEIE, v FF v A ML —F —KR— K TReport A v —V%2ZELTEBEDOHEYT —H 2~ /LT X
¥ A b —H —R— b ~HEET 5,

RN LT BAIE. WO R— FTReport A v E—V%ZELTOIUE, 4T —ZiE~ LT F v A hL—4
—AR— MIbiRE IS,

il



290| 2~ RY 77 LU AP v/ FF v A Ml

[/ =}

A~y FILVLAN A ¥ 5 =7 = = AZOHRBETE B,

BE)

VLAN#2 TV AF X4 A b b= 5 = b~ D7 — 5 i iiiiie & A 21

SWX232x#configure terminal
SWX232x (config) #interface vlan2

SWX232x (config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T</LF F 4 X hL—HF —R— h~DFT — F Bk HE 2 M50

SWX232x#configure terminal
SWX232x (config) #interface vlan2

SWX232x (config-if) #ip igmp snooping mrouter-port data-suppression disable

82.10 /L FF ¥ R L —F —$ER— MEHROFETR

:\j_‘éo

:\j_‘éo

[E

show ip igmp snooping mrouter ifname
ST R —2—]
ifname : VLAN A V& —T =— R4

BT oA =T =—A

[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B

I E SN, ERIEFHICERE LT~ LT F v R bLb— 2 —#Hi AR — MEREERT D,

[ )
VLAN#2 D~V FF ¥ A F—F — R — P OERE TR T 5,

SWX232x#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216

8.2.11 IGMP 7 )L —F X U —3 v FIEHROFER

00:00:49

[EX]
show ip igmp snooping groups [detail]
show ip igmp snooping groups 4.B.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—7—F]

detail D RRM G

[T A—=HF—]

A.B.C.D D WATFFXYARNTN—TT R R

ifname © VLAN A V¥ —7 = — 24
FRTAL L H—T o —R

[AFIE—F]

FEFFHE EXEC E— N, %4 EXEC E— N

[

IGMP 7 L —F A v — y TP AEFoRT D,

[BREBH]

IGMP /' V=7 A o N— o T O AR FT 5.
SWX232x#show ip igmp snooping groups

IGMP Snooping Group Membership
Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires

Last
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Reporter Version
1 239.255.255.250 portl.5 R 01:06:02 00:03:45
192.168.100.11 V3

IGMP 7 /L—7 A L=y T OREMIE R E R+ 5,
SWXZBZX#ShOW ip igmp Snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.12 f V' ¥ —7 = —AD IGMP B EIFH % £~

E&y

show ip igmp snooping interface ifname
(/85 R —5—]
ifname : VLAN A V' F—T = — A4

FRTDHA VA —T 2 —R

ASE— K]
FEREME EXEC £ — N, FiHE EXEC £— F
B
VLAN A > % —7 = —A D IGMP IR 2 £ RT 5,
[FRE B

VLAN #1 ® IGMP BE A £~T 5,
SWX232x#show ip igmp snooping interface wvlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is disabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMP Snooping check TTL is enabled
IGMP Snooping Mrouter-port Data suppression enabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.5
portl.8

8.2.13IGMP /L —F AL _R—L o 7Dy Y —HIk
[EX]

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname
[F—U— K|
group COHIBRT AT XY A NI NA—TT RLRAZRET D
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interface © HIBRT D VLAN A v ¥ —7 = —AZIEET S

[/ A — & —]

A.B.CD D WAL FXRRY AT L—TT KL R
AT R Y —

ifname : VLANA > Z—T = —RA4

YIRd DA 2 —T 2 — R
[ASTE— K]
HetE EXEC B— RN
B
IGMP /' V= A=y O ) —ZHIRT 5,
[BX EH]
VLAN#1 D IGMP Z v —F A R —2 POz W) —EHIRT 5,

SWX232x#clear ip igmp snooping interface vlanl

83MLD AX—t

8.3.1 MLD R X — V' 7 DAL EHRE

[EA
ipv6 mld snooping switch
no ipvé mld snooping

[/35 A —5—]
switch : MLD A X—t 7 DOEE
R EMH A
enable MLD A X—Vt > 7 ZHMNT 5
disable MLD A X —Vt 7 %M+ %
[WIHIRRE]
ipv6 mld snooping enable
[AS1E—F]
A E—=Tz2—AE—FN
[FHA]

AP =T 2—ADMLD AX—E 7 OEEEHET D,
no FECHEAT LG & I3 WHIREICR 5,

[/— 1]

AKawy RIZVLAN A VX —T7 2 — R ZOHRETE D,
[BREH]

VLAN#2 O MLD A X —t > 7 /T 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — b F 245,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping disable
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R
i

8.3.2 MLD X X— ¥ J&@Ei&n
B

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[FIEAER E]

L

[AFTE— R

AV H—T 2—AFT— R

BN

A B —T 2 —AD MLD 2 X—t vV ERBEE BN T 5,

no FERTHEITT D &, MLD AX— V> 7 EmiiR 2 g4 %,

[/ —F]

ARKa<wy RIZVLAN A VX —T 2 —RAZOAHRETE D, £7o, MLD AX—E U IR RGEDOHEETE D,
AKa<> R, LAN/SFP R— MIBEE DR R NP S TWD VLAN f V' F — 7 = — A TITEME L7V &,
[ EH)

VLAN #2 O MLD A X — B 7 B ik & e+ 5,

SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6e mld snooping fast-leave

VLAN #2 O MLD A X — &> 7 @ ik 2 89129 5,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping fast-leave

833 v TF ¥ X M—F —DERRICDERE
[

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname
3T A—5—]
ifname : LAN/SFP R— hDA » H—T = — A4
RETDHA LV H—T=2—A
[FIEIERE]
7L
[AF1E— K]
Ao H =T —AF—FR
B
< VFF ¥ A hb—H =) STV D LAN/SFP 7R— h & HHICRET 5,
no B CTHEITT D L. RELMWHES D,
[/— 1]
KA NIEIVLAN A U Z—T =2 —ATDOHRRETE D, £7o. MLD AX—E U T DRENRYGE DHRE TE D,
E L72 LAN/SFP 7R — MZIX, vV FF ¥ XA M—F =i Tnid 2 e, Ly— =715 MLD LAR— h &
Zf59 5 &, BT L7 LAN/SFP 7R — MZHR AT D,
[BREH
VAT F ¥ A M—F =Dk E LT LAN R— N #8 &R ET D,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping mrouter interface portl.S8

< VT Xy A N L—H —DEEHG S LAN " — b #8 245,
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SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if)#no ipv6 mld snooping mrouter interface portl.8

8.3.4 7 = U — X EHEREDERE

[EF2

ipv6 mld snooping querier
no ipv6 mld snooping querier

[FIHAE% E]

L

[ASTE— K]

A H =Tz —AF— R

B

MLD 7 =V — & EHEEZ BT 5,

no B CEITTH &, MLD 7 = J — L EHEREA RN T 5

[/ —H]

RKa<w RIZVLAN A VX —T 2 —AZDIHHRTETED, Fi2. MLD AX—E T WRENRIGEDIHERETE D,
Atgre T 2561347 ipv6 enable =~ 2 RZWT IO VLAN A V¥ —7 = —AIZRETHZ L, ipve
enable 2~ RRRTESNTWARWES, MLD 7 = U —3IXESNRVOTHEETLHZ &,

(B2 EHI]

VLAN#2 O MLD 7 = J —iXEH6EZ B 20T 5

SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6e mld snooping querier

VLAN #2 O MLD 7 =V —i5EHRE & 5+ 5,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping querier

(3

8.3.5MLD 7 = ) — X (ERIR DR E

[ER]
ipv6 mld snooping query-interval interval
no ipv6 mld snooping query-interval

[/3F A —4F—]
interval : <20-18000>
7 =) — B HEE)
(R E]
ipv6 mld snooping query-interval 125
[AFIE—F]
B =T z—RAE—F
[FiHA]

MLD 7 =V —DOEEHREEZ R ET b,
no TEXTHATIT A&, MLD 7 = VU — DA ERIBEEZ PR EIZRE T,

[/ —H]
ARKa< RIZVLAN f VX —T7 =2 — R ZOHFKETE D, £/, MLD AX—E I BRENRGEDRRETE B,
[BXEHI]

VLAN#2 O 7 = I —%EMRE%E 30 RICERET 5,
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SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 ® 7 = 1 —%E M 2 P EICE T,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N— 3 VDRE
B

ipv6 mld snooping version version

no ipv6 mld snooping version

[/3T7 A —F—]

version o <1-2>
MLD — 3 >

(AR E]

ipv6 mld snooping version 2

[AFIE— K]

AV HE—Tx2—RAE— R

[FAA]

MLD O — g U ERET D,
no X THEITTH L, MLD N— 3 VAR E(V2)IZRE T,
[/ —}]
ARKa<wy RIEIVLAN A VX —T7 2 —RAZOHZRETE D, £72, MLD AX—E U I RFERGHEDOHEETE D,
BRELHBIHNN—T a3 D MLD N7y bEZELTESGAE, LFOEEL 25,
o VI EERE
s V272V —%ZELSGE. VI 72U —& LTk
« V2L R— I EZELLEGE, IKE
o V2 RERF
s VI —%ZELIELEE, VI 72U —L L TR
« VI VAR—bFZZE LG, V2 LAR— e LTHsk
[ EH]
VLAN#2 TMLD "—Y 3 v % 1 IR ET D,
SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping version 1
VLAN #2 T MLD /A—% 3 > 2 HIHEIC R T,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping version

8.3.7 v~ /VFF ¥ A hL—F —EEgHR— MEROER

[ER]
show ipv6 mld snooping mrouter ifname
[T A—F—]
ifname : VLAN A V' H—T = — R4
RRTHAVHE—T = —R
[AJIE— F]

FERFHE EXEC & — R, %7 EXEC £— F
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[FAA]
I E SN, FREFICRE LT VT F v R PL— 2 =R — MERE £RT D,
[EE Bl

VLAN#2 D~V FF v A hb—X —EA— S OFEHRERRT 5,

SWX232x#show ipvée mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1 (dynamic) fe80::aed44:f2ff:fe30:291 00:01:04

8.3.8 MLD /L —F R L N—3 v FIERD R

E&y
show ipv6 mld snooping groups [detail]
show ipv6 mld snooping groups X.X::X:X [detail]
show ipv6 mld snooping groups iframe [detail]

[F—TU— K]

detail DR

[/NT A—F—]

XX XX DN TFRY AT N—=TT FLA

ifname : VLANA X —T = —RA4
FRTDHDA L H—T 2 —A

[AJ1E— F]

FHFeHE EXEC & — R, %74 EXEC E— N

[RLBA]

MLD 7 )V—TF A =y TERERIRT D,

[EXE B

MLD Z/V—TF X N\— s TOERE R TRT D,
SWX232x#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter
ff15::1 portl.3 00:00:44 00:01:07

fe80::a00:27ff:fe8b:87e3
MLD 7 /V—TF A =y TOFMERE TR T D,
SWX232x#show ipv6e mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )
Source Address Uptime v2 Exp Fwd Flags
fe80::221:70ff:fef9:8a39 00:00:03 00:01:06 Yes R

839 1 & —7 = —AD MLD BHEFRZ KR

[EFX]

show ipv6 mld snooping interface ifname
[/3T7 A —5F—]
ifname : VLAN A VX —T = — R4

BRTHA L H—Tz—R
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[AF1E— F]

FRFME EXEC £ — N, b EXEC E— K

[FEA]

VLAN A > ¥ —7 = —A® MLD B#IEH 2 £ rT 5,
[BREH]

VLAN #1 ® MLD Bl # % #1795,
SWX232x#show ipv6e mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDv1l fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 12
Active Ports:
portl.8

8.3.10 MLD ZV—F A _"— v Dy M) —Hilk
BN

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—T—F]

group OHIBRT AT Ry AN A—TT RLAEZRET D

interface © HIBRT D VLAN A ¥ —7 = —AZIRET D

[73T7 A —5F—]

XX XX DA TFFXY R NI N—TT KL R
I R —

ifname : VLAN A V' H—7 = — A4
HIBRT A v & —T7 = —2A

[AFTE—F]

¥ #He EXEC £— K

[BEEA]

MLD /' )V—TF A o=y TOx b —%HIBRT 5,

[EXE B

VLAN#1 ® MLD Z /L —F A "= FOxy B — %8Rt 5,

SWX232x#clear ipv6 mld snooping interface vlanl
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A

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=F—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . SR TCP ~>y ¥ O PSH 7 7 V% 18ET 5,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol IZ tep ZHRE L72HE. RIFICTCP ~v ¥ D URG 7 7 7 %487ET D,

op

protocol IZ tep ZFRE L= %

o> op

op

<1-2000>

IPvd 7 7 & AU Z F®ID

<1-65535>

=l U ARG, MBET 7RV A MAICBIT L= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICTY M) —RBiNsnd, oL &,

BEFORBRTY N —I2 10 ZNE LI2ERHHTY ) —0&F S L LTHERES D,
WO = AF SR LTEBMLEEAS, = R —DFSIX 1012725, )

T 7R ARMECH T DEMEERET D

RIEME B
deny FHEES"T 5
permit LM F IR B

HRLTLH7m b arf@plazfiiES S

REME 2 EH
<0-255> P~y XO7a faLEs
any T_XTO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 » b

ST AERETIPVE T FLABFHREHRET D
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R IEME s

JA ) RAI— Rty MEF.GHffZ? IPv4
7 FLAAB.CD)ZfEET D

Y7 % v b~ 27 BEMbinftx o IPvd 7 R

AB.CDEF.GH

AB.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPvd 7 KL A(AB.CD)REET D
any TRXTOIPVET RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T ME LR — FEH<0-65535>%fET 5. A&
3252 & HAhe
BEHE LA
eq X A= MEZX)EEET D
range X Y R—=FrEEX)NDY)EEET D
dst-info s RMEL T A IPVA T LU AERERET D
R EE LA

JA ) RA— Kty MEF.GH)/f & D IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 RMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)EFEET S
any TRTOIPVE T RLRAZEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH457E L725rer. SR & T 550588 — M 5<0-65535>%f8ET 5, A%
THZ L bR

BESIE 2AH

eq X R—  EEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
7L
[AS1E— F]
Ja—x\)ary7 4L —y g T — R
B

IPvd 77 A A NEAKT D,

AR LT 7' AU A MZE, HEMAXT68 )D& EZRET D ENTE D,

AR LTZIPvd 7 7B AU A MEBHASELEA1T. A ¥ —7 =—AF— KT access-group X~ > K& 5,
no AT action LIS 215 E L7256 1%, FIUEETH BT H1IPvda 7 78R Y X N ZHIBRT 5,

no X C action LARRZFRE L7 o728/, 7278 AV A MO ID BN —ET51Pvd 77 v AU X R &HIRT %,
[/ — 1]

LAN/SFP R — R B L OGRS v ¥ —7 = —AZHA L TWAHT7 78R Y A NI, no B THIBRT 5 Z LixT& 72
W, HTEHZ R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFHADIEE TZ A0, ZO X ICHFAZIE L IPvA 7 78 A U X NI AT ALK
T—2721F access-group 2~ R TA U H—7 = — AT 5,
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[ EH)
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~DEZ4EET 5 IPvd 772U 2 b #1 Z{ET 5.

SWX232x (config) #access-1ist 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWX232x (config) #no access-1list 1

9.1.21Pv4 77 &2 Y 2 ~ OFBAIGEAN

[

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[/3F A —&—]
ipv4-acl-id : <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
(IR E]
7L
[ASIE—F]
Ja—nN\)aryz 4 L—varE—FR
[BLAA]

B LTHBIPvE T 78R Y X MIEBSTE BT 5,

o B THEIT LGS, IPVA T 78X Y A NOFATEHIRT %,

[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT 7B AV A M ZHASE-H# S, Kavwr R CHASZBENT S
ZLIEEHE, (BRAEDOTUHAXN EEEXT D)

(B EH]

PE(ETT 192.168.1.024 DT A2 Fdvd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b #1 Z1ER L., #RBIC
[Test] #3809 5,

SWX232x (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWX232x (config) #faccess—-1list 1 description Test

913IPvd4 77 ERU R NDEHA

EEN
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T 7EAY A RO ID
direction D M7 L—A0FmERET S
REM A
in ZE7 L —AIx L CHEASED
out BEZTL—AZXLTCHEAZIES
[FIHIER 2]

L



A R T77 LA BT 74w 7l 301
[AJ1E— K]

AR =T 2—AE—F

[BA)

LAN/SFP R— h B L UGS v X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

ZREAEETLV—LBT 7 RY A MDOREL B LEHE, T/ EAV X MOT 7 v a v BHYS T L—LICHT 5
7 7 3 a v (permit, deny) & 72 B,

no X TIAT LA, WHLEZT Z78AU A % LAN/SFP R— F B L OGREA ¥ —7 = — A LHIERT 5,
[/—}]

T7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(in) L EE 7 L—LOut)DZENENIZ 1 DT Lok
FRTER,

EET7 V=BT 57 78 A U A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFIEEIXLL T 0@,

N— hFE SHPH(range X Y)ZFEE LTZIPv4 727 A Y A ME, 257 L — L (out) Tl TE 720y,

ZET LT DT 78 AU A RRERE S 7 LAN/SFP AR — MEGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTABET7ERAY R MIHEA VX — 7 =—R|ZHB L TVWA LAN/SFP R — MNoxf L CiEf T
R, 2L A= T v ar 7 4 BB A A —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L —
DT BT I BAV A NRED D DHE. ABZR— FOREDHEA VA —T7 =2— A CHA SN 5,

B&l|

LANKR—F#l DZET7L—LIZX LT, 778 AU R #l Z#HT 5,

SWX232x (config) #interface portl.l
SWX232x (config-if) #access-group 1 in

91.41IPv6 7 7B AU R hDARR
[

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info]

[T A—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 EAY X +®DID
seq_num 1 <1-65535>
V=l ARG, RMBET 7B AV A MAICBIT L N —DNEERET D,
= U AFFEE LGS VA MORERRIZZ M) —RBINEhD, 2D E,
WAFORZRT ) —I2 10 ZIHE L7ZENHH#HT S R —0FK 5L L THERESN D,
(NS —r o AF/ B L TEMLESA, = P —DFZL 1012725, )
action L TR ARMICKT 2EMERTRTET D
REME B
deny FEEESRT D
permit D S ot BT M )
sre-info DML T AEETLIPVE T RLUAFRARET S
REME B
R PT xRy b A7 R(Mbit)ff & D IPv6 7 R
XX:XXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZEXG LT 5
[FIHIRRE]

mL
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

IPv6 77 AU A NEAEKT 5,

AR LT 78 AU A2 MM, BEMAX:T68 )D& ETDH I ENTE 5,

AR LT 7R A Ml SE5580F, A ¥ —7 = —AF— KT acecess-group 2~ > K& 5,

no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,

no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ — 1]

LAN/SFP R— b B L UOGHELA v X —7 =2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W MTEAE R L T BHEIBRT S Z &,

2By JHERENA RS G, Ra~y FIIEHTE 20,

[ EH]

3ffe:506::/32 B DX M EERT D IPV6 77 A U A bk #3002 Z1EKLT 5,

SWX232x (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 77 AU A k#3002 ZHIBRT 5,

SWX232x (config) #no access-1list 3002

9.1.5I1Pv6 77 &R U X s OFBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[R5 A —& —]
ipv6-acl-id : <3001-4000>

A ZBMT 25 Pv6e 77 EA U 2 R ID
line D BN HEAASC, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—)var 74—y a rE— R
[FEEA]

E L THDIPve 778 AY A MIEHASCEZBINT 5,

no B TEIT LIS, IPv6 7 7B XU A NOFACE NIRRT 5,

[/—F]

LAN/SFP R— FB L OGBS v A —T7 2 — AT 7B AV A M2 EASEEHL ., Ko~y FCRBAZBEMNT 5
ZEEARE, (A DMAX T LEEET D)

AH - THEBEDBA NG E, Ao~y RiEfEHTE 20,

[ EH]

3ffe:506::/32 3Dy N EIELETDHIPv6 778 AU X - #3002 2/EAL L. #iHASC [Test] 21BN 5,

SWX232x (config) #access-1list 3002 deny 3ffe:506::/32
SWX232x (config) #access-1ist 3002 description Test

9.1.6IPv6 77 A Y X N DiE

E&

access-group ipvo-acl-id direction
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no access-group ipv6-acl-id direction

[T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 1Pv6 77 EAU A R ID
direction D WA L—LADOHMERET S
REME B
in ZEZLV—AIR L THEASES
out EEZL—LZH L THEHAEES
[FIIRRE]
7L
[AJ1E— K]
A B =T z—AEF— R
[BLFA]

LAN/SFP R— B L OGGERA o X — 7 =2 —AIZIPv6 7 7B AU X N2 #AT 5,

ZEEETZT V=BT VAV A MOSEME—KLTZGE. 77BAVARNDT 72 a VRS 7 L—AIZXT 5
7 7 3 a v (permit, deny) & 72 B,

R TET LSS, MALETZ7EAY 2 % LAN/SFP A— F B L OGHH A v 2 —T7 = — A6 HIRT 5,

[/ =}

TI7RAV AL, FH—0OA ¥ —7x—R2, ZET7 L —A(n) L EET7 L—AOu)DZNZIUT 1 DT D L%
FTER,

RIET L—LICx 57 7 £ A Y A ME LAN/SFP B— MMkt L TOLBA ARETH 5.

HFFHILL T O@EY

ZIET L — AT AT 7 AU X MR EE I LAN/SFP AR — MIGHEBLA v ¥ — 7 = — A ZATETE RV,
ZETL—AIHTBET7ERY X MNIHBA VX — 7 =2—RZHB L TWA LAN/SFP R— Moxf L CiEf T
R, 2L A= T v ar 7 4 7 Bl A v A —T7 = — A ZFTE LT\ LAN/SFP iR — MIZE7 L —
LT DT 7 BAT R IBRERDDHE. ELZR— FORENREA VX —7 = —RTEHAIND,

ALy TREREN BN E ., Ra~<r R TE 20,

[ EH]

LAN AR— R #1 OZET7 L—AIZX LT, IPv6 727 AU A k#3002 2T 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #access-group 3002 in

9.1.7TMAC 77t AU 2 FDAERK
E=v

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

[/$F A — 5 —]
mac-acl-id : <2001-3000>

MACT7 Z7&AUAXRDID
seq_num 1 <1-65535>

V=l AR, BT VAV A MNIZBIT L = N —DOAEERET D,
VU AZEERE LG AIE, VA NOERBREICZ N —EBINENS, T X,
BAORBRE= N =210 ZME LIERFH= b —DF 5L L THERE SN D,
(BN —r o ARB R L TEMLESES, = N —DF L1012 5, )

action T RASGHCR T A EMEERET D
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REME LA
deny A EE"T 5
permit N T B )
src-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%I$££I£{££§I$WWW (WWWW.WWWW.WWWW)f % 0 MAC 7
: : K L A(HHHH.HHHH.HHHH) % {8 €3 %
host HHHH. HHHEHHHH %; > MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRXTOMACT RLREXRETD
dst-info DML T B MAC T LA RERET D
REME B
DAL EHI—FE Yk
a‘&*\g\;{l\{;{\g&l\?ﬁb{www (WWWW.WWWW.WWWW) % D MAC 7
’ ’ R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any FTRTOHOMACT KL ARG ET5H
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4 b—v g rE—FR
[FiEH]

MAC 77 & AV A N&EAKT 5,

R LT 78 AU A MCE, BEMAXT68 D&M E2RET D Z LN TE 5,

ERLET 78RR MEEAIEIH5E61L. A4 ¥ —7 =—RF— KT access-group =~ > N&FEIT79 5,

no JE. T action LI 8 E L7280, M2 TH—ET25 MAC T 7B AU A M &HIERT 5,

no T action LU ZHRE L2281k, 778 AV A MO ID BR—FHT 25 MAC 772U X MEHIERT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 278 AU X NI, no B THIFRT 2 Z Lix T 722
W, ST E R L CODHEIRT S Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLER 5D,

[ E B

MAC 7 F L A 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 1B T 5,

SWX232x (config) #faccess—-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 A YU A | #2001 ZHIprd 5,

SWX232x (config) #no access-list 2001

9.1.8 MAC 7 7 EZX U X s O#BAIGEN

EEN
access-list mac-acl-id description /ine
no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 77 2AU A D ID
line ©BINTAREAISC, ASCII T 32 305+ TREE FlhE
[WIERRE]
L
[AJ1E— F]
sa—narz 4 —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
o R TEIT LS. MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFP R— "B LI OIS v X — T 2 — AT 7B AV XA MR HAISE-#% Y, Aoy FCTaBSIZBNT5
T lFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L A 00-A0-DE-12-34-56 725D 7 L— A &HEHT 5 MAC 727 AU A K #2001 Z/ER L. #RBISC Test)
ZBINd 5,

SWX232x (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWX232x (config) #access-1list 2001 description Test

9.1.9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 D ID
direction D WA L—LADHMERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[ A1 — ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OGEIA v ¥ — 7 =2 — A L TMACT 782U A h&2HEAT 5,

ZET V=BT VB AV A MORMFL K LIBE, 77 EAV A MDT 72 a UREE T L— AT 5T 7
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHLIET 78 AU A % LAN/SFP R — B L OGHBEA ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F =T 2= A EEOT 72 A A NEBET DI LIXTERN,

HFEFEIZLL T 0@,

ZETLU—LIRTDHT 7B AY A NPERE ST LAN/SFP AR — MIGRELA ¥ — 7 = — A ZHTR TE 7auy,
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ZIET L= ATHT BT 7 A Y A MIGREEA V4 —7 = —AIZATE L TV % LAN/SFP AR — bt LGl i T
R, TR AF— T T a7 g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MIZfE 7 L —
DT DT 7 BAY A MREND DYd, BAETFR— FORENTHEA > 7 —7 = —ATHEM S D,
[ EH]
LAN R— b #1 DZAE7 L —LIZx LT, 778 AU X b #2001 2@ H 95,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #access—-group 2001 in

9,110 £ L7=T 7R Y X FNDOFER

(&)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAUYZXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT Z7E®RAY A RNEFRRTH,

acl id Z#EME LA, 2 COT 78 AV A NEERT D,

A B —T 2—RZHEA I, o, ST H o7 —2% 1 O FSEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/—h]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DOFEH B (match)y b 7 > v T v 5,
[ EH]
—BEFRRT D,

SWX232x>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 FEEFHE D7 VT
E

clear access-list counters [ac! id]
[NTA—=HF—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T77E8AUABMDOID

[ASTE— K]

¥t EXEC £—

[

show access-list @~ > N CTHER I D HEitH K (match)z 7 U 79 %,
B!

WMEttE s V7T 95,

SWX232x>clear access-1list counters
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9,112 A UV F—T=2—RIZHEALET 7RV XA hOFER
[ER

show access-group
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FRE B
—BmERTT D,

SWX232x>show access—-group

Interface portl.1l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB L NRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/ A—&—]
access-map-name ;A FHTF I LOCEMAFEH(256 LFLIN)
TIRAY T
(WX E]
L
[AFIE—F]
Ja—n"narz4 7 b—varyE—F
[

access-map-name CIEE L7244 BIO VLAN 77 B A< v T HEKR LTZ2OB VLAN 7 7 B A< v TR ET DHT2OHD
VLAN 7 7 ® A< v 7 &— RIZBITT 5,

no B TEIT LI BAIL, FEELZ VLAN 727 v 2~ v F 2R 5,

[/ —h]

VLAN 77t A~ v 7FE— Rpbr7a—"\ a7 4 7 b—va s ET—RIRED I exit a~ 2 REEH L., FHE
EXEC E— RIZEDHZITend =2~ FEEHT 5,

[ EH]

VAMOO1l & W I ZHID VLAN 77 B A~ v 7% ER LT, VLAN 77t A~ v 7 E— R~BITT 5,

SWX232x (config) #vlan access-map VAMOO1
SWX232x (config-vlan-access-map) #

E

e

9114 VLAN 7 78 A= L IZXTHETI7EAV R D
[ER

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X NEE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
[FREA]
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMO01 & WHLEID VLAN 77 B2~ TZ2AER LT, 192.168.0.1 225D N2HEET AT 78X X &
%&}\’:‘E“j‘ 50

SWX232x (config) #faccess-1list 2 deny any 192.168.0.1/32 any
SWX232x (config) #vlan access-map VAM0OO1
SWX232x (config-vlan-access-map) #match access-1list 2

91.15VLAN 7 7B A~ T 4 VX —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction)
[/NT A—F—]
access-map-name ;A FHT I LOCEMA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWDLT 7 EAS v T4

vian-id o <1-4094>
vlan =¥ > FC enable JREEIZERE 41TV 5 VLAN ID

direction DAY LA LMERET S, AW LEBARZET LA LTHEHASRD

BREME Bk

in ZEZ7LV—AIR L THEASED
out EEZL—LIRHLTEHASES

[WIHIRRE]

L

[AJ1E— ]

ra—\)varz 47—y a E— R

[RLBA]

FEELZ VLANIZVLAN 7 VB A~ v 77 4 VX — T 5,

no JER THEAT L7261, 5 € L7z VLAN (235 VLAN 727 B A~ v 77 4 V2 —%HIRT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 &1L TERLY,

VLAN 7 7 A~ L, W—DA 2 —7x2—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
ATZ 2%,

72720, UFOT7 78 AV A RERE LT VLAN 77t A~ v 7 d, BE7 L— A(out)lZHH TE 720,

s MACT7Z7EAURAR

o N— MESHEIPH(range X V)AFEE LT IPVA T 7 AU X |

[ EH]

VAMO01 &9 AHTD VLAN 77 B A~ 7 2ER LT, 192.168.0.1 2607y MEEGT 57 78 AU A M
BRELIZOH, VLAN #1000 D55 7 L— 23t LT VAMO001 %@ f 9 5,

SWX232x (config) #vlian database
SWX232x (config-vlan) #vlan 1000
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SWX232x (config-vlan) #exit

SWX232x (config) #access-1ist 2 deny any 192.168.0.1/32 any
SWX232x (config) #vlan access-map VAMOO1

SWX232x (config-vlan-access-map) #match access-1list 2
SWX232x (config-vlan—-access-map) #exit

SWX232x (config) #vlan filter VAMOOl 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AJTE— F]
FHHrHE EXEC E— R, %M EXEC E— |
[FHA)
BEESNTWS VLAN 77 B A~ v T H2ERT D,
UToHEANERIND,

« VLAN 77t 2~ v 7 DOXHi

e VLANT7 7 A=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWX232x>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
EN

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $5# EXEC £— R
B
VLAN 7 7 B2~ v 77 4 V2 —ORIG#E R -T2,
ITOHENFREND,
¢ VLAN 7 7 & 2= v 7O
s VLAN 7 7 &®A~ v 7 0#EH ST VLAN ID
« VLAN 77 kB2~ v 7RiH T\ 5 7 L—ADFh)(in/out)
(B EH]
VLAN 7 7 B A~ v T 7 4 VEZ—DFEREFRRTH,

SWX232x>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ « HEZhH4E
[EFR]

qos action

qos_disable
[NT A—=F—]
action : Qos DEE
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REME il
enable Qos AT 5
disable Qos Z N3 5
(IR E]
no qos
[AFTE—F]
rua—)arr 4 L—vg SE—R
[FFA]

QoS Z AT 5,

no ER CEITLI-H4A. QoS #MuT 5, ok X, Bl#d 5 QoS & b [RIMFICHIRT 5,
[/ — "}

7 u—fHOY AT NEEBANLEE. Qos wAMIZTH I LITTERW,

QoS BHIE v > FiE, QoS A HAMMI L TEMNRVEETTERVLDONEZH D D,

[BXRE )

QoS ZHMNZT B

SWX232x (config) #gos enable

QoS Z LN T 5,

SWX232x (config) #gos disable

922574k CoS DHRE
B

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 )V b CoS &

(R E]

qos cos 0

[AJ1E— K]

A H =Tz —AF— R

[FEHA]

LAN/SFP R— F B L OGEIA v ¥ —T =2 —ADT 7 4/ b CoS ZRET D,

no I TIAT LG E . FIHIME(CoS=0)Z X ET 5,

T74NECoSIE, A X —Tx2—ADFTARNE—RBCoSIZHESNTWNDORETH 7 L7 L —LE%ZF L

FEICER SN D, (7 L—AIZ CoS MBREE SN T2 ®))

[/ — 1]

ARa<r REFEITTDHITE, QoS A LT Z &,

FATT DA H—T 2—AD KT A ME— KB CoS TlHWHE, KRa~vy REFET=I—L7R5,

7 7 4V b CoS BF72 D LAN/SFP 7R — NMIFRELA » H — T = — R L LTHNRD Z LT TEZR,

FITT A4 =T == AWNimEA o F—7 = — AR L TV 5 LAN/SFP 7R — h D6, Ka<r FIEETE S

~&ﬁ5 ttb x&~b7/7:/747i@ WELA X — 7 = — R ZFTE LT % LAN/SFP A" — h O E
KT R — FOBRENHEA > X —7 = — A ZHH I D,

[ﬂﬁ%]

T 74 b CoSfEA 2 IZRET D,

SWX232x (config-if) #gos cos 2
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77 %V b CoS EZ MIHMEIZ R,
SWX232x (config-if) #no gos cos

923 N7 A hE— FORE
[ER
qos trust mode
no qos trust
[T A—F—]
mode : M7 ABME—FR
REME i
cos EEF 2 —% CoSMHICESWTIRET S
dscp 5 ¥ 2 —% DSCPEICE SV TIRET S
port-priority ZAz R CRRE ST E A EHA T 5
[WIHIRRE]
qos trust cos
[AS1E— ]
B —Tz—AE—FR
B

LAN/SFP R— FB X OHBIA L X —T 2 —AD N T A ME— RZHRTET 5,
no JTEITIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A ME— R cos DAL, ZET7 L— LD CoS i % 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[G
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2 —AITRES
TBREITEESNT, FEF 2 —DWREZIT I,

CoS fEX° DSCP i, ZfEAR— MM TT 2 EEF2—I1F, UTOax FTEETLHI LN TE D,

FFRALE—F EEX 2 —RECHEATOIREE | HEavrF

CoS CoS-EEF¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7— 7/ | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,
EEX 2 —H0 Y Th

7 TAYy FICEDEEF = —IEE

I IASy N E DTV~ —% U TIRE

JIAwy TN EB Y ~v—F TIRE

2,3,41 X F 7 A FE— R"CoS"£721X"DSCP" DL EDAIEEFRETH Y . WTHOHEHLAHZD M T A ME— NIt
J6T % TEEXa—IDEBT —T V] 2ZRTHZLICLD, EEFa—DHVYTLEND,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP R— F B L OGRS, v 4 — 7 2 — AR —< v FREHEIN TV EEHE, FTI A ME—ROLEF LT
ERAAN

Mo A FE— KPR/ 5 LAN/SFP R — MIfRELA v F —T7 = — AL LTHRNPAD Z LI TE 220,

A A —T =2 — AL TS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, 2L, A —1FT v
7:/747L® GHA L F— T = — ZIZFTE LTS LAN/SFP AR— M DR TEIT. A ER— FORTEDHIEA
H—T7c— A ZHEHEENS,

QoS HAETIZ, P72 PE— RICL > TEITHIRA D D b O, RFRHRORIRD LONRD D,
BB
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal ol
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SWX232x (config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T =2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWX232x (config-if) #no gos trust

9.2.4 QoS HEE DR EINEB DRI

&N
show qos
[ASTE—F]
FEHFHE EXEC & — R, $§# EXEC ©— N
[@iHH]
QoS FEHRE D A #(Enable), % (Disable)ki& % #R7 %,
[BE B
AT LD QoS DEEIREEFRT Do

SWX232x#show gos
Enable

925 A L F—7 = —ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— hB I WGmBlA ¥ — 7 = — R4, BRI ER— b Extg s 35,
KT HA L H—Tx—RA

[AJ1E— F]
FEFFHE EXEC £ — N, k€ EXEC ©— F

[FEBA]
FRELILA VF—T7 2 —AD QoS RIEMHME LR T H, RTHNETILUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— K(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHE DR > —~ v T LT
7 A~y THEHRE 1)

Port Default CoS Priority 7 7 4V & CoS fE(E 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping KT 740y 2— 7 (R— HET)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 287 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND 7 L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWX232x#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Schedullng

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R — | #1 ® QoS ixE & #~T D, (M7 A ~E— K DSCP)
SWX232x#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Schedullng
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BHEFEI R — M ERGRLET 5,
TR T HA U H—T 2 —R&
[AJ1E— F]
JERFME EXEC £ — R, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP R — h DEE X 2 —BOFHEL X RT D, T2 —OFHRIILLTF CTHET 2,
(Fz—DEHF) = (F=2—ICHEAIIN TSN 7758/ (F=z—DRAR)
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[/ —}
AT~ RiE QoS DARRECE R & T TE %,

[ EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWX232x#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

He
el

9.2.7 CoS-EEX 2 — ID BT — TN D

EEN!
qos cos-queue cos-value queue-id
no os cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07
CoS EIZ G T % EE ¥ = — ID
(IR 2|
[/ — M=
[AJTE— R
sua—nrarz 4 S L—varE—F
[FL8A]

KEX2—ZRETHOICMHHT 5 CoS-EFX 2 — ID BT — T VOEERET .

no I THAT L7256, $5E L7z CoS D E(E ¥ = — ID Z WM EIZR T,

CoS-HEfEFa— ID AT —TiE, N7 A ME— P CoS IZRESNTWOIEARIHEH NS,
[/ —}]

AKa<wr FEFETTHITE, QS E#AMILTELL I &,

CoS-EfEF = — ID BT — T NV OYPHEIXFEO LR,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWX232x (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWX232x (config) #no gos cos-queue 0
9.2.8 DSCP-3:/5% = — ID BT — 7 IV DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T7 A =4 —]
dscp-value 1 <0-63>
ZE 00 DSCP i
queue-id ¢ <0-7>
DSCP EIZHIET D 15(EF = — ID
(R E]
[/ — MR
[AFTE— K]
rsa—)ary 74—y g F— R
[FRA]

EEX 2 —Z2RET DO AT 5 DSCP-5{5F = — ID BT — 7 IV OEERET D,

no TR CIFAT L7=45A . $857E L72 DSCP EDOE(E X = — ID ZAIHEEEICHE T,

DSCP-i4{§ &% = — ID a7 — 7 /MiE, b T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—}]

AKa~<r REFITTHITE, QoS AL THL Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREIZTTEDO LBV,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWX232x (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWX232x (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED
E=y

qos port-priority-queue queue-id

no qos port-priority-queue
[T A—=HF—]

queue-id : o <0-7>
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[FIHIERE]

gos port-priority-queue 2

[ASE— ]

A H—T2—ZAF— R

[

LAN/SFP A — M B L UGRELA v ¥ —7 = — A2, ZfEA v ¥ —7 = —RIxHET DB REGHEF = — ID)ERET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQICET,

A— MEEEIX, T A ME— RR"FR— MEE"CRESN TV AL AEDOREF 2 —DOWREICHEH SN D,
[/—h]

AKavy REFITTHITE, QS #FMCLTHL Z &,

FATTHA v H—T 2 —AD R T A ME— KPR — MER"TIERWEE, Ko~y RRrFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 220,

RITT DA v F =7 2= ANGEA VF —7 = —ZITHTE LTV D LANSFP R — b D6 Ao~ RIFEIT=7
—LB, 2L, AX— R T v ar 7 0 EOmBEA ¥ —7 = —RZHTE LTV 5 LAN/SFP " — ks D% E
IE, BB R — FOREDTHIEA v ¥ — 7 = —RAZHEA S,

[BRE 5]

LAN R— h #1 OFR— MEEEL LT, REXT=2—ID#M E2FIV 4 T5,

SWX232x#interface portl.l
SWX232x (config-if) #gos port-priority-queue 4

9210 A1 v FARENOEEFEIND 7 L—LDOEEX =2 —1EFE
[EX

qos queue sent-from-cpu qgueue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id ;o <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sa—m\)ar7 47—y aryE—FR

[BFA]

AA - FARK(CPU)D B4 LAN/SFP AR — h~IEEEND 7 L — LD DREX = — 2R ET D,

no FEX CHEAT L2 GA . PIHMEZHET D,

[/ —F]

RKa<y REFETTHITE. QoS =AML THL Z &,

CPUMNLEEEINDI T L—LDOBLEEEZ T ITFbE, LVBLEEORNF 2 —NLORENEBLEINDI 2D, Ban
DARARE T L2MS /b — T M 72 EOMEENEME L7 < IR D AREMER H D, Z D72, AFREMIXATHE/R R D K& 72
EEERE) T 5 2 L2 HET 5,

2K T REEER I . CPU MBI E SN D 7 L — A DO IEE X 2 — ID DR EMEIT 6" L 72 5,

[BXEH]

SWX232x (config) #gos queue sent-from-cpu 5
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9211 7 F A~ (8T T 4 v 7 DR DERK
[EX]

class-map name

no class-map name

[7XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N"aryz4JL—g T — R

B

I TRy T eAERRT D,

ARy NE, ZMET V=& T T4 v 7 TRIGETHODOFRNEEZERT HHDOTHY . match 2~
RCER LIS L ZUCxT 57 7 & a U (permit/deny) THEL S VD, 7 T ARy T DT 7 a  iE RO LD IZ
25,
« 7271 AU A KMACL) % 5T L7-%4 (match access-group =~ > K% JZ1T)
ACLIZXT DT 72 avBNI TR~y T DT I varbind,
« T AUANMACL)LUAEIRTE LI-HE
FF Al (permit) & 72 5,
ERth. TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA IE, FHE LT T A~y T HHIRT 5,
[/—}]
AKavy REFITTHITE, QS HAMLTHL Z &,
BELIL Y 7 A~y IRERE OGS, BllEIOREICK L TERENMTRbID, 72120, R ¥ —~ v 778 LAN/
SFP R— M B L UGB, 2 — 7 = —RTHEMFE L OEE, R —~ v FICEEM TN TWDE Y T A~ v 7T
MReE - HIBRT 5 Z LT TE 20,
[3% 2 ]
7 Z A< Fclass1" VR T 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #

9.2.12 7 T A~ v 7 OEEEN T
E=N

class name

no class name
%7 X — & —]

name L IRy TIA

[AJ1E— K]

RV v—<v7FE—FR

B!

R o=~y T A~y T HBEEMT 5,

7T A%y TOEMFICHST DL, R v—~vo T« 7 TRAE—RIBHT D, R v—~vvT 7T RE—
KT, b I 74977 TAFBICUTOREET) ZENTE D,

o T~ —X UV ERITEET—FEE

« A—XUUT

« RS

e Uw—F 7

no XX CFEAT LG A X, RY v—~ o7 nb o T A~y TOREAT 2R 5,
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AU —~< v 7D S 472 LAN/SFP A — MBI OGREEA v X —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I I TRAINET D, VTA~Yy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—DODORY =<y FIHEMIT oD T Ay I, 8 0FETET 5,

[/— 1]

Ka< REFITTDHITIE, QoS #Ahc LTS Z &,

deny 77> a D774y 777 A LT, QoSMUHDFREL L THEMEN2,
BE)

LAN R— h #1 DZ[E7 L— LI L CUTOREET D,

¢ 10100 DRy NT—=U MDD NT T 4 v 7 ZFFA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

« Green:fizik, Yellow:DSCP fE% 10 IZEE#ax . Red:AZE

[N 7490 0T ADESE

SWX232x (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

(
SWX232x (config-cmap) #match access-list 1
SWX232x (config-cmap) #exit

[RY > —DRE]

SWX232x
SWX232x

config) #policy-map policyl
config-pmap) #class classl

SWX232x (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x
SWX232x

config) #interface portl.1l
config-if) #service-policy input policyl

~ e~~~ o~~~ —~

9.2.13 b7 7 4 v 7 D FESRME DFRE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X KID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
[BLFA]

FNTT 4w 7T ADGERMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RBAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML DEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE, QoS ZAMC L THL Z &,

N7 4y IV ETT 78R A MIRETEDRMFITRRIGFETERD,
B!

25 A< 7 classl"DESARCT 7B AU A - #] ARET D,
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SWX232x (config) #class-map classl
SWX232x (config-cmap) #match access-1list 1

92.14 + T 7 4 v 7 IS DR E(CoS)
[ER]

match cos cos-list

no match cos

[73F A —5F—]
cos-list o <0-7>
YRR L LTHET S CoS i, R 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
[FAA]

T T 4T 7T ADSEELRMIT VLAN & 7~ 2D CoS &M+ 5,
no G THEAT LIZHA. CoS DE&MREEHIRT 5,

BEED FIREG E)E T, REAMVIET Z N TE D,

[/ —}]

Ka<wy REFATT HITIE, QoS ZAZC L THL T &,

[ E 5]

7 A< T class1"DyFASAMIZ CoS fE" 1" E"2" 2R ET D,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match cos 1 2

9.2.15 b T 7 4 v 7 IR OFRE(TOS BILE)
[ER

match ip-precedence fos-/ist

no match ip-precedence

[73F A —4&—]

tos-list o <0-7>
DHESRMEE LTS 5 IP ~ v & D TOS 1855 (precedence) 7 ¢ — /b NE, K 8 fll & T
FRTE D,

[AS1E— K]

7 TAYy TE— R

[RLBA]

T 7 4w 07T ADBFEGRMITIP ~ v X D TOS #55E (precedence) 7  —/L RE & i3 %,
no JTETHFAT L7256, TOS AT K 2 R E 2 HIbRT 5.

BEHD FIREB M) E T, REZMRVIRTZENTE D,

[/ —}]

Ka<r FEFITT 5213, QoS Az LTk 2 L,

[ E B

7 7 A~ 7 class1"DIVFASITIC TOS LR 3" & "4 2 3 ET 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match ip-precedence 3 4

9.2.16 7 7 4 v 7 3EFKMHEDREDSCP)
[ER]
match ip-dscp dscp-list

no match ip-dscp
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X A—5—]
dscp-list : <0-63>
SRS L LTl S IP ~ > # @ DSCP(DiffServ Code Point) 7 4 —/L N, K 8 HE T
BT 5,
[AS1E— K]
JITARy TE—R
[FiHA)

NT T w7 7T ADLHEERIEZ IP ~ v Z D DSCP(DiffServ Code Point) 7 4 —/L R A 95,
no X CIHAT L7284, DSCP IC X D 5M3E & HIBRT 5,

BEE D FIRGE)E T, RELXMRYIRT Z LN TE D,

[/— 1]

AKa<wr RuEFATT 5121, QoS ZHMT L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" & 7 ET 5.

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match ip-dscp 48 56

9.2.17 F T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN # J & 2 HRET S

untagged D KM VLAN 2 77 LR ET D

[/XT A= —]

type D A=Y Ry NI L —LDE A TERET 5,

X EME B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— K]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L— LD F A FEE VLAN % 7 DFELZFETT 5,

no R TIITL7HA, A —VFy F 7L —2DX A FEE VLAN ¥ 7 OF I L 55603 E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 2,

[/—}]

AKa<xr RuEFATT 5121, QoS ZHMC LT Z L,

tagged FEEIZT 7 B AR — MZBEH LA L7 D(T 7 B AR— N TR T EZ 7 L— 2% bW Ew),
[3% 2 5]

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match ethertype 0x0800
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9.2.18 N7 7 4 v 7 HFRSKMHE DR E(VLAN ID)
[ER]

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS E LCEM T %5 VLAN ID
[AF1E— F]
JITASy TE— R
B

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A . VLANID I X D 4M30E & HIFRT 5,
BEHD RGO E)E T, BREAMY KT Z &N TE 5.
[/—H]

Kavwr REFATT HIT1E. QoS AL T Z &,

[ EH]

7T A~ 7 class]" D3RI VLAN #20 X ET 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID L ¥ VHE)

[ER
match vlan-range id-start to id-end
[/$F A —&—]
id-start 1 <1-4094>
SRS & LTREATT S VLAN ID OBRAR1E,
id-end o <1-4094>
SRS E LT 4 VLANID OF& T, BRAAD BT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IARy TE— R
(@]

7T 4w 7T ADGFERMC VLANID ZE 7 %,

SESEZEIBRT 554 1L. nomatch vlan =~ > R&EHT 5,

matchvlan 2~ > FORTEELHHITHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > KX°> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

ARKa<wr REFITT 521, QS ZAMILTHLL Z &,

[B%E B

7 Z A=y T class1"D/PASIIZ, VLAN #20 0 H#30 £ TEHEET 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match vlan-range 20 to 30

9.220 7 7 A< v TEBROFR
[

show class-map [name]
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[NT A —=HF—]
name DT ARy T, BEEE, TRTODY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
B
FRELILY 7 A~y TOEROGIBRMNEFRT D, 77 ARy THBOFTFNEFITZLUTOLEY,
vI7varv IEH 2157
57 55 (match) Match Access-List 772 AU 2 R ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &%
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWX232x#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZETZ7 L —AIZKTHRY —< v T DERK

v
policy-map name
no policy-map name

[78T7 A —=F—]

name DR =y T B2 LFUT.. KT/ CF % KR %)
[AFTE— F]

Ja—x\)aryz 4L —yg T — R

[FRHA]

R —~vw PEEKRTH, R)—~vv 1T, ZETL—LICHTAEUTONEEY V57 47 7T REITE &
Db DTH D,

s NTT 4w IR

s Tlvw—FF

« A—XULT

s RITUT

c Uw—F7

RKa<y FCTHEKLERY —~< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b B L OGREEA > ¥
— 7 x—RZEHATHILENTES, I, RV =~ THNOEI TAS T IZEoTZIETL—A0 b
T4 w7 TACGEINDG LRV, B T T 4 v 7k LT —HF—DFEE L1z QoS MER 7o s L 9
27 %,

Rt TONEERET LR v—~v v 77— NIIBEIT 5,

no I CHEATLIEGA, ELERY v—~ v 7 E2HIBRT 5,
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[/ — 1]
Ka<wr REFEITT AT, QoS Az LT L

?ELKT)/_7/7W$Wﬁﬁ@ﬁD\m@@ﬂEuﬂbfﬁﬁﬂﬁ@bﬂé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHAOEE . RE « HIBRT 5 Z LI1XTE 220,

[FREHI]

LAN R— M #1 OZET7 L— LI L TCUTORELT 5,

+ 10100 DRy NT—TINLD NT T 4 v 7 &dFA]

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #7 7 & % /348
o Green:fi5k, Yellow:DSCP % 10 (& XH#i % . Red:fk3E

[NTF 74T 7T ADERR

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl
SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit
[V 2 — D% E]
SWX232x (config) #policy-map policyl
SWX232x (config-pmap) #class classl
SWX232x (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10
SWX232x (config-pmap-c) fexit
SWX232x (config-pmap) #exit
(
(

SWX232x (config) #interface portl.l
SWX232x (config-if) #service-policy input policyl

92N ZET L —AIZHT IR —< v FDEHA
[

service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
[AJTE— K]

A HE—T 2 —AF— R

B

RV v —~v 7 %% %3 5 LAN/SFP " — B L OGRS v ¥ — 7 = —RXIZEH T 5.

no B THAT L7=A . LAN/SFP R — hEB L UGHEEA v X — T = —ANG R —~ v T ERERT 5,
[/—}]

ARa<r REFEITTDHITE, QoS A LT Z &,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UOGRBEA V¥ — 7 = — R THEMAHE A DOLE. =7 — &b,

RN —=w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— F B L OGBS VX —T =2 —AD T A I
F—RERGELBEWVERTEN D THLEENTWEGE, =7 —¢Rb, JIARYTDOREDNDI B, M T A ME—
Rz Xk 2@EAFIERH D3~ RIZLLTO LR,

FF A FE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FZ A FE—F

a<w R

HIRAE

Port Priority

set cos

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

A AT

police, remark-map

U~ —% 2 7 A A3
AR(E 1)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST

D, Ho, ZY% A0 remark-map 23558 E SN TWAEAEIET,

RY —= v 7N S 7= LAN/SFP AR — M, #aElA v X —7 2 — RIZFATR TE R0,

R —< vy FIIREA X — 7 = —AZFFE L CTW5 LAN/SFP AR — MIXt L CHEHATE W, 72721, AHX—h
T a7 47 RICEHREA L — T 2 —RCFTE L TUVWA LAN/SFP R— MR Y —< v TRENH HEE. i
'R — NOBENRIA X — T = — R HEHEN S,
A—=Z U TE, LFOMEA ¥ —7 =— AR L TEWES TS Z L3 TE R, A=V 7 (R &RE

(police R~ ) ZFZ LAY o—< v FZHMH LN &,

© AB YT EWNT DA N=AL v FEHENTIN— T LIialiA v 4 —T = — X

[EEH]

LAN R— b #1 (2R U > —=~ v 7 policyl Zi 15,
SWX232x (config) #interface portl.1

SWX232x (config-if) #service-policy input policyl

LAN R— k #1 25 R Y v—~ v 7 policyl &+ %,
SWX232x (config) #interface portl.1l

SWX232x (config-if) #no service-policy input policyl

9223 S L ~—% L 7 DFE(CoS)

By

set cos value
no set cos

[/3T7 A —F—]

value o <0-7>

FL=—F% T TRET D CoS

[AFIE— F]
RV =<7« JTRAE—F
[FLHA]

SELTE NI 7 4w 7 7T AD CoS %, FEE L2 CoSHICER T 5, 7.

—ID T =T MIHESE | EFEF 2 —OFEID M TET I,
no [P TEIT LIS GB, bT 74 v 7 7 TRATHT D CSEDOT L~ —F > 7IE ZHIRT 5,

[/ — ]

RKa<wy REFEITTHITE. QoS =AML THL Z &,

T —F% 7, BEXF—EERELIFH T LixTE RNy,

[ EH

LAN R— R #1 OZET7 L — AR L CUTFORTEET A
¢« 10100 DF Yy FT—=IMMBDNT T 4 w7 ZFFA]
o HBHELIENT T 4T T T A% CoSHNIET D

[FNT 74> 7T ADER]

F T A FE— RIZHIG LT EF =

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl



a~vr R 77 LA | T T 4w 7l 325

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit
[RY > —DRIE]
SWX232x (config) #policy-map policyl
SWX232x (config-pmap) #class classl
SWX232x (config-pmap-c) #set cos 2
SWX232x (config-pmap-c) #exit
SWX232x (config-pmap) #exit

(

(

SWX232x (config) #interface portl.1l
SWX232x (config-if) #service-policy input policyl

9224 7L ~v—3% 2 DR E(TOS EILE)
(&R

set ip-precedence value

no set ip-precedence

ST A—F—]
value o <0-7>

T —F 7 TRET D TOS EIE
[AFIE—F]
NV —vv 7« 7 FAE—NR
[FHA]

LT RN T 747 7T ADIP ~v XD TOS I (precedence) 7 4 —/L K%, 8E L7- TOS HIZEFE T 5,
Flo, FTAME—RICHSLICEEFEF2—ID 7T — 7 /MIZESE, EEXF2—0OFED Y TEITIH,
no WA THEIT LGS, FT 740277 T AIKT 2 TOSEHREDT L~ —x 0 JILBZHIFRT 5,
[/— k]

Ko< REETT DI, QoS #AICLTHL T L,

T~ —=F 73 FEF—RERE LT Z LITTERY,

[BXRE )

LAN R— h #1 OZ[FE7 L— LK LTUTOREEZT D

« 10100 DRy U= INED NTF T 4 v T EFFA]

LN T T 4 w7 7T A% TOS BIESEER T 5

[N 74w 0T ADES

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY 2 —DRE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set ip-precedence 5
SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.25 7L ~—3% 1 7 DR EDSCP)
[

set ip-dscp value

no set dscp
85 A —5—]
value ;. <0-63>

TLw—% 7 THRET D DSCP
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AHE— K]
K o—y T e s T RE—R
[BH]

SELIZNT 7 4w 7 75 ADDSCP %A, F5E L7 DSCPEICEET S, £/~ FTRA2 ME— RIS LT-%E
Fa—IDT—TNMZESE, BEXF2—OFEY LB TEITI,

no X TEITLIZGE. N T 747 7 7 AZKT 5 DSCPED T L~ —=X% 0 JALE &2 HIRT 5,

[/ —}]

RKa=y REFEITTHITE. QoS AL THL Z &,

T~ —F% 7, BEX—BEREELIFHT 2 LixTE RN,

RFC THELES LTV DSCPE~D 7 L~ —F 7/ ) = —% > 73, GFF 4 FHE T2 T&E 5, RFC THELE
S5 DSCPEIZ. FRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BEHl]

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—=IMED NT T 4 v 7 &7

s BELIENT 74y 7T A% DSCPE"10"ZEET 5

[(NT 747 7T ADEF]

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY o —DIE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set ip-dscp 10

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.26 HAAR Y P —DFREE T L—1)

[EFH]
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police
[F—U—F]
single-rate DI L— MR —EEHT S
T R =5
CIR : <1-102300000>
NZ 7 4> 7 L — k(kbps)
CBS : <11-2097120>
WA h—2 Ny R DS—Z kA R(kbyte)
EBS ¢ <11-2097120>

#EiE h—2 Ny D R—Z R YA Z(kbyte)
action DO T AT E NN v FOEE
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RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 7 T7RAE—F
[RLBA]

DL NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ > RTREPTONLTWDLHEIE, WEZERHT 5,
A—=Z ) TE, TN b— b 30T —<——(RFC29NIZFESNTITV, S LIk 7 A ekt LT, LL
TORHAFRET D5 LNTE D,
*  Green : B51 5D B (FEE AR TT)
© Yellow : #2305, ff#E, U ~—F 0 7 bHiER
« Red:ff3E, V~—F 2 7R
7L, U~—F% 7%, Yellow,Red DEL LN~ OREETHZENTE D,
V~—% 2 7O EIX, remark-map 2~ (R v—~ v 7« 7T 2F— R)TIT 9, action 73 "remark"|Z 3%
ESNTZDIZPbDb BT ZONRT 7 25T 2V ~—F 0 T OFEMBRER R T ha, U ~—% 0 713 8ES)
LD, ZOWA. WIHIRRE(Yellow: #5k, Red:AEE) N @M S b,
no B TIEIT LIS G, A= V7 - RV T - U~v—F 0 ZOWREHIRT 2,
HEHKIAR Y P —(police-aggregate =~ > N L OHFHIZTE 220,
[/—}]
ARKa<wr FEFETTHITE, QS AL TELL T &,
A—=Z ) 7F, UTFOMBA L H—T7 2 — A L TEESED Z L IXTERN, A=V 7 (R H—)F
(police R~ R) ZEGLARY —~v 7 ZEHWH LN &,
« RZYVEWETDAUN=ZAAL v FEBENTITN—E T LA v F—T =2 — A
[BREH]
LAN R— b #1 OZE7 L =L L TUTOREET S
¢ 10100 DRy NT—=InBD T T 4 v 7 &7
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte C. #5177 A % /348
+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X #i X, Red:AFHE
[FT T4 w7 7T ADIEHE]
SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class—-map classl

SWX232x (config-cmap) #match access-list 1
SWX232x (config-cmap) #exit

[R U —D%E]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop

(

(
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10
SWX232x (config-pmap-c) #exit
(
(
(

R
it

SWX232x (config-pmap) #exit
SWX232x (config) #interface portl.1l
SWX232x (config-if) #service-policy input policyl

9.2.27 fHRIR Y P —DFRECA > L— 1)
(&R

police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—D— K]
twin-rate VA= NRY Y —%2EHT S
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[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L — h(kbps)
PIR : <1-102300000>
B—27 K77 4 w7 L— hkbps), CIR LV /NSUVMEIXFEETE 220,
CBS 1 <11-2097120>
WE N—2 Ny hOS—R M A X(kbyte)
PBS ;o <11-2097120>
v —7 h—27 2Ny FDOI—R A X(kbyte)
action DO T AT ES TNy N OEME
BEME BhiE
transmit HirE
drop T HE
remark ) <= —3 7' (CoS/TOS/DSCP)
[AJIE— K]
R)v—~vv 7« 7 TAE—NK
B

SGELIE N T 747 7 7R LT, IR =V A v L— MNEHRET D,
BEIZ police 2~ > RTREMTHOILTWDOLEIL, NELZEHT 5,
A=V T, VA L—h 38T —~—F—(RFC2698)IZ I TITV, L7877 2 izxt L <, LT
DIBRZFEET H T LN TE D,
Green : 51X DA (FHE AR A])
« Yellow: #5316, i, U ~—F 2 7N HER
o Red:fif3E, V~—F 27 M5 ER
72720, U~—F% 71X, Yellow,Red DELEN—FORIRET HZ LN TE S,
U ~—F% 2 7 OFMEREIX, remark-map 2~ R(RY v—~ w7« 7T 2F— R)TIT 9, action H"remark"|Z 7%
ESNTZDZ»Nb LT, TORIRY 7 A% 5 U ~—F 0 VT OFMBREN oA, U ~—F 2 73S
LD, ZOWE. WM E(Yellow: 55, Red: I 2N Sh b,
no R TIATLIHA, A—F VT RV T« U= 7ONEEZHIRT 2,
EHKIR U P —(police-aggregate =~ > R) & DHFHITTE 7200,
[/—}]
AKa~v s REFATT 51T, QoS AL THEL Z &,
A=Y T, LTFOMmEA v H—7 2 — AR LTEESED Z LI TERY, A—Z U7 (R H—)
(police Za~y M) ZEFLAR Y v —~y T EZEHA LN &,
o ARB YT EWRKT DA UN—AAL v FHBENTIN— T LICimA v —T 2 — A
[ E B
LAN R— bk #1 OZE7 L— A LCULTFOREET 5
¢ 10.1.00 DXy NT—=I WD NT T 4 v 7 ZFFH]
« CIR:48Kkbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, ##7 7 A & 435
Green:fizi%, Yellow:DSCP fE% 10 (& & H#ix | Red:fik%E
[FT 74w 7T ADERE]
SWX232x (config) #ip-access-1ist 1 permit 10.1.0.0 0.0.255.255
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-group 1
SWX232x (config-cmap) #exit

[RU 2 — DR E]

5
Fi
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SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #fpolice twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9228 FEARY P —D VU ~—F 2 T DRE
ESN

remark-map color type value

no remark-map

[2¥3T A —%F—]
color D =X T BT TR
REE SiHA
i 7 A Yellow DV ~—% U VREELT
yellow 5
red W7 7 ARed DY) ~—F L THREEIT D
type U~ —F o IR
BEME LA
cos CoS V~—F 27
ip-precedence TOS B Y v~ —F% 2 7
ip-dscp DSCP UV v—F% 7
value o <0-7>
CoS, TOS D ) ~—F » /fE
<0 -63>
DSCP VU ~—% > 7 fii
[AF1E— ]
R)v—==v 7+ 7T AE=F
[FREA]

ERIAR U Y —ToH¥E L7287 7 A Yellow, Red 124 T2 U ~—F  JENMEOREZIT . /o, FT A ME—RIZ
s LT E G2 —ID T — 7N HESE, BEXF2—OFE Y ¥ TEITH,

U~—%> 7%, CoSfE. TOS EJE, DSCPEDOWTNMNEERINT HZ LNTE S,

no X TFEAT LI E, V~—F L IREXHIRT 5,

V=% 7 %ATO2DIIE, Ra<wr ROREDITH, police 2~y KRRV v—~v v 7+ 7T AF— R)THAT
Dtk ZADT 7 v a &k " remark" IR E L TR MLERH D,

[/—}]

ARKa~<r REFITT 5T, QoS AL T 2 &,

V=% 71 F, T~ —F U IREEXF 2 —DRELIHTHZ LN TE S,

RFC THEEES N TWRWDSCP E~D S L~v—F 7/ ) ~—F 71X, 4FEE Chra—F—ERMEL LTHEHT
HZLINTED, RFC THLEZ NS DSCPHIZ, TERD LB,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
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PHB DSCP fE RFC

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[ 2B

LAN B—F #1 OZET L — LI L CUTFOREET S

¢ 10100 DRy NT—TINLD NT T 4 v 7 &dFA]
+ CIR48Kbps, CBS:12kbyte, EBS: 2Kbyte T, A7 7 4 % 437
o Green:fi5k, Yellow:DSCP % 10 (& X H#i % | Red:f3E

[N 7477 T ADERR

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1

SWX232x (config-cmap) #exit

[RY 2 —DFFIE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10

SWX232x (config-pmap-c) fexit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.29 ££KIAR U —DAERK

EEN
aggregate-police name
no aggregate-police name

[T A—F—]

name O ERRY A (0 SCFLLT, RUF/INXTFEXRT 5)
[AJ1E— ]

Ja—n)ary 47—y g — R

[@EA]

ERRY P —2 LT 2, BRCAEREADOGEIE. TONBEEWRET D,

av KBRS T 5L, BRI —ONEEZRET L2EN0RY —F— NZEBT 5,

no B THEITT 2 &, BNV F—%HIBRT 5,

UToHAE, ERRY P —DONEEEET LI EIXTERWERR Y —t— FIZERB L2,

o BRIV —DOBRESNTT TAY Y TEELRY —~ v 778 LAN/SFP R— h B L OGBS v X —T7 = — R
WZEH STV D

UUFOEA, SRR P—%2HIBRT 52 LI1XTE 0,

+ police-aggregate =~ > NIZL VD, RIS =N T 7 4 v 7 7 TRACRESNTND

[/—H]

ARKa~<r REFITT 51T, QoS AL T Z &,

A=Y TiE, LFOWHEA ¥ —7 2 — AR LTEESEA Z LI TE 2, A=Y 7 (FYH—)3

(police Fa~ > ) ZF LAY vo—< v FZHMH LW &,

o AE T EERTDHAVNAN—AL v FEBENTI V- T UIiaEA v A —T = — R

[ EH]

HEHRIR Y P —"AGP-01" % AT 5

e
it

SWX232x (config) #aggregate-police AGP-01
SWX232x (config-agg-policer) #



aw L RYU Ty LA | BT T 4w 7331
9230 KR Y F—DOREE V7L — )
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U—F]
single-rate DU L— MRS —EEHTS
[T A—F—]
CIR : <1-102300000>
77 4 > 7 L— h(kbps)
CBS ;o <11-2097120>
WA h—2 vy hDR—R M A Z(kbyte)
EBS ;o <11-2097120>
Bl h— 2 8y hDS— R kA R (kbyte)
action DO T R Iy S OENME
BREME BifE
transmit i3k
drop &S
remark < —% 7 (CoS/TOS/DSCP)
[AJ1E— K]
ERRY P —F—F
B

FERRY =iz, YT N L— bR B—DBEEIT,

no R THEAT LGS, A—F V7 - RV T« Uw—F 0 TONHEEZHIRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC29IZFESNTITV, LK 7 21cxk L <, L

TOWREFRET H T LN TE 5,

Green : 526D A (F5E AR 7))

* Yellow: #i525, AEHE, U~—F 2 70 HIiEIR

e Red:ff3E, V~—F> DR

7277l Uv—F 271, Yellow,Red DELOLN—FDARIEET H I ENTX D,

U ~—F% 2 7 OFEMREIX, remark-map =~ > FEEMAR Y —F— K)TIT 9, action 3 "remark"| \_Eﬁﬁéﬂt

z 7575 Ebfoff FOHRIY T AT DY ~—F T O EN 2o T2 E, Vvy—F o I3 n,
. PIHIER B (Yellow: Hak, Red:AEE) 235w H S b,

[/—}]

AKa<wy REFATT HITIE, QoS AL THL Z &,

A=Y T7E LT OMEA 2 —T7 2 — AR L TEES L 2 &IETE RN, A—=F U 7 (R ¥—)&KiE

(police B~ M) #F LAY —~vy T ZEHA LRV T

. X&y&%%ﬁ?é%/A~X4y%%%wfﬂw~t/7bt%ﬁ4y&—7l~x

[BREH]

EHKIR U P — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2 Xk D A —% VU > 7 % FAT

* Yellow:DSCP ffi% 10 (C#E X #i % . Red:fHE

R U Y —DIERK]

SWX232x (config) #aggregate-police AGP-01

SWX232x (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop



332|a~r KU T2 LA | FT7 4 v 7 HIH

SWX232x (config-agg-policer) #remark-map yellow ip-dscp 10
SWX232x (config-agg-policer) #fexit

9231 EXNR ) P —DREC AL —H)

[ER
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VA= R —E TS
[/3T A —HF—]
CIR : <1-102300000>
27 4> 7 L— k(kbps)
PIR : <1-102300000>
v—2 877 4 v 7 L— kkbps), CIR XV /NSVMEITFEETE 220,
CBS : <I1-2097120>
WA N—2 Ny R ODA—Z kA X(Kbyte)
PBS : <I1-2097120>
E—7 =27 2Ny hO—R hA X (kbyte)
action DAY T RS I Ny S OEE
R EME Bk
transmit HR e
drop fise 3
remark < —% 7 (CoS/TOS/DSCP)
[AS1E— ]
R —F—F
[@iH]

LR —IT, YA Lb— RS —DBREXFITH,

n B TETLEGAE, A—Z VT R - Ue—F TONEEHIFRT D,

A—=Z ) TE, VA b— ]+ 38T —~—H—(RFC269)IZISN\TITWV, HE L7 7 2 LT, LLF

DU ZIEEST HZ LN TE D,

*  Green : B2 5D B (FEEARTT)

« Yellow : #5326, fFHE, U ~—F 2 7 bHER

+ Red: M3, V~—F 7 HER
72720, V~—F% 271X, Yellow,Red DEL LN~ OARIRETHZ LN TE S,

) v —% T OFFMEEIL. remark-map 2~ 2 RENRY —F— K TIT 9, action 73 "remark" 123X E I 7= D
BT, ZORKY T AT D) v —F 0 T OFEMBEREN 2o Te e, V~—F o JI3ES D, 2

DA PIWIERE(Yellow:fi5ik, Red:fEHE)0N@EH S b,

[/ —}]

ARa<r REFEITTHITE. QS AL THLL Z &,

A—=H VT, LTOMmEA v Z—7 2 — AR LTEESED 2 LIXTERY, A—F V7 (KU H—)
(police R~ R ZFLARY v—< v 7 ZHMH LW &,

o AB VT EBRTDHAVN—AL v FEBENTI V=T Lizinif vV —T = — A
[ EH]

HERIR Y Y— "AGP-01" Z1ERKT 5.

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TrTCM (Z LD A —H% U > 7 % AT
* Yellow:DSCP fE#Z 10 (X H1x | Red:fik3E

e
al
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[SERI7R Y Y —DAERK]

SWX232x (config) #aggregate-police AGP-01

SWX232x (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX232x (config-agg-policer) fremark-map yellow ip-dscp 10

SWX232x (config-agg-policer) ffexit

I2.NEKRI Y —D I ~—F L T ORE
[

remark-map color type value

no remark-map

[/XT A—F—]
color D V==X T RTINS T A
REME S
W7 2 A Yellow D VU ~—F > V% E &1T
yellow 5
red Hrlk 7 7 A Red DV ~—F% TR EZEIT D
type s U —F o U]
BREME B!
cos CoS V~v—F%o 7
ip-precedence TOSERE ) ~—F 7
ip-dscp DSCP V~—F 27
value o <0-7>
CoS, TOS BN ) ~—F /' fE
<0- 63>
DSCP UV ~—F > 7fH
[AJ1E— K]
EHIRY p—F—F
B

ERR VY —THE LI 7 X Yellow, Red I35 U ~—F LV JEIWEDOREEZIT Y, /2. FT A ME—RIZ
IS LTEEEF 22— ID T — NI SX EEX2—DOFEV Y TEITH,

U=—% 7%, CoSfE. TOSHIEE, DSCPHEOWTNMNEBIRT L LN TX S,

no X TEITLIZHE., UV ~—F 2 FRELHIRT 5,

V=% 7575 1201I20E, AKa<r ROBREDIED, police 2~ FEMRY —F— ) TE4 T o877 7
2ZADT 7 a s E" remark"IZERE L TBLS MLEND D,

[/ —H]

ARa<wr FEFETTHITE, QS E#AMILTELL I &,

V=% 7F, 7L~ —F 0 IREEXFa—DRELHHT I ENTE S,

RFC THEEE XN TV RWDSCP E~D T L~—F o F /) =—F 73, 4EEFE TRV —FHRME L THAT
HZ EMNTE D, REC THELEX NS DSCP fElX, FEOLEEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598
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[BXEH)
AR Y P — "AGP-01" (2 Y ~—F U T OBREEAT I,
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ X D A —# VU > 7 % FAT
* Yellow:DSCP fi% 10 (CEF X HLz . Red:fHE
[FERI7R Y —DAERL]
SWX232x (config) #aggregate-police AGP-01
SWX232x (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX232x (config-agg-policer) #remark-map yellow ip-dscp 10
SWX232x (config-agg-policer) #exit

9.2.33 £KIAR U p—DRR

[EX]
show aggregate-police [name]
/85 A —4—|
name BN Y Y —4, BT TR TOENR Y —N0n"Rt5E 25,
[AJ1E— F]
FERFHE EXEC £ — I, Kb EXEC £— F
[@iH]
LRV P —DONFEFRT D, FRNEIL, show class-map 2~ > R THR/RE NS police &7 v = v L AIEE,
[/—H
Ka<wr FeFT1 51203, QoS AL T Z L,
[E )

HEHIR Y S —"AGP-01"ONEE ERT D,
SWX232x#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XA Y Y —DEH

E&

police-aggregate name
no police-aggregate name

55 A—5—]
name LT B Y —
IAAE— K]
K)o~y T 7T AT~

(B9

FNFT 4y TR LT, IR b —E2RET D,

no TR THEIT LGS, N T 74 v 7 7 T RACKTHENR Y b —0RELZHIBRT 5,

ERIR VY —GRY >—~< 7« 7T AF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/—}]

AKa~v s REFATT 51T, QoS AL THEL Z &,

A=Y T, LTFOMmEA v H—7 2 — AR L TEESED Z LI TERY, A—Z U7 (R H—)
(police Za~> M) #HLAR ) —~y7EZEHA LN &,

e

it
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o RE T EERTDIAVNAN—AL v FEBENTIN—E T UEREA v A —T 2 — R
[ E ]
RY v —< v 7 "policyl"D 2 DD N7 7 4 7 77 A'class1", "class2"lZxf LT, 447 U +—"AGP-01"% @@ H T 5
«  CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L. SITCM {2k 5 A —4 U o 7 % F4T
* Yellow:DSCP fE#Z 10 (& X #ix | Red:filkHE

[HERIAR U P —D1ERK)

SWX232x (config) #aggregate-police AGP-01

SWX232x (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWX232x (config-agg-policer) fremark-map yellow ip-dscp 10
SWX232x (config-agg-policer) #fexit

[R VU 2 —DF%E]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #police-aggregate AGP-01

SWX232x (config-pmap-c) fexit

SWX232x (config-pmap) #class class?2

SWX232x (config-pmap-c) #police-aggregate AGP-01

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9235 A—H Y T ho X —DFKRN

[EF]
show qos metering-counters [ifname]
T A—5—
ifname © LAN/SFP R— F B L UGHEA v 4 — 7 = — 24, BRI RR— N5 L 15,
[AJ1E— ]
FHHEHE EXEC & — N, kg EXEC £— R
B

FEE L72 LAN/SFP R — h B L OGBS v H —T7 = — A 2B 5D, T_TOR Y P—{ABIR U Y —/FEHKR U —)D
A—=5 Y U TREERERRT D,
TR SNDHEHERITLLTO LB,

HE Bl

Green Bytes Hrik 7 7 A Green 2B ST 31 MK

Yellow Bytes W7 7 A Yellow ([ZMA S L7z 31 MK

Red Bytes W7 T A Red IZFAE NI A ML

717 v N OBIGRIL, LAN/SFP A — NBLOGREA v ¥ —T7 2 —RZAKRY —~ o &l LeRERE R &35,
[/—H]

Ko~ REFETT DI, QoS # AL TR Z &,

[EXE B

LAN R— k #1 O A —% VY > FiEaHERE ForT 5,

SWX232x#show gos metering-counters portl.l
Interface: portl.l(policyl)

* Kk ok k kK Inleldual * Kk ok k kK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok ok k k )k Aggregate * kk Kk kkk
Aggregate-policer: AGP-01
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Class-map : class2
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—HX VT hO o 2—DI )T

E&y
clear qos metering-counters [ifname)
[73T7 A—5F—]
ifname : LAN/SFP R — F B L UGHEEA o ¥ —7 = — A4, BRI ER— bRt LT3,
[AJIE— F]
FiHE EXEC £— K
B

F8E L7= LAN/SFP R — b B L OGRS v X — 7 = —AZBIT D, TXTORY F—{lBIR Y H—/EHR Y —)D
A=V THEEERE )V T T 5,

[/—HI]

Ka<wy REFATT HITIE, QoS ZAMC L T Z &,
[EXRE )

LANAR— R #l D2 =% U o THiiHERE 7 U 73 5,
SWX232x#clear gos metering-counter portl.l

9.2.37 iE{5 ¥ = — DIEE(CoS-Queue)
EE

set cos-queue value

no set cos-queue

[73F A —&—]
value o <0-7>
HE(EF = — ID IZxtis L 7= CoS &
[AJ1E— K]
RV =<y 7 TRAE—NK
[FFA]

LN T T 4y 7 T ACEGER 2 —&EIV S TD,

PKEF 2 —DIFEITIE CoS EA MM L. [CoS-iAEF = — ID BT —7 /L] IZHEASWHMEF 2 =031 HTHAL
Do

o ERTEITLIZHAE. VT 74 v 7 7 T ACKHTHEEF 2 —DIEEEENT 5,

[/—h]

Ka< REFTTDHITIE, QoS #ACLTELL I &,

EEF2—EEX. F~—F AT ITTE RN,

CoSIZLDEEF 2 —DIEIL, CoS N7 A M E—FNEHERD, RV v—~vv I, KRavr NEEah7 7 A~
T MM—DOTHLEENDEHE., TORY —<v 7L CoS F 7 A ME— FUA DR — MZIFT@#EHTE 220,

[ E B

LAN R—h #1 OZE7 L— A LT FOREE T 5

¢+ 10100 D%y NT—IMBD NT 7 4 v 7 ZF7FA]

. ﬁbth774/777x1%m#;~x&63 CERD

[(NTF7 74277 TADE

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class—-map classl
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SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY 2 —DFFIE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set cos-queue 3

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.38 /3 ¥ = — DFEE(DSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[T A—F—]
value : <0-63>
#{E % = — ID (24} L 7= DSCP fE
[AF1E— K]
R)v—<vv 7« 7 T7AE—FK
[FEEA]

SELTE NI 74y 7 7 7 AZEEF2—%2H HTo,

E1E % 2 —OFFEITIE DSCP EZAEM L, [DSCP-£EFF 2 — ID AT —7 /1| ITHEOWEHEF 2 —23FI10 24T
b b,

no R TEAT LIS, N T 74 v 7 7 TRACKT HEEF 2 —DEEEZENT 5,

[/— "}

Aoy FEEFTHITIE. QoS A AT LTHL Z L,

BEX2—HEEL, v T EHT L EITTERY,

DSCP (2 L Dk EF 2 —DFFEIE, DSCP T A M E—FEMLER D, R =<7l Kavr Faghr 7 A
vy I M=DOTHEENDSHGE, TORY L —~ > 7EDSCP K7 A ME— LA OKR— MIITEA TE 720,
(B 2B

LANR— h #1 OZE7 L— LI LT TOREEZT D

© 10.1.00 DRy U= INED T T 4 v T HFFE]

s DHELTENT T4 v 77T AFEEF 22— 3(DSCP2H)ZEET 5

[T 74 v 27T ADEHE]

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX232x (config) #class-map classl

(
SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY > —DRE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set ip-dscp-queue 24
SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9239 R ¥ —= v FERDOER
[EFX]
show policy-map [name]
[/3F A =4 —]
name DR vy A, B, TRTORY =y RN ERIND,




3B | =~ FUT7 LR | bT7 1y 7l
[AF1E—F]
FRFME EXEC £ — N, b EXEC E— K
[FEA]

RELIER) =~y TOEREFTT D, ZNEITLLT,

HH

Bzl

Policy-Map Name

R v~ v 74

State

R >—= v 7 O K #8(attached/detached)

Class-Map Name

7 7 A=y 7E#R, /T show class-map =2~ > R %
ZHOZ &

Match aESESLE
- Match Access-List (77 & A U X |k ID)
- Match ethertype (Ethernet Type)
- Match vlan (VLAN ID)
- Match vlan-range (VLAN ID)
- Match CoS (CoS 1)
- Match IP precedence (TOS 18 ¢ %)
- Match IP DSCP (DSCP 1)
Set T =X VERE, EEX2—RE
-Set CoS (FL~—F 73T : CoS i)
- Set IP precedence (7' L'~ —F > VX E : TOS B )
-Set IP DSCP (7' L ~—3F o 7 3% & : DSCP fif)
- Set CoS-Queue (IX{5 F = —+57E : CoS)
- Set IP-DSCP-Queue (515 ¥ = —+#5 /& : DSCP)
Police A=B YT SR T ) ~—F  TRE

KEEAILLT 22

A=V T SRV T ) —F L TRED

FEIILL T D LB,

HE LA

Aggregator-Police Name ERIRY =2 HRERE SN TND S
BDRH)

Mode A =R YT T T Y X L(SITCM/
TITCM)

SITCM D AFoR

average rate

k7 4 w7 L— b (Kbits/sec)

burst size

WG h—27 Xy hDO/AS—Z R
A X(KBytes)

excess burst size

s b —27 Xy FOS—Z R
A X(KBytes)

TITCM D HZR

average rate

k< 7 4 w7 L— b (Kbits/sec)

peak rate

v'—2 ~7 7 4 v 27 L — F(Kbits/sec)

burst size

WA RN—27 2y hOS—A K
A A (KBytes)

peak burst size

B —2 =2 "7y RDO/N—Z |
A X (KBytes)

yellow-action

ik Z A Yellow (2% 3 2 Eh{E

(transmit/drop/remark)
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HE LA
red-action HI 7 7 A Red (2% 5 EifE(drop/
remark)

+ Match & Set /3.

RESNTWND DN —DETRREND,

+ Match & Set & Police 1%, *fItn9 % =< > R(match, set, police) 3% TE SV TWRWIEAITFR R INR,

[/ — P}

Kawr FeFT7T 51203, QoS ZAZC LT 2L,

[ EH

AU —= v 7 "policyl"DIEFHREFRT B,

SWX232x#show p

Policy-Map N
State: att

Class-Map
Qos—-Acce
Police:

olicy-map policyl

ame: policyl
ached

Name: classl

ss-List Name: 1

Mode: SrTCM

average rate (48 Kbits/sec)
burst size (12 KBytes)

excess burst size (12 KBytes)
yellow-action (Remark [DSCP:10])
red-action (Drop)

9240 vy AT —H ADFER

[EX

show qos map-status #ype [name]

[T A—F—]

type

name

[ASTE— R
FEHME EXEC £ —

[FiAA]

FTRT B~ TR

BEE LA
policy RY ==y T DRT—F ANEHRE TR
class VIR T DAT—H AERE TR

TRTHERY =<7 (FILT T A T) OLFR, BERFHITXTORY v—<v 7
(F72137 9 A7) DL d,

. %k EXEC £— R

R =~y TRV T ANy TDAT — 4 AMERERRT D,
Ka<w o RER+T22LT, A —<v7NEDLAN/SFP A— F B LA v X —T7 = — X @A STV
B0, TTAR Y TMEDRY —< v FIZBEEINTWAENRRE, R —w oy 7RI T A~y 7TOMEICET

HIEREMD Z LN TE D,

FRAFFILUTD LB,

policy-map

HHE RANE

input port AU —=< v 7 0EH S TS LAN/SFP A — B &

NGRS L H—T 2 —AD—E
edit/erase policy-map/no policy-map 73317 R[BE & 5 >
attach limitation kZ A hE— FEOWHEHA TS

class-map
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HHAE

FTNE

policy-map asociation

I IAR T MBEEENTNWDIRY) —~ v TO—E

edit/erase

class-map/no class-map 733217 [HED & 95 2>

attach limitation

~Z A hE— RO A

P

R =y IR T A~y TOERENEIL, show policy-map, show class-map =~ > N THRET 5 Z &,

[/—}]

Kavy REFTT5HITE, QoS AL THL Z &,
[ E B

AU —= v 7 "policyl"D AT —H A& FKRT B,

SWX232x#show gos map-status policy policyl
policyl status
input port : portl.3

edit/erase : Disable

attach limitation
CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

77 A<y T class|"D AT —H Ak Frmd b,
SWX232x#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEF2—DATVa—Y LV ITRE

E&

qos wrr-weight queue-id weight
no qos wrr-weight queue-id

(85 A —5—]
queue-id : o <0-7>
EfEF 2 —1ID
weight T <1-32>
WRR D A
(IR E]

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6

no qos wrr-weight 7
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

BEfR % 2 — I LT, WRRGEHME 79> Ka EORASTREET ).

H

22— 7RIt T_XTO LAN/SFP R — b B X UOGHEA v X —7 =2 —ALBEORIE L2 5,

no FECTHELIT LTEHE . BHMEF o — 1 THH L (SP) i & 72 B
[/ —h]
Ka<r REFITT DL, QoS #AcL TR L

[BREH]
EAE N = —#T#6 % SP 2 (7 DMEID). #5#4#3 #2#1,#0 % WRR F= (5:5:5:2:1:1) & T 5,

SWX232x (config) #no gos wrr-weight 7
SWX232x (config) #no gos wrr-weight 6
SWX232x (config) #gos wrr-weight 5
SWX232x (config) #gos wrr-weight

SWX232x (config) #gos wrr-weight
SWX232x (config) #gos wrr-weight
SWX232x (config) #gos wrr-weight
SWX232x (config) #gos wrr-weight

O N Wb
RPN o oo

9242 T T 4 v 7 V=2 — U T (R— hBAD)DRE

E&y
traffic-shape rate kbps CIR burst BC
no traffic-shape rate

87 X —5—]
CIR : <18-10000000>
b7 7477 Lo bp), A AHDSFEAET BT, AIMEICH LT SR
BRHDL([/ — MNBHR)
BC 1 <16-16000>
N—=Z YA X(kbyte), 4kbyte L TORE L 2D, ([/ — MNEZH)
(AR E
no traffic-shape rate
[AJIE— K]
B =T z—AEF— R
B

— MIXLT, Y=—VE U7 2RETH,
o R TET LIRS, R—F o =2—bE U VOREITENE 2D,
[/ —}]
Ka< REFITTDHITIE, QoS #ALTEL I &,
NT7 7497 Lb— MINDALRREET DO, AMEICH U CEBOBERENELR2BE1H D,

EARR7R

NR—=2A b P A RT"MRU O KIEE A > X — 7 =—AD MRU O T b K& 72fl)" D 10 5L B2 R ET 52 L,
RNR=A M A APHEINCERE SN TOVRWVEA, Vo=V I RHRESNTZAR— b5 7 L—AREE S0,

[BE B
LAN 7R— | #1 705 D515 % CIR:30016kbps, Be:1876000byte (24X 5.,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 NS T 4 v Iz — U T (Fa—HD)DORE

E&

traffic-shape queue gueue-id rate kbps CIR burst BC
no traffic-shape queue queue-id rate
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[78T7 A= —]

queue-id . <0-7>
EEF 2 —1ID

CIR : <18-10000000>

N7 74 w7 L— h(kbps), FOIABNFEAET D726, ATMEICK L CTEBEOw HED #72
LEENRH D[/ — MBI

BC ;. <16-16000>
A=A kA Z(kbyte), 4kbyte AL TORE L 725, ([/— MBH)

(AR RE]
no traffic-shpe queue 0 rate
no traffic-shpe queue 1 rate
no traffic-shpe queue 2 rate
no traffic-shpe queue 3 rate
no traffic-shpe queue 4 rate
no traffic-shpe queue 5 rate
no traffic-shpe queue 6 rate
no traffic-shpe queue 7 rate
[AJ1E— K]
AVHE =T 2—AE— N
(@]
R=FDOEEFEF2—IZXH LT, v=—ETEHRET D,
no B TIEITLIZGE, RMEF2—ICHTLH3=—E VTORETED L 2D,
[/—}]
AKavy REFTTHITE QoS AL THL Z &,
NI 7 4w 7 L= MINDIABBFIAT D2, AJMEICK L CEEOEMENRR 56035 5,
R—=2 [ A ZIF"MRU O KIS A % — 7 =—AD MRU OHI Tl b KX 22" D 10 {5l LERETH &,
N—= A M A APRHEYNCRE SN TWRWGE, v — BV IRRESNTZAR— R D 7 L— AREE S e,
[EAEBI]
LAN A"— [ #1 O F = — #0 7> 6 D E[F % CIR:10Mbps, Be:64000byte (ZH 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —ilfH

9.3.1 7 v —fH#HI(IEEE 802.3x PAUSE DEZE)DRER AT b)

[EX]
flowcontrol type
no flowcontrol

[T A—=F—]
type C 7 a OB E

REME B

enable 7 u—fllE =BT D

disable 7 v —iilfl & T 5
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[FIHIRR 2]
flowcontrol disable
[AS1E— K]
rsa—R)ary 7 40— g F— R
B
AT DR D 7 v —HIEI(IEEE 802.3x PAUSE 7 L — L& (2) 2 AN 5,
no JETIAT LA, 7 v — il &2 i3 %,
[/ —}]
QoSN AR/ L X, VAT LD 7 u—HllHlEBENITHZ LIXTE 20,
7 —filillEZ AN LIca, BRI T —/v Re y THRRITENIC /R 5, 72720, AZ v 7N AN LIz
BIIARBIRIZEEY Ly,
A B =T 2—AFOT7 o — L, VAT LMAEA =T == 2D T o —HIHEREEZNENAN Lz
HDOHEET S,
[ EH]
VAT LD T a—ili#E /T S,
SWX232x (config) #flowcontrol enable

9.3.2 7 o —#|#I(IEEE 802.3x PAUSE DEZE)DREL ' F —T = —R)
[EF=]

flowcontrol #ype

no flowcontrol

[T A —F—]
type D7 e —HhilE OB E
B EE B
e Zu—flHoRER T T — g LV EAR)
235
both Pause 7 L' — L DEE/ZEEZGEIT D
disable 7 v — il 2 BT D
(AR E
flowcontrol disable
[AJIE— F]
AP =Tz —AF— N
B

LAN/SFP 7R— k ® 7 1 —#I{H(IEEE 802.3x PAUSE 7 L — A2 (E) 2 AN 5,
no IR CHEAT LA, 7 r—HiliElz ®\ahicd 5,
[/—}]
A~ Rid LAN/SFP iR — NI D HERE Al HE,
VAT AD T a—HIEN IR G A EE L,
PAUSE 7 L —ADE(E L ZE XMty N THWEORE L 25,
Ch B B SR O AL 5 23 241597 % PAUSE 7 L — A D HIBiERIE, OXFFFF(65535) & %,
LUFOHIRR & 5,
e SFP+EVa— N EHWLGE, 7e—fl#Elo a8 r Tz — g SRR — K,
o TROFMHFICHLYT H5E. BHEIRr T = — 3 B Pause 7 L— AEEIIRY A — R, (Pause 7 L — A%
EDOHYHR— 1)
o AH v IERRPAER. o, 7 a—HERE S
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[ EH]
LAN R— K #1 © 7 u—#lH % BT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #flowcontrol both

LAN R— I #1 O 7 v —ilif 2 #ho+ 2,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #no flowcontrol

9.3.3 7 v —fHlH OBEERIREEDFR

[ER]
show flowcontrol [inteface ifname)]
[F—7—F]
interface D EBRTEA AT =2 —AERET D
[/NT A—F—]
ifname : LAN/SFP "— M4, BIERFIX A v F—T = —AEXRET 5,
BT DAL H—Tx2—RA
[A1E— ]
FFeHE EXEC & — N, %4 EXEC E— N
[RLBA]
7 v —HIENC B B IEHOE 21/, PAUSE 7 L — LD EZER) 2 F#ord 5,
[/— 1]

PAUSE 7 L — L EZERIT, AR — hO7 o —flR AL 2> TWLHREDOHRFRIND,

PAUSE 7 L — A5 {E%0%. clear frame-counters =~ > RE{THRC IV U T &N 5,

[B%EH)
LAN B— k #1 O 7 o —§lfE# % £ R4 5,

SWX232x#show flowcontrol portl.l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0

2R— hDO7 v —HlHiFRE R RTD
SWX232x#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.1l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — A

9.4.1 2 h—ALHIHHDOHRE

E&

storm-control #ype [type..] level level
no storm-control

[73T A —=F—]
bpe o Ab—LdlEs A7



level

(AR E]

no storm-control

[AS1E— F]
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A h— Az A7

B

Tr—R¥ ¥ A MR N AHIEEFZHICT

broadcast z
multicas <L FE A DA b= MHEE AT
unicast FEEAHD =% ¢ 2 7 L— 2Ol %

BINZT %

<0.00-100.00>

Ml SIRiE D N—t 7 — U THRET S
B/ NEUS LT 2 (L E TRETE D

A HE—=Tz—AE—F

(@]

LAN/SFP R— NIkt L7 r— K¥ ¥ A2 b A b —AHIfH, ~LFF v 2 A b—AHl#HB IO, s fFHO2 =%
A N7 L—LORIEZEEIZ L., ZEFHIEZ T 5,
MIEZB2 TZELE7 L—AIEES N D, 7272 L, BED 100% D5 A 132 EHIRIZ Ly, BETe” L—2A
HFETHY ., FEHNZITERETE 220,

[ E B

LANFR—F#l OT7 B — RFF ¥ A MR =LA TF Xy 2 b A F—LEEE2 BN UBIE 30% %% ET 5,

SWX232x (config) #interface portl.1l

SWX232x (config-if) #storm-control broadcast multicast level 30

9.4.2 A b — Affilil {5 EIRMEDFT

[EX]

show storm-control [ifname]

[/8T7 A —=F—]

ifname

[N E]

L

[ASTE— K]
FEHHE EXEC E— K,

[@iA]

LAN/SFP iR— h DA X —T = — R4,
TR T HA U H—T =z —R&

7 L — LD EIREEF T 5,
A =T 2= AZ B LT HAIE, B v X —T 2 — AN 5,

[EE B

A U H =T 2= ADBREREZTTRT D,

SWX232x#show storm-control

Port

portl.
portl.
portl.
portl.
portl.
portl.
portl.
portl.

QO Jo Ul WN

HibE EXEC E— K

BcastLevel McastLevel
30.00% 30.00%
20.00% 20.00%

100.00% 100.00%
100.00% 100.00%
50.00% 50.00%
100.00% 100.00%
100.00% 100.00%
100.00% 100.00%

30
30

UcastLevel
100.

20.
100.
100.
100.
100.

00%
00%
00%
00%
00%
00%
.00%
.00%
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10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 2= — % L RADIUS ¥ — \—SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A MERFIT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Jua—\)varyz 4 l—y g rEw—NR
[FAA]

= — 77 /L RADIUS % — "—#§Re D F 2/ 2 2 5 ET D,

F7o, WEEH UDP R— FESEETT LI LNTE D,

no JTER Ca~ > R&EFITLGE IR EMIC R D,

[/—}]

72— 77 /L RADIUS $— N—HEREZ 32 72 121E. AT crypto pki generate ca =~ > N T/L— MRFER % Ak
TLONENRD D,

[BREH]

1 —71/L RADIUS ¥ — —tKREZ AT D,

SWX232x (config) #radius-server local enable

10127 78R VB —T =2 —ZADHRE
[EX]

radius-server local interface interface

no radius-server local interface
8T A—&—]
interface : VLAN A V' #— T = — R4,

(1A E]

L

[ASE— R

Ja—\ a4l r—g s E— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AEZRET D,
TIBAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L CU 5 RADIUS 7 74 7> h(NASYOHDT 7 A% T[4 5,
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SWX232x (config) #radius-server local interface vlanl
SWX232x (config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[T A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
o "DEFAULT"ZIEEART]

(18I E]

2L

[AJTE— K]

Ja—x\)ary7 4L —y g T — R

[FREA]

7747 v MNERAEEZBITT D00 — NERER A AT 5,

RAER4 AW LT 561X "YAMAHA_SWITCH" 2 4%,

no B Ta~r REFET L3, i€ Lic/b— FNEIERZHIBRT 2,

[/—H

NV— FRBRER A AR L TV R WAL, = — /L RADIUS $— N—FEREITME FH T & 220,

BEIZ N — FREGER D ER SN TV ORI TR R HFIRA R E L6, V— FMRERIL EEE S5,
N— FBRERZHIREIT EEETD L BITHEHLDT T4 7T 2 FEAFET TN TEY) L2 D,

Jb— FEBFERAMFEIE LTV T 1 erypto pKi generate ca iX 232 & Lb— REBFER & LT TE 720y,
[BEH]

PFEfA4 A "MYRADIUS" D /L — hiBFER & KT 5,

SWX232x (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E— R

[E=]

radius-server local-profile
[AFTE— K]
rua—\narz 4 b—va e —R
[FAA]

RADIUS 27 4 J L—3 g3 VUF— RIIBITT A,
1 — % L RADIUS H#— S — e OB RE A R T 272D DE— R Th b,
B!

RADIUS 2> 7 4 L —3 g v — NIZBITT A,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFX)

authentication mode [mode...]

no authentication
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[T A—5—]
mode Tl 77 20
REME B

pap PAP F2aE /7 2
peap PEAP #GlE 7 =
eap-md5 EAP-MD5 525 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

(IR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE—F]

RADIUS =7 4 7V Lb—va v E— N

[@i ]

= —77 /L RADIUS $r— "— T3 238G N a5 E T %,

no WA Ta~y RZET LGB ITMFIREBEICRY . T X TORIMLTADRGDE D,
[/—}]

PEAP, EAP-TTLS #¥FEF NONHERFRFEHF R & LT, MSCHAPV2 & MDS &% 7AR— b9 5,
MD5 #EHT 25613, BREHF U eap-mdS ZHRET DL ENH B,

[ EH]

3 % 785E 5 % PEAP, EAP-MDS |[ZHlBRT 5,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #authentication peap eap-md5

10.1.6 RADIUS 7 5 A 7 F(NAS)DFRE

[EFX]

nas host key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & ODBERFICHEHT 5 /XA Y — RZRET 5
[7XF A —&—]
host D IPTRUVA, FE, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui & o
. _ . v bV =2~ A7 OFHIT 8~32 T IP 7
IPv4 % v b7 —27 7 KL A(AB.C.D/M) RLADER FEILO & 725
=Xy AT RLADS L REET KL
IPv6 7 K L A(A:B:C::D) A(:/128), T 7 AL Fb— R T R L A(::/0),
=T Ry 7T R L A28 &2 RN T- 6 D
IPv6 > b7 —2 7 KL Z(A:B:C::D/M) TVT 47 AKX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]"? A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

B RBEREIE 100 TH D,

no B Ta~r FEETLEEEAIE. $8E L7ZRADIUS 7 74 7 > FOREZHIERET 5,
[/ —F]

Aa~ s RTERELZRADIUS 7 7 A 7 M(NAS)E#tiX. running-config, 3 KT}, startup-config (ZIFFRR S 4172
U,

Flo, BEOREI~VY FEFRRY, Ra~vr REFETLERRTRET —# & LTRFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H#IZ. show radius-server local nas =~ > K TR TX 5,
A DA — FIRGEHERE Tr — /L RADIUS —_—Z 457 ET 25613, U TE2RET DLENH D,
SWX232x (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
| us]er userid password [vlan vian-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—T— K]
vlan : #AF I v”7 VLAN D VLAN Z3RET 5
mac DR ARERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid DOHEREL T D SSID & HFE L72WEEIT SSID 2 HET S
name A=Y ARRERET D
mail D 7 TIAT V bEEORA A =T RV RAEBRET D
auth CORRES RS A T ERET D
expire LU TAT v MEMEO AR 2R E T 2 GEAE T A 78 EAP-TLS O35 O A A 7%))
T A—F—
userid ;. a2—H%—1D

(3 3CF-LAE 32 SUF LA, "DEFAULT" X5 E AR AT)

FRRES AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EIS") AR — < e Ins

EAP.TLS \%L]-/%ﬁ';%a% 2 A % bR < AR
password D RXRAT— R

(B2 LFLAN, \[]"? A=A &R A RETF - FALE)
vian-id 1 <1-4094>

2 AF 327 VLAN 1D VLAN & =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRESG AR (2 —H—)D MAC 7 R L A

ssid . &St SSID
(32 LFLINL \[1"? A— 2 BB AT - AL 5)
name D a—F—4
(32 LFLAN, "2 A= 2 &R AT - AT
mail-address . A—LT RLZA
(256 SCFLIN, AL - @)
bpe =V
REME Bl
PAP §RiE X (= —%—ID L XA U— K%
pap Y541 7)
PEAP, EAP-MDS5, EAP-TTLS F8iF 7 X (== —
beap P—ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(EMSEE 2037/12/31 L1 5)
(YYYY/MM/DD BAE B £ 225 2037/12/31 £ C)
[FIHAER E]
L
[ASE— ]
RADIUS 27 4 7 L—3 a3 »E— R
[BiHA]
RADIUS H—_—TFFET 52— — & BT 5,
B R ERELIE 2000 TH B,
no B CTa~y REFETLESGAIEL, E Lica—F—%HIRT 5,
FBREH T EAP-TLS %87 L7284, certificate user 2~ R CZ T4 7 2 FEHAEDRITHNMLE L 72D,
Flo, NARATU—=RRZ 747 2 MiEHEOAEIWIRAZETE LIGE S, BESZ 747 2 MEHEORITHMLE L 72

Do
7 74T v MEAEZRITHADO 2=V =2 IR 556, BBIICY 747 & MEAEO KDL ZAT 9,
[/ — ]

ARKa<y FCHEE L2 ——1F#HIL, running-config, 3L, startup-config (ZITFR/R 720,

T, BEOREaA~Y REIFRRY, Ravy REFATLERRTRET —¥ & LTRFESND,

FRTE Lz — —15#I%, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL AlE, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=8A A S h
60

[ EH]

PRREL— W —Z X T D,
SWX232x (config) #radius-server local-profile

SWX232x (config-radius) #fuser yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FHEFEREIFR DR E
[EX]

reauth interval time

no reauth interval

[7XT A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7L —3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ 9 5 HidaE M@ 2 5% Ed 5,

FRAGERIRR & UL THEH T 2 2028522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZ R B 5,
no JER Ca~ > REFIT LG AIIOMEEICRT,

[ EH]

FFRGEM I %2 604800 FYIZFRET 5,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #reauth interval 604800

10.1.9 17— %L RADIUS ¥ — X—~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £ — KR
B

17—/ RADIUS $— "—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZEH L2 GE1X, T ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHF I H 4
ERH D,

[/—}]

ARawy REFATLIHA. 72— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 ol L s etk
WZHBT S

[B%E A1)
17— 771/ RADIUS r—/3—{Z, BIEORELZ XM IE 5,

SWX232x#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—T7— K]
mail D7 IA 7 FEHFEOFAT L FRFC ==~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CF-LAE 32 SUFLAN, "DEFAULT" X6 E AR A)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=2Z R AT - AT
] \[1/:%]|<>"2? A= &R PEATEH
FAP-TLS FOPEATE
[AFTE— ]
¥t EXEC E—
B

EAP-TLS iBiF XA E L TWbHa—H—D 27 T4 7 FEHEZHRITT 5,

2—H—ID ZAHME LI2GA1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELEZ —{ERITT 5,

« JIAT7 Y MNEAELE ELRHITL TV RN —F—

o NRU—=R, 7747 FNEAZEORDHIREZZE Liza—HF—

FRE % EAP-TLS ~A W L7z 2 —H—

REST 0% EAP-TLS 75 EAP-TLS ISMCAE T L2 —H—X, BEMICY 747 > FEAEZEEZ RS 5,

mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDA—LT RLA~NT T4 7T FEHEEZEMT 5,
A=V DL EARINTHOWTIL, FEFAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7' L— MIHEH,
A—LT RUARHEE SN TR WIGEIT A —LEE LR,

[/ — ]

72747 FEHFEIT 1 2= —IZOZ 2 BETHEITTE D, 2L EFITLIELEITH VO b D0 BIEEIZ KL
ERCE

7 TA47T v FEHEFEO —ERATIIRFM R 0D 72d/ Ny 7 75 R T TE D TP Th a~ 2 FETIIEE
Th D,

L, T a<y RIZOWTUIETTE RV E D IHIRZ 20 T D
* crypto pki generate ca

* o crypto pki generate ca

* nas

* user

+ certificate user

 certificate mail user

+ certificate revoke

 certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEE —ERITT 5,
SWX232x#certificate user

10.1.11 7 5 A 7 M IEBHE O RBIT T

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FFEE certificate user 2~ RZFATT L2 LT T4 7 FaEHEDHITELHATE 2,
[E 5]

74T v MEHEO—FERITE P ST 5,

SWX232x#certificate abort
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10.1.12 7 A 7~ FEEAED LS
[EF=R]

certificate revoke user userid

certificate revoke id certificate-id

[F—U— K]
user D BELEa—Y =0 74T v NEAEEZ RS D
id D HRELEIAT U MEAEID O 74 7 v MEREEZ K SED
[/3T A —HF—]
userid ;. 2—%—1D
(3 3CF-LAE 32 SUF LA, "DEFAULT" I35 E AR AT)
RIEH R AT FIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R PEATERT AT
-k "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. b A Z R < AR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
B

BELa—Y—F737 747 MEAZEID 7 74 7> bEAELZ RSB,
747 v MNERAENKRINTGE. T OERAEZMH S ZFRGET AT 5,

[/—}]
7 7 A 7 > hREAE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2 —H—1ID"Taro" D7 T4 7 > FEHEZ RS E D,
SWX232x#certificate revoke user Taro

7 A4 7T > NREBAE ID "Taro-DFS98EE9B44D22CC" D7 7 A 7 > MR EZ Reh X ¥ 5,
SWX232x#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A 7 v biEAEO T 7 AR — ~(SD = E'—)
[EX]

certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI IAT v NEHEE T AR— T 5

user D HELEa—Y -0 FA4 7 v MEEE T AR - TS
compress ©ozip 7 7 A MTIERET D

/3T A—&—]

userid . a—%—1D
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(3 3CFLL L 32 SCFUAPY, "DEFAULT" (3 7E R 7))

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=2Z R AT - AT
] \[1/:%]|<>"2? A= &R PEATEH
FAP-TLS FOPEATE
[AFTE— ]
¥t EXEC E—
B

7747 v hEEEZ, SD h— NlZ=7 AKR— T 5,
T AR— MEE, SD 1 — RN®D /swx2320/certification/ F 72 1% /swx2322p/certification/ T 5,
compress ZF5E LTz 1X. 7 747 FREHEZ ZIP 7 7 A VITEM L T b7 AR — T 5,

= RR— b &
" TRTDT T7A47T 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TAT v MR EL. BEO | EBOH T,

B2 l]

2—H— 1D Yamaha D7 7 A4 7 M E% SD 1 — K~ 7 ZR— b1 5,

SWX232x#certificate export sd user Yamaha

10.1.14 7 5 A 7~ FREBAFED T 7 AR — M(A —/ViE(E)

E&

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEAEE A LVEET D
user D EELEa—Y 27 T4 T NEAEEZ A —VEET D
compress 2 ZIP 7 7 A NVIZIERET D
[/XT A—F—]
userid . o—%— 1D
(3 3CFLA L 32 SCFLAN, "DEFAULT" I35 E A 7))
AL = AJTRIREICF
EAP-MD5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATET - EAR S
\[1/:%|<>"2? AR_— R &R AT
EAP-TL B
> 5 PR
[AF1E— K]
¥i#E EXEC £— K
[FAA]

74T v FMEFHEEZ A =LA L T2 —P =2 A —LIEET D,
BT 947 FIFHEIR, HFa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW —F— 25 LTI, A—/LDEENMThILe,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OUL IR EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHMEHTLIA =T 7L —FIDZHRTEL TEMEND D,

[/ —H]
A=IVIKEEND 7 TA T MEEHEIL, BHO 1 @BOHRTH D,
[EXEH]

2—H—ID Yamaha © 2 7 A 7 biEEE A —VIEET D,

SWX232x#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

E&y
copy radius-server local src_config num dst_config num
ST A—F—]
src_config num . AE—EDaA LT 4 TEKE
BREE Gl
<0-1> T T #O-#1
sd SD 1 — FND=a 7 4 7
dst_config_num D av—onar T 4 rEE
RIEME Wi
<0-1> a7 (T HO-#1
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
[RBA
2 —7% L RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEREER

o FITLT=V T4 7 > FiEHE
¢ a—P—F—x
. BT AL

a< RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Tat™—4 5 Z LN TX
éo

[/—F]

SD I— KB~ PENTWARVIREET, sd 2B ELSE/IT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a b’ —14 %,

SWX232x#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 > F(NAS)DFIR
&y

show radius-server local nas /ost
[2XF A—&—]
host S IPT7TRUVA, FHE, IPRy hU—=Z T FL A
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BEE A
0.0.0.1~223.255.255.255 ® 9 % 127.0.0.1 %
Rz s o

T NI —7 < A7 OFPHIL 8~32 T IP 7
RUADHRANBIZO0 L7225

A=F XY A RT RLADY B RIEET L
IPv6 7 K L A(A:B:C::D) A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T Ry 7T KL A128) &RV =8 D

IPv4 7 K L Z(A.B.C.D)

IPv4 %> b U —27 7 KL A(A.B.C.D/M)

IPv6 % v b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIL 1~128

[AF1E— ]

¥iHE EXEC £— K

[FH]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,

[ EH]

IP 7 R L A%3"192.168.100.0/24" D RADIUS 7 7 A 7 > h(NAS)Z £ 5,

SWX232x#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde

10.1.17 Bt — P —FHROFR

k={

[EX]
show radius-server local user [detail userid]

[F—U—F]

detail E LT — Y — ORI R R TS

[/ A — & —]

userid . a—H— 1D
(3 CFLL L 32 SCF LI, "DEFAULT" (348 E R Al)

ABREST A AS IR T
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A=A %R AT EATL
PEI<SS"? ANR— G < el B

EAP-TLS \qy/#:ﬁt o ? A A %R < A 5K

[AS1E— ]

Kt EXEC £— K

[FLBA]

a—P—fFRERRT D,

[BREH

A—F—HRO - HE2EKTT D,

SWX232x#show radius-server local user

Total 1
userid name vlian mode
00a0de001080 YamahaTaro 1 eap-md5

Z—4— ID 73"00a0de000001" D = — W —{F i & £ 17T 5,

SWX232x#show radius-server local user detail 00a0de000001
Total 1
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userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 74 7 ¥ FEEAZEORITIRER =

[EFX]

show radius-server local certificate status

[AJTE— K]

¥iHE EXEC £ — K
B
7 FAT v MEMERITREORELZ R TT D,

FITIRKE N
done 54T v FREIEDORITNTE T E I IEREIT
processing 7 74T v MEAEERITH
aborted certificate abort 2~ K72 BN K~ To 747> MiE#A
FEORAT & W

Bt
7747 v MEAERBITRBEOREEZ R RT 5,

SWX232x#show radius-server local certificate status
certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]

[F—U— 1]

detail DR -RERR TS

[T A—=HF—]

userid : 2—%—1ID
(3 CFLLE 32 SCF LN, "DEFAULT" (X458 E R Al)

AR ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
» P N

EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR

[AJ1E— K]

HHE EXEC £— R

[FHA

FATH 2 TA T > NEBED ) A N2 RRT B,

userid Z187E LT A X, T2 —F—0OiEMERE T 5,
[BREBH]

RRE L — P —DRITIH Y 74T v N EEERE2T 5,

SWX232x#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR

[EX]
show radius-server local certificate revoke
[AJTE— K]
ke EXEC £ —
(R EA]
KRB INT=T T4 7 > FEHED Y A N &2FRT 5D,

RENEH NE

revoked FENZ LD KR

expired A RIABREIAIC K D K%)

[BXEH)
7747 v MEHEORZ Y A M ERRET D,

SWX232x#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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A

aaa authentication auth-mac 183
aaa authentication auth-web 184
aaa authentication dotlx 183
access-group (IPv4) 300
access-group (IPv6) 302
access-group (MAC) 305
access-list (IPv4) 298

access-list (IPv6) 301

access-list (MAC) 303

access-list description (IPv4) 300
access-list description (IPv6) 302
access-list description (MAC) 304
action 144

agent-watch down-count 124
agent-watch interval 123
aggregate-police 330

arp 266

arp-ageing-timeout 267
arp-ageing-timeout request 267
auth clear-state time (-f > % — 7 = —ZX%&— K) 201
auth clear-state time (7' 22—/ 3L a7 ¢ 7 L—3 3 »F— K) 201
auth dynamic-vlan-creation 190
auth guest-vlan 191

auth host-mode 188

auth order 189

auth radius attribute nas-identifier 196
auth reauthentication 190

auth timeout quiet-period 191

auth timeout reauth-period 192
auth timeout server-timeout 192
auth timeout supp-timeout 193
auth-mac auth-user 186

auth-mac enable 186

auth-mac static 187

auth-web enable 188

auth-web redirect-url 200
authentication 347

auto-ip 263

B

backup system 154
banner motd 32
baudrate select 59
beep buzzer 148
boot auto-apply 39
boot prioritize sd 38
buzzer 147

buzzer trigger 147

C

cable-diagnostics tdr execute interface 47
certificate abort 352
certificate export mail 354
certificate export sd 353
certificate revoke 352
certificate user 351
channel-group mode 173
class 317

class-map 316

clear access-list counters 306
clear arp-cache 266

clear auth state 200

clear auth statistics 199
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clear boot list 38

clear cable-diagnostics tdr 47

clear counters 169

clear ip dhep snooping binding 259
clear ip dhep snooping statistics 259
clear ip igmp snooping 291

clear ipv6 mld snooping 297

clear ipv6 neighbors 276

clear lacp counters 178

clear lldp counters 121

clear logging 64

clear mac-address-table dynamic 214
clear qos metering-counters 336
clear spanning-tree detected protocols 240
clear ssh host 99

clear ssh-server host key 96

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 47
cli-command 145

clock set 48

clock summer-time date 49

clock summer-time recurring 49
clock timezone 48

cold start 151

config-auto-set enable 131

copy auth-web custom-file 202

copy radius-server local 355

copy running-config startup-config 33
copy startup-config 36

copy tech-support sd 45

crypto pki generate ca 347

D

description 156

description (schedule) 144
dns-client 278

dns-client domain-list 280
dns-client domain-name 279
dns-client name-server 279
dotlx control-direction 185
dot1x max-auth-req 185
dotlx port-control 184

E

eee 160

enable password 28

erase auth-web custom-file 202
erase startup-config 35
errdisable auto-recovery 206
event-watch disable 130
event-watch interval 131
exec-timeout 58

F

find switch start 150

find switch stop 150

firmware-update execute 135
firmware-update http-proxy 134
firmware-update reload-method 138
firmware-update reload-time 138
firmware-update revision-down enable 136
firmware-update sd execute 137
firmware-update timeout 136
firmware-update url 134
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flowcontrol (f > % —7 = —ZAE— ) 343 lacp port-priority 182
flowcontrol (/' = —/ N2> 7 4 7 L—3 3 »E— R) 342 lacp system-priority 176
lacp timeout 178
led-mode default 152
line con 57

line vty 57

1ldp auto-setting 110
1ldp interface enable 117
1ldp run 108

11dp system-description 109
1ldp system-name 109
1ldp-agent 110

logging backup sd 64

H

hostname 150

http-proxy 92

http-proxy timeout 92
http-server 88

http-server access 90
http-server interface 90
http-server language 91
http-server login-timeout 91

http-server secure 88 1ogg¥ng eve.n.t 63
logging facility 61
logging format 61
1 logging host 60
' logging stdout info 63
instance 24.0 . logging trap debug 62
%nstance priority 241 logging trap error 62
instance vlan 241 logging trap informational 62
%nterface reset 167 loop-detect (f > % —7 = — AF— ) 248
i addro dhep 261 o et blocking o0 TR A

loop-detect blocking 249
loop-detect blocking interval 249
loop-detect reset 250

ip dhep snooping (f & #—7 = — A E— K) 251

ip dhep snooping (/' 12—/ V37 ¢ JL— 3 UE— R) 251
ip dhcp snooping information option 253

ip dhcp snooping information option allow-untrusted 254

ip dhcp snooping information option format remote-id 254 M
ip dhcp snooping information option format-type circuit-id 255
ip dhcp snooping limit rate 256

ip dhcp snooping logging 256

ip dhcp snooping subscriber-id 255

ip dhcp snooping trust 252

ip dhcp snooping verify mac-address 253

ip forwarding 267

ip igmp snooping 284

ip igmp snooping check ttl 287

ip igmp snooping fast-leave 285

ip igmp snooping mrouter interface 285

ip igmp snooping mrouter-port data-suppression 289

ip igmp snooping querier 286

ip igmp snooping query-interval 286

ip igmp snooping report-suppression 288

ip igmp snooping version 288

mac-address-table ageing-time 213
mac-address-table learning 213
mac-address-table static 214
mail certificate expire-notify 106
mail notify trigger 101

mail send certificate 105

mail send certificate-notify 105
mail server smtp host 100

mail server smtp name 101

mail template 102

management interface 60

match access-list (QoS) 318
match access-list (VLAN) 307
match cos 319

match ethertype 320

match ip-dscp 319

ip route 263 )
ipv6 270 match ip-precedence 319
ipv6 address 271 match vlan 320

match vlan-range 321

mdix auto 159

mirror interface 162

mount sd 152

mru 159

mtu 268

multiple-vlan group name 228
multiple-vlan transfer ympi 228
mute buzzer 149

ipv6 address autoconfig 271

ipv6 forwarding 276

ipv6 mld snooping 292

ipv6 mld snooping fast-leave 292

ipv6 mld snooping mrouter interface 293
ipv6 mld snooping querier 294

ipv6 mld snooping query-interval 294
ipv6 mld snooping version 295

ipv6 neighbor 275
ipv6 route 272
N
L nas 348
12-mcast flood 283 negotiation 157

ntpdate interval 52
ntpdate oneshot 52
ntpdate server 51

12-mcast snooping tcn-query 284

12-unknown-mcast (-f & ¥ —7 = —ZE— ) 282
12-unknown-mcast (7' 2—/ )L a7 4 JL—3 3 UFE— R) 282
12-unknown-mcast forward link-local 283

12ms configuration 122 P

12ms enable 122

12ms filter enable 125 pass-through eap 203
12ms reset 126 password-encryption 28
12ms role 122 ping 269

lacp multi-speed 177 ping6 277



police single-rate (R U > —~ v 7 « 7 5 ZF— ) 326
police single-rate ($4J7R U —F— ) 331

police twin-rate (N U ¥ —~< v 7 « 7 T XF— ) 327
police twin-rate (£ U H—F— K) 332
police-aggregate 334

policy-map 322

port-channel load-balance 179

port-security enable 203

port-security mac-address 204

port-security violation 205

power-inline (-f > ¥ —7 = —AE— R) 207

power-inline (7' 2 — Ly 7 4 7 L—3 5 U — R) 207

power-inline continuous 209

power-inline description 208

power-inline guardband 210

power-inline priority 209

private-vlan 217

private-vlan association 218

ptp(f F—7 =—AE— R)53

ptp(ZFa— a7 4 S L— g E—R)S53
ptp mode 54

ptp transport protocol 55

Q

qos cos 310

qos cos-queue 314

qos dscp-queue 315

gos enable 309

qos port-priority-queue 315
qos queue sent-from-cpu 316
qos trust 311

qos wrr-weight 340

R

radius-server deadtime 196
radius-server host 193
radius-server key 195
radius-server local enable 346
radius-server local interface 346
radius-server local refresh 351
radius-server local-profile 347
radius-server retransmit 195
radius-server timeout 194
reauth interval 350

region 242

reload 151

remark-map (R ¥ —~ v 7 - 7T ZE— F)329
remark-map (JE5078 U ¥ —F— F) 333
remote-login 142

restart 151

restore system 154

revision 242

rmon 75

rmon alarm 78

rmon clear counters 83

rmon event 77

rmon history 76

rmon statistics 76

S

save 33

save logging 63

schedule 142

schedule template 145
script 146

send from 103

send notify wait-time 104
send server 102
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send subject 104

send to 103

service terminal-length 59
service-policy 323

set cos 324

set cos-queue 336

set ip-dscp 325

set ip-dscp-queue 337

set ip-precedence 325

set lldp 111

set management-address-tlv 111

set msg-tx-hold 115

set timer msg-fast-tx 114

set timer msg-tx-interval 114

set timer reinit-delay 115

set too-many-neighbors limit 116
set tx-fast-init 116

sfp-monitor rx-power 170

show access-group 306

show access-list 306

show aggregate-police 334

show arp 265

show auth statistics 198

show auth status 197

show auth supplicant 198

show boot 38

show boot prioritize sd 40

show buzzer 149

show cable-diagnostics tdr 47

show class-map 321

show clock 50

show config(show running-config) 34
show config(show startup-config) 35
show ddm status 169

show dhcp lease 262

show disk-usage 41

show dns-client 280

show eee capabilities interface 160
show eee status interface 161

show environment 40

show errdisable 206

show error port-led 153

show etherchannel 174

show etherchannel status 180

show fan history 45

show firmware-update 136

show flowcontrol 344

show frame-counter 167

show http-proxy 93

show http-server 89

show interface 163

show interface brief 165

show interface negotiation 158
show inventory 40

show ip dhcp snooping 257

show ip dhcp snooping binding 258
show ip dhcp snooping interface 257
show ip dhcp snooping statistics 258
show ip forwarding 268

show ip igmp snooping groups 290
show ip igmp snooping interface 291
show ip igmp snooping mrouter 290
show ip interface 260

show ip route 264

show ip route database 265

show ip route summary 265

show ipv6 forwarding 276

show ipv6 interface 272

show ipv6 mld snooping groups 296
show ipv6 mld snooping interface 296
show ipv6 mld snooping mrouter 295
show ipv6 neighbors 275
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show ipv6 route 273

show ipv6 route database 274
show ipv6 route summary 274
show 12ms 126

show 12ms agent-config 128
show lacp sys-id 177

show lacp-counter 179

show led-mode 153

show lldp interface 117

show 1ldp neighbors 120

show logging 65

show loop-detect 250

show mac-address-table 215
show mac-address-table count 216
show mail information 106

show memory 42

show mirror 162

show ntpdate 52

show policy-map 337

show port-security status 205
show power-inline 211

show process 42

show ptp 56

show ptp interface 56

show qos 312

show qos interface 312

show qos map-status 339

show qos metering-counters 335
show qos queue-counters 313
show radius-server 199

show radius-server local certificate list 357
show radius-server local certificate revoke 358
show radius-server local certificate status 357
show radius-server local nas 355
show radius-server local user 356
show rmon 80

show rmon alarm 82

show rmon event 82

show rmon history 81

show rmon statistics 81

show running-config 34

show snmp community 73

show snmp group 74

show snmp user 75

show snmp view 74

show spanning-tree 236

show spanning-tree mst 245
show spanning-tree mst config 245
show spanning-tree mst instance 246
show spanning-tree statistics 238
show ssh-server 94

show ssh-server host key 96
show stack 140

show startup-config 35

show static-channel-group 173
show storm-control 345

show system-diagnostics 45
show tech-support 42

show telnet-server 84

show test cable-diagnostics tdr 47
show tftp-server 87

show tx-queue-monitor 172

show users 31

show vlan 228

show vlan access-map 309

show vlan filter 309

show vlan multiple-vlan 230
show vlan private-vlan 229

show y-unos 107

shutdown 156

snapshot delete 133

snapshot enable 132

snapshot save 133

snapshot trap terminal 132
snmp-server access 72
snmp-server community 69
snmp-server contact 68
snmp-server enable trap 67
snmp-server group 70
snmp-server host 65

snmp-server location 69
snmp-server startup-trap-delay 67
snmp-server user 71

snmp-server view 70
spanning-tree 232

spanning-tree bpdu-filter 233
spanning-tree bpdu-guard 234
spanning-tree edgeport 236
spanning-tree forward-time 231
spanning-tree instance 243
spanning-tree instance path-cost 244
spanning-tree instance priority 243
spanning-tree link-type 233
spanning-tree max-age 231
spanning-tree mst configuration 240
spanning-tree path-cost 235

spanning-tree priority (f ~ % — 7 = — X&— K) 235
spanning-tree priority (7 2 —/ 3V 3> 7 4 J L —3 3 VE— R)

232

spanning-tree shutdown 230
speed-duplex 156

ssh 98

ssh-client 99

ssh-server 93

ssh-server access 95

ssh-server client alive 98

ssh-server host key generate 96
ssh-server interface 94

stack 139

stack renumber 139

stack subnet 141

startup-config description 37
startup-config select 37
static-channel-group 172
storm-control 344

switchport access vlan 220
switchport mode access 219
switchport mode private-vlan 223
switchport mode trunk 220
switchport multiple-vlan group 227
switchport private-vlan host-association 223
switchport private-vlan mapping 224
switchport trunk allowed vlan 221
switchport trunk native vlan 222
switchport voice cos 226

switchport voice dscp 226
switchport voice vlan 225
system-diagnostics on-demand execute 46

T

telnet 86

telnet-client 86

telnet-server 83

telnet-server access 85

telnet-server interface 84

terminal length 58

terminal-watch enable 124
terminal-watch interval 125

test cable-diagnostics tdr interface 47
tftp-server 87

tftp-server interface 87

tlv-select basic-mgmt 112

tlv-select ieee-8021-org-specific 112
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tlv-select ieee-8023-org-specific 113

tlv-select med 113

traceroute 270

traceroute6 278

traffic-shape queue rate 341

traffic-shape rate 341

tx-queue-monitor usage-rate (-f > ¥ —7 = —AE— K) 171
tx-queue-monitor usage-rate (7 2— )L a7 4 JL—3 g UE—
K) 170

U

unmount sd 152
unmute buzzer 149
user 349

username 29
username privilege 30

\%

vlan 217

vlan access-map 307
vlan database 216
vlan filter 308

W

wireless-terminal-watch interval 130
write 33

Y

y-unos enable 107
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